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FIELD OF THE INVENTION 

2 
this process is especially problematic if the user needs 
immediate access to data that was only saved on his dam­
aged computer. 

A user may need to access data on a home or office 
5 computer when away from his home or office. While a 

number of programs currently exist enabling a user to access 
data on a remote computer from a second computer, these 
programs typically require the installation of special soft­
ware on both computers to operate and requires the com-

10 puter to be accessed remotely to be in particular state. If the 
home or office computer has been powered down or 
restarted, for example as a result of an automatic operating 
system update, the remote-access software will not be opera­
tive and data on the home or office computer will remain 

15 inaccessible. While use of portable computers partially 
resolves this problem, such portable devices are frequently 
the target of theft. 

Another common problem is missed obligations, such as 
driver's license renewals, license plate sticker renewals, 

20 annual payments and birthdays, just to name a few. Today it 
is the individual's responsibility to keep up with the many 
obligations, regardless of notifications by governn1ent agen­
cies or the like. Even if a notice, e.g. a license renewal, does 
not reach the individual, he/she is still held responsible. 

25 Appointment books in both manual and computerized form 
are commonly used to calendar dates, but these systems are 
not entirely satisfactory. Furthermore, if a computer-based 
calendar is used and the computer is damaged or crashes, 

The subject application relates to a system, method and 
computer program product for computer data backup, stor­
age, retrieval, appointment scheduling, automatic reminder 
generating, and third-party data transfer. It is not intended 
that all of the foregoing objects of the invention are 30 

addressed in any one embodiment of the invention, it only 
being intended that one or more objects of the invention be 
addressed in each embodiment. 

appointments and other dates are lost. 
The difficulties of file backup and calendar management 

are compounded in a multi-user environment, such as a 
small business. A small organization may use a Local Area 
Network (LAN) to manage the computers, printers, mail 
servers and storage devices used by the organization. This 

BACKGROUND OF THE INVENTION 

With the increasing complexity of today's software and 
the proliferation of computer viruses, spyware and malware, 
computer crashes are not an uncommon occurrence. When a 
user's computer suffers a catastrophic crash, the computer 
may not restart properly or the user may discover that his 
hard drive has been damaged or erased. Such permanent 
damage to a user's files is particularly common where virus 

35 requires a significant financial investment in technology and 
in information technology (IT) professionals to support such 
LANs. If the LAN fails due to a virus or some other cause, 
the work of the organization is significantly impaired. 

Additionally, if a member of the organization is away 
40 from the office's physical location, that person may only 

have limited access to his electronic workplace. In addition, 
if the physical office becomes inaccessible, such as due to a 
fire, flood, or blizzard or the like, the organization will have 

or malicious software is involved. When such damage 
occurs, the data on the user's computer will be lost, unless 45 

the user has previously saved the files on other storage media 
other than the local computer's hard drive. 

difficulty functioning. 
It is an object of the invention to provide a system, method 

and computer program product whereby a user can easily 
select data to be copied to a system computer, and can also 
easily transfer data back to the user's computer once it has 
been repaired, or to a new computer if the first computer 

Data can also be lost due to physical damage of the 
computer or computer data storage device. Portable com­
puters, including notebook computers, hand held computes 
such as personal data assistants ("PDA") and mobile tele­
phones are particularly vulnerable to physical damage as 
well as theft. Often loss of the data is more significant than 
the loss or damage to the hardware. Accordingly, data 
storage and retrieval is important. 

Conventional file backup and storage systems typically 
involve hardware and software that copies all files on a 
computer. The entire drive-including large programs, hid­
den files, and other extraneous data-is typically copied, 
compressed and then either stored on local storage media, 
such as an attached disk or a special partition of the user's 
computer hard drive. This process is time-consuming and 
typically must be done when the user is not already using the 
computer as the conventional backup process will be inter­
rupted when the backup system attempts to copy a system 
file that is in use. Further, restoring a computer from a 
back-up is a tedious and lengthy process. The difficulty of 

50 carmot be repaired following a crash. It is also desirable that 
the data saved in the system computer may also include 
appointments, contact information, emails and other data. 

It is also an object of the invention to solve compatibility 
problems between different types of computers, including 

55 PDA's and mobile telephones, and operating systems as 
pertains to data backup, storage and transfer. 

It is a further object of the invention to provide a data 
backup, storage and retrieval system, method and computer 
program product that operates without any need to install 

60 backup, storage, retrieval, file transfer, or other application 
software on the user's computer. It is desired to have a 
system that requires only conventional web browser soft­
ware on the user's computer. 

It is another object of the invention to provide a system, 
65 method and product that can provide reminders to the user 

of important appointments and dates, and whereby the dates 
and other data are secure. 
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It is a further object to have a multi-user version of the 
system, method and product that can host multiple users for 
backup, data storage and retrieval. A multi-user account is 
particularly suited for business applications where an 
account administrator could manage the access levels of 5 

multiple sub-accounts, each sub-account corresponding to a 
single user. It is particularly desirable to make the admin­
istrator's controls as simple to operate as possible so that a 
person of limited technical skill can manage the multi-user 
account so that the small business owner may manage the 10 

file system himself without the need for technology profes­
sionals or a dedicated network. It is also desirable to have a 
system where a user can access data from multiple locations 
and not be tethered to a single physical location where his 
primary computer is located. It is a further object that such 15 

a system not require special software for the user to access 
and retrieve his data from a remote location. 

It is also desirable to have a system with strong security 
features to prevent unauthorized access. It is desirable that 
in addition to verifying that the user's username and pass- 20 

word, that the system will confirm whether the user's 
location is known to the system, and if not, the system will 
require further user authentication information. 

Finally, it is an object to provide a system, method and 
product that quickly enables the transfer of files, especially 25 

large files, from one computer to another computer over the 
Internet. 

BRIEF SUMMARY OF THE INVENTION 

4 
checking for an operative connection between the system 
computer and a network, and if the system computer is 
operatively connected; linking an account user computer to 
the system computer based on an account user identification; 
scanning the contents of a storage device associated with 
each linked account user computer; scanning the contents of 
a partition on the system computer that has been associated 
with the account user identification; displaying a first rep­
resentation of the contents of the storage device on the 
linked account user computer display; simultaneously dis­
playing a second representation of the contents of the 
partition on the system computer on the linked account user 
computer display adjacent the first representation; and copy­
ing selected files between the connected first computer and 
system computer. 

A method embodiment of the invention is provided for 
uploading and downloading data between a system com­
puter and a plurality of account user computers, each 
account user having a system account and an account user 
identification, the system computer operatively connected to 
the Internet and capable of being accessed through a system 
website, the system computer having a data storage device 
capable of storing and retrieving data for each of a plurality 
of system accounts. For each user account, the method 
includes the steps of operatively connecting a first computer 
to the system website via the Internet; communicating 
account user identification; verifying account user identifi­
cation and if verified, operatively connecting the system 
computer and the first computer; uploading selected data 

One or more of the above-listed objects are met or 
exceeded by each of the embodiments of the data backnp, 
storage and retrieval system, method and computer program 
product disclosed herein. The various embodiments dis­
closed combine ease of use with robust functionality. A 
system embodiment of the invention is provided for use by 

30 from the user first computer and storing the data on the 
system computer storage device; operatively connecting a 
second computer to the system website via the Internet; 
communicating account user identification; verifying 
account user identification and if verified; operatively con-

35 necting the system computer and the second computer; and 
downloading at least a portion of said selected data previ­
ously stored on the system computer storage device for the 
user account. 

a plurality of account users to copy selected data between 
one or more account user computers and a system computer, 
each account user computer having a storage device, a 
display and means for operative connection to the Internet. 40 

The system comprises a system computer having a system 
storage device for storing and selectively retrieving data for 
each respective account, the system computer being opera­
tively connected to the Internet. The system computer veri­
fies account user identification for each account user com- 45 

puter seeking access to the system computer via the Internet. 
Once this identification has been verified, the system com­
puter may further verify that the account user computer is an 
authorized computer if access is limited to specific comput­
ers. The system computer further scans the storage device of 50 

each verified account user computer and causes a first 
representation of at least a portion of the contents the 
verified account user computer storage device and a second 
representation of at least a portion of the contents of the 
system computer storage device for the corresponding veri- 55 

fled account to be displayed on each account user computer 
display. This enables the account user to select data files, 
folders or directories to be uploaded or downloaded to or 
from the system computer. The account user may also access 
files stored on the system computer storage device from this 60 

representation to be accessed and changed so that these 
modifications are saved directly to the system computer 
storage device. 

A computer program product embodiment of the inven­
tion comprises computer executable instructions stored on a 65 

system computer readable medium that when read causes 
one or more computers to execute the following steps: 

The data backup, storage and retrieval functions described 
above in regard to the system, program and method embodi­
ments enable an account user to store and retrieve data 
between his/her computer and a system computer connected 
to the account user computer over the Internet. The data that 
can be stored and retrieved includes documents, music files, 
image files, email and contact information in any file type or 
format. The system computer is a secure redundant system. 
If the user's computer fails for any reason, the stored data 
can be retrieved and loaded onto a new or repaired computer 
or storage device. All of the software to operate the system 
is resident on the system computer. Unlike prior art backnp, 
storage and retrieval systems, no hardware or software need 
be installed on the account user computer beyond a conven­
tional, Java-compatible web browser, which is now a stan­
dard feature on nearly all computers. Because these con­
ventional Internet tools are utilized, compatibility problems 
are solved allowing the system of the invention to function 
regardless of different hardware platforms and operating 
systems. 

Preferred embodiments of the system also contain a 
scheduler, a contacts manager, a reminder generator and/or 
a file transfer system for third-party users. The scheduler 
includes the ability to store appointments for days or months 
in advance and then to either view, print, download or email 
a daily schedule to the user. The reminder generator is setup 
to track important dates, and generate periodic reminders. 
The contacts manager stores contact data in an electronic 
address book. All of these functions are resident in the 
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FIG. 11 is a display of a data entry screen for the reminder 
function; 

FIG. 12 is a display for an email storage function of the 
data transfer system; 

FIG. 13 is a display of the main screen for a contacts 
function of the data transfer system; 

FIG. 14 is a display of a data entry screen for the contacts 
function; 

secure, off-site redundant system computer. Accordingly, 
any damage to the account user's computer will not result in 
lost information. Further, because the system computer can 
be accessed by an account user from the home, office or 
practically any computer having Internet access, the system 5 

computer can be used as a virtual network server. Thus, for 
example, an account user can access and view his/her 
address book and other data from mobile computers, includ­
ing notebooks, PDA's and mobile telephones. 

The third-party file transfer system comprises a mecha­
nism for the account user to create a second user name and 
password for access only to designated data. Accordingly, 
the account user can upload data files and folders to the 
system computer, and grant access to a third party to 

15 
download those files. The account user can create varying 
levels of access controls for such third-party users and may 
set, change and revoke such passwords through an account 
management portal. The process facilitates data transfer to 
third parties, and is particularly well suited to transfer files 20 

too large for email transmission and folders containing 
multiple files that cannot be emailed as a folder. 

FIG. 15 is a schematic showing an account user and 
10 remote user connected a system computer over the Internet; 

FIG. 16 is a display of an account user screen for 
provision of remote user access; 

FIG. 17 is a display is a display of a remote user access 
screen; 

FIG. 18 is a display of an alternate multi-user embodiment 
of the data transfer system, showing an account administra­
tor's screen; 

FIG. 19 is a schematic illustrating a virtual network; 
FIG. 20 is a flowchart illustrating the operation of the file 

transfer system shown in FIGS. 6-8; 
FIG. 21 is a flowchart illustrating the operation of the 

reminder system shown in FIGS. 10-11; 
Yet another embodiment of the storage and retrieval 

system of the invention is directed to a multi-user system 
where a single account is divided into sub-accounts. The 25 

sub-accounts are managed by an account administrator that 
can set various levels of access for the individual account 
users. Preferably, this account management function is 
accomplished using an easy-to-use graphical interface. Fur­
ther, the account administrator can post items to a master 30 

schedule that is then placed on the schedules of the holders 

FIG. 22 is a flowchart illustrating the operation of the user 
login and verification program; 

FIG. 23 is a display of an alternate multi-user embodiment 
of the data transfer system, showing an account administra­
tor's screen; 

FIG. 24 is a display of additional account information 
screen for a particular user of the data transfer system; and 

FIG. 25 is a display showing subusers currently accessing 
the system and their location. 

of the sub-accounts. 
Further embodiments of the storage and retrieval system 

of the invention include security features to prevent unau­
thorized access to the system. Such security features may 35 

include limits on the computers from which the system may 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

Before discussing exemplary embodiments of the present 
invention in detail, it will be appreciated that the invention 
may be embodied in a system, method, and/or a computer 
program product. For example, a method of the invention 

be accessed unless the user can successfully provide addi­
tional proof of his identity. Such additional proof may 
include answering challenge questions previously created by 
the user. 

Additional features and benefits of the storage and 
retrieval system of the invention will become apparent from 
the drawings and detailed description of the preferred 
embodiments. 

BRIEF DESCRIPTION OF THE SEVERAL 
VIEWS OF THE DRAWINGS 

FIG. 1 is a schematic of a multi-user data transfer system; 
FIG. 2 is a schematic of the system showing an account 

user computer linked to a system computer; 
FIG. 3 is a display of a login screen enabling a user to 

access the data transfer system; 
FIG. 4 is a display of a base or main menu page of the data 

transfer system; 
FIG. 5 is a display of account information screen for a 

particular user of the data transfer system; 
FIG. 6 is a display of a document transfer function of the 

data transfer system; 
FIG. 7 is a display of a picture transfer function of the data 

transfer system; 
FIG. 8 is a display for a music transfer function for the 

data transfer system; 
FIG. 9 is a display for a scheduler function for the data 

transfer system; 
FIG. 10 is a display of a reminder function for the data 

transfer system; 

40 may be carried out by one or more users using computers, 
and a program product of the invention may include com­
puter executable instructions that when executed by one or 
more computers cause one or more computers to carry out 
a method of the invention. Further, one or more computer(s) 

45 that contains a program product of the invention may 
embody a system of the invention. It will accordingly be 
appreciated that in describing a particular embodiment of the 
present invention, description of other embodiments may 
also be made. For example, it will be understood that when 

50 describing a method of the invention, a system and/or a 
program product of the invention may likewise be described. 

Turning now to FIG. 1, a first embodiment of the file 
backup, storage and retrieval system of the invention is 
shown. One or more account user computers 10 are con-

55 nected to a system computer 12 over the Internet 14. The 
account user computer 10 can be any type of computer, 
including mobile, home and office computers. The term 
"computer" is used herein to include any device having a 
processor capable of executing program instructions, includ-

60 ing but not limited to personal computers, notebook com­
puters, hand held personal digital assistants ("PDA") and 
mobile phones. As used herein the term "account user 
computer" refers to any computer from which an account 
user can access the Internet 14 and system computer 12. As 

65 shown in FIG. 2, account user computer 10 has a display 16 
and at least one data storage device 18, for example, a hard 
drive. Account user computer 10 may also be attached to a 
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local printer 19. Any type of hardware and operating system 
can be used. Web browser software is required, but any 
browser can be used provided it has a Java plug-in. Sub­
stantially, all current browsers have Java. Beyond a common 
browser, no specialized hardware or software need be 
installed on account user computer 10 to fully utilize the 
features disclosed herein. However, the account user com­
puter 10 may also have standard software installed on it to 
enable the account user computer to manipulate the stored 
data. 

Further, the data stored on computer 10 for which backup 
or storage is desired can be of any type or format. The 
present system thereby solves compatibility problems asso­
ciated with different brands of computers, which is of 
particular significance with regard to handheld devices and 
mobile telephones. 

System computer 12 preferably comprises multiple 
redundant computers with redundant data storage devices. In 

8 
computer 10 is preferably the IP address of account user 
computer 10, but may also be determined by the other means 
such as the serial number of the computer. 

The submitted password is then compared with password 
5 information stored at system computer 12 at step 402. If the 

username is not recognized at step 404, the program returns 
to step 400 and the system again requests verification 
information. At step 406 the program checks the user's entry 
with the account password. If the entry is incorrect, an error 

10 counter logs the failed attempt to access the system at step 
408. If the user has not exceeded a maximum number of 
unsuccessful attempts permitted by step 410, the program 
returns to the password entry screen. Otherwise, the program 

15 
displays an error message at step 412 and locks out the user 
and the IP addresses of the computers from which the 
attempts were made. If the identity of account user computer 
10 does not match the information associated with the 

a preferred embodiment, system computer 12 comprises a 
secure, high. speed Unix-based computer behind a 3-layered 20 

firewall system that perforins a once a day backup of itself 

account, the log-in fails and the user receives an error 
message at step 412. 

The system may include an additional level of security 
once the user's password has been authenticated. If the IP 
address is not one associated with the user's account 414, the 
system may ask the user one or more challenge questions at 
step 416 to verify the user's identity. Such questions could 
include the name of a childhood pet, a street the user grew 

to three separate backup computers. System computer 12 
includes least one storage device 20 that can store account 
user data and selectively retrieve data applicable to a specific 
account only. System computer 12 also hosts the software 25 

that operates the backup, storage and retrieval system of the 
invention. Because all of the software to operate the system 
is resident on the system computer, account users are spared 
the inconvenience and burden of loading or downloading 
specialized software onto their computers. It follows that all 30 

system updates are made only to the system computer, 
thereby sparing the account users for any need to periodi­
cally update software. 

In order to access system computer 12 from an account 
user computer 10, the user navigates to a system web site 32 35 

via the Internet, e.g., <vdatacom.com>, <vdataoffice.com>, 
<vdatanetworks.com>. After reaching the system website, 
the account user clicks on a login button, and a login screen 
30 appears on user's display 18, having been generated by 
system computer 12. The user enters his or her user name 34 40 

and password 36, and then selects the enter button 38 to 
transmit this data to the system computer 12 for verification. 
This submission of the login and password information can 
be encrypted using conventional means. The system prefer­
ably checks and the IP address of the account user computer 45 

10. Other verification means can be used in lieu of or in 

up on, the user's elementary school, the user's kindergarten 
teacher, etc. These questions should be easy for the user to 
remember, but difficult for anyone else to guess. These 
challenge questions prevent a thief or other unauthorized 
user from stealing the user's password and then logging in 
from their own computer. If the challenge question is 
answered correctly at step 418, the access protocol is com-
pleted at step 420. Otherwise, the user's attempts to log on 
is rejected and the user is returned to step 412. 

After the user has successfully passed the challenge 
questions, the system will then ask the user if he wants the 
IP address of the current computer to be associated with the 
account. If the user is using a computer in the business center 
of a hotel, the user may decline to add this IP address. This 
prevents a person looking over the shoulder of the user from 
being able to obtain the password and then log in as this 
unauthorized user. 

When the system computer is successfully accessed from 
an authorized machine, the system initiates a program at step 
418 that causes the account user computer 10 to recognize 
the user's account on the system computer 12 as a local 
storage device. The program of step 418 enables the user to 

addition to the user name and password, for example, the 
system software can be programmed to check and verify the 
serial numbers of component parts or other encrypted data 
unique to the system user computer. 

Further, the system may include a security system to 
prevent unauthorized access. This security system will lock 
a user account after a number of unsuccessful attempts to log 
on. Further, the IP address from which a user attempts to 
access the system may be logged each time access is 
attempted. Such systems, which are well-known in the art, 
customarily lock out the user after three attempts. After the 
third unsuccessful attempt, the user must contact the system 
manager to obtain a new password. Further, if the IP address 
from which the unsuccessful attempts were made is not an 
IP address associated with the user's account, any fluffier 
attempts to access the system from this IP address will be 
blocked until the system manager removes the block. 

50 open data files directly from the user's account on the system 
computer storage device 20 and to save data files directly to 
the user's account on the system computer storage device. 
This avoids problems associated with the creation of a local 
temporary copy of a data file, including unintentionally 

As shown in FIG. 22, account authentication information, 
typically a username and password, is submitted at step 400. 
The identity of the account user computer 10 being used may 
optionally be logged as well. The identity of account user 

55 saving corrections to the local drive rather than the system 
computer storage device. It also eliminates the steps of 
having to first save the file to a local storage device and then 
transferring the file to the user's account on the system 
storage device. This feature is highly desirable when local 

60 storage is either unavailable or it is undesirable to save a file 
onto the local storage device. 

Any software applications necessary to utilize files 
opened from the system storage device 12 may be contained 
on the account user computer 10. Alternatively, such appli-

65 cations may be provided over the Internet 14 from the 
system computer 12 or an application service provider 
(ASP) operatively connected to the Internet. When the user 
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logs out of the system, the program sends an instruction to 
the account user computer 10 that the system storage device 
20 is no longer available. 

10 
system copies the data from the source to the target regard­
less of data file format of file, for example, encrypted files 
will be transferred as is. In an alternative embodiment, a user 
can copy data by dragging one or more files, folders or Once the user has successfully accessed the system com­

puter 12 by logging-in, base screen 40 is shown on display 
18, as shown in FIG. 4. Base screen 40 optionally includes 
two different representations of the system functions. One 
representation is a list view 42 of the system functions and 
the other representation is an icon view 44 of the system 
functions. Each representation includes one or more of a 
scheduler link 46, a reminder system link 48, a document 
storage and retrieval system link 50, a picture storage and 
retrieval system link 52, a music storage and retrieval system 
link 54, a contact storage link 56, an email storage link 58, 

5 directories to be transferred on the first virtual representation 
91 and dropping them in the second virtual representation. 
Likewise, a user can copy data by dragging one or more 
files, folders or directories to be transferred on the second 
virtual representation 91 and dropping them in the first 

10 virtual representation 

a miscellaneous storage link 60, and an account manager 15 

link 62. A logout link 64 is also provided with the list view 
42. List view 42 preferably appears on every screen display 
of the system to enable the user to navigate between func­
tions. Clicking any of the above links initiates a routine 
corresponding to the function associated with the selected 20 

link The system computer 12 thereby functions as a virtual 
network server. It allows the user to view and use data from 
almost any location, using nearly any type of computer, 
including hand held PDAs and mobile telephones. In order 

Each virtual representation includes options to create new 
directories 95, rename files 96, delete files 97, or refresh 98 
the virtual representations to reflect recent files or directories 
copied from the storage device to the other. The user can 
create a new directory on the account user storage device 18 
by selecting the directory creation function 95. Files or 
folders on the account user storage device can be renamed 
by selecting the rename function 96. The new name for the 
file or folder is entered at data entry box 99 for the first 
virtual representation 91. Files or folders can be deleted 
from the account user storage device 18 by selecting files or 
folders on the first virtual representation 91 and selecting the 
delete option 97. The virtual representations 91 can be 

to use the system, the user first establishes an account using 
an account manager 70 that is accessed through account 
manager link 62. As shown in FIGS. 5 and 24, an account 
manager link includes a template for entry of account­
related information. Such information includes the account 
user identification (e.g., a user name 34 or 72 as shown in 
FIG. 5 and password 36), personal information 74 and 
billing information 76. Personal information 74 includes a 
name 78, a physical address 80, an electronic communica­
tion address 82 (e.g., an email address), phone numbers 84. 
Billing information 76 includes standard credit card infor­
mation including the credit card number, type, expiration 
date, the name appearing on the card, and the card billing 
address. Further, as shown in FIG. 24, the account user may 
also add additional optional account restrictions 600, such as 

25 refreshed to reflect recently copied files by selecting the 
refresh option 98. 

A saved document can be printed by selecting a saved 
document and then clicking print button 106 which sends the 
document to local printer 19. Similarly, a saved document 

30 can be opened by either double-clicking on the file name or 
by selecting it and then clicking the open file button 108. 
Assuming software compatible with the selected file type is 
available either from the account user computer 10, the 

35 
system computer 12, or over the Internet from an ASP, the 
document will then be opened in that program. The user will 
then be able to modify the data and then directly store the 
updated version on the account user computer storage 
device. 

an authorized computers roster 602 from which the user may 40 

access the system. 
Turning now to FIG. 6, the document storage and retrieval 

system 90 is accessed through document storage and 
retrieval function link 50. The system computer then scans 
the account user storage device 18, and generates a first 45 

virtual representation 91 of at least a portion of the account 
user storage device 18. The system also scans the system 
storage device 20 to retrieve previously stored data associ­
ated with the applicable user account, and displays a second 
virtual representation of at least a portion of such data. These 50 

two representations can be displayed on the account user 
computer display 18 in any marmer or sequence, but pref­
erably they are displayed simultaneously, in a single win­
dow, side-by-side. The transfer system 90 display also 
includes at least one, but preferably plural data transfer 55 

buttons 93, 94. To copy data from account user storage 
device 18 to the system storage device 20, the user selects 
one or more files, folders or directories to be transferred on 
the first virtual representation 91 and a destination location 

The user can create a new directory on the system storage 
device 20 by selecting the make directory function 100. Files 
or folders on the system storage device can be renamed by 
selecting the rename function 101. The new name for the file 
or folder is entered at data entry box 104 for the second 
virtual representation 92. Files or folders can be deleted 
from system storage 20 by selecting files or folders on the 
second virtual representation 92 and selecting the delete 
option 102. The second virtual representation 92 can be 
refreshed to reflect recently copied files by selecting the 
refresh option 103. 

Turning now to FIG. 7, picture storage and retrieval 
system 110 is accessed by selecting the picture transfer 
system link 52 from base screen 40. As with the document 
storage and retrieval function 52, multimedia storage and 
retrieval system 110 includes a first virtual representation 
112 of the account user storage device 18 and a second 
virtual representation 114 of the account user partition on the 
system storage device 20. The picture storage and retrieval 
buttons operates in the same manner as the document 
storage and retrieval systems as described in reference to 
feature numbers 91-108 in FIG. 6. 

on the second virtual representation 92, and clicks on a first 60 

file transfer button 93. To copy a file stored on the system 
storage device 20 to the account user's storage device, the 
user selects the files or folders to be transferred on the 
second virtual representation 92 and a destination location 

FIG. 9 shows the scheduler 130 that is accessed by 
selecting scheduler link 46 from account user screen 40. 
Scheduler 130 preferably has one or more monthly calendars 

65 132 and a daily diary 134. The daily diary 134 displayed 
corresponds to the day selected on the monthly calendar, 
where the user can view previously entered appointments 

on the first virtual representation 91, and clicks on a second 
transfer button 94. Preferably, transfer buttons 93, 94 include 
arrows to show the direction of file transfer. In operation, the 
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and reminders. This area also contains an optional task 
notepad 136 whereby the user can enter notes or other 
information. 

12 
ager), the user selects the email send option 176. To delete 
an email that is no longer of importance, the user selects the 
delete email option 178. 

Turning to FIG. 13, the contact manager 180 is shown. Once a calendar entry has been entered, the user stores it 
by selecting the save button 138. The account user can also 
print his or her daily diary by selecting print button 140 or 
the user can email a daily calendar by selecting send button 
142. Alternatively, the user can download the daily calendar 
by selecting download option 144. Preferably, the calendar 
function is compatible with the account user's mobile com­
puter(s), such as a PDA. 

5 Contact manager includes a contact list 182 where summary 
contact details are shown. Such summary contact details 
include the contact's name, email address, and phone num­
bers. To obtain more detailed information, the user selects 
the hyperlink associated with the entry, which is typically 

Further, a user may have more than one scheduler 130. 

10 the contact's name. This screen also displays additional 
information and notes regarding the contact. To add a 
contact, add new contact button 184 is selected. 

For example, a user may have one scheduler for work entries 
and a second scheduler for personal/family entries. Alter­
nately, in an office environment where a single employee 
maintains schedules for multiple professionals, the 
employee could create a separate scheduler for each profes­
sional. In an environment with multiple schedulers, an entry 
may be made on a single scheduler (e.g. an appointment for 

The "Add New" button 184 launches contact adder 190, 
as shown in FIG. 14, which presents a template whereby the 

15 user can enter the aforesaid contact information. Once 

a specific professional) or on all of the schedulers ( e.g. a staff 20 

meeting). 
The reminder system 150 is shown at FIGS. 10 and 11. It 

contact information has been entered, the user can save this 
information by selecting the save button 194. Alternately, 
the user can clear the contact fields by selecting the clear 
option 196. The close button 198 terminates the contact 
adder 190 and returns the user to the contact manager 180. 

Preferably, the contact manager is compatible with PDAs 
and mobile telephones. Further, it is preferred that the 
account user computer contact files can be uploaded and 
stored in the contact manager. Thus, if the account user 
notebook computer, PDA or mobile phone is lost, damaged 
or stolen, the account user can log back into the system to 
download or view his/her contact data. This is also useful for 
individuals that upgrade or otherwise change equipment or 
service providers. In many cases, the address book from one 

is accessed by selecting the reminder system link 48 from 
any screen. Reminder screen 152 as shown in FIG. 10 
provides a list of reminders, including the subject 153 and an 25 

indication of the last time that the reminder was generated 
155. The user may also add new reminders by selecting add 
reminder option 154, or delete an existing reminder using 
delete option 156. Each reminder may be added or deleted 
individually. 30 mobile telephone will not work with another telephone. 

PDA handheld devices have the same problem; the data 
cannot be moved from one brand to another brand of PDA. 
With the present system the contact data stored in one 
mobile telephone or PDA can be transferred to another 
without compatibility problems. 

The system also has a third-party data transfer function 
210, as shown in FIGS. 15-17. Through this option an 
account user can use the system to transfer data to third 
parties, including files, folders and entire directories. Large 
data files and folders can be easily transmitted that normally, 
due to their size, would be difficult or impossible to transfer 
electronically. Conventional email programs typically have 
a size limit on the files that can be transferred, typically 
between 1 and 10 Mb. An extremely large file or folder, for 

If the user selects the add reminder option 152, an add 
reminder window 160 appears as shown in FIG. 11. Window 
160 presents a template that directs the user to input a 
reminder subject 162, a reminder description 163, and an 
initial date 164 of the reminder. The user may also select a 35 

frequency 165 that this reminder may be generated. The 
frequency can either be a single occasion, or it can be set for 
any periodic reoccurrence period, including daily, weekly, 
biweekly, monthly, bimonthly, quarterly, semiannually, 
annually; or it can be set to occur at specified number of 40 

days, months, or years. The reminder function enables the 
user to enter data that may not necessarily be in computer 
form that is of particular importance, for example, scheduled 
payments such as tax or credit card payments, and appoint­
ments that may already be in the scheduler. 45 example a multimedia data, may not be transferred easily. In 

the past such files could only be transferred by saving them 
on portable media such as a CD-ROM, a flash drive or ZIP 
drive and sending the media to the third-party. 

The system is programmed to generate an email reminder 
to the account user based on the reminder date 164 and 
additionally based on the reoccurrence frequency 165 speci­
fied. The account user email address is preferably the 
account email address 82 described above. The system could 
be modified to accept alternative email addresses, however. 
Furthermore, other types of reminders could be generated in 
addition to or in lieu of email. All of the reminder data as 
well as the software are resident in the system computer 12. 
Accordingly, reminders will not be affected if the account 
user computer 10 is damaged and replaced. 

The basic arrangement for third party data transfer is 
50 shown in FIG. 15 wherein a file on account user computer 

10 can be transferred to a third-party computer 22. To 
transfer data, the account user navigates to a remote user 
information screen 220 (FIG. 17) and creates a third-party 
identification, e.g., a user name 224 and password 226 for 

55 the third-party user. Preferably, the user name 224 is the 
email address of the third-party user. If the account user does 
not wish to create a password for the third-party user, the 
system may randomly generate passwords 226 for third-

Turning now to FIG. 12, an email storage system 170 lists 
the emails that have been saved to the system computer. 
Email can be saved to the system computer 12 by either 
forwarding selected emails to an email address associated 60 

with the system, or by exporting email from the account user 
email program. Saved email list 172 indicates the date that 
the email was originally received, the subject of the email 
and the original sender. To view a particular email, the user 
selects the corresponding view email button 174. To send a 
particular email to the user's current email account (as 
defined by email address 80 entered in the account man-

party users. 
A user can create multiple third-party users with limited 

access to the main account in this manner Further, these 
passwords can be changed or revoked at any time. Once 
created, the account user then uploads the selected files to 
the system computer 12 in a manner similar to that described 

65 above in reference to document transfer. The files are copied 
to a storage device on system computer 12. The account user 
can save 228 or delete 230 files as desired. The account user 



US 10,387,270 B2 
13 

then informs the third party of the web address of the system 
computer, and the third party user name and password, e.g., 
by telephone or email. 

14 
features, using the file rights buttons 510. A subuser may be 
granted the ability to delete existing files 512, read only 
existing files 514 or add new files 516. A subuser may also 
be restricted as to where he may access the system from, as If the third-party user has his own account or sub-account 

on the system, the files may be copied to the third-party's 
own third-party files folder. The system determines whether 
a third-party user is a system account user by comparing the 
email address for the proposed third-party account with 
email addresses associated with accounts on the system. 

5 his access may be limited to certain computers 518 (as 
determined by IP addresses or other indicia of specific 
computers) or may be given unlimited access capabilities 
520. 

If the third-party user is not an existing system account 10 

user, the third-party user will navigate to the system website 
as shown in FIG. 17, where a Remote User login page 210 
is located. The third-party can then login to the system 
computer to access and download the designated data 220. 
Preferably, the third-party user's access is limited to being 15 

able to download only the data specifically designated for 
transfer to the particular third-party by the account user. The 
third-party user may see only a display 210 with a single 
folder 212, as in FIG. 16, or the third-party user may see a 
display similar to the main menu page (FIG. 4) where all 20 

folders other than the third-party data folder are shown as 
inaccessible. In addition, the third-party may be provided an 
option to upload files to the system for access by the account 
user. The third-party need not be an account user. Again, 
because all software is resident on the system computer, 25 

there is no need for third party to install or use any special 
hardware or software beyond a conventional web browser. 

Turning now to FIG. 25, the remote feature includes a 
display 700 indicating when a list of third-party users 702 is 
logged in, the locations 704 from which each user accessed 30 

the system 704, and the time 706 that each remote user 
logged on. The remote feature also contains a mechanism for 
the primary account user to revoke or change remote user 
passwords. 

FIG. 18 shows an alternate embodiment, particularly 35 

suited for business applications. In this system 240, a user 
account is divided into a plurality of sub-accounts. Prefer­
ably, a primary user controls the respective properties of 
each sub-account. The primary user, who may be a business 
owner or office manager rather than an IT professional, may 40 

set up the account so that the levels of access for the 
sub-account users may vary. 

Each account may have shared files that are equally 
accessible to the primary user and the subaccount users, 
unless the access of the subaccount users has been restricted 45 

by the primary user Similarly, each subaccount user will 
have personal subaccount files that are only accessible by 
the primary user and that subaccount user. The primary user 
may set different types of access (read only, save only, 
delete-and-change) to groups or types of files for each 50 

subaccount user. For example, a sub-account user may only 
be able to see his/her own files on the system computer. The 
sub-account user may also be limited in that he/she can only 
save files to the system computer but cannot access or 
download files from the system computer. Another user may 55 

be able to download and upload files but cannot delete any 
files. Another user may only be able to upload files with no 
other features allowed. 

Further the user may be given access to some or all types 
of files. This is accomplished by using a graphic interface 
where a feature may be selected or deselected by a mouse 
click when a certain type of file rights is selected. In 
addition, the administrator may change the permissions 
associated with a subuser at any time. For example, a 
subuser's right to delete files can be disabled if the subuser 
is an employee who is about to be terminated. These 
functions are operated with a single click of a mouse button 
by a system administrator. There is no need to call a 
technician. All sub-account files can be accessed by the 
system administrator, whereas to the individual user, his 
access will appear similar to that of the previous embodi­
ment shown in FIGS. 1-14. The system administrator will 
see an •ay of folders with each user having his own set of 
folders. However, the system administrator will also have 
access to a master scheduler 530 whereby he/she can create 
appointments or reminders that appear on the calendars 532, 
534, etc. of all of the sub-account users. 

FIG. 19 shows a schematic representation of a virtual 
server system 260 for a plural location business. The virtual 
server system comprises plural account user locations 262, 
a mobile personal data assistant 264, a mobile notebook 
computer 266, and a mobile telephone 268. Each location 
262 has multiple computers. 

The user of each computer including the mobile units 264, 
266, 268 are preferably assigned a sub-account. The sub­
account user computers may be linked in any manner to the 
Internet 14. The sub-account user computers may also have 
individual Internet connections. Preferably each location 
262 has a high speed Internet backbone. As with previous 
embodiments, a system computer 12 is operatively con-
nected to the Internet 14. 

In this embodiment, it is not necessary for the locations 
262 to have a local file server and related hardware. The 
system computer 12 functions as a virtual server for all 
locations as well as the mobile units. Thereby, the account 
user business can substantially reduce computer equipment 
and maintenance costs. Further, if the system server is 
operated and maintained by a third party, as contemplated, 
the overall savings to the account user business can be 
substantial. This is of particular value to start up businesses 
that lack the capital to purchase and maintain a local area 
computer network, businesses with multiple locations, and 
businesses where employees are frequently away from the 
office, e.g., salesmen. 

Turning now to FIG. 20, a flow chart for method and 
computer program embodiments of the data storage and 
retrieval systems is provided. When a file transfer system 
option is selected, see FIG. 6, the program first scans the FIG. 23 shows an alternate account management display 

500 for a multi-user version of the system. A subuser may be 
added by selecting the add user routine 502, and deleted by 
selecting the delete user routine 504. Selecting the add user 
function 502, takes the user to a truncated account display 
similar to FIG. 4. After adding the basic account information 
for a subuser 506, such as the name of the subuser, the 
administrator grants file permissions through a single entry 
of an input device, such as a mouse click, on the desired 

60 system computer storage device 20 at step 280 locating data 
files and folders associated with the account user. At step 
282, the program scans the account user's computer storage 
device 18 at step 282. After completion of these two steps, 
the program displays on the account user's computer display 

65 a first representation of at least a portion of the user 
computer storage device 91 and a second representation of 
at least a portion of the data files and folders associated with 
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the user's account of the system computer 92 ( as shown in 
FIG. 6). The program then waits for a user action at step 284. 

When the user initiates an action, for example, by press­
ing one of buttons 93-103, the computer evaluates which 
action has been requested at step 286. At step 288, the 5 

program determines whether a file transfer action has been 
requested (i.e., has the user pressed button 93 or 94). If the 
user selected a different option, the system proceeds to step 
290, pedal' is the requested action (make a new directory, 
delete a file, etc.) and returns to step 280. 10 

If a file transfer option is selected, the process then 
proceeds to step 292, which determines which computer is 
the originating computer for the requested file transfer. If the 
user computer is the originating computer then the selected 

15 
files are copied from at least one storage device 18 on the 
user's computer 10 to the destination location of the storage 
device 20 on the system computer 12 as shown at step 294. 
If the system computer is the originating computer then the 
selected files are copied from the storage device 20 on the 20 

system computer 12 to the destination location on the 
storage device on the account user computer 12 as shown at 
step 296. After either step 294 or step 296, the program 
cycles back to step 280. 

FIG. 21 shows a method of operation for a computer 25 

program embodiment of the system reminder function. At 
step 300, the program checks the current time as determined 
by a system clock incorporated into system computer 12. At 
step 302, the program compares all appointments with the 
current time At step 304, the program determines if it is time 30 

to send any reminders by looking for matches between the 
current time and the times associated with appointments 
entered by users into the system. If there are no matches, 
then the system cycles back to step 300. If a match is found, 

35 
the system sends and email reminder 306 to the email 
address stored in the account setup. The system then checks 
to see if the reminder was designed by the user to be a 
recurring reminder at step 308. If the reminder is a reoccur­
ring reminder, the system then calculates the next occur- 40 
rence of the appointment by adding frequency 165, and 
schedules a new reminder. 

While a particular embodiment of the file storage and 
retrieval system has been described herein, it will be appre­
ciated by those skilled in the art that changes and modifi- 45 
cations may be made thereto without departing from the 
invention in its broader aspects and as set forth in the 
following claims. 

What is claimed is: 50 

1. A data storage system comprising: 
a processor coupled to a memory for implementing on a 

virtual server; 
the virtual server on a network managing a plurality of 

user accounts, each of the plurality of user accounts 55 

including one or more files; 
the virtual server adapted to verify user access informa­

tion for a particular user account; 
the virtual server configured to transfer, over the network, 

information relating to the one or more files stored on 60 

the virtual server in the particular user account; and to 
store information relating to one or more files received 
over the network in the particular user account; 

wherein the virtual server allows a plurality of sub­
accounts to be associated with the particular user 65 

account, each subaccount requiring verification of sub­
account user access information; 

16 
wherein at least one subaccount user is associated with 

each subaccount, and the virtual server maintains file 
rights permissions for each subaccount user of the 
plurality of sub-accounts; 

and wherein the file rights permissions to the plurality of 
subaccounts includes at least one of prohibiting a 
subaccount user's ability to delete a file stored on the 
virtual server, prohibiting a subaccount user's ability to 
access a file on the virtual server, and allowing a 
subaccount user to upload a file to the virtual server. 

2. The data storage system of claim 1 wherein each of the 
plurality of user accounts has a primary account user and 
each primary account user is associated with particular 
subaccounts of the plurality of subaccounts, each of the 
particular subaccounts having file rights permissions to 
subaccount files stored on a system storage device, and each 
of the particular subaccounts having file rights permissions 
to shared account files stored on the system storage device. 

3. The data storage system of claim 2 wherein the primary 
account user determines a file rights permissions level for 
each of the particular subaccounts. 

4. The data storage system of claim 1 wherein the virtual 
server transfers contents of the particular user account to at 
least one auxiliary storage location. 

5. The data storage system of claim 4 wherein the virtual 
server transfers contents of the particular user account to the 
at least one auxiliary storage location periodically. 

6. The data storage system of claim 1 wherein the virtual 
server is configured to display the information relating to the 
one or more files stored on the virtual server, the information 
comprising a list of files stored on the virtual server for the 
particular user account. 

7. The data storage system of claim 1 wherein the network 
is the Internet. 

8. A data storage system for storing data files for a 
plurality of accounts, comprising: 

a virtual server with a storage device operatively con­
nected to a network, the virtual server being adapted to 
verify account user information for an account user 
computer seeking to access account files associated 
with a particular user account stored on the virtual 
server and to display a list of account files associated 
with the particular user account stored on the virtual 
server; 

wherein the account files associated with the particular 
user account stored on the storage device can be opened 
and modified while the account files associated with the 
particular user account remain stored on the storage 
device; 

wherein the particular user account has a primary account 
and a plurality of subaccounts, each of the plurality of 
subaccounts having file rights controlled access to a 
subaccount file stored on the storage device; 

wherein the file rights controlled access to the subaccount 
file stored on the storage device includes prohibiting a 
subaccount user's ability to delete the subaccount file 
stored on the storage device; and 

wherein the file rights controlled access to the subaccount 
file stored on the storage device includes permitting a 
subaccount user's ability to modify the subaccount file, 
and wherein the modified account file associated with 
the particular user account is saved to the storage 
device. 

9. The data storage system of claim 8 configured to 
communicate with an account user computer, and wherein 
the account user computer is a mobile device. 
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10. The data storage system of claim 8 wherein the file 
rights controlled access to the subaccount file stored on the 
storage device includes limiting subaccount access to only 
certain file types. 
. 11. The data storage system of claim 8 wherein the system 5 

1s con~gured so that the plurality of subaccounts are only 
accessible from a user computer with a specified IP address. 

12. The data storage system of claim 8 wherein each of the 
plurality of subaccounts having file rights controlled access 
to a shared account file stored on the system storage device. 10 

13. A computer program product comprising computer 
executable instructions stored exclusively on a non-transi­
tory computer readable medium on a virtual server com­
prising: 

checking for an operative connection between the virtual 15 
server and a network, and if the virtual server is 
operatively connected; 

associating the virtual server with an account user after 
verification of an account user identification-

displayi1:g, in a single window on a display 'device, a 20 
plurality of data files and directories stored on a storage 
device associated with an account user computer and a 
plurality of data files and directories stored on a storage 
device of the virtual server, the plurality of data files 
and directories of the storage device on the virtual 
server associated with the account user identification; 

18 
viewing selected data files of the plurality of data files 

stored on the storage device of the virtual server for the 
account user identification; 

modifying the selected data files stored on the storage 
device of the virtual server for the account user iden­
tification; 

saving the modified data files stored on the storage device 
of the virtual server for the account user identification· 

allowing the account user to create a plurality of subac~ 
counts accessible by at least one subaccount user with 
file rights permissions to the plurality of subaccounts 
controlled by the account user; and 

wherein the file rights permissions to the plurality of 
subaccounts includes prohibiting a subaccount user's 
ability to access a file stored on the storage device of 
the virtual server. 

14. The computer program product of claim 13, wherein 
the file rights permissions to the plurality of subaccounts 
includes prohibiting a subaccount user's ability to delete a 
file stored on the storage device of the virtual server. 

15. The computer program product of claim 13, wherein 
the file rights permissions to the plurality of subaccounts 
includes prohibiting a subaccount user's ability to download 
a file from the storage device of the virtual server. 

* * * * * 


