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(57) ABSTRACT 

Disclosed is a device including a processor, a computer
readable storage device and a software module stored on the 
computer-readable storage device, the software module con
figured with a software module application programming 
interface programmed that defines a protocol for communi
cating data between an application on the device and the 
software module. The module receives, from the application 
operating on the device, a request associated with a purchase 
from the application, wherein the request comprises infor
mation about the purchase, receives the authorized payment 
data and transmits, via the software module application 
programming interface and to the application, the authorized 
payment data. 
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ON THE PAYMENT REQUEST EVENT 
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RECEIVING, AT THE BROWSER AND FROM THE 

PAYMENT SERVICE AND VIA THE SECOND #""· 1856 
APPLICATION PROGRAMMING INTERFACE, A 
CONFIRMATION OF THE PAYMENT FOR THE 

PRODUCT 
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' ---
RECEIVING A SELECTION OF A PAYMENT METHOD FROM 

THE USER OF ONE OF THE FIRST PAYMENT METHOD AND 
THE SECOND PAYMENT METHOD TO YIELD A SELECTED ,.,,,,., 1884 
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PRESENTING IN A FIRST USER INTERf ACE A 
FIRST INPUT FIELD ASSOCIATED WITH A .,,,,,...zoo2 

FIRST SITE 

I 
ANALYZING THE INPUT FROM THE USER INTO THE 
FIRST INPUT FIELD TO DETERMINE WHETHER THE 

• USER DESIRES TO PERFORM A SEARCH OR TO MAKE 
;#",2004 

A PURCHASE TO YIELD A DETERMINATION 

I 
~ ........ ._.~ .... ~~ 

IF THE DETERMINATION INDICATES THAT THE USER 
• DESIRES TO MAKE A PURCHASE, AND WITHOUT ANY 

OTHER INPUT FROM THE USER OTHER THAN THE 
INPUT, TRANSITIONING THE USER FROM THE FIRST ~2006 
SITE TO A SECOND SITE THAT CAN PROCESS THE 

PURCHASE OF A PRODUCT VIA A 
SHOPPING CART MODEL 

j 
' 

PREPOPULATING A SECOND INPUT FIELD ASSOCIATED 
WITH A SECOND SITE WITH THE INPUT ~2008 

' '/-,, .. ,, .. ,~ .... 

PREPROCESSING THE SECOND SITE USING THE 
INPUT IN THE SECOND INPUT FIELD SUCH THAT THE 

USER IS IN A STATE AFTER THE TRANSITIONING 
WHERE A PRODUCT ASSOCIATED WITH THE INPUT #"' 2010 

CAN BE PROCESSED FOR PURCHASE AND DELIVERY 
VIA A ONE-CLICK ACTION FROM THE USER 

.. 
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RECEIVING AN INTERACTION FROM A USER WITH 2020 
AN OBJECT VIA A FIRST SITE 

RETRIEVING, AS PART or A TRANSlTION FROM THE 
FIRST SITE TO A DESTINATION SITE, ONE CLICK 2022 

PURCHASING DATA FROM A BROWSER 

TRANSITIONING, BASED ON THE ONE CLICK . 2024 
PURCHASING DATA, THE USER FROM THE FIRST 

SITE TO A MERCHANT ENTITY SITE IN A DEEP 
LINK STATE, WHEREIN THE USER CAN PURCHASE 
A PRODUCT VIA A SINGLE INTERACTION WITH A 

ONE CLICK PURCHASING OBJECT ON THE 
MERCHANT ENTITY SITE 
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' RETRIEVING, BASED ON A USER INTERACTION 
WITH THE NOTICE OR ADVERTISEMENT, ONE :.,,,2032 
CLICK PURCHASING DATA FROM A BROWSER 
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RECEIVING A TRANSITION, BASED ON THE 
ONE CLICK PURCHASING DATA, FROM THE 

FIRST SITE TO A MERCHANT ENTITY SITE IN 
A DEEP LINK STATE WHEREIN THE USER CAN 

PURCHASE THE PRODUCT VIA A SINGLE 
INTERACTION WITH A ONE CLICK PURCHASING 

OBJECT ON THE MERCHANT AND THE SITE 
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THE USER TO TRANSITION FROM THE FIRST SITE TO 
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RECEIVING AN INTERACTION WITH THE MERCHANT 2048 
SITE OBJECT AT THE DESTINATION MERCHANT SITE 
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USER ADDRESS DATA 

PI(]. 20(]) 



U.S. Patent May 5, 2020 Sheet 44 of 62 US 10,643,266 B2 

-" ... 

PRESENTING IN A FIRST USER INTERFACE A FIRST •• 
INPUT FIELD ASSOCIATED WITH A FIRST SITE, THE ~2102 

FIRST SITE BEING A PURCHASING SITE IN WHICH A 
USER SEARCHES FOR PRODUCTS TO PURCHASE 
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USER DESIRES TO PERFORM A GENERALIZED SEARCH 
OR TO MAKE A PURCHASE TO YIELD A 
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PROCESS THE SEARCH 
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i PREPOPULATING A SECOND INPUT FIELD ASSOCIATED 
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RECEIVING INPUT FROM A USER VIA A UNIFIED 
INPUT FIELD ASSOCIATED WITH A FIRST i,,,"-2302 

APPUCATION OF A FIRST TYPE 

J 
... " 

ANALYZING THE INPUT TO DETERMINE WHETHER 
A PROCESS TO BE CARRIED OUT ON THE INPUT ~2304 

SHOULD BE PROCESSED BY A SECOND 
APPLICATION OF A SECOND TYPE TO YIELD A 

DETERMINATION, WHEREIN THE FIRST TYPE AND 
THE SECOND TYPE ARE DIFFERENT TYPES 

' ,.. .... ~..._ ........ _ 
IF THE DETERMINATION INDICATES THAT TO 

CARRY OUT THE INTENT OF THE USER 
ACCORDING TO THE INPUT, THE SECOND 

APPLICATION SHOULD PROCESS THE INPUT, THEN ~2306 
COMMUNICATE WITH THE SECOND APPLICATION 
INFORMATION INCLUDING THE INPUT, WHEREIN 

THE SECOND APPLICATION IS STARTED AND 
PREPROCESSED USING THE INPUT TO YIELD THE 

SECOND APPLICATION IN A PROCESSED STATE 

J 
PRESENTING THE SECOND APPLICATION TO THE 

USER IN THE PROCESSED STATE ~2308 

Pl(}. 23 



U.S. Patent May 5, 2020 Sheet 47 of 62 US 10,643,266 B2 

..... ~~"' 
RECEIVING INPUT FROM A USER VIA A UNIF'IED 

INPUT FIELD ON A FIRST APPLICATION THAT ~ 2402 

ENABLES MULTIPLE DIFFERENT PROCESSING TYPES 

J 
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'#"'-2406 APPLICATION TO A SECOND APPLICATION TO YIELD . 
A CHOSEN MODE, THE MODE BEING CHOSEN FROM 

A GROUP OF MODES 
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ANALYZING THE INPUT TO DETERMINE WHETHER 
A PROCESS TO BE CARRIED OUT ON THE INPUT 
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A SECOND TYPE TO YIELD A DETERMINATION, 
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IF THE DETERMINATION INDICATES THAT TO 
CARRY OUT THE INTENT OF THE USER 

ACCORDING TO THE INPUT, THE SECOND SITE 
SHOULD PROCESS THE INPUT, THEN 

COMMUNICATING TO THE SECOND SITE 
INFORMATION INCLUDING THE INPUT, WHEREIN 
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PREPROCESSED USING THE INPUT TO YIELD THE 
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[ THE USER INPUT 

~"'--"'--"' ' I RECEIVING THE SINGLE INTERACTION WITH 
I THE USER-SELECTABLE OPTION FROM THE USER 

t 
PROCESSING, BASED ON THE SINGLE 

INTERACTION, THE PURCHASE Of THE ITEM 
ASSOCIATED WITH THE USER INPUT 

Pl(}. 28}! 

US 10,643,266 B2 

2800 

2802 

~2804 

..,...... 2806 

,#"-2808 



U.S. Patent May 5, 2020 Sheet 52 of 62 US 10,643,266 B2 

PRESENTING AN INPUT FIELD ON A USER · 2820 
INTERFACE OF A GENERALIZED SEARCH ENTITY, 

WHEREIN THE GENERALIZED SEARCH ENTITY 
PROCESSES DATA USING A GENERALIZED SEARCH 

ENGINE THAT INDEXES AND SEARCHES BOTH 
MERCHANT SITES AND NON-MERCHANT SITES 

RECEIVING A QUERY 2822 

CORRELATING THE TEXT-BASED QUERY AGAINST 
A PRODUCT DATABASE OF PRODUCTS FOR SALE 

FROM MERCHANTS TO YIELD A CORRELATION 

OETERMIM!NG, BASED Ai LEASi IN PMff ON THt 
CORRELAT!ON.t THAT THE QUERY IS ASSOCIATED 

WJTH ONt OF A SEARCH INTENT AND A 
PURCHASE INTENT TO YIELD A DETERMINATION 

•• WHEN THE DETERMINATION INDICATES THE 
SEARCH INTENT, PRESENTING A SEARCH RESULT 

INCLUDING A NON-MERCHANT SITE 

2824 

2826 

2828 

RECEIVING A SEARCH INTERACTION ASSOCIATED vr 2830 
WITH THE NON-MERCHANT SITE 

TRANSITIONING. BASED OM THE SEARCH 
INTERACTIONJ TO THE NON-MERCHANT SITE 

WHElfTHE OETERMtNAT!ON INDICATES THE 
PURCHASE lNTENTi PRESENTING A 

PURCHAS[-RELATED SEARCH RESULT INCLUDING 
A BUY OPTION ASSOCiATEO WITH THE QUERY 

..-------"'--,.,.,...,.,,·--·· -------s 
RECEIVING AN INTERACTION FROM THE USER 

ASSOCIATED WITH THE PURCHASE-RELATED 
SEARCH RESULT 

· 2832 

2834 

2836 



U.S. Patent May 5, 2020 Sheet 53 of 62 US 10,643,266 B2 

RECEIVING USER INPUT INTO THE SITE 2902 

r 
EVALUATING THE USER INPUT fOR DATA THAT 

POINTS TO A PRODUCT DATABASE 
,,,.,..., 2904 

J . 
WHEN THERE IS NO REFERENCE TO A PRODUCT 

DATABASE, PROCESSING THE USER INPUT IN THE V"· 2906 
CONVENTIONAL FASHION FOR THE RESPECTIVE SITE 

l 
! WHEN DATA ,WITHIN THE USER INPUT REFERENCES 

A PRODUCT DATABASE, CHANGING TO .,.. 
UNCONVENTIONAL PROCESSING TO PRESENT 

2908 

A BUY OPTION 

~-- ! 
PROCESSING PAYMENT Of' AN ITEM BASED ON ,....... 

INTERACTION WITH THE BUY OPTION 
2910 

Plfi. 29 



U.S. Patent May 5, 2020 Sheet 54 of 62 

RECEIVING A POSi!NG O(AT LEAST ONE OF 
TEXT, AN IMAGE OR A VIDEO THROUGH A 
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RECEIVING, AT A SERVER OR OTHER LOCATION, 
FIRST CONVERSION DATA FROM A FIRST SITE, 

THE FIRST SITE INCLUDING ONE OF A 
GENERALIZED SEARCH ENGINE, A MERCHANT ...-,3502 

SITE, AND A SOCIAL MEDIA SITE, WHEREIN THE 
FIRST CONVERSION DATA INCLUDES FIRST DATA 

ASSOCIATED WITH A FIRST PURCHASE OF A 
FIRST PRODUCT BASED ON INTERACTION WITH A 
FIRST BUY OPTION PRESENTED TO A USER OF 

THE FIRST SITE 

' -RECEIVING, AT THE SERVER, SECOND 
CONVERSION DATA FROM A SECOND SITE, THE 

SECOND SITE INCLUDING ONE OF A GENERALIZED 
SEARCH ENGINE, A MERCHANT SITE AND A 
SOCIAL MEDIA SITE, WHEREIN THE SECOND ,.,,... 3604 

CONVERSION DATA COMPRISES SECOND DATA 
ASSOCIATED WITH A SECOND PURCHASE OF A 

SECOND PRODUCT BASED ON INTERACTION WITH 
A SECOND BUY OPTION PRESENTED TO A USER 
OF THE SECOND SITE, WHEREIN THE FIRST SITE 

DlffERS FROM THE SECOND SITE 

t 
CORRELATING THE FIRST DATA AND THE SECOND 

DATA TO YIELD CORRELA TED DATA 
.,..,....3505 

l 
RECEIVING A REQUEST FROM THE USER FOR THE 

CORRELATED DATA, WHEREIN THE REQUEST IS 
RECEIVED FROM ONE OF THE FIRST SITE AND 

..,...3505 

THE SECOND SITE TO YIELD A REQUESTING SITE 

' . 
TRANSMITTING THE CORRELATED DATA TO THE 

REQUESTING SITE .,...,.. 3610 
.. 
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! 

OETERMIN!NGi AT A SITE, WHETHER A USER ACCESSING THE SITE 
VIA A BROWSER (ti· IS USfNG ONE OF A FIRST BROWSER OR A 

SECOND . BROWSER 0. • J2b CAN MAK£ A PURCHASE USlNG A FIRST 
ACCOUNT OR A SEC N ACCOUNT TO YIELD A DETERMINATION 

iJ-', 3702 

t 
WHEN THE DETERMINATION INDICATES THAT THE USER IS USING 

EITHER THE FIRST BROWSER OR CAN MAKE THE PURCHASE USING 

I 
THE FIRST ACCOUNTH PRESENTING A DYNAMICALLY MODlfltO FIRST 

BUY BUTTON WHIC IS ASSOCIATED WITH THE FIRST ACCOUNT 
~3704 

t ... 
TRANSMITTING,-TO THE FIRST BROWSER AND VIA A FIRST 
BROWSER PAYMENT. REQUEST AP?UCATION PROGRAMMING 

INTERFACE THAT DEFINES A PROTOCOL fOR COMMUNICATING 
INFORMATION. ABOUT PURCHASES BETWEEN THE SITE AND THE 

FIRST BROWSER, A f!RST PAYMENT. RE~UEST HAVING FIRST 
INFORMA rnm ASSOCIATED WITH THE PURC. ASE FROM THE SITE 

t.......3706 

FOR THE USER 
t 

RECEIVING, FROM THC FIRST BROWSER ANO VIA THE FIRST 
BROWSER PAYMENT REQUEST APPLICATION PROGRAMMING 

!NT£RfACE
5 

FIRST DATA ASSOC.!ATED WITH. THE FIRST ACCOUNT, 
THE HILT DATA BEING ASSOctATtD WITH PROCESSING THE 

~3708 

PURCHASE 
l 

WHEN THE DETERMINATION INDICATES THAT THE USER !S USING 
EITHER THE SECOND. BROWSER OR CAN MAKE THE PURCHASE 

USING THE SECOND ACCOUNT PRESENTING A DYNAMICALLY 
MODIFIED SECOND BUY BUTTON \VHICH IS ASSOCIATED WITH THE 

~ 3710 

SECOND ACCOUNT 

' TRANSMITTINGP TO THE SECOND BROWSER AND VIA A SECOND 
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SECOND BROWSERi A SECOND PAYMENT REQUEST HAVING SECOND 
INFORMATION ASSO.C!ATEO WITH THE PURCHASE FROM THE SITE 

FOR THE USER 

~ 3712 

' RECEMNG. FROM THE SECONO BROWSER AND VIA THE SECONO 
BROWSER PAYMENT REQUEST A?PUCA1lON. PROGRAMMING 
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• PROCESSING THE PURCHASE • 
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DETERMINING WHETHER A USER INTERFACING WITH A 
SITE VIA A BROWSER CAN MAKE A PAYMENT VIA A 

FIRST BROWSER PAYMENT REQUEST APPLICATION 
PROGRAMMING INTERFACE OR A SECOND BROWSER 

PAYMENT REQUEST APPLICATION PROGRAMMING 
INTERFACE TO YIELD A SELECTED BROWSER AND A 

~3802 

SELECTED BROWSER PAYMENT REQUEST APPLICATION 
PROGRAMMING INTERFACE, WHEREIN THE SELECTED 

BROWSER PAYMENT REQUEST APPLICATION 
PROGRAMMING INTERFACE DEFINES A PROTOCOL FOR 

COMMUNICATING DATA BETWEEN A SITE AND THE 
SELECTED BROWSER FOR MANAGING PAYMENTS 

+ 
PRESENTING A DYNAMICALLY MODIFIED BUY BUTTON 

THAT IS ASSOCIATED WITH THE SELECTED BROWSER OR ~3804 
A USER PAYMENT ACCOUNT ENABLED VIA THE 

SELECTED BROWSER 
··. 

J 
TRANSMITTING, IN CONNECTION WITH AN INTERACTION 

WITH THE DYNAMICALLY MODIFIED BUY BUTTON, A 
PAYMENT REQUEST TO THE SELECTED BROWSER AND ~3806 

VIA THE SELECTED BROWSER PAYMENT REQUEST 
APPLICATION PROGRAMMING INTERFACE 

t .. 

RECEIVING, IN RESPONSE TO THE PAYMENT REQUEST, 
FROM THE SELECTED BROWSER AND VIA THE SELECTED ....-3808 

BROWSER PAYMENT REQUEST APPLICATION 
PROGRAMMING INTERFACE, PAYMENT INFORMATION AT 

THE SITE 
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SYSTEM AND METHOD FOR IN-APP 
PAYMENTS 
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BACKGROUND 

1. Technical Field 

The present disclosure relates to systems and methods of 
providing a software module configured on a device which 
simplifies on-line and in-app payments such that users do 
not have to manually enter payment or address data on sites 
or in apps. 

2. Introduction 

This application addresses a number of issues related to 
simplifying and managing on-line purchases of products and 
navigation between sites on the Internet. Other issues 
addressed herein and covered in related patent applications 
are also discussed. This introduction may include a discus
sion of novel features and should not be considered as 
admitting that any concept discussed in this section is prior 
art. 

One issue addressed herein relates to utilizing shopping 
carts. If the user selects a first item at a first site and places 

4 
concerns, finalizing the parameters and then efficiently con
firming a payment. The claims in the present case address 
this issue. 

Another issue addressed herein is how to easily transition 
5 a user from a search engine or browser site to a destination 

site. One effort to make this transition was provided by the 
omnikey feature of Safari. Using the onmikey extension, 
Safari users type in an indicator of what alternate site they 
want to use for processing input. For example, in an input 

10 field, a user would type "amazon headphones" which would 
instruct the algorithm processing the input to search ama
zon.com for "headphones" and return the result. The prob
lem with this approach is that it is likely easier to click on 
an amazon tab and type "headphones" in the Amazon search 

15 field than it is to type "amazon" at the beginning of the 
search. Further, to tell the search engine that the user is not 
wanting to transition to amazon, the user would have to 
begin the search with an exclamation point"!" which forces 
regular searches. Using such a feature where most user input 

20 is likely involving regular searches according to the default 
search engine, might require the user to often begin searches 
with"!". Thus, this effort at transitioning users to other sites 
is still problematic. 

An additional issue relates to the long-standing problem 
25 of requiring users to enter payment data such as credit card 

information and a user address when making a purchase. 
Some sites like Amazon.com provide a "one-click" purchas
ing option but those simplifications are only available in the 
controlled Amazon.com environment. For all other mer-

30 chants, users must enter payment data which is cumbersome. 
Mobile users outside of Amazon.com still need to include 

the item in the shopping cart, then does not complete the 
purchase and moves on to a second site to look at the second 
item, there is no mechanism of preserving or maintaining 35 

information about the first item. Clearly, the user had an 
interest in that item, but was not quite prepared to make the 
purchase. Further, if a user does navigate to say three 
different sites, and buys three different products, even if each 

40 
site is configured with a one click purchasing capability, or 

and enter in much information which reduces the number of 
conversions when making purchases on line either on the 
desktop or mobile devices. 

The present disclosure also addresses an issue in the art 
that arises through the use of buy buttons on disparate 
platforms. No part of this introduction is meant to charac
terize "prior art", as the present application claims priority 
to applications that discloses various implementations of 
buy buttons on search engines, social media, and so forth. 
Again, none of the discussion in this application should be 

if the user is registered at each individual site, the user still 
would have to make three independent clicks in order to 
purchase the three products. Thus, one issue raised herein 
relates to improved mechanisms for shopping across mu!- 45 
tiple sites, particularly in terms of reducing the number of 
interactions necessary to achieve purchases of multiple 
products. In some cases, where a multi-site shopping cart 
might exist, it likely requires the user to register or provide 
payment information to the service, which can be undesir- 50 

able for the user. 

considered as the applicant admitting any subject matter 
herein is prior art. 

Given the availability of buy buttons on such sites as 
google.com, facebook.com, instagram.com, pinterest.com, 
bing.com, yahoo.com, youtube.com, amazon.com and twit
ter.com a specific challenge arises in terms of tracking 
purchases. A user may make a purchase of a first product on 
facebook.com and the next day purchase a second product 
on google.com. To enable such purchases, sites like google
.com maintain purchase information such as credit card or 

Another issue addressed herein is in the context of one
click purchasing options and relates to resolving purchasing 
concerns of a potential buyer. Purchasing concerns can 
include complicated shopping cart models which require too 
much data (payment account, address, name, etc.), particu
larly on a mobile device, causing people to abandon the cart, 
unselected product specifications, or parameters, such as 
size or color for clothing, or amount of memory for an 
electronic device. Other purchasing concerns can include 
bad reviews about a product, or articles that reflect poorly on 
a merchant. Another concern can include resolving ques
tions about a purchase prior to finalizing the purchase. 
Purchasing concerns of the buyer can include anything 
related to a product, service, merchant or any other topic. 
Thus, it would be desirous to enable an approach of transi
tioning to a dialog about a product to resolve purchasing 

payment account information. Optionally, an interface with 
PayPal® or Apple Pay is provided such that purchases can 
be easily processed. While buy buttons are expanding, there 

55 is no existing mechanism of harmonizing or organizing 
purchases such that users can easily manage purchases. A 
user may forget where a purchase was made and may feel 
frustrated when they carmot manage purchases or review 
their purchase history. For closed aggregated merchant sites 

60 like www.amazon.com, purchases are controlled through a 
single site with multiple merchants making their products 
available. The ability to manage a user account and history 
of purchases on such a site is considerably easier. 

However, the goal of buy buttons on various sites is to 
65 enable purchases in those "micro-moments" when a person 

using social media such as Facebook or Instagram, and see 
something they might want to buy. The benefit of incorpo-
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rating a buy button into traditionally non-merchant sites is to 
take advantage of easy purchasing from sites where people 
spend time, such as search engines like google.com and 
social media sites. However, presenting buy options at 
non-merchant sites to take advantage of such micro-mo- 5 

ments introduces the difficulty of managing purchases 
spread across uncoordinated, disparate sites. 

The term "browser" as used herein can also include a 
module that manages a user interface which can be any 
number of types of interfaces, such as for browsing the 
Internet, viewing an application, or a user interface used to 
manage a payment process, such as the interface shown in 
FIGS. 17G and 17K, for example. The interface in one 
aspect presents information for the user to interact with that 
is local and is not a window or interface to a URL of a 

SUMMARY 

The present disclosure provides a number of innovations 
to address the various issues as set forth above. 

network server, which would be used for authorization a 
10 payment on the network server. 

Solutions disclosed herein also include how users can 

This current application focuses on a new solution for 
handling payments on-line and in-apps. An example device 

15 
related to providing an in-app solution can include a pro
cessor and a computer-readable storage device storing 
instructions which, when executed by the processor, cause 

choose from among a number of different payment methods 
when making a purchase. Users often have different 
accounts, credit cards, debit cards, and so forth. 

An aspect of this disclosure also relates to transitioning 
from a generalized search field to a product purchase and 
how an improved process can be implemented to achieve a 
shorter business value chain. Normally, users are transi
tioned via advertisements to merchant sites which can the processor perform operations including receiving a 

request from an application operating on the device, at a 
software module configured to receive payment requests and 
manage the receipt and transmission of authorized payment 
data to the application through the use of an application 
programming interface that defines a protocol for commu
nicating data between the application and the software 
module. The request can be associated with a payment to the 
application, or for any kind of data that one desires to send 
securely such as healthcare data, personal data, photos, 
media, blockchain-based data, cryptocurrency data, and so 
forth. The request can include information about the pay
ment or the requested data. The software module transmits 
to the application, via the application programming inter
face, the authorized data. The software module can be 
configured access, based on the request, the authorized data 
for the potential purchase (in the purchase scenario) from the 
device or the software module and can also interact with a 
network-based entity to ultimately generate the authorized 
data transmitted to the application. The software module 
represents a novel approach to providing data to an appli
cation in ways the enable a simple and easy payment process 
without the user needing to manually enter payment data. 
The software module in the case of an app may or may not 
control or manage a user interface for viewing the applica
tion, but rather can be programmed to manage the flow of 
payment or other types of communications. 

For an on-line approach, an example device includes a 
processor, a computer-readable storage device and a 
browser, the browser configured to operate on the device, 
and the browser including an application prograniming 
interface that defines a protocol for communicating data 
between a site and the browser. The device includes an 
authorization mechanism that receives authorization input 
from a user of the device in connection with a potential 
purchase on the site, wherein the browser, when operating 
via the processor, is configured to perform operations 
including receiving, from the site, a request associated with 
the potential purchase, wherein the request includes infor
mation about the potential purchase and transmitting, based 
at least in part on the authorization input from the user via 
the authorization mechanism and according to the protocol, 
authorized payment data to the site, wherein the authorized 
payment data for the potential purchase is from one of the 
browser, the computer-readable storage device or a network
based entity separate from the device. The authorization 
mechanism can include software for asking for a security 
code via a user interface or a component such as a fingerprint 
reader or facial recognition component as part of the device. 

20 require payment credentials so ultimately make a payment. 
This disclosure includes several features to improve this 
process. For example, a method includes presenting an input 
field on a user interface of a generalized search entity, 
wherein the generalized search entity processes data using a 

25 generalized search engine that indexes and searches both 
merchant sites and non-merchant sites, receiving user input 
in the input field and determining, via a processor, whether 
the user input corresponds to a product in a product database 
to yield a determination. When the determination indicates 

30 that the user input does not correspond to the product in the 
product database, the method includes presenting a search 
result including a non-merchant site, receiving a search 
interaction associated with the non-merchant site and tran
sitioning to the non-merchant site. When the determination 

35 indicates that the user input does correspond to the product 
in the product database, the method includes presenting a 
purchase-related search result, wherein the purchase-related 
search result is configured such that when a user interacts 
with the purchase-related search result and confirms a pur-

40 chase associated with the purchase-related search result, the 
generalized search entity initiates a purchasing process for 
the product. 

From a merchant site standpoint, the method can include 
providing a database of products from a merchant to a 

45 generalized search entity and receiving a payment for a 
product from the merchant. The product can have been 
purchased on-line by a user. In this scenario, the product is 
found and purchased by the user on-line by operations 
performed by the generalized search entity in which the 

50 operations include presenting an input field on a user inter
face, wherein the generalized search entity processes data 
using a generalized search engine that indexes and searches 
both merchant sites and non-merchant sites, receiving user 
input in the input field, and determining, via a processor, 

55 whether the user input corresponds to a product in the 
database of products to yield a determination. When the 
determination indicates that the user input does not corre
spond to the product in the database of products, the method 
includes presenting a search result including a non-merchant 

60 site, receiving a search interaction associated with the non
merchant site and transitioning to the non-merchant site. 
When the determination indicates that the user input does 
correspond to the product in the database of products, the 
method includes presenting a purchase-related search result 

65 for the product, wherein the purchase-related search result is 
configured such that when a user interacts with the purchase
related search result and confirms the payment associated 
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with the product in the purchase-related search result, the 
generalized search entity initiates a purchasing process for 
the product. 

8 
for communicating information about purchases between a 
site and the browser, a payment request having data asso
ciated with a purchase of a product from the site for a user, 
presenting via the browser or a browser interface, a choice 

5 between a first payment method and a second payment 
method for purchasing the product, wherein the first pay
ment method and the second payment method each include 
or require one of payment data stored on a user device, 
payment data stored on a network server, and a payment 

Other improvements are disclosed herein as well for 
managing purchases. One method includes determining, at a 
site, whether a user accessing the site via a browser (1) is 
using one of a first browser or a second browser or (2) can 
make a purchase using a first account or a second account to 
yield a determination. Thus, the browser type used can be 
detected or the account type of the user can be detected. 
When the determination indicates that the user is using 
either the first browser or can make the purchase using the 
first account, the method includes (1) presenting a dynami
cally modified first buy button which is associated with the 
first account, (2) transmitting, to the first browser and via a 
first browser payment request application programming 
interface that defines a protocol for communicating infor
mation about purchases between the site and the first 
browser, a first payment request having first information 
associated with the purchase from the site for the user and 20 

(3) receiving, from the first browser and via the first browser 
payment request application programming interface, first 
data associated with the first account, the first data being 
associated with processing the purchase. 

10 service, receiving a selection of a payment method from the 
user of one of the first payment method and the second 
payment method to yield a selected payment method and, 
based on the selected payment method, and in response to 
the payment request, transmitting, from the browser and via 

15 the browser payment request application programming inter
face, data associated with the selected payment method to 
the site. This is from the standpoint of the browser. The 
concept can also be covered from the standpoint of the 

When the determination indicates that the user is using 25 

either the second browser or can make the purchase using 
the second account, the method includes (1) presenting a 
dynamically modified second buy button which is associated 
with the second account, (2) transmitting, to the second 
browser and via a second browser payment request appli- 30 

cation programming interface that defines a protocol for 
communicating information about purchases between the 
site and the second browser, a second payment request 
having second information associated with the purchase 
from the site for the user and (3) receiving, from the second 35 

browser and via the second browser payment request appli
cation programming interface, second data associated with 

merchant site as well as from the standpoint of a payment 
processor. 

Another solution relates to a credential management 
application programming interface which enables a site to 
request via the API user login credentials from either a 
browser or a network based entity for simplifying the login 
process for the user. A method in this regard includes 
receiving, from a site, at a browser and via a browser 
credential management application programming interface 
that defines a protocol for communicating data between the 
site and the browser for enabling a user to login to the site, 
a request associated with a login credential required for the 
site, retrieving, based on the request, user data (from the 
browser and/or from a network entity) and transmitting, to 
the site, from the browser and via the browser credential 
management application programming interface, a response 
to the request. The response can include login credentials for 
the user, such as one or more of a username, a password, a 
code, a fingerprint, and iris scan, or any combination of this 
data which can enable the site to log the user in without the 
user needing to manually type in or enter such data. Embodi-

the second account, the second data being associated with 
processing the purchase. The first browser and the second 
browser can be different browser types. 

In another aspect, the method disclosed includes deter
mining whether a user interfacing with a site via a browser 
can make a payment via a first browser payment request 
application programming interface or a second browser 
payment request application programming interface to yield 

40 ments of this credential management API can be from the 
standpoint of the browser, from the standpoint of the site, or 
the standpoint of a network entity which stores the user data. 
One or more APis could also be used in combination to 
ultimately achieve the passing oflogin credentials to the site 

45 via anAPI. 
a selected browser and a selected browser payment request 
application programming interface, wherein the selected 
browser payment request application programming interface 
defines a protocol for communicating data between a site 
and the selected browser for managing payments, presenting 50 

a dynamically modified buy button that is associated with 
the selected browser or a user payment account enabled via 
the selected browser, transmitting, in connection with an 
interaction with the dynamically modified buy button, a 
payment request to the selected browser and via the selected 55 

browser payment request application programming interface 
and receiving, in response to the payment request, from the 
selected browser and via the selected browser payment 
request application programming interface, payment infor
mation at the site. The dynamically modified buy button can 60 

be associated with the user payment account. Thus, when a 
user goes to a site to make a purchase, the buy button can 
dynamically adjust for the payment service they use. 

This case focuses on how to manage multiple accounts in 
a browser API context. The method includes, in this aspect, 65 

receiving, at a browser and via a browser payment request 
application programming interface that defines a protocol 

Another solution disclosed herein relates to how to man
age a payment process with a payment processor through 
multiple application programming interfaces with the 
browser. A method in this regard includes receiving input 
from a user indicating a desire to purchase a product from a 
merchant site (the input can be a click, voice input as part of 
a dialog, virtual reality input, or any kind of input) and 
receiving, based on the input, at a browser and via a first 
application programming interface that defines a first pro
tocol between the browser and the merchant site, a payment 
request from the merchant site for payment data of the user 
for purchasing the product. 

In response to the payment request, the method includes 
communicating, from the browser and via a second appli
cation programming interface that defines a second protocol 
for communicating payment information between the 
browser and a payment service, a payment request event to 
the payment service, wherein the payment service can 
process a payment for the product based on the payment 
request event. The method includes receiving, at the browser 
and from the payment service and via the second application 
programming interface, a confirmation of the payment for 
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the product and communicating, from the browser and via 
the first application programming interface to the merchant 
site, the confirmation of the payment for the product. The 
payment service can be a service like Paypal or the like. The 
approach enables a common interface between the merchant 5 

and a payment service utilizing the browser and several APis 
m a new manner. 

10 
could also be a text dialog as well and not a spoken dialog. 
The method could also be claimed from the standpoint of the 
merchant site. 

Other innovations include transitioning techniques from a 
search field to a destination site using a number of solutions, 
applying a browser/user interface payment request API to 
turn any website or app into a "one-click" or fewer click 
purchasing experience than was traditionally available, as 
well as other social media innovations address the various 

The first application programming interface can define the 
first protocol for communicating at least one of payment 
data and address data between the browser and the merchant 
site. The second application programming interface can 
include the second protocol for communicating data asso
ciated with payment of the product between the browser and 

10 issues set forth above, and other issues as well. 

the payment service. The payment request further can 15 
include a request for an address of the user. Thus, the 
payment could be performed by the payment service pro
vider and the address could be provided by the browser 
through the first APL 

The method can further include, based on the payment 20 

request, transmitting from the browser and through the first 
application programming interface, the address of the user to 
the merchant site for use in delivering the product to the user. 
The first application programming interface can include a 
browser payment request application programming interface 25 

in that it involves a request from the merchant site for 
payment data and/or other data about the user. The second 
application programming interface can be called a payment 
handler application programming interface in that it more 
specifically involves payment handling by the payment 30 

processor. This aspect of the disclosure can also have 
embodiments from the standpoint of the merchant as well as 
from the standpoint of the payment processor. 

Another solution disclosed herein relates to how to pro-
35 

vide a product purchasing experience within a spoken dia
log. An example method in this regard includes receiving, 
via a messenger application and as part of a dialog between 
a merchant site and a user, a spoken input from the user, 
presenting user text associated with the spoken input in the 40 

messenger application, responding, as part of the dialog and 
by the merchant site, to the spoken input with a spoken 
response, presenting response text associated with the spo
ken response in the messenger application, and identifying 
a product the user desires to purchase from the merchant site 45 

via the dialog. Based on a spoken buy interaction by the user 

Disclosed are a number of different solutions to Internet 
searching, surfing, and purchasing processes. One aspect of 
this disclosure applies to multi-site universal shopping carts 
and particularly presents a solution that is applicable using 
a modified version of the browser payment request applica
tion programming interface implemented by W3C. In one 
aspect, a method, system or computer readable storage 
device operates from the standpoint of the browser. The 
method includes receiving, via a browser shopping cart 
application programming interface associated with a 
browser, first data associated with a first product viewed by 
a user navigating on a first site using the browser, wherein 
the user did not purchase the product on the first site. The 
first data such that it is accessible to the browser. This 
storage can be with the browser, on a user device, or on a 
network device. The browsing can occur on a first device as 
well which can include a mobile device, desktop device, 
voice interface device, or any device that the user can use to 
search generally for content and make purchases. The 
method includes presenting a browser payment interface to 
the user for managing the purchase of the second product, 
the browser payment interface being associated with a 
browser payment request application programming interface 
in which payment data for the user is passed from the 
browser to the second site through the browser payment 
request application programming interface. The second site 
can also be accessed through a separate device which can be 
a mobile device, desktop device, voice interface device, or 
any kind of device. The network device can coordinate the 
universal shopping cart across the various devices used by 
the user. For example, a search entity can identify a first 
product put into the shopping cart from a first browser search 
on a mobile device and then identify the user using a voice 
instruction on a second device to identify a second product 
to put into the shopping cart. The user can then purchase 
both products on either device or at any time. The system 
can identify the user through voice identification or through 
other means to connect the items as being part of the same 
user shopping cart. The voice based device can already be 
associated with a particular payment account or can adjust to 
different payment accounts based on voice identification. 
For example, a user at home might put a first product in a 
universal shopping cart from a desktop computer and then 
go to a friend's house. Through social networking data or 

via the dialog, the method includes receiving, at a browser 
and via a browser payment request application programming 
interface, a payment request, from the merchant site, for 
payment data of the user for purchasing the product and, in 50 

response to the payment request, communicating, from the 
browser and via the browser payment request application 
programming interface, payment information for the user, 
wherein the merchant site uses the payment information to 
process a payment for the product. 55 speech/voice identification, the user could talk to the voice 

based device at their friends house, which could confirm 
their identity by asking "Is this Mary Smith?", at which 
point the user could add another item to the shopping cart via 

The method can include receiving, at the browser and via 
the browser payment request application programing inter
face, an address request, from the merchant site, for address 
data for the user. In response to the address request, the 
method can include communicating, from the browser and 60 

via the browser payment request application programming 
interface, the address data for the user to the merchant site. 
The merchant site processes the payment using the payment 
information. The payment information can include payment 
account information for the user that the merchant site can 65 

use to process the payment for the product. A browser can 
present the messenger application to the user. The dialog 

a voice command and make the purchase of all the items. 
Social media data or preferences could connect Mary to 
potentially using her friend's voice-based device for pur-
chases. A separate biometric confirmation could be provided 
in these scenarios as well to confirm the purchase is from the 
proper person. In one example, when Mary goes to her 
friend's house, a voice-based device or other device can 
identify her through her mobile phone. Geo-location data 
can also be provided based on Mary's location. Based on 
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this data, a voice-based device through a search entity can be 
configured to potentially expect that Mary may make a 
shopping request at her friend's home through the voice
based device. Speech recognition models, speaker identifi
cation models, or any other speech related pre-configura- 5 

tions that might need to occur can be initiated or transferred 
to the local voice-based device. Thus, when Mary says to the 
voice-based device, "Please add paper towels to my shop
ping cart," the system can recognize Mary's voice, interpret 
the speech using a tailored speech recognition model, and 10 

respond with "OK Mary, the paper towels are in your 
shopping cart with the salt and pepper shakers to added 
yesterday, do you want to check out?". 

The method further includes presenting on the browser 
payment interface information about the first product and 15 

processing a payment of both the first product and the 
second product based on user interaction with the browser 
payment interface or managed through a search entity that 

12 
cation progranmiing interface to the second site for com
pleting the purchase and delivery of the second product from 
the second site. Receiving the first data associated with a 
first product viewed by a user navigating on a first site using 
the browser further can include receiving the first data based 
on a threshold user interaction associated with the first 
product. For example, the user may need to put the first 
product in a shopping cart, or click on a button, or view the 
product for a period of time to indicate that there might be 
a purchasing interest. 

The method from the standpoint of the first site can 
include transmitting, from the first site and via a browser 
shopping cart application progranmiing interface associated 
with a browser, first data associated with a first product 
viewed by a user navigating on the first site using the 
browser, wherein the user did not purchase the product on 
the first site, wherein the browser can manage storing the 
first data such that it is accessible to the browser and, after 
the user navigates away from the first site to a second site, 
receiving a package of data from a browser payment request 
application programming interface for processing a payment 
of the first product, wherein the package of data identifies 
the first product and can include payment data associated 
with the user for processing the payment for the first 

has access to payment credentials. The processing of the 
payment of both the first product and the second product can 20 

occur using first communication between the browser/de
vice and the first site via the browser payment request 
application programming interface and second communica
tion between the browser/device and the second site via the 
browser payment request application programming inter
face. A network-based entity such as a search entity can also 
coordinate the payment to the various merchants or the 
single merchant if multiple products are from a single 
merchant. The difference is that the second site is already 
communicating with the browser for the payment process of 

25 product, wherein the user confirmed payment for the first 
product via an interaction with a browser payment interface 
presented as part of using the browser application program
ming interface to manage a purchase of a second product on 
the second site. The package of data received at the first site 

the second product. The user, however, has navigated away 
from the first site, so a communication back to the first site 
must identify the product as well as providing payment 
and/or delivery data to the first site for "reminding" the first 

30 further can include address information for the user for 
delivery of the first product. The methods can include any 
communication needed from both the first site and the 
second site to identify payment methods, communicate 

site of the previously searched-for product. Processing the 35 

payment of both the first product and the second product 
further can include transmitting, through the browser appli
cation progranmiing interface a package of data which 
enables the first site to process the first purchase of the first 
product. The package of data can include payment data for 40 

the first site to process the payment for the first product and 
address information associated with the user for the first site 
to deliver the product. The method can also include receiv-

shopping cart and payment capabilities of the browser, 
product data, session data associated with the user's search 
on the first site, user data, payment data, delivery data, size 
data, or any other data associated with processing a payment 
for the first product or aggregating the first product and the 
second product into the browser payment interface associ
ated with the browser/user interface payment request API 
such that multiple products from different sites and/or apps 
can be purchased via a single shopping cart. 

When a network-based entity manages the universal shop
ping cart, the merchants will typically register their products ing a confirmation from the user of the purchase of both the 

first product and the second product utilizing a same set of 
object interactions used for purchasing one product via the 
browser payment interface. In other words, since the user is 
already in the browser interface for processing the payment 
for the second product, the method can include utilizing the 
same "one-click" plus perhaps one fingerprint recognition or 
eve code entry, or whatever few steps are utilized for the 
purchase of the second product, to also process the payment 

45 with the entity or register as merchants such that product 
search results from searches or voice requests via a search 
engine can be used by the user to put a product in the 
universal cart. Products can be placed in the cart across 
multiple devices and from multiple merchants. The search 

for the first product. 

50 entity, or network-based entity can manage the payment 
process across the various merchants even when products 
are placed in the shopping cart from multiple different 
devices. The devices can all be coordinated as associated 

When a network-based entity manages the payment, such 
as a search entity, the various merchants can receive respec- 55 

tive payments and instructions to deliver the products to the 
user at a specified address. The search entity can charge a fee 
for the service which can be apportioned to the different 
merchants if more than one merchant has products in the 
universal cart. The apportionment can be based on the 60 

relative cost of each product from the respective merchant. 
Processing the payment for the first product and for the 

second can include communicating first information via the 
browser payment request application programming interface 
to the first site for completing the purchase and delivery of 65 

the first product from the first site and communicating 
second information via the browser payment request appli-

with the same account or shopping cart or individual. The 
coordination can also occur across multiple locations by 
identifying a user. 

Disclosed also is an approach for managing a transition 
from the first site to a destination merchant site and a deep 
link state. A method aspect includes receiving an interaction 
from a user with an object associated with an advertisement 
for a product or any kind of notice, the advertisement or 
notice being presented via a first site presented within a 
browser, and transitioning the user from the first site to a 
destination merchant site in a deep link state. The transi
tioning process includes retrieving data from the browser 
and using the data from the browser to enable the user to 
transition from the first site to the destination merchant site 
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in the deep link state. The deep link state enables the user to 
purchase the product via an interaction with a purchase 
object without manually entering payment account data or 
user address data. The deep link state can enable a "one 
click" purchasing experience after the transition from the 
first site. The data from the browser can be, in one aspect, 
retrieved via anAPI between the browser and the destination 
site or accessed directly. The data can be one or more of 
payment data, user data, one-click purchasing data, address 
information, browser settings, cryptocurrency data, and so 
forth. 

The object can be a buy button. The object also can be 
presented with an advertisement in a newsfeed of the user on 
the first site, such as a Facebook newsfeed. The first site can 
be any kind of site or application such as a search site, a 
gaming site, a virtual reality experience, a merchant site, a 
media site, an audio site, or a social networking site. The 
interaction with the purchase object on the destination 
merchant site can be a first interaction via the browser after 
the interaction with the object. Retrieving data from the 
browser can occur automatically via a browser payment 
request application programming interface between the des
tination merchant site and the browser. The user can con
tinue to shop on the destination merchant site prior to 
providing the interaction with the purchase object to pur
chase a different product from the destination merchant site. 
The data from the browser can be one or more of: payment 
data, address data, one-click purchasing parameters, user 
name, login information, registration information, user set
tings and user profile data. Other data can be used as well to 
facilitate a one-click purchasing experience. 

The disclosure addresses several other issues as well. For 
example, there is an issue of enabling users to learn more 
information about a product and ask follow-up questions 
about the product before completing a purchase. In some 
cases, a one-click purchase option or buy option may be for 
a product that requires some additional data such as a size or 
color or other parameter. The user may have other concerns 
about delivery, bad publicity, bad reviews, and so forth. In 
this scenario, a user can be transitioned, based on interacting 
with an object or otherwise, to a dialog application complete 
information, resolve user concerns and commit to the pur
chase. The transition can be within a single site such as 
Facebook (from an advertisement in a news feed to a 
messenger application) or it could span a number of sites. 
For example, transitioning to a Facebook Messenger appli
cation (or any dialog application) could help in completing 
any purchase if the user has questions or needs to make other 
choices about the product. Thus, the transition at any site and 
at any stage of the process to a dialog application can occur 
to help provide further data to the user about a purchase. One 
example method can include presenting an advertisement 
with a payment process initiation object. The payment 
process initiating object can include a link or transition to a 
dialog application in which the user engages in a dialog 
about the product/item of discussion and completes the 
purchase. The transition and discussion is configured such 
that an easy payment occurs once questions are answered or 
information is gathered. The browser API can be deployed 
in any context and at any stage where a purchase might 
occur. Any user interface, such as a messenger application, 
can be considered like a "browser" and can be configured to 
exchange communication with a site to enable the purchas
ing experience. 

In this regard, an example method includes receiving a 
posting of an item through a social networking site, such that 
the social networking site receives and transmits posted 

14 
items from posting entities to receiving entities. When the 
posting is not associated with a product for purchase in a 
product database, the method includes transmitting the post
ing through the social networking site without an option to 

5 buy. When the determination indicates that the posting 
references the product in the product database, and thus 
indicating a sale-related intent, the method includes trans
mitting the posting through the social networking site with 
a payment object or payment initiation object. A payment 

10 process initiation object is associated with the product and 
can include one of a button, a drop-down menu, or a 
hyperlink. The social networking site receives an interaction 
associated with the payment process initiation object, the 
interaction being performed by a user. Based on the purchase 

15 interaction, the method includes engaging in a dialog with 
the user regarding the product as part of a payment process 
such that at a conclusion of the dialog, the user can complete 
a purchase of the product. In another aspect separate from 
the dialog context, the system, based on the payment inter-

20 action, can transition the user to destination site in a deep 
link state, which can be achieved through accessing data 
stored within the browser. In another aspect, at the destina
tion site, the user can click on a buy object in the destination 
site can use the browser API to request and retrieve payment 

25 information for processing a payment of the product. 
When the user transitions to a dialogue, the method can 

include, as part of the dialog, receiving a purchasing inter
action from the user and processing the purchase of the 
product based on the purchase interaction. Processing the 

30 purchase occurs within one of the social networking site, via 
a payment agent or via an application prograniming inter
face between the social networking site and a merchant site 
selling the product, or between the browser and the merchant 
site. The social networking site, or the browser, can store 

35 payment data for the user to process the purchase. When the 
purchase occurs via the application programming interface 
between the social networking site, or the browser, and the 
merchant site, the social networking site, or the browser, can 
transmit payment data through the application prograniming 

40 interface such that the merchant site can process the pur
chase of the product. 

The dialog can enable the user to select a parameter 
associated with the product. Example parameters include 
one or more of a color, a size, a shape, a configuration, and 

45 a technical characteristic. Delivery options, resolving any 
other concerns, gifting issues, discounts, coupons, and so 
forth can be managed within the dialog. The payment 
process initiation object can simply include a buy button or 
a notice "talk about and buy this item by clicking here". The 

50 dialog can be managed between the user and the merchant 
via a dialog application. Engaging in the dialog can be 
achieved in one aspect by transitioning to a dialog applica
tion that manages the dialog and the purchase of the product. 

Another issue identified above addressed in the present 
55 disclosure uses objects that are presented when a search 

begins with a user input field on a first site. The new 
approach improves the mechanism of transferring the user to 
a second site. Disclosed is an approach for receiving, via a 
user interface of a browser, user input in an input field and 

60 presenting a first instance of an object in response to the user 
input. In other words, the object does not show on the user 
interface until a search or data is entered into the input field. 
This reduces clutter. The object is configured such that when 
a user interacts with the object, the user is transitioned to a 

65 second site associated with the object, and the user input is 
filled into a second site input field. The user input is 
processed at the second site as though the user entered the 
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user input into the second site input field. There is no need 
for the user to type in "amazon" in the text field to indicate 
a search at the second site, for example. The input can be 
analyzed by a system to determine what object to present or 
can always present alternate search modes that the user can 5 

choose from. Referencing the onmikey feature explained 
previously, the user could add other second sites to transition 
to, each with its necessary key word that instructs the 
browser where to transition. The problem with this approach 
is that users would have to remember key words associated 10 

with specific websites. "Amazon" is easy to remember but 
it is a lot of letters to type in. Users could forget shortcuts 
(like "wild" for Wikipedia.org), or simply have too many. 
Thus, the solution disclosed herein eliminates the need to 
remember specific shortcuts and simplifies the process of 15 

transitioning user input from one site to another site through 
a simple click. 

The present disclosure addresses other needs identified 
above as well. For example, the need to improve the 
purchasing experience of users on the Internet is addressed 20 

herein. Form filling shopping cart purchasing models require 
too much user input and interaction and reduce the number 
of conversions by users actually completing the process to 
make a purchase. Disclosed is an updated browser having a 
browser payment request application programming interface 25 

for communicating payment data between the browser and 
a site for processing payments of purchases and to reduce the 
number of user interactions needed for a purchasing process. 
The method includes receiving, via the user interface, an 
interaction by a user with an object associated with a site, the 30 

interaction indicating a user intent to make a purchase. The 
method includes receiving, based on the interaction and via 
an application programming interface, a request from the 
site for payment data in connection with the purchase and 
transmitting, to the site and via the application progranmiing 35 

interface, the payment data. The payment data confirms the 
purchase or can be used to process or deliver a product 
associated with the purchase. The payment data can include 
any type of payment data necessary for processing the 
purchase. It can include an account number, a tokenized 40 

version of payment data, address information, preferences, 
shipping choices, other user data, and so forth. 

This application includes the disclosure of buy buttons 
and APis for enabling a "one-click" type of purchasing 
experience that eliminates the purchasing process from 45 

requiring overly burdensome form-filling. In another aspect 
of this disclosure, an API for communicating data between 
a browser or agent and a merchant site for pre-filling in fields 
to make a purchase is disclosed. The process can further be 
refined to not just include filling in pre-set fields but further 50 

streamlined to reduce the need for interactive steps for the 
user. The API approach can provide the merchant site with 
data that can be more advanced than merely automatically 
filling in a form that is the same form a user would manually 
have to input. A method includes presenting an input field on 55 

a user interface of a generalized search entity, such that the 
generalized search entity processes data using a generalized 
search engine. The search engine indexes and searches both 
merchant sites and non-merchant sites and receives user 
input in the input field. The user input includes a text-based 60 

query, and the search engine correlates the text-based query 
with a product database of products for sale from merchants 
to produce a correlation. Based on the correlation, a deter
mination is made that the user input is associated with one 
of a search intent and a purchase intent. When the determi- 65 

nation indicates the search intent, a search result is presented 
that includes a non-merchant site. A search interaction 
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associated with the non-merchant site is received, and a 
transition to the non-merchant site is performed. When the 
determination indicates the purchase intent, a purchase
related search result including a buy option associated with 
the user input is presented. The purchase-related search 
result is configured such that when a user interacts with the 
purchase-related search result and confirms a purchase via 
interacting with the buy option, the generalized search 
engine ( or some other payment service) participates in 
processing a purchase of an item, and receiving an interac
tion associated with the purchase-related search result. 

The method can further include receiving an interaction 
with the buy option and managing the purchase of the item 
based on payment information stored at the generalized 
search entity (or some other payment service). Delivery of 
the item is handled via a merchant site separate from the 
generalized search entity. The generalized search engine ( or 
browser) participates in processing the purchase of the item 
by receiving a request for payment data from a merchant site 
via an application programming interface and transmits the 
payment data to the merchant site such that the merchant site 
can process the purchase of the item. A browser, through the 
browser API, can also coordinate with a separate payment 
service that can generate tokens or perform some part of the 
process and provide information back to the browser, for 
communicating back to merchant site via the browser APL 

In another aspect, a method includes presenting an input 
field on a user interface, such that the input field is associated 
with processing data using a generalized search engine. The 
search engine indexes and searches both merchant sites and 
non-merchant sites and receives user input in the input field 
The user input includes a text-based query and the search 
engine correlates the text-based query with a product data
base of products for sale from merchants. A correlation is 
made and the search engine determines, via a processor and 
based on the correlation, if the user input is associated with 
one of a search intent and a purchase intent. When the 
determination indicates the search intent, a search result is 
presented that includes a non-merchant site, a search inter
action associated with the non-merchant site is received and 
transitioning to the non-merchant site is performed. When 
the determination indicates the purchase intent, a purchase
related search result associated with the user input is pre
sented that is based on an interaction from a user with the 
purchase-related search result which results in a presentation 
of a buy button. A purchase of an item associated with the 
buy button is managed, at least in part, by receiving a request 
for payment data through an application programming inter
face. Based on the request, the payment data is transmitted 
via the application progranmiing interface to a merchant site 
for processing the purchase of the item. The method can 
include transitioning to the merchant site associated with the 
buy button based on the interaction from the user, such that 
the merchant site processes the purchase of the item based 
on the payment data transmitted to the merchant site. 

Yet another aspect relates to processing from the browser 
or search engine side when communicating payment data via 
an API to a merchant site. The method includes presenting, 
on a graphical user interface, a presentation, the presentation 
being received from a site over a network. It includes 
receiving, via the user interface and from a user, an inter
action with the presentation and receiving, via an application 
programming interface, a request from the site for payment 
account data for the user. The method also includes trans
mitting, to the site and via the application programming 
interface, the payment account data, such that the payment 
account data can be used to populate payment fields for 
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payment processing on the site, or perform more advanced 
processing using the payment data to simplify the user 
interaction. The presentation can include one of a product 
for purchase and a service. The method can include enabling 
the site to process a payment for an item or a service using 
the payment account data for the user to make the payment. 
The graphical user interface can be associated with a 
browser or an application. In one aspect, the API commu
nicates data between the site (merchant site) and a browser 
that can store the payment account data for the user. 

The method can further include updating the presentation 
to include a buy option which is configured, based on a 
confirmation from the user, to enable the site to utilize the 
payment account data received through the API to process a 
purchase of an item or service without a need of the user to 
fill in the payment fields on the site. The browser or other 
agent communicating via the API can also provide the 
graphic for a "pay now" type of button to integrate with site 
graphics. The payment account data can further include one 
or more of address data for the user, a payment account 
number, an expiration date, a security code, a cardholder 
name and shipping instructions for the user. In one aspect, 
the payment account data can include multiple methods of 
payment such as multiple credit cards, for example. 

The request through the API can further include one or 
more of a supported payment method for the site, a total 
amount value for a purchase, items that may be displayed for 
purchase, shipping options, payment modifiers, a request for 
a user email address, a request for a user's phone number, 
and a request to update information. A user agent similar to 
or separate from the browser can communicate the payment 
account data between the application programming interface 
and the site. 

In another aspect, the method includes the concept from 
the standpoint of the site. The method in this context 
includes transmitting, for viewing on a graphical user inter
face, a presentation, the presentation being transmitted from 
a site over a network to a device having the graphical user 
interface, and receiving, via the network and from a user, an 
interaction with the presentation. The method includes trans
mitting, to an application programming interface, a request 
for payment account data of the user, and receiving, at the 
site and via the application programming interface, the 
payment account data and populating payment data fields 
associated with a payment process with the payment account 
data for the user to yield populated payment data fields. The 
site can process a payment for an item or a service using the 
payment account data for the user. The payment data can be 
a tokenized packet of data for a one-time payment process. 
The API can coordinate data between the browser and the 
site such that the browser stores the payment account data 
for the user. Upon receiving a confirmation from the user to 
make a purchase of an item or service associated with the 
presentation, the method can include processing a payment 
for the product using the received data. 

The method can further include, upon receiving the pay
ment account data, updating the presentation to include a 
buy option which is configured, based on a confirmation 
from the user, to enable the site to utilize the payment 
account data to process a purchase of a product or service 
without a need of the user to manually fill in the payment 
data fields on the site. The payment account data can further 
include one or more of a token, an address data for the user, 
a payment account number, an expiration date, a security 
code, a cardholder name and shipping instructions for the 
user. The presentation can further include one or more of a 
supported payment method for the site, a total amount value 
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for a purchase, items that may be displayed for purchase, 
shipping options, payment modifiers, a request for a user 
email address, a request for a user's phone number, and a 
request to update information. A user agent can also com-

5 municate the payment account data between the application 
programming interface and the site. In another aspect, a 
method includes presenting, on a graphical user interface, a 
presentation, the presentation being received from a site over 
a network and receiving, via the user interface and from a 

10 user, an interaction with the presentation The method 
includes receiving, via an application programming inter
face, a request from the site for payment account data for the 
user, autopopulating a payment field associated with the 

15 presentation with the payment account data and transmit
ting, to the site and via the application programming inter
face, the payment account data. The site can process a 
payment based on the payment account data for the user. The 
method can also include receiving a confirmation from the 

20 user of a purchase after the payment field is autopopulated. 
The present disclosure also addresses the problem of 

managing a user account of on-line purchases, such as is 
offered by amazon.com, but expanded to correlate purchases 
across multiple different venues such as google.com, face-

25 book.com, amazon.com, and so forth. Disclosed is an API 
that is designed to communicate information to and from 
multiple different types of sites that currently manage pur
chases individually. For example, the API can receive con
version data about purchases made through the Google Buy 

30 Button (Purchases on Google), the Facebook Buy Button, 
the Pinterest Buy Button, Amazon.com purchases, and so 
forth. A purchase management engine receives the various 
pieces of data and correlates the data into a single user 
account that spans multiple purchasing platforms. The 

35 account can be stored on a blockchain as well. The present 
approach differs from the amazon.com user account because 
it is maintained only for purchases made at amazon.com and 
not for purchases from different types of sites such as 
google.com or facebook.com. However, the correlated data 

40 could be transmitted to an interface like amazon.com such 
that in addition to all of the advantages of managing pur
chases on amazon.com, the user account of amazon.com can 
also be populated with google.com, facebook.com, insta
gram.com, pinterest.com, youtube.com, and other site pur-

45 chases. The complete correlated data can actually be pre
sented at any of the traditional non-merchant sites, 
individual merchant sites (like walmart.com or wid
gets.com) as well as amazon.com. The way the correlated 
data is presented is user-definable as it is with amazon.com 

50 with addition of features that are not contemplated by 
amazon.com, such as which buy button site the purchase 
was made from. Thus, the user interface could present 
products purchased from google.com, followed by face
book.com, followed by amazon.com. 

55 Thus, the concepts disclosed herein expand upon the 
"micro-moments" from involving just the moment when 
someone wants to make a purchase but expands the oppor
tunity. The micro-moment a user may experience can per
haps be a desire to cancel a purchase made the previous day, 

60 or to buy another product like the one purchase yesterday. In 
this manner, through a drop down menu on a site, or 
positioned near a buy option, the system can present a "user 
account" access option which enables the user to access their 
account and make further changes/modifications. Because of 

65 the correlation and the API, the modifications can easily be 
made across all platforms. Thus, on one user interface, the 
user could buy an extra widget in addition to the one 
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purchased via Google's Buy Button the day before, as well 
as cancel the purchase made that morning via Facebook. 

Because the purchases described above are often coordi
nated between a site (Google, Facebook, Apple Pay, Android 
Pay, Samsung Pay, etc.), the merchant (which may or may 5 

not handle the payment but typically handles the delivery) 
and a delivery service (Federal Express, UPS, etc.) the 
present API will interface with multiple different sites and 
service providers as necessary to coordinate whatever action 
needs to take place. Thus, one or more of the following 10 

actions can be divided up on either side of the API between 
the purchase management engine, a merchant, amazon.com 
(or the like), and the buy button site (Google, Facebook, 
Instagram, etc.): (1) processing an additional purchase; (2) 
canceling a purchase; (4) implementing a buy it again 15 

choice; (5) providing a return of the product; (6); writing a 
product review; (7); tracking a package; (8) altering a 
delivery schedule; (9) changing a payment method; (10) 
lodging a complaint; and (11) transmitting a notification of 
any action taken to one or more of the buyer, a recipient, a 20 

merchant, a delivery provider, a buy button site, and more. 
The product management engine can coordinate the vari-

ous actions that need to take place across the different 
platforms. Thus, if a user, via a Facebook site, goes to their 
user account and cancels a purchase, the product delivery 25 

engine can coordinate the various actions such as notifying 
the merchant, the site, the delivery service, and so forth, to 
implement the action. 

In another aspect, knowledge and data that is gained 
through management of products via the product manage- 30 

ment engine can be provided further to advertisers who can 
then more intelligently provide advertisements or buy button 
options through any of the sites. Additionally, data can be 
shared with friends or associates through social networking 
sites if a user permits it. For example, data about what size 35 

or color of an item a particular person usually purchases for 
themselves can be shared for future gifting opportunities. 
Friends or associates on social networks can use the product 
management engine to determine if a user has purchased a 
particular item in the past to avoid duplicating an item as a 40 

gift. For example, a user can query the engine to determine 
if his friend Bob has purchased any Lego sets in the past 
year. A decision to purchase a Lego set as a gift for Bob can 
be made after the query results are received. 

The "account button" from which a user can access the 45 

user account can also be presented creatively to the user. For 
example, when a buy button is presented as disclosed herein, 
a "manage purchases" or the like can be presented as well. 
Such a button can also be offered one or more layers into the 
process. For example, often when a buy option is interacted 50 

with, the user is presented with more details about a product, 
information about the merchant selling the product, and an 
opportunity to buy through the buy option (using purchase 
account information stored elsewhere from the merchant site 
as disclosed herein). At this stage (after interacting the buy 55 

option but before actually converting into a complete pur
chase), the "manage purchases" option can be presented as 
the user is known to be in the mode of considering a 
purchase and they may want to check/manage their purchase 
history. Information from their purchase account can also be 60 

used to perhaps tailor the advertisements or presentation of 
the response to their interaction with the buy option. 

Other innovations disclosed herein include a cross site 
shopping cart that utilizes a browser API for storing shop
ping cart entries across multiple website for making aggre- 65 

gated purchases. This approach can reduce, for example, 
three different purchases across three different sites and/or 

20 
apps, each of which might use a separate one-click purchas
ing approach via the browser/user interface payment request 
API, into an aggregated single one click purchasing process 
using a combination of a browser shopping cart API and the 
browser/user interface payment request APL 

Yet another innovation includes applying the browser/ 
user interface payment request API in other contexts such as 
virtual reality, media viewing, and so forth. Any user inter
face can be considered a browser and the basic structure and 
protocols of the browser/user interface payment request API 
can also be implemented in other scenarios such that one 
click purchasing opportunities can be made available. 

It is noted that all the discussion herein about browser 
APis for communicating with sites can also be applied in 
terms of the basic functionality to a software module that is 
programmed to interface with an application on a user 
device. In one aspect, the browser application programming 
interface provides communication between a browser and a 
site outside of the visual experience of using the browser. In 
other words, payment data or other data can be passed to the 
site without the user seeing an input field or typing the data 
in. In the app scenario, a browser might not be used to view 
the app as the visual aspects of the experience are built into 
the application itself. In that case, a software module that 
may or may not control some aspects of a visual experience 
with the application can be programmed to perform all of the 
functionality disclosed herein with respect to payments, 
clothing or body models, etc. The application communicates 
with the software module in the same or similar basic way 
as the site communicates with the browser in that scenario. 

Any concept disclosed herein for passing payment infor
mation can also be applicable to any other type of informa
tion that one can authorize to be sent, such as health care 
information, body shape information, personal information, 
pictures, media, documents, and so forth. The payment 
mechanisms can be also utilized to authorize transmission of 
any kind of data from one device to any other device. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 illustrates a system architecture; 
FIG. 2A illustrates an example search field; 
FIG. 2B illustrates an example method for processing user 

input; 
FIG. 3 illustrates a drop down and drop up menu accord

ing to an aspect of this disclosure; 
FIG. 4A illustrates a first example resulting interface 

according to an aspect of this disclosure; 
FIG. 4B illustrates a second example resulting interface 

according to an aspect of this disclosure; 
FIG. 4C illustrates a method example for providing a 

payment option through a spoken dialog; 
FIG. 5 illustrates a method example for presenting a 

one-click purchase option relating to a search input; 
FIG. 6 illustrates another graphical resulting interface in 

response to received user input; 
FIG. 7 illustrates an example system example; 
FIG. 8 illustrates an example method example for pro

cessing a selection from a user; 
FIG. 9 illustrates a user interface associated with an 

example; 
FIG. 10 illustrates a method example for executing an 

action based on input directed to a user interface integrated 
from another source; 

FIG. 11 illustrates an example method example for a 
modifiable entry button; 

FIG. 12A illustrates an example modifiable entry button; 
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FIG. 12B illustrates input into an input field with a 
modifiable entry button; 

FIGS. 12C and 12D illustrate various changes and modi
fications that occur as a user types into an input field; 

FIG. 12E illustrates a method aspect of modifications that 5 

occur as the user types in input; 
FIG. 12F illustrates another method aspect of modifica

tions that occur as the user types in user input; 
FIG. 13 illustrates an example user interface; 
FIG. 14A illustrates an example method example for 10 

operation of a search application programming interface 
(API); 

FIG. 14B illustrates another example method for opera
tion of a search application programming interface (API) 15 
from a search engine side of the processing; 

FIG. 14C illustrates another example method for opera
tion of a search application programming interface (API) 
from a merchant side of the processing; 

FIG. 15 illustrates communications via an application 20 

programming interface (API); 
FIG. 16 illustrates an example method example for an 

example modified browser interface; 
FIG. 17A illustrates an example browser interface; 
FIG. 17B illustrates an example interface with prepopu- 25 

lated tabs; 
FIG. 17C illustrates an example method; 
FIG. 17D illustrates another example method; 
FIG. 17E illustrates a method of using the browser API; 
FIG. 17F illustrates another method for using the browser 30 

API; 
FIG. 17G illustrates a user interface for the browser API; 
FIG. 17H illustrates another user interface for the browser 

API; 
FIG. 171 illustrates a persistent browser shopping cart 35 

API; 
FIG. 17J illustrates a method for a shopping cart browser 

API; 
FIG. 17K illustrates an interface for a shopping cart; 
FIG. 17L illustrates a method embodiment for a cross-site 40 

shopping cart; 
FIG. 17M illustrates a method embodiment from the 

standpoint of a site; 
FIG. 18A illustrates an example architecture for pre

populating a merchant shopping cart and use of the browser 45 

API; 
FIG. 18B illustrates a method embodiment for the 

browser API; 
FIG. 18C illustrates yet another method embodiment for 

the browser API; 
FIG. 18D illustrates another embodiment of using two 

APis for managing a payment process from the standpoint of 
the browser; 

50 

FIG. 18E illustrates another embodiment of using two 
APis for managing a payment process from the standpoint of 55 

the payment processor; 
FIG. 18F illustrates another embodiment of using two 

APis for managing a payment process from the standpoint of 
the merchant site; 

FIG. 18G illustrates another method embodiment for 60 

multiple payment method choices; 
FIG. 18H illustrates a credential management API 

embodiment; 

22 
FIG. 19D is a method embodiment related to personaliz

ing a site; 
FIG. 20A illustrates an example method relating to pre

populating a merchant shopping cart; 
FIG. 20B illustrates an example method for transitioning 

from a first site to a merchant entity site and a deep link state; 
FIG. 20C illustrates another example method for transi

tioning from a first site to a merchant site and a deep link 
state from the standpoint of the merchant site; 

FIG. 20D illustrates an example method from a standpoint 
of a merchant site for receiving a transition from a first site; 

FIG. 21 illustrates a method example for determining user 
intent as one of a generalized non-purchasing search or a 
search with intent to purchase; 

FIG. 22 illustrates some of the components that can be 
used with the method example shown in FIG. 21; 

FIG. 23 illustrates a method example for an application
based search portal instead of a search via a website; 

FIG. 24 illustrates a method example for selecting a 
transition type between interfaces; 

FIG. 25 illustrates a method example for presenting 
advertisements; 

FIG. 26 illustrates a method example for presenting 
miniature versions of destination websites; 

FIG. 27 illustrates a user interface with various destina-
tion sites in a preprocessed state; 

FIG. 28A illustrates another method example; 
FIG. 28B illustrates yet another example method; 
FIG. 29 illustrates another method aspect; 
FIG. 30 illustrates a Facebook method example; 
FIG. 31 illustrates a Pinterest type social media method 

example; 
FIG. 32 illustrates an example environment for a purchase 

manager; 
FIG. 33 illustrates a further interaction between the pur

chase manager and various entities; 
FIG. 34A illustrates a buy now advertisement with a 

manage purchase access button; 
FIG. 34B illustrates an account interface for a purchase 

manager; 
FIG. 35 illustrates another example of an account inter

face for the purchase manager; 
FIG. 36 illustrates another method example; 
FIG. 37 illustrates a method example of modifying a buy 

button based on a browser type or account type; and 
FIG. 38 illustrates another example of modifying a buy 

button. 

DETAILED DESCRIPTION 

The following disclosure describes a number of different 
innovations related to simplifying online purchases, simpli
fying navigation on the Internet, providing a unified input 
search field, providing a browser payment request applica
tion programming interface for improved purchasing expe-
riences, and improving social media networks, as well as 
other innovations. Accordingly, the disclosure will step from 
one innovation to another and any individual feature can be 
utilized in connection with any other feature or example. 

Various examples of the disclosure are described in detail 
below. While specific implementations are described, it 
should be understood that this is done for illustration pur
poses only. Other components and configurations may be FIG. 19A illustrates example user interfaces for a pre

populated merchant shopping cart; 
FIG. 19B illustrates an approach to personalizing a site; 
FIG. 19C illustrates the approach to personalizing a site; 

65 used without parting from the spirit and scope of the 
disclosure. When specific method examples are discussed, 
the various steps of the method examples can be imple-
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mented in different orders, combinations, or permutations, 
including additional steps, or excluding specific steps. 

24 
For example, if there is a snow storm and delivery is likely 
to be delayed, the system may be adjusted to not present 
one-click or any certain type of advertisement as the user 
experience may not be what is expected. When triggering or 

5 data point changes, the system can return to sending that 
advertisement type in response to user input. Dynamic 
algorithms can be applied to determine when to present a 
certain set of advertisements in response to a generalized 

A first innovation that is discussed is the concept of a 
unified input search field which improves searching func
tionality on the Internet. A system, method and computer
readable storage devices are disclosed which unify access to 
multiple websites or other information sources such that a 
user only needs to visit one location, and utilize one input 
search field to achieve a number of different potential results 
such as performing a search or purchasing a product. That 10 

one location can be a website, a search bar in a web browser, 

search and that match or correlate to any number of factors. 
The present disclosure overcomes the above-indicated 

deficiencies in current search implementations by providing 
a unified search field that enables a user to provide user input 
and achieve, in very few steps, one of a set of goals, such as 
completing a purchase, executing a search, executing a 

an application on a desktop, laptop, smartphone, tablet, or 
other mobile device, etc. Rather than navigating to a website 
to perform a search in the context of that website, a user can 
instead navigate to or open a generalized search field. The 
search field can provide access to a search engine that crawls 
and indexes other websites at a large scale, such as the 
search engines provided by Google™ Yahoo™, or Bing™. 
In one example, "at a large scale" can mean crawling and 
indexing at least 25,000 different domains. The search field 
can be applied to larger or smaller crawling domains. Thus, 
the generalized search engine can provide a primary func
tion of serving results in response to search queries, while 
simultaneously providing a secondary function of identify
ing searches that may indicate a user's intent to make a 
purchase and providing quick and easy access for the user to 
act on that intent. 

Via the generalized search field, the system can implicitly 
or explicitly process and analyze the input from the user and 
the resulting context. The system can also analyze, based on 

15 program, or interacting with an online service. The user can 
provide the user input as text, or in any other suitable form 
including multimodal input, gesture input, voice input, etc. 
When the disclosure refers to "input text" or "text" from the 
user, it is understood that the input can be provided as text 

20 or via some other input modality. The system can process the 
user input using traditional options such as a web search, but 
additionally, the system can process the user input to iden
tify, present, and/or execute purchasing options or more 
focused searching options on other websites. The system can 

25 present these options in a tag cloud or drop down or drop up 
or drop sideways menus as the flexibility of the processing 
of the user input expands. 

The basic concept according to a first example is illus
trated below. Assume that an example website www.one-

30 search.com includes a user interface with an input field or 
search field. The input field can be a text input field, or can 
be a voice input field that utilizes speech recognition to 
populate the field with text from recognized speech, for 
example. The field can be a browser search field. The field 

a corpus of existing context for the user, such as recently 
viewed or opened web pages and recent actions the user has 
performed on the computing device. Recent actions can 
include calendar information for the user, location data, 
recent purchases or other transactions, social networking 
data including posts, messages sent to friends, birthdays of 
friends, videos viewed on YouTube and so forth. The system 
can incorporate, as a data source, any information that can 
provide direct or indirect context for understanding or 
processing the input. For example, previous search history 40 

or purchasing history can provide direct context, while 
social media posts of friends of the user can provide indirect 

35 is not just a search field but is a more generic input field from 
which multiple functions can be performed based on a 
determined intent of the input provided by the user. The 
search field is different from other search fields in how the 
www.one-search.com search field processes input. Usually, 
a person goes to a webpage, then searches, or chooses a 
search website, and then the search field is conditioned with 
a particular website context for searching. In this disclosure, 
the search context is open when the user enters data into the 
generalized input field. There is no presumption or setting 

context. 
Thus, the user goes to the website second, after the search 

is entered. This approach reduces the number of interactions, 
starting when the user opens a browser or application, to get 
to a webpage to make a purchase or a webpage of search 
results. 

In another aspect, drop down or drop "up" menus provide 
a much more rich opportunity for processing options such as 
one-click purchases or searching particular websites such as 
eBay® using the text input as search data. These drop down 
or drop "up" menus can be based on the location of the 
search input box, a search button, or some other element in 
the user interface. Selectable objects can be presented in a 
first instance after users enter input, and the object can be 
presented anywhere on the user interface. In yet another 
aspect, the generalized search field can still provide 'tradi
tional' search results from one or multiple search sources, 
but can present, in addition to the traditional search results, 
one-click actions that the user can use, for example, to make 
a purchase directly from the listing of search results. 

In another aspect, the system can take into account such 
data as weather conditions, capability of delivery infrastruc
ture to perform as expected, product availability, predictive 
analysis of delivery or other capabilities, and make decisions 
regarding how to present different types of advertisements. 

45 that it will be a Google search, or an Amazon search. The 
resulting context will be dependent on an analysis of the 
input. The user interface can include a number of different 
search or processing buttons, each of which can expand the 
types of processing to perform on the input text. Different 

50 types of the buttons can include a Google search button, an 
Amazon search button, an Amazon one-click purchasing 
button, and an Apple.com purchasing button. The system 
can establish and provide the various button types in 
advance. Alternatively, a user can set up a collection of 

55 personalized buttons for tasks that the user desires or expects 
to perform with some regularity. The system can generate 
and present these buttons based on general search and 
activity trends of users, current promotions, advertisers 
paying for placement, and so forth. In place of or in addition 

60 to buttons, as the user types input into the field, the system 
can present "peeks" into various webpages which can be 
destinations for the users whether it is a search result, a 
purchase, an auction, or any other website destination. In 
this regard, rather than go to the website first, and then enter 

65 a search into a search field, this disclosure focuses on 
entering data in a general input field and then going to the 
website, or making the purchase, and different ways of 
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processing that more improved input. In one aspect, an 
object is presented only after user starts to type in data in an 
input field. Introducing objects in the first instance, such as 
in a drop down menu, after the user starts to type can reduce 
the clutter on the user interface and provide multiple options 
to be selected in a menu which would not be feasible to 
present on the user interface prior to the user entering input. 

It is presumed, such as in the case of Amazon or an 
auction website, that when the user navigates to one
search.com, that user information, debit/credit card infor
mation, address information, etc., is stored in a user profile 
and available, as in the case of a registered user at Ama
zon.com. For example, as part of a registration or enrollment 
process, the user can establish an account with one
search.com, and authenticate or provide credentials to link 
the one-search.com account with accounts at other websites. 
So, as part of creating an account with one-search.com, the 
user can provide credentials for Google.com, Amazon.com, 
ebay.com, newegg.com, thinkgeek.com, and cheaper
thandirt.com. Alternatively, the user can 'link' the accounts 
without providing credentials. For example, the user can 
authorize Amazon to share all or part of the user's informa
tion associated with his or her Amazon profile without 
providing the Amazon credentials to one-search.com. 

Then, when the user performs searches at one
search.com, the system can use the existing linked accounts 

26 
number of steps from search to purchase ( or from search to 
performing some other action), is drastically reduced. While 
many of the examples provided herein discuss making a 
purchase, the principles disclosed herein can be applied to 

5 other, non-purchase transactions as well. For instance, in 
much the same way that the system can navigate to a 
website, populate a shopping cart with an item, and fill in 
shipping and payment information on behalf of the user, the 
system can also navigate to some other website for a result 

10 that requires a set of information to be provided. If the user 
enters the text "Why did my credit score just drop?" in the 
input field, the system can identify one of the major credit 
reporting bureaus, a third-party credit report aggregation 
service, or a free credit report site. The system can auto-

15 matically provide the necessary information, on behalf of 
the user, to get to the credit score information, and present 
that page as a potential result or as an option in response to 
the user input. Another example can include a user inputting 
the text "blood sugar" in the input field. The system can 

20 automatically log in to an established healthcare related user 
account such as Microsoft Health Vault, and return blood 
sugar levels from recent lab reports to the user as a potential 
result in response to the user input. Many similar tasks on the 
World Wide Web require navigation from one page to the 

25 next to the next, and input in response to various questions. 

to generate one-click actions, or one-function (speech, ges
ture, multimodal input, etc.) actions. For example, one
search.com can perform a purchasing action when the user 
interacts with a presented buy option. The user can then 30 

manage linked accounts via a user portal or user manage
ment interface, to link additional accounts, update creden
tials, remove linked accounts, or manage which portions of 

The one-search.com system can shorten or automate the 
input required from the user to navigate through these series 
of web pages to obtain a desired piece of information, a 
desired action, or a desired outcome. 

FIG. 1 illustrates a system architecture 100 that enables a 
user 104 to input information into a one search system such 
that the time required for a user to navigate through a series 
ofwebpages to complete an online purchase is reduced. The 
user can interact with a one search server 102, or with a the linked accounts are shared with one-search.com. Some 

websites may not require a linked account, but can still be 
incorporated into the one-search.com search field. This can 

35 browser interface, via any computer or electronic device 
such as a smartphone 106. Once the user inputs information 
for searching via the device, the information is transmitted 
108 to the one search server. The server can then transmit 

be accomplished by processing a payment for an item 
associated with that merchant via the one-search.com reg
istered account and enabling the merchant to handle the 
delivery. Some e-commerce sites allow purchases with a 40 

guest account, in which case a one-search.com action can 
include navigating to the e-commerce site, adding a desired 
item to the cart, providing sufficient information about the 
user, such as payment information, a delivery address, etc., 
to complete the purchase. In another example, some web- 45 

sites, such as a search engine, can be enhanced when linked 
to an account, but do not require a linked account. In these 
situations, the user can decide whether to link an existing 
account with the search engine for processing purchases, or 
whether to use the search engine without a linked account. 50 

The one-search.com website can inspect and use browser 
cookies from other sites to glean user data, glean search 
history, or any other information stored in or made available 
via cookies. User payment and address information, as well 
as any other type of data, can be stored in a browser or 55 

capable of being accessible by a browser. The system can, 
for example, use a session cookie to determine that a user 
has or had an active session with a particular website, and 
can use information in the session cookie to construct a URL 

112 the user input to a variety of websites 110, such as 
Amazon, Wal-mart and Target, for example. Each of the 
sources 110 can perform a query or lookup to search for the 
user input within its website and can return information 
related to the user input such as the price of an item, to the 
server. In a similar mamier, the server can return information 
related to the input back to the user, so the user can make a 
quicker, more informed decision about a specific item to 
purchase, for example. 

FIG. 2A depicts an example search or input field. In this 
initial example, the user enters a term in the input field 202 
of one-search.com 200, such as "iPhone 5S 32 GB silver." 
The search field can be on any site or can be a browser 
search field. At this point, the user can click on any number 
of options for processing the input, such as a Google search 
204, an Amazon.com one-click purchase button 206, or an 
Amazon.com search 208 button. In this example, the user 
clicks on the Amazon.com one-click purchasing button 206. 
Thus, from this field, the system receives that input, pro
cesses the input, and can execute a purchase, just as though 
the user had navigated through Amazon.com to an iPhone 

for a one-click page to execute a purchase in response to user 
provided input. Alternatively, the system can use the live 
session to navigate the website, add a desired item to a 
shopping cart, populate payment and shipping information 

60 5S, having 32 GB of storage, and a silver color, and had just 
clicked on the one-click purchase button. However, in this 
first example, the user did not need to navigate to 
Amazon.com but rather was able to make a one-click 

on behalf of the user, and present to the user the final stage 
in the checkout process so the user can simply click once on 65 

a "submit order" button, or hit "enter" in the one-search.com 
unified input field to complete the purchase. In this way, the 

purchase from a separate website, namely the one
search.com website, or a browser interface. In one aspect, 
the user does not even need to click a particular button, and 
can instead simply hit "enter" as the user would to execute 
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a normal search request. From that, the system can analyze 
28 

receive the desired instruction from the user (by clicking on 
the Amazon.com search button) and transition the user to 
Amazon.com. User registration information or web brows
ing state information stored in a cookie or elsewhere or sent 

the text input to determine if a probability of the user 
desiring to make a one-click purchase is above a certainty 
threshold, and the system can then process an "enter" input 
as a request to execute a purchase. 5 via XML can also be read or transferred such that the user 

The system can process the input according to the button 
clicked, as though the user entered the text into an input 
directly at Amazon.com or Google.com and simply clicked 
search. If the user clicked a Google search 204, then the 
system would return search results from Google, but could 10 

similarly provide search results from Bing, Yahoo, or some 
other search engine. In one aspect, the system can transfer 
the user to Google.com, cause a search to be performed 
using the user's search input, and present the results as 
though the user had initially done the search at Google.com. 15 

In another aspect, the system can generate a URL at google
.com as if the user had performed the search using the user's 
search input, and open that URL at google.com for the user. 
If the user selects a one-click purchase 206, then the system 
processes a purchase and delivery of the item through 20 

Amazon.com as though the user had navigated via Ama
zon.com to the item and made the purchase. In other words, 

is logged into their Amazon.com account in the transition. 
Data can be stored with one-search.com or with a browser 
or app. The result ofthis process is that when the user opens 
a browser to start browsing the Internet, the system enables 
the user to initiate any number of searches, purchases, or 
other actions via a single, unified input field that requires 
fewer clicks or user input to get to search results, or to make 
a purchase. 

Further, the standpoint of a search field on a browser and 
how the system transitions the user from the browser search 
field to a destination site, the browser functionality can be 
native to the browser itself, or may be enhanced or enabled 
by a plug-in or extension developed in connection with the 
destination site. For example, Wikipedia, eBay, Amazon, a 
search engine, and so forth might develop in connection with 
the browser entity an extension in which through an API or 
some other means the browser communicates data to the 
destination site in order to facilitate the transition. For 
example, Amazon.com may provide an installable extension 
of an Amazon assistant which, when installed with a 
browser, enables the communication of user information to 
Amazon.com such that the functionality described herein 
can be achieved. The extension enhances the functionality of 
the browser and becomes part of the browser. The browser 

the functionality of the "enter" button can be modified 
(dynamically, and several times) based on an analysis of the 
user input. Based on a variety of factors, the initial default 25 

might be a purchase context, but after the user begins 
entering data, the context may change to a web search, and 
then finally when the user is finished entering input, the 
"enter" button may cause processing associated with map
ping, or simply a purchase context. 30 performs the process of receiving user input in an input field, 

and based on the user input, presents a drop down menu ( or 
object somewhere on the interface) in which a first instance 
of a selectable object is presented, the object being associ-

If the user selects an Amazon.com search 208, then the 
system returns a view of the search results on Amazon.com 
for that phrase. In other words, the user could be transferred 
to Amazon.com, logged into their account or joined into an 
existing session for the account, and presented with a screen 35 

which is the equivalent ( or essentially or functionally 
equivalent) of the state as though the user had searched 
Amazon.com for "iPhone 5S 32 GB silver." In another 

ated with a destination site. Upon receiving an interaction 
with the object from the user, the user is automatically 
transitioned to the destination site. The destination site is 
preconfigured to a state which is the equivalent of the user 
having entered the user input into a destination site input 
field. The user is transitioned to that resulting state at the 
destination site. In some cases, like with Amazon.com, 
information can be communicated to the destination sites if 

aspect, the system will access data stored within the browser 
to facilitate the transition from the search field to 40 

Amazon.com in a deep link state, such that the user can 
simply click on the one click purchasing button and pur
chase the item. From that state, the user could peruse the 
returned list of items and then perhaps choose an item, at 
which point the user could "one-click" purchase an iPhone. 
Transitioning a user deep into a separate site preprocessed to 
a certain state can be called a deep link. This is where a user 
is not transferred to the top level, or home page, of a website 
(such as to www.amazon.com or www.merchant.com). 
Instead, the transition is preprocessed such that the user is 
taken to a deeper portion of the site such as a second or a 
third level of a website. One example of a transition to a 
lower level, or deeper portion in a website is www.mer
chant.com/products/hats/greenhat. The user is transitioned 
to a fourth level within the website instead of the top level, 
or home page. In this case, the user can more quickly 
complete a purchase. As is shown in FIG. 18A, data (pay
ment data, user data, one-click settings, address data, reg
istration data, etc.) from a browser 1806 can be accessed as 
part of the transition to enable the landing on the merchant 
site 1816 in the deep link state such that the next interaction 
can be a single click interaction. 

Indeed, in one example, the system can redirect the user 
to Amazon.com ( or navigate to Amazon.com on behalf of 
the user) in the same marmer as if the user had started at 
Amazon.com and entered the search terms. In this case, the 
algorithm of one-search.com would receive the search input, 

the user is also logged in to the destination site and if 
appropriate, the state can be configured such that a product 
associated with user input can be presented. The user can 

45 click on a "buy now" button and make a purchase without 
interrupting user interaction with the destination site. In 
another aspect, some interaction may be necessary in order 
to arrive at a purchasing state. The amount of interaction at 
this state is less than would typically be necessary to 

50 manually transition to the destination site, such as Amazon
.com, entering the user input into the amazon.com input 
field, hitting enter, and continuing to interact with the site to 
arrive at a purchase opportunity. 

Thus, in one aspect, the disclosure relates to a browser or 
55 browser functionality that is enhanced by an extension 

installed on the browser. Furthermore, the claims can 
address the functionality both from the standpoint of the 
browser as well as the standpoint of the destination site 
receiving the transition from the browser and preprocessing 

60 the user input so as to receive the transitioning user at the 
destination site in the proper state. 

Another example simplifies the process even further. 
Typically, as described above, a website such as Google or 
Amazon has a single-purpose entry so that the user can click 

65 "enter" and the text is processed as a Google web search or 
as an Amazon product search. In this second example, the 
search field has multiple possible ways of processing the text 
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in the input field. An algorithm analyzes and processes the 
input to determine or predict the meaning or user intent of 
the text input. Via such an analysis, the system determines 
what type of search or action the user wants. Thus, if the user 
types "Olympics" into a search field at one-search.com or on 5 

the browser, the system can determine via the algorithm that 
the user is unlikely to want to search Amazon.com or eBay 
for "Olympics" because the Olympics is not something 
available for purchase. However, if the user enters additional 
information, such as "Olympics windbreaker Sochi 2014," 10 

the system can revise the determination of intent, because 
the additional information input by the user is now directed 
to a specific item or category. Thus, the system can con
tinuously evaluate or determine intent of the user based on 
the text or data provided. The system can instantaneously 15 

reevaluate intent as each character or word is input, for 
example. The system can anticipate intent and cache or 
pre-load results or actions for a number of anticipated intent 
scenarios based on context information for the user and the 
data provided so far. Thus, if the anticipated intent (i.e., 20 

Google search versus an Amazon purchase versus an Ama
zon search) turns out to be correct, the system already has 

30 
order of likelihood to be what the user desires, and can 
restrict the list of retailers presented to the user. For example, 
the list can be restricted based on a price spread, available 
screen space to present options to the user, or other factors. 

In an example of these principles, the user enters the text 
"large supreme pizza" into the one-search.com input field. 
The system can analyze the user's browser history, previous 
queries at one-search.com, user accounts at various pizza 
delivery places, a location of the user and nearby pizza 
delivery places, credit card transaction data of pizza pur
chases, and so forth. Based on this information, one-search-
.com can, before the user presses enter and/or mid-query, 
determine that Dominos, Papa Johns, and Pizza Hut are 
nearby, are open, and that the user has made purchases with 
them in the past 6 months. Then, the system can present a 
preview of each of these merchants so that the user can 
simply click once to place an order for a large supreme 
pizza. The payment data can be handled through a browser/ 
user interface payment request APL The one-search.com 
system can display the logo of each pizza merchant, with a 
surmnary of the order that would be placed and the associ-
ated cost if the user clicks on the logo. For example, the 
system can display, below the Dominos logo, "16" large 
supreme pizza, $16.24, delivered to 123 Fake Street, Spring-

the components in place or the pages fetched to service that 
intent. In this case, the user will receive results related to 
their input faster. 25 field, Ohio. Delivery by 6:15 pm." Then, the user can click 

on the Dominos logo to place the order, or the user can 
interact with the one-search.com page or Dominos webpage 
directly to modify various aspects of the order before 

The system may utilize any type of data such as user 
profile data, one-click purchasing settings, social media 
data, historical data, time of year (holidays are coming, 
surmner time, a friend or family member has a birthday in 
one week, etc.), to make this determination. In this example, 30 

the system may determine when the user clicks on "enter" 
that the user intended a Google search for that input. For 
example, if the user types "Paul Revere American revolu
tion," the system can detect that the semantic content and the 
structure of the text is more closely aligned with an infor- 35 

mational search instead of a product search, and can route 
the search text through a search engine. In that case, the 
primary results as though the user had entered a Google 
search are presented. The one-search.com results screen 
could also provide alternates in case the user actually desired 40 

a Bing search or did want an Amazon.com search. If the user 
enters that information into a search field at one-search.com, 
the system can cause the browser to navigate to google.com, 
upon the user pressing enter, as if the user had searched at 
Google originally for the search string. Alternatively, the 45 

system can load the corresponding Google search page in an 
iframe or other embedded mechanism in a webpage, or as a 
new tab or window. The system can utilize any of a number 
of various transitions to present the Google search page to 
the user, even though the user initiated the search at the 50 

one-search.com page. 
On the other hand, if the user enters "Revere tea kettle," 

the system can analyze the input text to determine that the 
user likely desires to make a purchase. Thus, when the user 
hits "enter," the system can route the search to Amazon or 55 

another suitable e-commerce site, or can immediately 
execute a one-click purchase from Amazon based on the 
search. Upon determining that the user intent is a purchase, 
the system can perform an analysis of or rely on a previously 
performed analysis of the user's purchasing habits or other 60 

purchase related information such as lowest price, lowest 
price plus shipping, availability, shipping time or method, 
user membership in a shopping club, whether the user has an 
account with an online merchant, and so forth. Based on this 
analysis, the system can determine which retailers are above 65 

an intent threshold, and provide the user with ways to easily 
access those retailers. The system can sort the retailers in an 

placing the order. The one-search.com system can dynami
cally update the previews as the user types additional 
information in the search field. The one-search.com system 
can further provide an indication of a 'default' action that 
will be executed if the user presses "enter" on the keyboard. 
In this way, when the user is satisfied with the default result, 
or only one result remains after the user inputs the text, the 
user can simply press "enter" and the system can execute the 
action, such as placing an order for pizza. 

In another example, the user enters the term "iPhone 5S 
32 GB silver" into one-search.com. (Any reference to a 
"one-search.com" or similar site also can mean a browser 
user interface or any interface). The system can analyze the 
text to determine that this search is clearly directed to a 
product based on the specific amount of detail to identify one 
or a few items that could be purchased. Further, if the search 
is executed on December 8th

, then the system can be 
especially tuned to be more sensitive to recognize purchase 
requests due to the gift giving atmosphere surrounding 
Christmas or other holidays. The algorithm can analyze 
previous searches for various iPhones to determine which, 
based on running the algorithm, would result in a threshold 
value being passed that there is a high likelihood that the 
user desires to purchase this product rather than just search 
for it. When the user hits "enter," the system processes that 
input as though the user was viewing the iPhone 5S 32 GB 
silver on Amazon.com with the option to make a "one-click" 
purchase. Here, by entering that data into the one-search-
.com field, and clicking "enter", the system can, on behalf of 
the user, implement the steps at Amazon.com as if the user 
had completed a purchase of the item. The system can 
perform these actions via HTTP requests, as if the user had 
navigated to the website and entered the information herself, 
or the system can communicate with the various web 
services via their established APis. The system can notify 
the user that the order has been placed, and provide any 
shipping or order details to the user. Alternatively, the 
system can transition the user directly to an Amazon.com 
environment or present a user interface notifying them that 
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the purchase is being processed by a website that processes 
via user profile data a purchase and delivery of the product 
as can be done at Amazon.com or by Apple.com, etc. 

32 
based on previous searches across multiple websites, etc. 
can be applied to analyze the one-search input field. If the 
user has made electronics purchases in the past that are all 

In one example, the user can confirm the order before the 
system places the order on behalf of the user. In another 5 

example, the system places the order automatically for the 
user, and the user can choose to accept the order by doing 
nothing or choose to reject or modify the order by providing 
some input, such as clicking a button or opening an order 
page in a new tab or new window. In one example, the 10 

system may have placed an order for a silver iPhone 5S, but 

silver, the system can assume that the user is likely to want 
a silver iPhone 5S, and populate the cart accordingly. 
Similarly, if the user has consistently purchased the largest 
storage capacity model in previous purchases of mobile 
devices, the system can automatically populate the cart with 
the iPhone 5S with the largest storage. 

Returning to the above example, the user clicks "enter" 
and the system presents a user interface screen that states 
"You have purchased the black iPhone 5S 32 GB-if you 
want silver instead, hit enter." In other words, the system can 
choose the most popular color, and present an option to 
change a parameter such as the color via hitting "enter" 
again. This second hitting of "enter" cancels the previous 

the user changes his or her mind and wants to order a gold 
iPhone 5S. The user can modify the order directly at 
one-search.com, or one-search.com can redirect the user to 
Amazon.com to modify the order. Sellers can compete for 15 

the business of processing this input, and the system could 
report on who bid for the lowest price. The system can 
provide the user with an 'out' by cancelling the purchase 
within a certain amount of time. In a similar mamier, the 
system can detect that a user has just placed an order for an 20 

iPhone 5S, and implement a 'cool-down' period, during 
which the system will not automatically order an additional 
iPhone on behalf of the user without some additional or 
explicit approval from the user. 

order of the black iPhone and replaces it with a silver one, 
or the system can simply update the purchase request. At that 
point of time in the process, it is as though the user had been 
viewing a silver iPhone, with the right features, and hit the 
one-click purchase button such that no other action needs to 
be taken to have it charged and delivered. The system can 
integrate with the merchant via an API to place a hold on a 
particular item, such as the black iPhone 5S 32 GB, while 

The system can cap or confirm orders that appear to be 
erroneous or unintentional. For example, if a new user does 
not realize how the system works, he or she may search for 
an iPhone 5S 32 GB silver multiple times, and inadvertently 
order multiple telephones. The system can have a built-in 
mechanism to detect such potentially unintentional purchase 
patterns, and incorporate some heightened level of user 
approval or confirmation before proceeding to make pur
chases on behalf of the user when such patterns are detected. 
The user can establish security measures or purchase limits 
on the account, so that a child or unauthorized person is 
unable to make purchases above a specific spending limit, or 
so that purchases above a threshold require authentication 
via email or text message or some other mechanism. If the 
system detects an unauthorized purchase, the system can 
temporarily stop or prevent purchase transactions altogether 
for the entire one-search.com account, or for specific log-in 
locations. 

Using the "enter" button and processing the input based 
on a predicted intent can result in ambiguities. When a user 
searches via Amazon.com for a product, the user navigates 
to the right model with the desired size, color, carrier, and so 
forth. Then when the user makes an Amazon.com one-click 
purchase, the user knows all of the data about the product 
before making the purchase. In the model disclosed herein, 
the system can also deal with product ambiguity. Assume the 
user enters "iPhone 5S 32 GB" at one-search.com, and that 
the available colors are black, silver, and gold. The algo
rithm determines, based on the input text, that the user likely 
desires to make a purchase and processes the input text 
accordingly. The system can select the most popular color 
and fill in that unknown parameter accordingly. The system 
can select not only the most popular model based on popular 
size and color, but the system can incorporate demographics 
data to determine the most popular model for people similar 
to the user. For example, if the user enters "iPhone 5," the 
system can select a yellow 16 GB iPhone SC for a teenage 
girl, or a black 64 GB iPhone 5S for her father. The system 
can further analyze past purchases of similar or related 
devices to determine likely user preferences for this pur
chase. If the user is already registered, and via the browser, 
application or website, the system knows who is doing the 
search, then user preferences, history, classification model 

25 waiting for a period of time to allow the user to modify the 
order before committing or completing the purchase. 

The process can be repeated as well. The system can 
present to the user "You have now purchased the silver 
iPhone 5S 32 GB-if you want the gold one, hit enter." 

30 Hitting enter this time will cancel the order of the silver 
iPhone, and replace it with the gold iPhone. If the user does 
nothing else at this stage, the system commits the order for 
the gold iPhone, and the merchant will execute the order so 
the user will receive the gold iPhone, and the merchant will 

35 charge the user for the order in the normal fashion. Of 
course, button clicks can be provided for the user to change 
the various parameters and change the order. The interface 
can say "you have purchased the iPhone 5S 32 GB black-to 
change any of these parameters click here." The system can 

40 present various options to change the storage size, model, 
carrier, color, shipping options, etc. However, if the user 
does nothing, the system arranges for and places the order 
with the merchant on behalf of the user using the predicted 
parameters. As can be appreciated, the process enables the 

45 user from the time a browser or an application is opened up, 
to successfully make a purchase of the desired product in 
less interactions or fewer steps than was previously required. 

In another example, the system can include an autocorrect 
or autocomplete feature with one-click purchasing ability in 

50 the context of a single search or at Amazon.com, one
search.com, or any other website where a purchaser has 
registered data such as credit card, address, etc. A website 
search field can include an "autocomplete" such that when 
the user types in a search term, the autocomplete feature can 

55 either automatically complete the concept that user may 
desire, or present a list of suggested or recommended 
options based on the text input up to that point. The user can 
review the various autocomplete options and select one, thus 
alleviating the need to continue typing out the rest of the 

60 query. In this example, the system receives a partial user 
input (or full input) via an input field, and, when analyzing 
the input for producing autocomplete options, the system 
can include a "one-click" purchasing option in the listing of 
autocomplete options. The options can thus change from a 

65 default mode for a first portion of the text and a second mode 
for a second portion of the text. In other words, if the user 
enters the text "iPhone" as the partial user input, at that stage 
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the system can identify and present "iPhone 5S 16 GB 
<one-click purchase>" as one of the "autocomplete" 
options. In that case, this modified listing of the autocom
plete features reduces the number of clicks and the amount 
of text from the user in order to purchase the item. In other 
words, drop down or drop up ( or any other location on the 
user interface) features are not limited to the concept of 
seeking a standard autocomplete feature but rather blends 
autocomplete with purchasing options or other options such 
as jumps to other websites. Normally, the user would choose 
one of the autocomplete options, which would take the user 
to either an item or a listing of items, then the user has to 
click again to narrow down to one particular item, and then 
at that point the user is in position to "one-click" purchase 
the item. However, if the user clicks on the "one-click 
purchase" variation in the autocomplete listing, the system 
can place the order immediately. An object could be pre
sented in a drop down menu for transitioning to another site 
such as Wikipedia.org. Previous approaches required a user 
to type much more data into the input field to transition. For 
example, previous approaches on Safari requires the user to 
type "amazon camera lens", which indicated to the browser 
that the input was meant for amazon.com and to transition 
to amazon. However, requiring the extra letters to be typed 
in to provide the instruction to the browser likely required 
more input and steps then just manually transitioning to the 
second site. Thus, this disclosure provides for objects to be 
presented which can act on the exact text in the input field 
without the need of typing in key word instructions telling 
the browser where to transition. The objects can be pre
sented anywhere and can by dynamic such that they are not 
visible or presented when no text is in an input field but are 
presented in a first instance after the user starts to type or 
after a first portion of the input is evaluated. 

The system can present various one-click options via the 
input field listing. For example, if, at the stage of typing 
"iPhone" the most popular iPhone is the 5S, with 32 GB and 
a silver color, the system can place that option, with a 
one-click purchase option, high or first on the list of auto
complete options for purchase. The next most popular model 
might be the 16 GB iPhone in black, which the system can 
display next in the autocomplete listing. Competitors can 
also provide offers in the autocomplete listing for a one-click 
purchase. The position within the menu can also dynami
cally change as the user types and as one option becomes 
more likely to be the desired option. The option right under 
the input field can be the option offered when the user hits 
the "enter" key, i.e., without clicking on any object. A 
competitor can purchase the right to present an autocomplete 
one-click purchase option that is related, but does not 
include the searched-for text. For example, when a user is 
searching for "iPhone," the system can present an autocom
plete entry to one-click purchase a "Samsung Galaxy S4." 
The system can further present promotional material in these 
autocomplete listings. However, because space is limited, 
the promotional material may be limited. One example of 
such a promotion is an autocomplete listing advertising 
"Samsung Galaxy S4-20% off <one-click purchase>" at 
Amazon.com. Companies can purchase advertising space 
under the autocomplete listing, or can pay a premium to 
elevate their products in autocomplete listings for a specific 
keyword, specific product, brand, and so forth. However, the 
system can also use business intelligence or feedback from 
various merchants to include, in the autocomplete options, 
results based on what people searching for item X eventually 
end up purchasing, even if the autocomplete option does not 
include the searched-for text. 

34 
Similarly, the system can track users' behavior, and can 

price certain users' attention at a premium for advertisers. 
For example, if the user has been researching smartphones 
daily for several weeks, advertisers of flagship smartphones 

5 may pay a higher price premium to target an interested, 
engaged buyer with advertising in the form of autocomplete 
options because the user has been spending a lot of recent 
time researching smartphones and will likely make a pur
chase in the near future. Based on this history of navigation, 

10 the menu may present a related item higher in the menu as 
it may be more likely to represent the user's desired action. 

The system can provide a "one-click" purchasing option 
in a drop down list of autocomplete options. Additionally, 

15 the autocomplete can include a listing that, if selected by the 
user, places the user in the context of one step prior to a 
one-click purchase at the merchant site. In other words, if a 
user enters "iPhone 5S" on a website like Amazon.com, 
Amazon.com presents to the user a number of listings of 

20 items. The user has to click on one of those items to narrow 
the results down to a single item, at which point the counting 
of clicks begins in the context of a "one-click" purchase. 
While viewing that single item, the user is then presented 
with a "one-click" purchasing option. Such a context, 

25 including the user's successful login with Amazon.com, 
would be characterized as a "pre-one-click" web page where 
the user has navigated to a point where the item is identified 
and the context is such that the user can make a one-click 
purchase. The problem is that getting to the pre-one-click 

30 page takes too many clicks and interactions. 
Thus, the autocomplete listing can provide a simple way 

for the user to jump immediately to the "pre-one-click" stage 
in the merchant's web site. The autocomplete listing can not 
only include a "one-click" purchasing option at that stage, 

35 but could also include an option to take the user to a 
"pre-one-click" purchasing page, at which point, typically, 
there is more information about the item, a larger picture, 
reviews, a rating, product details, and so forth, such that the 
user can make a more informed purchasing decision. For 

40 well-known products, the user can make a one-click deci
sion to purchase directly from an autocomplete listing, but 
for other products, the user may want to verify that the 
product is suitable for an intended purpose or compatible 
with some other user needs. The previous result of clicking 

45 on an autocomplete option is to process that option as though 
it was a search entered into the input field. However, that 
returns a listing of search results and not a "pre-one-click" 
page with one item ready to purchase. Accordingly, this 
alternate feature reduces the number of interactions neces-

50 sary to get to a pre-one-click purchase page. 
The purchasing autocomplete type options could be pre

sented on a drop "up" listing and the searching or traditional 
autocomplete options could be presented on a traditional 
drop "down" menu. Objects to select could be presented in 

55 any location on a user interface. Multimodal interaction 
could also occur to include audio, gesture or other possible 
interactive modes. In other words, the directionality of the 
listing can be indicative of the functionality of the items 
listed. The directionality can be side to side, or in some other 

60 direction or angle. For example, the various one-click pur
chase and pre-one-click autocomplete listings can all be 
drop "down" menus, but at opposing 45 degree angles. The 
system can also present options in a tag field or tag cloud 
arrangement, where most likely options are presented clos-

65 est to the input field (where they would be the quickest and 
easiest to access from a mouse perspective) and with the 
largest icon, text, graphic or other visual cues for selection. 
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As noted above, the browser or search engine could also 
be configured to transition the user to any second site and 
preprocess the user input in the input field as though the user 
had searched the second site and hit enter to process the 
input. The disclosure covers easily transitioning the user to 
a second site in a state as though the user had entered user 
input into the input field of the second site. In this regard, an 
example method, shown in FIG. 2B, includes receiving, via 
a user interface of a browser and via a processor, user input 
in an input field (210) and presenting an object in response 
to the user input (212). In one aspect, the object is not 
presented on the interface when no input is in the input field. 
The first instance of the object can be after some input is 
provided or when the system identifies based on the user 
input that the object should be presented. This will reduce 
clutter on the interface. The object is configured such that 
when a user interacts with the object, the method includes 
transitioning the user to a second site associated with the 
object (214), filling the user input into a second site input 
field (216) and causing the user input to be processed at the 
second site as though the user entered the user input into the 
second site input field (218). The object can be presented 
with an image indicating where the input will be processed 
and where the browser will transition the user to. The 
interface can present one or a plurality of objects, each 
object of the plurality of objects including a different one
click search engine to which the user will transition when the 
user interacts with each respect object. In this regard, the 
"one-click search engine" can include any second site to 
which the user will transition, such as yahoo.com, bing.com, 
amazon.com (i.e., any merchant site), ebay.com, Wikipedi
a.org, and so forth. Any second site having an input field can 
be transitioned to according to this concept. Users can select 
a listing of target sites that will show up as part of a drop 
down menu or items presented in response to user input in 
the first site input field. The steps can include transitioning, 
filling and causing steps result in a transition of the user to 
the second site in a state as though the user had entered the 
user input into the second site input field and the second site 
processed the user input. To distinguish from prior 
approaches which required the user to type in key words like 
"wiki" or "amazon" to signal to the browser the second site, 
the present concept does not require such signaling and 
provides objects which the user can click on or interact with 

36 
(if dynamically), clicked on or interacted with by the user, 
cause the transition to a second site (which has its own 
second site input field) preconfigured such that the user input 
populates the second site input field and in a state where that 

5 user input has been processed by the second site. This clearly 
provides an efficient way for the user to navigate and arrive 
at the results they desire from a general search engine. 

Another aspect includes receiving, via the user interface 
of a browser, user input in an input field and presenting an 

10 object in response to the user input. The object is configured 
such that with a single click, the user can be transitioned to 
another website preprocessed in a certain way. The user 
input is passed to the second site and essentially automati
cally filled into the second site input field. The background 

15 process involves the browser or system causing entry of the 
user input in the second input field such that the second site 
processes the input and returns a response such that the 
second site is in a processed state based on the user input. 
The system then transitions the user to the second site 

20 associated with the object in the processed state. This 
reduces the number of interactions the user would have to 
engage in to transition from the one site to the other. The 
object is presented such that after entering the user input, 
only one click is required to transition to the second site in 

25 the processed state. This differs from simply hitting enter 
with the user input in the input field and getting search 
results, from which the user could click on a search result 
and transition to another website. 

FIG. 3 illustrates an example one search field and drop 
30 down menu feature 300. In this example, the single field 302 

(which can be on a site or a browser input field) enables the 
user to provide input that the system analyzes to identify 
other options besides a search that are available. In this 
example, the user inputs "iPhone 5S" in the field 302. The 

35 algorithm analyzes that input to recognize that the search is 
directed to a product. The system can access a database of 
current products, purchasing patterns, product popularity, 
purchasing history of the user or of other users, availability 
of the product, and so forth. The system can access the 

40 database via anAPI call to one or more merchant databases. 
The algorithm can use this data to make a more accurate 
determination of whether the user desires a search or a 
specific product to purchase. In this case, the input "iPhone 

to process the exact user input in the second site and 45 

transition to the second site. Further, prior approaches, if a 
regular search was desired (such as specifically on "amazon 
camera lens"), the user was required to key into the input 
field a symbol like "!". Clearly the extra steps required for 
this approach were not ideal. The present disclosure reduces 50 

the numbers of keystrokes and input needed to make the 
transition. Every reduced step or keystroke is valuable 
particularly with mobile device searching. Indeed, applying 
prior approaches would be problematic because a search on 
amazon.com using the exact terms "amazon camera lens" 55 

might return if applied exactly to the input field of amazon
.com results that differ from what the user desired, which is 
just "camera lens". 

5S" is clearly a product, thus this knowledge will help to 
drive and control the construction of the drop down menu 
options. 

Because the user input in field 302 is a product, the 
example drop down menu options can include a standard 
Google search 304. Although this is the first option, the 
system can arrange the drop down menus to place this option 
lower if the algorithm determines that the user is less likely 
to desire a Google search. The system can present more 
likely options closer to the input field 302, or closer to the 
mouse cursor, for example. If a user selects that option, then 
the result that is returned would be as though the user had 
entered "iPhone 5S" as a Google search. The drop down 
menu can include an Amazon.com one-click purchasing 
option 306. If the user selects this option, the system can 
process the input as though the user were on Amazon.com, The steps of this process can be performed by a search 

engine site, from a browser search field, an application, any 
other entity, or any site that has an input field (such as 
starting at amazon.com and transitioning to google.com). 
For example, browsers often have input fields in the header 
portion which can be used for searching the Internet. Users 
can select whether a default search engine for that input field 
is google.com, yahoo.com or other search engine. However, 
the browser can also provide options which, when presented 

60 having searched for an iPhone 5S, and at a screen in which 
the user can select to "one-click", execute the purchase of 
the product for the user. In another variation, the system can 
present a one-click option at the one-search page, directly 
from the drop-down or drop-up menu. So, the user could 

65 click a button, an image, or a link to place the order with 
Amazon.com as if the user had navigated to the one-click 
point at Amazon.com and clicked the "order now" button. In 



US 10,643,266 B2 
37 

this case, FIG. 4A illustrates the resulting screen 400 pre
sented to the user from choosing option 306. Screen 400 
includes data 402 informing the user that the iPhone 5S had 
been purchased via Amazon.com. When a color was not 
provided, the system can chose the most likely color for the 
user or for similar users. In this case, the system selected 
silver. A storage size of 32 GB is also shown as part of the 
purchase data. 

In the case of unwanted or unintended purchases as 
people perhaps hit a wrong key or chose the wrong drop 
down menu option, the system allows users to cancel the 
purchase 404 or modify the purchase 406. The user can 
modify any number of different options depending on the 
product. Options shown by way of example include chang
ing the color from silver to gold or black. Similarly, the 
system can display an option to change the storage size to 16 
GB. An option such as "add accessories" can bring the user 
to another interactive screen to choose accessories such as 
chargers, cases and car mounts. The system can determine 
which modification options to present and the order in which 
to present them based on a confidence score for each option. 
A statistical confidence score can be determined by the 
system using past purchases or user preferences. For 
example, the system may have a confidence score of 95% 
that the user wants a silver iPhone 5S, and can either not 
display the option to modify the color, or can display the 
option in a less prominent place or manner, or can provide 
the option to change the color through a menu or other 
'hidden' location. This approach can allow the system to 
present purchase or item options to the user so that the user 
is only concerned with and can easily modify options about 
which the system is less sure. The other options can be 
presented via an object which initiates the purchasing pro
cess but receives additional selections from the user on 
features of the product or engages in a dialog with the user 
and then finalizes the purchase after the dialog (and perhaps 
the purchase is processed in the dialog application, as in the 
drop down menu or separate dialog application). The system 
can present options to modify not only details about the 
actual item itself, but also about details surrounding the 
order, such as delivery address, billing address, payment 
method, or delivery method. The system can even allow the 
user to switch the order from one merchant to another 
merchant, if the user inadvertently clicked the wrong menu 
item in the pull-down menu, for example. 

If that the entity which is processing the purchase is 
Amazon.com, as is noted in field 402, the system could also 
present an option to process the purchase through Apple
.com. If any of these options are chosen, then the user selects 
the modify button 408 and the order is modified and auto
matically continues to be processed. Of course the system 
has the user profile, purchasing (credit/debit/PayPal, etc. 
account), address and any other information and can move 
seamlessly between purchasing/processing entities with 
ease. When the user sets up a profile and account on the 
website, permissions and accessibility capability is estab
lished and approved. In this manner, operations between 
entities to complete a purchase can be divided as necessary. 
Thus, an example of seamlessly moving operations between 
purchasing and processing entities can include the system 
handling a purchase and delivery transaction of an item by 
enabling a payment account registered with one entity (such 
as Google), to be used to pay for an item while the system 
coordinates with another processing entity, such as a mer
chant or retail partner, to handle filling the order. As is shown 
below, transitioning between purchasing/processing entities 
can also include transitioning to a dialog application that can 

38 
enable a dialog between the user and a merchant and then 
complete the purchase in the dialog application. 

FIG. 4A illustrates another aspect as well about transi
tioning or using a dialog to resolve concerns of the buyer or 

5 enable the buyer to select particular parameters via an 
additional interaction instead of simply a "buy now" option. 
As noted in the introduction, in some cases a personal 
interaction with the user can help to resolve concerns and 
provide the option to select particular parameters before 

10 completing a purchase. This disclosure provides a number of 
solutions for easily achieving this input and then efficiently 
completing the purchase. For example, FIG. 3 also illus
trates a transition from the input field to a drop down menu 
configured such that parameters of the item can be chosen 

15 and a purchase interaction is built into the transitioned 
location (in this case the drop down menu). For more 
detailed questions, the user could transition to a dialog also 
configured to engage with the user to receive or provide 
more information and then have the ability to process the 

20 actual purchase through the dialog interface. FIG. 4A rep
resents a more comprehensive dialog where the user can 
pick other options as well. The dialog can be an SMS 
application, email application, messenger application in a 
social network, an avatar that speaks and converses with the 

25 user in a natural language system, and so forth. The "tran
sition" to a dialog from which the final purchase can be 
made can therefore include a drop down menu item config
ured to receive more parameters about the product and then 
finalize a purchase, a texting dialog, speaking dialog, video 

30 dialog and so forth. The browser API can be used to process 
payment data to a site as part of interacting in a messaging 
application or a bot. 

The following example is provided for how to manage 
such a dialog process in the context of social networking. In 

35 an example method of how the system could transition the 
user to a dialog as part of a payment process, a method 
includes receiving a posting of an item through a social 
networking site, such that the social networking site receives 
and transmits posted items from a posting entity to receiving 

40 entities. When the posting is not associated with a product 
for purchase in a product database, the method includes 
transmitting the posting through the social networking site 
without an option to buy. When a determination indicates 
that the posting references the product in the product data-

45 base, and thus indicating a sale-related intent, the method 
includes transmitting the posting through the social network
ing site with a payment process initiation object associated 
with the product, such that the payment process initiation 
object can include one of the button, a drop-down menu, or 

50 a hyperlink, and receiving an interaction associated with the 
payment process initiation object, the interaction being 
performed by a user. Based on the purchase interaction, the 
method includes engaging in a dialog with the user regard
ing the product as part of a payment process such that at a 

55 conclusion of the dialog, the user can complete a purchase 
of the product. 

The method can include, as part of the dialog, receiving 
a purchasing interaction from the user and processing the 
purchase of the product based on the purchase interaction. 

60 Processing the purchase occurs within one of the social 
networking site, via a payment agent or via an application 
programming interface between the social networking site 
and a merchant site selling the product. The purchase can 
also occur through the browser payment request application 

65 programming interface disclosed herein. The browser, social 
networking site, digital wallet, network storage service, can 
store payment data for the user to process the purchase. 
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When the purchase occurs via the application programming 
interface between the social networking site and the mer
chant site, the social networking site can transmit payment 
data through the application programming interface such 
that the merchant site can process the purchase of the 
product. When the purchase occurs via the browser appli
cation programming interface between the browser and the 
merchant site, the browser can transmit payment data 
through the application programming interface such that the 
merchant site can process the purchase of the product. 

The dialog can enable the user to select a parameter 
associated with the product. Example parameters include 
one or more of a color, a size, a shape, a configuration, and 
a technical characteristic. Delivery options, resolving any 
other concerns, gifting issues, discounts, coupons, and so 
forth can be managed within the dialog. The payment 
process initiation object can simply include a buy button or 
a notice "talk about and buy this item by clicking here". The 
dialog can be managed as between the user and the merchant 
via a dialog application. Engaging in the dialog can be 
achieved in one aspect by transitioning to a dialog applica
tion for managing the dialog and the purchase of the product. 

FIG. 3 also illustrates other concepts. Feature 308 repre
sents an Apple search. If the user selects this option, then the 
next field that is returned would be as though the user 
searched for iPhone 5S on Apple.com. The information 
presented by Apple on that product would be presented to 
the user. Optionally, the system can prompt the user to 
provide or confirm credentials for logging in to Apple.com. 
Because the transition from one-search.com to Apple.com 
occurred from one-search.com, the system can present an 
option in the new Apple.com web page to enable the user to 
return to one-search.com for further searches. For example, 
the system can provide a frame, in the browser, for returning 
to the one-search.com search while presenting the Apple-
. com web site. The frame can allow the user to modify the 
original input text, which can dynamically change aspects of 
the presented Apple.com web site presented in conjunction 
with the frame. 

Feature 310 in FIG. 3 represents an eBay bid option. In 
this case, if the user selects this option, the system sends the 
user to eBay and presents a screen 410, as shown in the 
example user interface of FIG. 4B, as though the user had 
gone to eBay.com and entered in "iPhone 5S" into the eBay 
search field 412. Feature 414 represents a selectable returned 
item for an iPhone 5S 32 GB with a current bid at $199. 
Feature 416 is an iPhone 5S 16 GB for $175 and feature 418 
represents an iPhone 5 16 GB at $150. All of these are 
examples of the kind of processing that can occur. As noted 
above, a "return to one-search" button 420 can also be 
included in the screen for easy access back to the one-search 
field. The system can transition to the indicated destination 
page, such as the Apple.com, eBay.com, or Amazon.com 
purchase page for an iPhone 5S as an overlay, such that 
returning to the one-search field involves removing the 
overlay instead of a back navigation command to a previous 
page. The interface 410 could be a browser 1806 as shown 
in FIG. 18A that interacts with a merchant site 1816 via a 
browser API 1818 to exchange requests and responses for 
providing payment information to a merchant as disclosed 
herein. The browser 410 could also act as an agent to utilize 
a secondAPI 1812 between the browser 1806 and a payment 
service 1810 for managing payments, authorizing payments, 
generating tokens and so forth. One could transition from the 
initial site, such as a searching site, social media site, or any 
other site, to the browser 410 for further interaction and to 
handle the payment processing. 

40 
FIG. 3 also shows an Amazon search 312 in the drop 

down menu. When the user chooses this option, the system 
can present a screen as though the user had searched on 
Amazon.com for an iPhone 5S. From there, the user could 

5 continue shopping and searching as though the user had 
begun browsing on Amazon.com. The object 312 is select
able by the user and can have its first presentation to the user 
after the user types data into the input field 302. This reduces 
clutter on the interface. In one aspect, the drop down menu 

10 automatically drops down as the user enters data into the 
field without any other interaction. In other words, as is 
shown in FIG. 3, there is no button to click on to produce the 
drop down menu. This reduces the interactions necessary to 
transition to amazon.com ( or any other site) with the user 

15 input data in the input field 302. In another aspect, the user 
hits the "enter" key on a keyboard (i.e., no button is clicked), 
which can cause the system to process the input and produce 
the drop down menu. The menu can also simply be an object 
or field presented to the user for selection. In other words, it 

20 does not specifically have to be a drop down menu. For 
example, the option 206 in FIG. 2A could be presented based 
on the user input in 202 or the user hitting "enter" on the 
keyboard to cause the options to be presented. The drop 
down menu in FIG. 3 can include an option to purchase the 

25 product directly via Apple.com 314. If the user selects that 
option, and assuming that there is not a "one-click" purchase 
option at Apple.com, the user is brought to the point where 
they can, in very few interactions, complete the purchase. 
For instance, the system can bring the user to a shopping cart 

30 showing the product ready to be purchased. In one option, 
the system brings the user to the point of seeing the product 
and being able to place the product (iPhone 5S) into a 
shopping cart. In another aspect, the system could navigate 
the shopping cart model on behalf of the user and complete 

35 the purchase, thereby making the transaction a one-click 
purchase . 

FIG. 3 also shows another example of this disclosure. In 
this case, because the "drop down" menus include different 
types of data, the options can include a "drop down" menu 

40 as well as a "drop up" menu. The purchase options could be 
dropped "up" as shown in features 316 and 318, while all of 
the search options or more traditional options can be 
dropped "down." The system can present menus to the left, 
right, diagonal, or in any direction, orientation, or angle as 

45 desired. Separating the purchasing options from search-type 
options can also reduce the number of inadvertent pur
chases. In this example, the drop down menus of FIG. 3 
could only include features 304, 308, 310 and 312 as these 
involve further searching. The system can position items 306 

50 and 314 in "drop up" menus 318 and 316, respectively. The 
algorithm can predict the most likely search if the user 
desired a search and the most likely purchase if the user were 
to desire to purchase the item and position those as the first 
option down and the first option up in the menus. The user 

55 could use the arrow buttons on a keyboard or a touch screen 
to select the desired options. Alternatively, the drop down or 
drop up menus can indicate shortcut keys which the user can 
press to select the options without using the mouse. For 
example, the menu can indicate that the user can press alt-1, 

60 alt-2, or alt-3 to select the various drop up menu options, or 
ctrl-1, ctrl-2, or ctrl-3, or some other single key or key 
combination to select the various drop down menu options. 
The system can present auto-complete options which the 
user can activate using similar keyboard shortcuts. For 

65 example, if the user has typed "iPhone," the system can 
indicate that pressing "S64" after "iPhone" would autocom
plete to "iPhone 5S 64 GB." The types and quantities of such 
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autocomplete keyboard shortcuts can vary widely depending 
on the determined intent of the user, as well as attributes of 

42 
then select the processing option of"texting," chatting in an 
online chat room, or posting the comment on a social media 
website, and so forth. 

FIG. 4C illustrates a method example of using a spoken 
the product as the system understands it up to that point. 
Voice activity or gesture input or any other type of input can 
enable the user to select a desired option. 

In some cases, the system can determine that the data in 
the search field is not intended for a purchase. For example, 

5 dialog and/or messenger application for purchasing a prod
uct. A text dialog could be employed as well. The following 
is an example of a spoken dialog with both a spoken input 
and textual component, a similar approach could apply just if the user enters the text "South Dakota," the system can 

identify that the user does not desire to make a purchase. The 
"drop down" menu in that case could simply list the tradi- 10 

tional search options, or could list options to one-click 
purchase items related to South Dakota, such as a South 
Dakota t-shirt or a souvenir of Mount Rushmore. In one 
aspect, the user can enter "research South Dakota", to 
indicate to the system that a purchase is not desired, but 
rather the user's intent is to perform research on South 
Dakota for a project, for example. In this example, the 
system can return research results displayed in a drop down 
menu from sources having a variety of reliability ratings. 
The user can select a source from the drop down menu as 
desired based on reliability or popularity, for example. 

with the user interacting via text. An example method in this 
regard includes receiving, via a messenger application and 
as part of a dialog between a merchant site and a user, an 
input from the user (430), presenting user text associated 
with the input in the messenger application, responding, as 
part of the dialog and by the merchant site, to the input with 

15 a response (432), presenting text associated with the 
response in the messenger application ( 434), and identifying 
a product the user desires to purchase from the merchant site 
via the dialog (436). Based on a buy interaction by the user 
via the dialog, the method includes receiving, at a browser 

The user can also add hints or shorthand instructions in 
the search field to guide purchase options presented in a 
one-search.com field. For example, the user can provide the 
text "buy amaz iPhone 5S." These hints tell the algorithm 
that the user desires a purchase function, and that the desired 
merchant is Amazon. The algorithm can use regular expres
sions to search a database of available merchants to deter
mine that the desired merchant is Amazon, and not that the 
user desires to buy an amazing iPhone. To resolve merchant 
ambiguities, the algorithm can further make decisions based 

20 and via a browser payment request application programming 
interface, a payment request, from the merchant site, for 
payment data of the user for purchasing the product ( 438) 
and, in response to the payment request, communicating, 
from the browser and via the browser payment request 

25 application programming interface, payment information for 
the user, wherein the merchant site uses the payment infor
mation to process a payment for the product (440). 

The method can include receiving, at the browser and via 
the browser payment request application programing inter-

30 face, an address request, from the merchant site, for address 
data for the user. In response to the address request, the 
method can include communicating, from the browser and 
via the browser payment request application progrannning 
interface, the address data for the user to the merchant site. 

on previous searches stored in a user account, for example. 
Based on these types of hints, the system can eliminate 
features 304, 308, 310, 312 and 314 from the drop down 
menus shown in FIG. 3. In that case, the user could just hit 
"return" and the most likely desired product will be auto
matically purchased and processed for shipment. Informa
tion about this dynamic change in the enter function per
formed when the user hits enter can be presented in the 40 

search field, for example, to the right of the text typed in by 

35 The merchant site processes the payment using the payment 
information. The payment can include payment account 
information for the user that the merchant site can use to 
process the payment for the product. A browser can present 

the user. Options to cancel or modify of course can be 
presented, such as the cancel purchase button 404 and 
modify purchase button 408 shown in FIG. 4A. 

In one example, the unified input field is part of an 45 

application downloadable or installable on a smartphone, 
tablet, or other mobile computing device. The functionality 
could also apply to a unified search field on a website. The 
application can be customizable as can any website dis
closed herein. The application includes a single input field 50 

that is generic to multiple different types of processing. For 
example, the application can present an input field with a 
number of different options, such as a Skype or telephone 
call. The field therefore can be used to input a search for a 
contact. The user could type in the field "mom" and then 55 

select the Skype® video conference option, or the Face
Time® option. The system processes the input field accord-
ing to the appropriate context by extending a video confer
encing request or making a phone call. It is important to note 
that the unified field concept disclosed herein is not limited 60 

to the processing of the user input being related to web 
searches or purchases. Other functionality can be imple
mented from the unified field. Phone calls, video conferenc
ing, triggering of any sensor on a smartphone, taking a 
picture, sending a text, etc. Several examples if these fea- 65 

tures follow. In the unified field, the user may input the text: 
"Mark S., are we getting together for lunch?" The user may 

the messenger application to the user. The method could 
occur via a text dialog as well without spoken input. 

A method from the standpoint of the merchant site can 
include transmitting, via a messenger application and as part 
of a dialog between a merchant site and a user, a prompt 
from the merchant site to the user, receiving, as part of the 
dialog and at the merchant site, user input, and identifying, 
based on the user input, a product the user desires to 
purchase from the merchant site via the dialog. Based on a 
buy interaction by the user via the dialog, the method can 
include transmitting, to a browser and via a browser pay
ment request application programming interface, a payment 
request, from the merchant site, for payment data of the user 
for purchasing the product, and in response to the payment 
request, receiving, from the browser and via the browser 
payment request application programming interface, pay
ment information for the user. Using the payment informa
tion the merchant can process a payment for the product. Of 
course this aspect from the standpoint of the merchant can 
include a text-only or a spoken dialog only approach, plus 
the approach where the user is speaking and the merchant is 
also speaking but a text version of the dialog is presented to 
the user for following along and user interaction, such as 
videos or images to select options for purchase. 

Having disclosed some basic system components and 
concepts, the disclosure now turns to the exemplary method 
example shown in FIG. 5. For the sake of clarity, the method 
is described in terms of an exemplary system 700 as shown 
in FIG. 7 configured to practice the method. The steps 
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outlined herein are exemplary and can be implemented in 
any combination thereof, including combinations that 
exclude, add, or modify certain steps. 

44 
to Amazon.com, the user wants to buy something. The user 
must go to different websites for these different functions, 
requiring additional, unnecessary mouse clicks. This disclo
sure provides, in one respect, the introduction ation on a user FIG. 5 illustrates a general method example. The system 

receives user input (502). The system accesses a product 
database in processing the user input (504). For example, if 
a new product just came out and is available for purchase 
on-line, the system can access that information so that when 

5 device. In the app scenario, a browser might not be used to 
view the application the visual aspects of the experience are 
built into the application itself. In such a case, decision 
decision what the intent of the user is. 

a user enters "iPhone 5S" the system can match that input 
with a product. The system analyzes the input (506) for a 10 

determination of the user intent. For example, if the user 
enters "Rhode Island" the system can calculate a very low 
likelihood that the user desires to purchase Rhode Island. 
User profile, user search and purchasing history, and any 
other data can be used by the algorithm to determine how to 15 

structure an extendible menu to enable the user to quickly 
make a choice of what they desire. However, as the user 
enters additional text, the system can update autocomplete 
options accordingly. For example, if the user enters "Rhode 
Island cookbook," the system can, at some point, determine 20 

that the user is not likely interested in the state, but in a 
cookbook, which is a purchasable item. The system can then 
immediately adapt the autocomplete options automatically 
as the user continues to enter additional text. 

FIG. 5 next shows that the system constructs a drop down 25 

menu (508) or a presentation of various options or object at 
any location in the user interface. This construction can also 
include a marketing aspect as companies may pay for how 
the option is presented. Amazon.com, or a product manu
facturer, can pay a small fee to present their product with 30 

graphics or multimedia content, if it appears that the user 
may desire to buy that product, in order to encourage the 
user to select that option to purchase the product. The system 
presents the menu or other structured presentation of options 
for the user to choose (510). The options include one or more 35 

purchasing options (512) when the user input indicates via 
the algorithm that a purchase may be desired. 

In another aspect, a classifier can process the user input in 
the general unified search field. The classifier can be trained 
to determine the intent of the user and to select which 40 

websites or applications to provide in response to the input. 
Classification algorithms are often used in processing speech 

In order to train the classifier, which is called herein an 
'intent classifier', the system can monitor the web usage of 
a user for a period of time. The classifier can utilize data of 
one user or multiple users. For example, one could generate 
training data of input at a Google input field compared to 
input in an amazon.com input field for people of a particular 
demographic, such as 20-30 year old men, or women or a 
particular minority or religious group. The training data 
preferably would be particular in some respects to the 
individual user. If a user is logged into a browser such that 
it can connect to that user's training data or relevant training 
data, then the system can more efficiently process the user 
input in the unified input field. The system can use super-
vised learning ( or unsupervised or semi-supervised learning) 
to label the training set so that the training data can provide 
which class (i.e., search, purchase, Wikipedia, etc.) the input 
belongs to. The training data involves the input provided via 
a search field as opposed to a purchase field. Other fields can 
apply as well such as auctions, medical advice, twitter input 
text, Facebook input text, or any other social networking 
input text and so forth. The general concept is that there is 
no assumption when the user inputs data into the field 
regarding what the desired function is. 

Other data that can be useful for the training model is 
personal user information. For example, if the user is 
registered for making one-click purchases at amazon.com, 
then when the user types in "Android 4.4 KitKat", the 
system will know that the shortest number of clicks and 
computer interactions possible for the person to complete a 
purchase of the most popular smartphone with Android 4.4 
is through Amazon.com. Otherwise, the user might be sent 
to another website and have to go through the shopping cart 
model, enter their credit card, and take a lot of extra time and 
effort to complete the purchase. Thus, knowing that the user 
is registered at one or two purchasing websites (thus 
enabling a quick "one-click" purchase) can drive the result 

or phone calls. For example, some classification features can 
process and classify calls in various call types like local, 
international, voicemail, conference, etc. In some cases, as 
a user calls an interactive voice response system, a classifier 
can be trained using previous calls to process the user input 

45 of the classification. 

to conclude that the user wants to talk to accounting or pay 
a bill. For example, the user might say in the call "I want to 
pay a bill" or "I need help with my account." By classifying 50 

that input, the system can route the call to the right person, 
destination, or entity. 

Technologies that are used for classification include sta
tistics, data mining, pattern recognition, machine learning, 
and in some cases neural computation and artificial intelli- 55 

gence. A general classification system approach involves 
receiving input, pre-processing the input, segmenting and 
labeling the input, extracting features from the input, post
processing, and ultimately classifying the input to arrive at 
a decision. While these principles have been applied in many 60 

fields, these technologies can be applied to a new classifi
cation domain. The new classification domain is the context 
or intent of a unified input field such as on a browser in 
which the user provides input, and that input can be applied 
to many different websites, applications, or actions. Right 65 

now, when a person goes to Google.com, the assumption is 
that the user wants to search the internet. When a user goes 

In another example, the classifier in this case can have 
classification types of search, browse, purchase now, play 
game, update software, send email, send tweet, check Face
book, make call via Skype, and so forth. Some of the 
classification data for a trained model can be drawn from the 
different types of input that are used in input fields between 
google.com, amazon.com, Wikipedia.com, and so forth. The 
system for training the classifier can look at the different 
types of input in connection with which website is being 
used and develops training data. In other cases, if a user 
types in "call mom", such input would not be provided in an 
input field because normally the user would go to the Skype 
App or other calling app and choose his mother to make the 
call. Thus, in other cases, training may occur in a different 
way to capture that "command" type of input. However, 
since there is no assumption of the desired intent of the input 
at the start, such training can be used to enable the user to 
perform a host of functions starting at one input field. 

The user can in this case also provide hints as to the 
desired input. It might be quicker for the user to type "buy" 
before "iPhone 5S" so that the entire input is "buy iPhone 
5S" than moving one's hand to the mouse and moving the 
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mouse to click on an amazon.com tab in a browser or on an 
icon, or typing "www.amazon.com" in an input field for 
URL's. Clearly, the suggestion to buy tells the classifier that 
a purchase is the intent. Currently, typing in "buy iPhone 5S" 

46 
drawn with thicker lines, and so forth. The system can 
provide these details as an animation for the user so that 
increasingly relevant items are presented in increasingly 
discoverable places or increasingly prominently. 

FIG. 6 illustrates various options of how to structure and 
present the selectable options from a one-search input field. 
In one aspect, traditional drop down options can be pre
sented in a normal fashion with purchasing options pre
sented like feature 602 in FIG. 6 thus providing a further 

is still considered via a searching algorithm in which search 5 

results are provided. The system can show sponsored adver
tisements which enable the user to go to an advertisement or 
promotional page for the iPhone 5S, but those still take 
additional clicks to get to the point of actually being able to 
make a purchase. Further, the system can still present the 
results on a webpage (google.com) that does not enable the 
user to complete a purchase/delivery within one click. 

10 differentiation of which items are standard drop down menu, 
auto-complete type options and which ones are one-click 
purchasing type options. The system can, in the tag field or 
in other examples, present targeted advertising. For 
example, in FIG. 6, the user could have entered "buy 

Therefore, the classification algorithm according to this 
disclosure can utilize training data which includes different 
kinds of input that the user or similar users have provided via 
input fields on various web pages to determine an intent 
describing which web page the user desires to open, or 
which action the user desires to perform on the web page. 
The system can use other data to make the determination, 
such as time of day, time of the year, social media data like 
birthdays of friends, holidays, weather information, which 
websites the user had made purchases on and with which 
website the user has previously registered, etc. 

15 Amazon iPhone 5S." This would result in a high likelihood 
or probability that the user wants to buy that product via 
Amazon, thus causing the system to present feature 602 
showing that option in a large font and close to the input field 
302. In other words, like tag clouds which make larger 

20 words of higher usage or interest in a story or from cloud 
input. Feature 604 could represent a paid-for advertisement 
from a competitor who may offer a cheaper price for the 
same product. Such information could be presented as part 
of an icon or advertisement represented as feature 604. 

A description of a basic general-purpose system or com-
puting device in FIG. 7 which can be employed to practice 
the concepts, methods, and techniques disclosed is illus
trated. With reference to FIG. 7, an exemplary system and/or 
computing device 700 includes a processing unit (CPU or 

For example, the classifier might determine that the user 
wants to make a purchase. The classifier can make a basic 25 

determination of an intent to search or an intent to make a 
purchase. Then the classifier can take a secondary step to 
determine based on history, user profile, registrations, best 
price, closest outlet to the user's address, etc., at which 
merchant the user likely wants to make the purchase. If the 
user has an account set up at amazon.com, then the system 
may choose amazon as the primary likely destination and 
take the appropriate step. For example, the system can create 

30 processor) 720 and a system bus 710 that couples various 
system components including the system memory 730 such 
as read only memory (ROM) 740 and random access 
memory (RAM) 750 to the processor 720. The system 700 
can include a cache 722 of high-speed memory connected a new tab with the input term pre-entered at amazon.com, or 

where the user can open the tab and be at the state in the 
amazon.com website where the user can just click the 
"one-click purchase" button to complete the purchase. The 
system can present the new page in a new tab, within the 
same page as the unified input field, or in some other 
fashion. 

The system can, instead of a more traditional menu, 
present the options in a completely different form, such as a 
tag field. FIG. 6 illustrates options in which parameters 
associated with each selectable option are chosen based on 
relevance. For example, the system can select and modify 
positioning, size, shape, color, detail, of the items in the tag 
field for various options. Feature 602 is an Amazon one
click purchase. Feature 604 is a Google search and feature 
606 is an eBay search. In a tag cloud or word cloud, the size, 
shape, color, and other details of the items can provide 
information about the items. In this example, the Amazon 
one-click purchase 602 is listed in a large font, in bold, and 
in close proximity to the search field 302. The large font can 
indicate that the system has determined that it is highly 
relevant to the text entered in the search field. The bold font 
can indicate that clicking the item will trigger a purchase. 
The eBay search 606 is similarly large, potentially indicating 
that it is also highly relevant, but not bold because there is 
no one-click purchase associated with that item 606. The 
Google search 604 is presented to the side, in a smaller font, 
indicating that it may be of lesser relevance or importance. 
The various details of these items can vary in a smooth, 
animated fashion as the user enters additional information in 
the search field 302. For example, as the user enters more 
information about the specific desired iPhone, the system 
can adjust the Amazon 602 option on the user interface to 
gradually increase in size, move closer to the search field, be 

35 directly with, in close proximity to, or integrated as part of 
the processor 720. The system 700 copies data from the 
memory 730 and/or the storage device 760 to the cache 722 
for quick access by the processor 720. In this way, the cache 
provides a performance boost that avoids processor 720 

40 delays while waiting for data. These and other modules can 
control or be configured to control the processor 720 to 
perform various operations or actions. Other system 
memory 730 may be available for use as well. The memory 
730 can include multiple different types of memory with 

45 different performance characteristics. It can be appreciated 
that the disclosure may operate on a computing device 700 
with more than one processor 720 or on a group or cluster 
of computing devices networked together to provide greater 
processing capability. The processor 720 can include any 

50 general purpose processor and a hardware module or soft
ware module, such as module 1 762, module 2 764, and 
module 3 766 stored in storage device 760, configured to 
control the processor 720 as well as a special-purpose 
processor where software instructions are incorporated into 

55 the processor. The processor 720 may be a self-contained 
computing system, containing multiple cores or processors, 
a bus, memory controller, cache, etc. A multi-core processor 
may be symmetric or asymmetric. The processor 720 can 
include multiple processors, such as a system having mul-

60 tiple, physically separate processors in different sockets, or 
a system having multiple processor cores on a single physi
cal chip. Similarly, the processor 720 can include multiple 
distributed processors located in multiple separate comput
ing devices, but working together such as via a communi-

65 cations network. Multiple processors or processor cores can 
share resources such as memory 730 or the cache 722, or can 
operate using independent resources. The processor 720 can 
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include one or more of a state machine, an application 
specific integrated circuit (ASIC), or a programmable gate 
array (PGA) including a field PGA. 

The system bus 710 may be any of several types of bus 
structures including a memory bus or memory controller, a 
peripheral bus, and a local bus using any of a variety of bus 
architectures. A basic input/output (BIOS) stored in ROM 
740 or the like, may provide the basic routine that helps to 
transfer information between elements within the computing 
device 700, such as during start-up. The computing device 
700 further includes storage devices 760 or computer
readable storage media such as a hard disk drive, a magnetic 
disk drive, an optical disk drive, tape drive, solid-state drive, 
RAM drive, removable storage devices, a redundant array of 
inexpensive disks (RAID), hybrid storage device, or the like. 
The storage device 760 can include software modules 762, 
764, 766 for controlling the processor 720. The system 700 
can include other hardware or software modules. The stor
age device 760 is connected to the system bus 710 by a drive 
interface. The drives and the associated computer-readable 
storage devices provide nonvolatile storage of computer
readable instructions, data structures, program modules and 
other data for the computing device 700. In one aspect, a 
hardware module that performs a particular function 
includes the software component stored in a tangible com
puter-readable storage device in connection with the neces
sary hardware components, such as the processor 720, bus 
710, display 770, and so forth, to carry out a particular 
function. In another aspect, the system can use a processor 
and computer-readable storage device to store instructions 
which, when executed by the processor, cause the processor 
to perform operations, a method or other specific actions. 
The basic components and appropriate variations can be 
modified depending on the type of device, such as whether 
the device 700 is a small, handheld computing device, a 
desktop computer, or a computer server. When the processor 
720 executes instructions to perform "operations", the pro
cessor 720 can perform the operations directly and/or facili
tate, direct, or cooperate with another device or component 
to perform the operations. 

Although the exemplary example(s) described herein 
employs the hard disk 760, other types of computer-readable 
storage devices which can store data that are accessible by 
a computer, such as magnetic cassettes, flash memory cards, 
digital versatile disks (DVDs), cartridges, random access 
memories (RAMs) 750, read only memory (ROM) 740, a 
cable containing a bit stream and the like, may also be used 
in the exemplary operating environment. Tangible com
puter-readable storage media, computer-readable storage 
devices, or computer-readable memory devices, expressly 
exclude media such as transitory waves, energy, carrier 
signals, electromagnetic waves, and signals per se. 

To enable user interaction with the computing device 700, 
an input device 790 represents any number of input mecha
nisms, such as a microphone for speech, a touch-sensitive 
screen for gesture or graphical input, keyboard, mouse, 
motion input, speech and so forth. An output device 770 can 
also be one or more of a number of output mechanisms 
known to those of skill in the art. In some instances, 
multimodal systems enable a user to provide multiple types 
of input to communicate with the computing device 700. 
The communications interface 780 generally governs and 
manages the user input and system output. There is no 
restriction on operating on any particular hardware arrange
ment and therefore the basic hardware depicted may easily 
be substituted for improved hardware or firmware arrange
ments as they are developed. 

48 
For clarity of explanation, the illustrative system example 

is presented as including individual functional blocks 
including functional blocks labeled as a "processor" or 
processor 720. The functions these blocks represent may be 

5 provided through the use of either shared or dedicated 
hardware, including, but not limited to, hardware capable of 
executing software and hardware, such as a processor 720, 
that is purpose-built to operate as an equivalent to software 
executing on a general purpose processor. For example the 

10 functions of one or more processors presented in FIG. 7 may 
be provided by a single shared processor or multiple pro
cessors. (Use of the term "processor" should not be con
strued to refer exclusively to hardware capable of executing 
software.) Illustrative examples may include microprocessor 

15 and/or digital signal processor (DSP) hardware, read-only 
memory (ROM) 740 for storing software performing the 
operations described below, and random access memory 
(RAM) 750 for storing results. Very large scale integration 
(VLSI) hardware examples, as well as custom VLSI cir-

20 cuitry in combination with a general purpose DSP circuit, 
may also be provided. 

The logical operations of the various examples are imple
mented as: (1) a sequence of computer implemented steps, 
operations, or procedures running on a progranimable circuit 

25 within a general use computer, (2) a sequence of computer 
implemented steps, operations, or procedures running on a 
specific-use programmable circuit; and/or (3) interconnected 
machine modules or program engines within the program
mable circuits. The system 700 shown in FIG. 7 can practice 

30 all or part of the recited methods, can be a part of the recited 
systems, and/or can operate according to instructions in the 
recited tangible computer-readable storage devices. Such 
logical operations can be implemented as modules config
ured to control the processor 720 to perform particular 

35 functions according to the programming of the module. For 
example, FIG. 7 illustrates three modules Modi 762, Mod2 
764 and Mod3 766 which are modules configured to control 
the processor 720. These modules may be stored on the 
storage device 760 and loaded into RAM 750 or memory 

40 730 at runtime or may be stored in other computer-readable 
memory locations. 

One or more parts of the example computing device 700, 
up to and including the entire computing device 700, can be 
virtualized. For example, a virtual processor can be a 

45 software object that executes according to a particular 
instruction set, even when a physical processor of the same 
type as the virtual processor is unavailable. A virtualization 
layer or a virtual "host" can enable virtualized components 
of one or more different computing devices or device types 

50 by translating virtualized operations to actual operations. 
Ultimately however, virtualized hardware of every type is 
implemented or executed by some underlying physical hard
ware. Thus, a virtualization compute layer can operate on 
top of a physical compute layer. The virtualization compute 

55 layer can include one or more of a virtual machine, an 
overlay network, a hypervisor, virtual switching, and any 
other virtualization application. 

The processor 720 can include all types of processors 
disclosed herein, including a virtual processor. However, 

60 when referring to a virtual processor, the processor 720 
includes the software components associated with executing 
the virtual processor in a virtualization layer and underlying 
hardware necessary to execute the virtualization layer. The 
system 700 can include a physical or virtual processor 720 

65 that receive instructions stored in a computer-readable stor
age device, which cause the processor 720 to perform certain 
operations. When referring to a virtual processor 720, the 
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system also includes the underlying physical hardware 
executing the virtual processor 720. 

In each case within this disclosure, reference to "Ama
zon" or Amazon.com" is broad enough to encompass any 
purchasing/delivery or ecommerce website, as well as web
sites for traditional, brick-and-mortar businesses that pro
vide goods or services. References to a "Google" site or 
search refer to any generalized search engine. In many 
instances, the principles set forth herein may be applicable 
to other, non-search and non-commerce sites, which the 
system can manipulate or traverse in order to accomplish a 
specific, intended action on behalf of the user. 

The system of FIG. 7 can also represent a virtual reality 
device. The device can be a headset that is entirely contained 
or can include a headset that receives a mobile device such 
as a Samsung device or an iPhone or other mobile device. In 
this regard, the features of FIG. 7 can include the compo
nents of such a headset. The input device 790 can represent 
one or more different types of input devices, such as a 
camera for taking still images or video, a fingerprint reader 
which can be configured on a side of the headset for easy 
confirmation of purchases by a user, while in a virtual reality 
environment. The output device 770 can represent a screen 
through which the user views images. A communication 
interface 780 can provide a Wi-Fi, or cellular or other 
wireless communication means with other devices, access 
points, base stations, and so forth. The adjudication interface 
780 may also represent an interface between a removable 
mobile device and the headset for communicating data 
between the two components. Memory 730 can represent 
any standard memory used in the art as well as a secure 
element which can be used to store payment information 
and/or other user information in a secure manner for use in 
payment processes such as Apple Pay. 

In one example, a virtual reality headset includes electri
cal components, such that a fingerprint reader can be con
figured on the top or a side of the headset. The fingerprint 
reader component can be built into the headset and config
ured in a position easy for the user to access while they are 
in a virtual reality environment. In this scenario, if the user 
makes a purchase within the virtual reality environment, 
there using a payment process which requires a fingerprint 
authorization, the user could provide a fingerprint on the side 
of the headset to complete the purchase. The virtual reality 
environment, instructions could be provided to the user on 

50 
interface and separately manage the payments for the two 
separate sites at the same time. 

Some virtual reality sets also include handheld compo
nents that can be used to present items such as baseball bats 

5 or fishing poles in the virtual reality environment. These 
communicate wirelessly with the headset and monitor the 
position and movement of each unit such that if the user is 
swinging a bat, the bat shows up in the virtual world. These 
handheld component s could also have a fingerprint identi-

10 fication on them such that a user may be holding a handheld 
unit in his left hand and make a purchase in the virtual 
environment. Then, the user can touch the sensor with his 
right hand index finger to provide the confirming fingerprint. 
The data can be communicated through Bluetooth or other 

15 protocol or wired to the user device or headset which can 
utilize the information as disclosed herein to make a pur
chase. 

FIG. 8 illustrates an example method. In each case, 
wherever a "website" is mentioned, an application or site 

20 could also apply, such as when a mobile application is used 
to access data. A system will perform the steps of the 
method. The system presents an input field on a user 
interface of a website (802) and receives user input from a 
user in the input field (804). The system analyzes the input 

25 to determine whether the user wanted a search, to make a 
purchase, to perform some other function such as making a 
call, or watching a video, and so forth. The system presents 
a set of options, each option of the set of options being 
presented outside of the input field and being associated with 

30 processing the user input as though the user had entered the 
user input into a third-party website input field (806). Of 
course one option could be presented as well. FIGS. 2 and 
3 provide examples of presenting the set of options for 
processing. A component of this approach is that the input 

35 field is not pre-designated or pre-designed to process the 
input in one particular context, but the input field is open to 
a variety of ways of processing the input, thus reducing the 
number of clicks necessary to navigate from one website to 
another to input data. The system receives a user selection of 

40 a chosen option of the set of options (808) and processes the 
user input according to the chosen option (810). 

A first option of the set of options can be associated with 
a search engine and a second option of the set of options is 
associated with a purchase-processing engine. If the chosen 

45 option is the second option and associated with a purchase
processing engine, then the system will identify an item 
associated with the user input and process a purchase of the 
item and delivery of the item to the user. If the chosen option 
is the first option and associated with a search engine, then 

the screen which could even points to the area on the headset 
where the fingerprint reader is positioned. The virtual reality 
headset could also include browser software or software or 
firmware with similar functionality which is configured to be 
able to communicate with merchant sites via the browser 
payment request application programming interface. 
Accordingly, the application which presents the virtual envi
ronment could act as a browser. In this respect and be 
programmed with the browser API protocols, either store the 55 

necessary payment and other user data, or have the com
munication capability of accessing external payment and/or 
other user data, which can be accessed wirelessly from a 
mobile device of the user which stores such data in, for 
example, a Microsoft wallet, and android wallet, a crypto 
current to wallet, and Apple pay wallet, and so forth. In one 
aspect the browser API will be enabled to process two 
purchases at once where a separate instance of the API of the 
browser can engage in a browser API interface payment 
dialog on two separate sites at once. If the user tries to do 65 

two at the same time, the system could identify one interface 

50 the system processes the user input to perform a search 
associated with the user input and returns search results. The 
method can also include identifying respective types for the 
set of options and presenting the set of options in groups 
based on the respective types. 

The user input can include at least one of text input, 
multimodal input, gesture input, or voice input, or any 
combination thereof. The user can have a pre-existing 
account storing preferences governing how the set of options 
are presented. The browser API could also work in any kind 

60 of interface, such as a television interface where users could 
be enabled to buy items if the interface is considered a 
browser interface. 
Executing an Action Based on Input Directed to a User 
Interface Integrated from Another Source 

FIG. 9 illustrates a user interface associated with an 
example of transitioning from an input field to a destination 
site. In this example user interface, the user enters the text as a first interface and a second interface as the second 
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"iPhone 5S" into a unified input field 902. The browser 
communicates the text to a one-search server that returns 
navigation destinations. The web browser can render "tears" 
904, 908 in the page that appear to be holes in the interface 
peering into underlying other pages. The tears have two 5 

position considerations, the position of the tears in the host 
page, and the view of the tears onto the destination page. The 
system can consider both of these positions when determin-

to not only display dynamically a different text or graphical 
label, but can also modify the action associated with the 
button accordingly. Additionally, the system can expand the 
single search button into multiple buttons. 

For example, the user enters the text "Apple." At that 
point, the classifier does not determine that the text string 
"Apple" is sufficiently tied to a specific action or item to 
modify the label on the search button. So the search button 
remains unchanged. The user continues to enter the text ing the location and size of the tears to present. The user can 

click on the tear to navigate to that destination website. In 
that case, the tear can transition in the same manner as a 
click on a link to navigate to a different page, or can present 
an animated transition, such as expanding the boundaries of 
the tear until the tear completely replaces the previous page. 
The tears can include various controls 906, 910, 914 fitted 
along an edge of the respective tear so a user can manipulate 
the tear to move, maximize 906a, expand 906b, 910b, 
preview 910c, 906d, close 910a, go to the page 906c, or 
perform some other action on the tear. Further, the user can 
directly manipulate exposed user interface elements shown 
in the tear, such as the one-click purchase button 905 or the 
view shopping cart button 907. Some tears can show other 
non-web actions, such as a view into a Skype application to 
make a call. The system can position tears that are a closer 
match to an intent determined from the text entered in the 
unified input field so the more important tears are closer to 
the mouse cursor 916 or to the unified input field, for 
example. The system can expand a tear dynamically as a 
mouse 916 moves closer to the tear, and shrink the tear as the 
mouse 916 moves farther away. The tear edges can be any 
shape, including standard geometric shapes, or can have 
more complex edges that are sharp or smooth, or that are 
dynamic and can change based on various factors. 

In a touch-based interface, a user can use touch gestures 
to manipulate the tears. For example, the user can tap and 
hold on a tear to begin moving the tear around on the page. 
The user can swipe to move the view of the page in the tear, 

10 "Apple iPhone." At this point the classifier identifies, based 
on the additional text, that several specific items or actions 
are likely, but too many of the items or actions are available 
or none are above a certainty threshold to modify the search 
button. The user continues on to enter the text "Apple iPhone 

15 5S," at which point the classifier identifies a model of 
iPhone, the 5S. Then, based on user preferences or on other 
available data, the classifier can identify a specific variant of 
the iPhone 5S, such as a gold 64 GB iPhone 5S. Thus, the 
system can modify the label of the search button to no longer 

20 say "search," but instead to say "Purchase iPhone 5S, 64 
GB, Gold." The user can, at that point, simply hit enter on 
the keyboard to execute that action and purchase the indi
cated iPhone 5S. The enter function is thus dynamic and 
changes from a first time in a default mode to a second 

25 function at a second time after the user starts typing a search 
query. 

As an alternative to modifying the search button, the 
system can generate and present additional buttons next to 
the search button or a menu that drops down or up or any 

30 other interface. The system can provide an indication that 
different keys or key combinations will activate the different 
buttons. For example, hitting enter will activate the func
tionality associated with the "search" button, while hitting 
ctrl-enter will activate the functionality of the "Purchase 

35 iPhone 5S, 64 GB, Gold" button. Moving a cursor over an 
object can trigger or activate the change in the function 
performed when the user hits "enter." As the system presents 
additional buttons, the user can also click on the additional 
buttons to activate their various associated actions. 

or pinch to zoom on a page displayed in the tear. A user can 
double tap on a tear to navigate to the page displayed in the 
tear. The system can display content in the tears at a same 40 

zoom factor as the host page, or can shrink the content 
displayed in the tears to display a broader view of the 
content. 

In some cases, the modified button can still require some 
additional disambiguation. For example, the modified button 
can be labeled "Purchase iPhone 5S, 64 GB." As the user 
presses enter to activate the modified button, the system can 
present an additional dialog or button modification, such as FIG. 10 illustrates an example method for executing an 

action based on input directed to a user interface integrated 
from another source. In this example, a system performing 
the method receives user input in a unified input field (1002). 
The system analyzes the user input to yield an analysis 
(1004). The system dynamically presents, based on the 
analysis, at least one tear revealing at least a portion of 
underlying user interface from a separate site or application, 
the underlying user interface integrating the user input 
(1006). The system receives a control input from the user for 
performing a function associated with the tear (1008). The 
system can then carry out the function (1010). 
Modifiable Enter Button 

A system, method and computer-readable storage devices 

45 modifying the button to say "Press enter once for Gold, 
twice for Silver, or thrice for Black." After the user provides 
that input, the system can modify the button label to say 
"Press enter once to purchase from Apple, twice to purchase 
from Amazon." The system can modify the button label with 

50 these additional messages, or can present them at some other 
location on the page. In this way, the user can quickly enter 
the text associated with a desired action or purchase, and 
select the various options easily and without moving his or 
her hands back and forth between the keyboard and the 

55 mouse, and can navigate between a disambiguation decision 
tree using very simple and familiar inputs. 

If the user makes a mistake or wants to cancel the 
are disclosed which dynamically morph or adapt the search 
button associated with a unified input field based on an intent 
determined via a classifier and based on text provided to the 60 

unified input field. Typically a unified input field has two 
main components: a text input field, and a search button to 
execute a search based on input provided via the text input 
field. The search button is typically labeled with the text 
"search" or "go" or something similarly generic. However, 65 

as the user enters a search term, the system can identify some 
other, more specific action, and can modify the search button 

selection, the user can simply hit backspace to delete char
acters in the entered text, which would potentially change 
the context, and trigger a reset of the modified button and 
corresponding action or actions. If the user made a mistake 
and wants to back out of the selection, he or she can simply 
hit the escape key or provide some keyboard, mouse, or 
other input indicating to the system to go back. 

The system can learn the behavior patterns and prefer
ences of the user and adapt accordingly, so that, over time, 
the system can require less and less input from the user to 
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the item that will be purchased and delivered based on a 
probability that the item is a most likely item that the user 
desires to purchase based on the input. For example, a 
classifier can determine the probabilities and the items based 

accurately determine or classify the user's intent. For 
example, the system can know which items the user has 
already purchased, which items the user has discussed with 
friends or family, which gift-giving events are coming up 
soon, and so forth. Based on all these data points, the 
classifier can make more accurate guesses regarding the 
user's possible or likely intent. 

5 on a user history of purchases, a user history of searches, a 
time of day, a time of year, social media data, information 
about holidays, user profile data, and/or user account bal
ance information. The purchase and delivery data can be 
retrieved through the browser API disclosed herein between 

In a mobile device, which does not have a mouse and a 
keyboard, but instead is typically equipped with a touch 
sensitive screen or a stylus, the approaches set forth above 
may be modified. For example, instead of modifying a 
button in a traditional desktop style search field and search 
button pair, a mobile variation of the system can provide a 
search field for the user to enter text via an on-screen virtual 
keyboard, voice input, or some other input approach. As the 15 

user inputs text, the system can present a list of one-click 
actions in a drop down marmer from the search field. While 
some of the one-click actions may be implementing a search 

10 the destination merchant site and a browser of the user. The 

in the traditional marmer, other one-click actions may 
include navigating to a specific stage in a website, such as 20 

the stage in Amazon.com where the user is already logged 
in and simply has to execute the "one click" to purchase, or 
placing a bid on eBay, or at the final check-out phase of an 
online merchant's shopping cart with a desired item already 
added to the shopping cart. The user can dismiss one-click 25 

actions in the list by swiping them off the screen. 
Adjustable Enter Functions as the User Enters Input 

Another concept disclosed herein relates to approaches 

second mode can also include a transition to a second 
destination site (such as Amazon.com) in a searched state 
based on the user input, as though the user had navigated to 
Amazon.com ( or any other secondary site) and entered in the 
user input and clicked search. 

FIG. 12A illustrates a user interface 1200 with a gener
alized input field 1202 and a morphable search button 1204. 
The search button 1204 is really a generalized function 
button. The system can instruct the user 1206 to input a 
query or other input. The difference in this approach is that 
the function performed by hitting the "search" button will 
differ depending on the user input. This will be explained in 
stepping through the figures. FIG. 12B shows input in the 
interface 1210 starting to be put into the field 1202 of the 
word "Apple" 1212. The system processes this input to 
determine whether to change or modify the function per-
formed when the user clicks "search" 1204 or hits the enter 
button. FIG. 12C illustrates additional input "Apple iPhone" 
1222 in the user interface 1220. The system would continue 
to process that input and would be beginning to determine 
that perhaps the user desires to perform the function of a 
purchase as opposed to just a Google-type search. FIG. 12D 
illustrates an interface 1230 in which the input has continued 
to be more specific to include "Apple iPhone 5s" 1232. At 

for dynamically modifying an enter function that will pro
cess user input as the user enters the input. For example, as 30 

the user starts to type text in an input field, a default function 
might be a Google search on the text. However, as the user 
types the second portion of the text, the function that occurs 
when the user hits enter can be modified into an Amazon
.com search on the text. Visual indications of the change in 35 a threshold point in analyzing the user input, the system 

reaches a high enough confidence that a particular function 
is desired. This could be based on historical searching data 
or the text itself independent of history. Here, the system 
changes the button 1204 from "search" to "Purchase iPhone 

the enter function can be presented in a menu system or via 
selectable objects. FIG. 11 illustrates a method example. The 
steps in the method example can be performed in any order, 
can be performed in other combinations or permutations that 
include additional steps or exclude all or part of some of the 
described steps. The system can present in a user interface 
an input field and a button that morphs between a first mode 

40 5s, 64 GB, Gold" 1234. Options not identified in the user 
input can be inserted into the text such that disambiguation 
can occur as well. But in this instance, the system, from a 
unified, generalized input field (from which searches and 
purchases can be made), enables the user to simply press 

of searching and a second mode of performing a one-click 
purchase and delivery based on input from the user in the 
input field, the button performing its respective function 
based on the user pressing an enter key (1102). The user 
interface, while receiving the input, can present disambigu
ation information indicating to the user what key entry is 
needed to disambiguate the item to be purchased, and 
wherein upon receiving the key entry from the user such that 50 

a confidence level in the item desired to be purchased meets 

45 "enter" or click on button 1204 in FIG. 12D and complete 
the processing and delivery of the purchase. 

a threshold, the button can morph into the second mode. The 
first mode of the button can be a default mode for the button. 

As can be appreciated, the approach enables a dynamic 
modification of the function that is carried out when the user 
hits enter or clicks on an icon, 1204. In some interfaces, such 
as is shown in FIG. 3, the default process 304 is presented 
right below the input field 302. Thus, given the state of the 
interface of FIG. 3, if the user hit enter, then a Google search 
for the words "iphone 5s" would be carried out. Applying 
the principles described with respect to a dynamically The system can analyze the input from the user into the 

input field to determine whether the user desires to perform 55 changing result when hitting the enter key is the user types 
their input, in one example, if the user were to continue 
typing in the input field 302 "Apple iphone 5s", the order of 
items in the menu could be modified such that the Amazon 

a search or to make a purchase to yield a determination 
(1104). If the determination indicates that the user desires to 
make a purchase, then the system can set the button in the 
second mode and present data about an item that will be 
purchased and delivered according to a registered account of 60 

the user without further input from the user other than 
pressing the enter key (1106). The system can manage the 
entire process of buying and delivering an item by process-
ing a payment for the item from the registered account 
associated with the input field entity and coordinating the 65 

delivery of the item through a business partner merchant. 
The item can be a product or a service. The system can select 

search option 312 is moved to the position where the default 
Google search 304 option is. This would be the indication to 
the user, like the changing button in FIG. 12D, that hitting 
enter will carry out a different process than would have been 
carried out when the user began typing. 

A further interface can include which various buttons are 
presented for clicking on by the user. Buttons can show 
different options for the user to make the purchase via 
"one-click." If there is still a likelihood that the user may 
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simply want to search, then the search button can also be 
made available. One of these can be highlighted in some 
way to identify that if the user hits "enter" on the keyboard, 
that the particular highlighted button will be the one that will 
process the input as a purchase or a search. In this manner, 5 

the user can enter the input data first, and then perform the 
function, rather than first navigating to a website (like 
Google or Amazon.com), and then entering the user input 
data. Another interface allows the user to give a direct hint 
by typing "purchase iPhone 5S, 64 GB, Gold." In this case, 10 

the system could then present options for the user to pur
chase it through Apple with shipping information, or Ama
zon with its price and shipping information 1256 or through 
a carrier, for in store pickup. The system negotiates the 15 
necessary purchasing information ( credit card, debit card, 
delivery address, etc.) with the various websites so that it is 
presented to the user as a one-click purchase in the interface. 
This currently is not available to users and they must 
navigate to the separate website, like Amazon.com, where 20 

they have such information registered. 

56 
As an example of the process shown in FIG. 12E, assume 

the browser has as his default processing setting a Google 
search. If the user enters in "north dakota" in his enter on the 
keyboard or clicks on an object indicate to process the input, 
then the result presented to the user would be a Google 
search result for the words "north dakota". However, based 
on different user input, and in one aspect guided by previous 
search history or navigation on the browser, the browser can 
indicate via a button, object, additional text automatically 
presented in the input field, or an item in a menu, that if the 
user hits enter on the keyboard or clicks on an object, that 
the user input will not be processed by the default approach 
but that a change or transition will occur such that a different 
destination site or search will be performed when the user 
clicks on enter. The user might type in "apple iphone 5s" and 
hit enter, and based on the analysis of the user input as the 
user is typing, the system can change from the default 
process to processing the input and transitioning the user to 
www.apple.com or www.amazon.com, or to any site. Thus, 
the processing that occurs based on the user hitting enter or 
the like dynamically changes while the user is typing. The 
system will, based on the user hitting enter, either process a 
normal default Google search if the input does not relate to 
say products at Amazon.com, or if an analysis of the input 
indicates that it could be product related, the system changes 
the result of the user hitting enter into an Amazon.com 
search, or other merchant site search and transitions to the 
destination site. 

FIG. 12F illustrates another aspect of dynamically chang
ing the processing of the user input. The method includes 
presenting a user input field that processes input according 
to a default destination site (1260), receiving user input in 
the input field (1262), based on the user input, automatically 
presenting an object indicating that if the user enters the user 
input in the input field, that the user will transition to a 
second destination site that differs from the default destina-
tion site (1264), and receiving a confirmation from the user 
to process the user input (1266). The method further 
includes, based on the confirmation, transitioning the user to 
the second destination site (1268). The confirmation can be 
the user hitting an enter button, providing some other type 
of input indicating that the user input should be processed or 
pressing the enter key on a keyboard. The order of items in 
a menu can also dynamically adjust as the user types such 

In another example of how the search button can be 
morphed, in some browsers, the input field at the top can be 
used to either enter a URL or enter a Google search. When 
you start with a search, there is a tag to the right of your 25 

typing that indicates what is going on. For example, like this: 
"dentists Dunkirk Maryland-google search." The "google 
search" language is not what the user types but is an 
indication that the browser is treating the text as a Google 
search. This text of course can also be morphed such that as 30 

the text being typed is analyzed, the indication to the user of 
what will happen when "enter" is hit can change. For 
example, the user may start typing and see the following: 
"apple-google search." However, as the user continues to 
type, it may change as follows: "apple iPhone 5s-Amazon 35 

search." As the user continued to type and disambiguate, it 
could result in the following: "apple iPhone 5s 64 GB 
silver-Amazon one-click purchase." At this point, the user 
can hit "enter" and the system coordinates the information 
necessary to identify the product, purchase account infor- 40 

mation (which can be with one entity) and delivery infor
mation such that the desired product can be purchased and 
delivered to the user. Delivery can be managed by a second 
merchant entity from one entity that handles the payment 
processing. 45 that the default site changes while typing. The user can 

monitor these changes while typing and arrive at a one click 
opportunity to transition to the chosen destination site. The 
one click can be the enter button on a keyboard or a click 
object for processing the user input. It is noted that No other 

FIG. 12E illustrates an example method addressing a 
process of changing from a default processing of user input 
to a first destination site (such as a default Google search 
based on the user input) to a second destination site (such as 
Amazon.com, Wikipedia, or any site). The method includes 
presenting an input field on a browser, wherein the browser 

50 input necessary. The presenting of the object is based on the 
typing of input into the user input field and without any other 
manual interaction from the user. It is noted that the user 
does not have to touch the enter button by the object is 

is configured to generally process input within the input 
field, based on a user interaction indicating to the browser to 
process the input, according to a default destination site 
(1240) and receiving user input into the input field (1242). 55 

The user input can, in one case, be search terms and not a 
URL to a specific website. Based on the user input, the 
method includes dynamically presenting an object indicat-
ing a second destination site to which the user would 
transition if the user entered the user input into the input field 60 

(1244), receiving a processing interaction from the user 
indicating to the browser to process the user input as 
indicated by the object (1246), and, based on the processing 
interaction, changing from the default destination site to the 
second destination site (1248) and transitioning the user to 65 

the second destination site in a processed state according to 
the user input (1250). 

presented dynamically as the user types and based on an 
analysis of the input as the user types. Thus, the change in 
destination site process can occur dynamically as the user 
types. 

Another example, based on the discussion above could be 
from the standpoint of the destination site. Thus, whatever 
coordination or communication of data would be necessary 
would be included as an embodiment, such that a destination 
site such as Amazon.com, eBay or Wikipedia or any other 
site, could receive a transition from user input in an input 
field such that the default destination site gets modified to a 
secondary destination site. This embodiment would include 
receiving such a transition at the destination site in which the 
transition was enabled via the process is set forth above. 
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Another aspect of this disclosure relates to the timing of 
the process. A first time can be established as a time prior to 
a user entering data into the input field and/or a portion of 
time as the user begins typing in input into the input field. 
At the first time, an enter function is established as a default 5 

action when the user types in input and hits the enter key. For 
example, if a default enter function is a Google search, then 
at the first time, as a user begins to type in text into an input 
field, the default enter function is a Google search, which 
means if a user hits enter with the text in the input field a 10 

Google search will be performed on the text. At a second 
time, which is after the first time, which is after the user 
starts typing input, the system can change the enter function. 
For example, after the user types one word or two words 
(which if the user hits enter after the first word or the second 15 

word, the first default function would be performed) and 
types a third word, based on the overall input or part of the 
input, the system determines that a different function should 
be performed when the user hits enter after the third word. 
The system then changes the enter function from the default 20 

function to a new enter function. The system may determine 
that a product is entered into the field rather than a place or 
other inquiry which indicates more of a search intent rather 
than a purchase intent. A graphical object can also change at 
the second time to inform the user that the enter function has 25 

been changed. The object can be a button, an item in a drop 
down menu or other menu, or a rearranging of a menu such 

58 
unction from a default function to a secondary function can 
occur automatically based on the typing, and can be pre
sented in objects next to the input field, or adjustments made 
to a drop up or drop down menu or can be triggered by some 
user interaction. 

FIG. 13 illustrates a smartphone version of a user inter
face 1300 in which the input field 1302 has data 1304 that 
results in various options 1308 presented. A mobile key
board 1306 is shown as well. Here, the one-search input 
field 1302 enables the user to put in a generalized input and 
have various "one-click" options 1308 to scroll through to 
process the input. Other user interfaces 1300 of course are 
contemplated for a mobile device or computer. An applica
tion and/or backend associated with the interface 1300 can 
preprocess purchasing and delivery information with vari
ous websites, vendors, etc. to enable the user to scan through 
options 1308 from different sources and just "one-click" 
from the chosen source. Further, the system can present 
preprocessed input to a stage not quite at a "one-click" stage 
but at a search-result stage such that the user can browse and 
study more before purchasing. For example, the results 1308 
can indicate that the advertisement is associated with a buy 
now option and would be processed according to the prin
ciples disclosed herein, such as where the search entity has 
stored payment information for processing a payment and is 
communicating with the merchant which will handle deliv-
ery. As can be seen in FIG. 13, various merchant branding 
can be provided in the responses such that merchants can 
maintain a relationship with the buyer but the purchase 

the enter function identified in the menu changes. The 
change may be automatic without any user input or the 
change in one or more of the enter function or a graphical 
indication of a change in the enter function can be triggered 
by the user interacting with a menu item or other object 
which triggers the change, such as moving a cursor over 
identification of what a suggested new enter function would 

30 process is simplified using the buy option features and APis 
disclosed herein. 

be, which can cause the change to occur. It is also noted that 35 

in one aspect the input by a user relates to search terms and 
not a URL of a website. Some input fields on browsers 
enable the user to enter a default Google search or a 
www.website.com URL, in which case, when they hit 
"enter", they are transitioned to the www.website.com. 40 

Thus, the input in one scenario differs from a URL or 
website identifier. 

In another aspect, the user input can be characterized as 

In one aspect, the various destination options 1308 can 
switch positions as the user types in the query. For example, 
as the user begins to type a first portion of the user input at 
a first time, the top level option might be a search engine 
which indicates which function will be performed when the 
user hits enter. As the user continues to type a second portion 
of the user input, say "5s" as is shown in FIG. 13, the 
destination functions may adjust based on that input such 
that a different top level destination function is presented. 
Thus, if the user hits enter after typing at least some of the 
second portion of the user input, the user input will be 
processed according to the secondary function that is iden
tified to the user by virtue of being on a top-level of the menu 

45 items 1308. 
a first portion and a second portion. FIGS. 12A-12C illus
trate an input field with no data, or the beginning of a search 
query, such as the word "apple" and "iphone." This text can 
represent a first portion of the user input. While the user is 
entering the first portion, the default enter function 1204 is 
operational. If the user clicks on the search button or hits 
enter on the keyboard, the default search function will be 50 

carried out. As the user enters the first portion of the user 
input, an enter function is set such that if the user interacts 
with an enter button while entering at least part of the first 
portion of the user input, the method includes processing the 
first portion of the user input according to the default 55 

destination site. FIG. 12D illustrates additional text "5s", 
which can represent a second portion of the user input. As 
the user begins to enter the second portion of the user input, 
the enter function is changed or set such that if the user 
interacts with the enter button while entering at least part of 60 

the second portion of the user input, the method includes 
processing the user input according to the second destination 
site, which is shown in FIG. 12D as a purchase function 
1234 but could include a transition to a second destination 
site such as Amazon.com with the user input processed as 65 

though the user had entered in the user input into a search 
field of the second destination site. The transition of the enter 

Universal Search Application Programming Interface (API) 
A system, method and computer-readable storage devices 

are disclosed which replace a URL based on intent deter
mined by a classifier that processes input provided to the 
unified input field. In a typical web search, a user clicks to 
select a search field, enters text, waits for the results page to 
load, clicks a desired link in the results page, and finally 
arrives at the desired link after waiting for it to load. This 
process requires many steps. A unified input field can 
simplify this process. 

For example, one-search.com can provide a unified input 
field. The user provides input via the unified input field, such 
as a search for "iPhone 5S." The system can identify, based 
on a user profile and on the entered text, a most likely 
desired page, such as a top ranked page in a listing of search 
results. The system can modify the "search" button associ
ated with the unified input field to indicate that pressing 
enter or clicking the button would transition the user to that 
top ranked page from the search results without the inter
mediate steps outlined above. However, if the user enters 
additional information, such as "iPhone 5S 32 GB Silver," 
then the classifier can determine, based on the text and in 
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conjunction with a user profile or search history, that the 
user's intent is to purchase the indicated iPhone. In this 
situation, the system can modify the search button to link 
directly to an Amazon.com or Apple.com page as if the user 
had already navigated there, selected the iPhone 5S, 32 GB, 5 

silver, added the iPhone to the cart, and was at an advanced 
stage or potentially the final stage in the check-out process. 
In the case of Amazon.com, the system could modify the 
button to transition the user to a page ready for the user to 
make a one-click purchase of the indicated iPhone. Alter- 10 

natively, the system can modify the button to also include 
the action of clicking the one-click purchase button, so that 
the user can go to one-search.com, enter the text in the 
unified input field, and hit enter to purchase through Ama
zon. In this case, hitting enter after entering the text in the 15 

unified input field could lead to a purchase s=ary of the 
just-executed order, potentially allowing the user to modify 
shipping options, product options, billing information, or 
other order details. In another variation, the system can place 
the order automatically based on the user hitting enter in the 20 

unified input field, or based on an interaction with a social 
media site or any site, and transition the user to a webpage 
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advise the user that a particular purchase would completely 
deplete the user of any more spending money for the month. 
The user can then make a purchase decision with this 
additional information. For instance, the user may opt to buy 
a moderately priced iPhone instead of buying the most 
expensive iPhone due to monetary constraints. Or, the user 
may opt to wait until the following month to buy the most 
expensive iPhone when the user has more online spending 
money. The user may decide to go ahead with the purchase 
anyway, although it violates an established financial policy 
because the user feels it is an immediate necessity, such as 
a working phone. Other rules or policies are contemplated 
that would enable the system to act intelligently on behalf of 
the user. This approach can also apply to the scenario shown 
in FIG. 171 in which a browser shopping cart can apply 
across multiple purchasing sites. Multiple items to be put in 
the shopping cart from various sites and prior to making a 
purchase, a policy could be applied which, prior to the 
purchase being finalized, would analyze the user's financial 
condition as though the user had made the purchases and 
make recommendations. The recommendations could 
include not making any of the purchases, only purchasing 
one item in the shopping cart, and/or making any other 
combination of. Suggestions such that the user's financial 

for purchasing accessories, service related to the item pur
chased, technical support pages, or some other related web 
resource. 

Thus, the system can immediately transition the user from 
25 condition can be maintained in the proper state according to 

the algorithm applied. application Ser. No. 14/046,444, filed 
Oct. 2, 2013, includes a number of concepts which can be 
applied to the browser shopping cart model disclosed herein. 

a one-search.com unified input field or any site to a one-click 
purchase page on Amazon, for example, when the user hits 
enter in the unified input field or processing input or inter
action on any site. The system could also include the 30 

purchase in the transition action, so that the purchase is 
completed based on the user pressing enter in the unified 
input field. In this regard, one-search.com would handle the 
purchase but then coordinate with the second entity such as 
Amazon.com or a merchant to complete the delivery of the 
item. 

This application is incorporated herein by reference. 
Once the user clicks enter, the system can transition 

immediately to the new URL or destination site as if the user 
had clicked and navigated through a series of pages in a 
shopping cart, loading each page in turn and entering data 
automatically on the browser side, or the system can com-

The system can present different options or different 
destinations based on user input. For example, the system 
can present a message or indication that pressing "enter" by 
itself would transition the user to a one-click purchase page 

35 municate with the target website directly to accomplish the 
various sub-tasks associated with selecting an item, adding 
that item to a cart, entering or selecting shipping and 
payment information, and so forth, leading up to the final 
stage where the user simply clicks "submit order." The 

40 browser API could be used to manage the payment process. 
One example of such sub-tasks is that the one-search entity 
can process payment information and coordinate delivery 
data to the merchant who will deliver the item. The system 
can pre-perform all of these steps prior to presenting the 

for the desired item on Amazon.com, while pressing "alt
enter" would automatically make the purchase on Amazon
.com. The system can present a message to the user stating 
that pressing "shift-enter" would transition the user to a 
pre-populated shopping cart page on Apple.com, ready for 45 page to the user after the user hits enter in the unified input 

field. the user to click "submit order." Multiple different keys 
and/or key combinations can trigger different behaviors 
based on the input in the unified input field. Further, the 
various actions and key combinations triggering those 
actions can change as the user enters additional text in the 50 

unified input field, or modifies text in the unified input field. 
The user can establish preferences with the system, such 

as indicating that all purchases default to Amazon.com 
unless the price difference is greater than 20% at a different 
retailer with which the user has an existing account, or a 55 

price difference greater than 30% at a different retailer with 
which the user does not have an existing account. In this 
way, the system can act intelligently based on rules or 
policies that the user establishes. 

In one aspect, the system can act intelligently based on 60 

financial policies that the user establishes. The system can 
compare potential purchase prices at differing retailers 
against user-established financial policies and can make a 
determination accordingly. For example, an existing policy 
can state that each month the user is limited to a certain 65 

amount of spending money online, such as $500. When the 
user approaches the online spending limit, the system can 

FIG. 14A illustrates a method example. The steps in the 
method example can be performed in any order, can be 
performed in other combinations or permutations that 
include additional steps or exclude all or part of some of the 
described steps. The system can present, in a first user 
interface, a first input field associated with a first website 
(1402). The system can analyze the input from the user into 
the first input field to determine whether the user desires to 
perform a search or to make a purchase to yield a determi
nation (1404). The determination can indicate that a confi
dence level that the user desires to make a purchase has 
passed a threshold. 

If the determination indicates that the user desires to make 
a purchase, and without any other input from the user other 
than the input and/or perhaps the enter key, the system can 
automatically transition the user interface to a second web
site in which a second user interface has a second input field 
(1406). The system can prepopulate the second input field 
associated with the second website with the input (1408). 
The system can preprocess the second website using the 
input in the second input field such that the user is in a state 
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after the automatic transitioning where a product associated 
with the input can be processed for purchase and delivery via 
a one-click action from the user (1410). The system can, for 
example, transmit user data from one of the first website 
and/or a browser via an API to the second website, or 
automatically navigate through a shopping cart model of the 
second website to yield the state where the product can be 
processed for purchase and delivery via the one-click action. 
The system can automatically transition the user interface to 
the second website by replacing the first website in the 
uniform resource locator field of a browser with the second 
website in the uniform resource locator field of the browser. 
The system can further prepare a third website having a third 
input field preprocessed using the input, wherein the user 
can provide a switching input to indicate that the third 
website should be presented rather than the second website. 
In another example, the first site can process a payment for 
the item and coordinate with the second site to provide the 
necessary information for delivery of the item. 

FIG. 14B illustrates an example of processing between a 
search engine and a merchant via the API from the search 
engine viewpoint. The method includes presenting an input 
field on a user interface of a generalized search entity, 
wherein the generalized search entity processes data using a 
generalized search engine that indexes and searches both 
merchant sites and non-merchant sites (1412), receiving a 
query in the input field (1414) and correlating the query 
against a product database of products for sale from mer
chants to yield a correlation (1416). The method includes 
determining, based at least in part on the correlation, that the 
query is associated with one of a search intent and a 
purchase intent to yield a determination (1418). When the 
determination indicates the search intent, the method 
includes presenting a search result including a non-merchant 
site, receiving a search interaction associated with the non
merchant site and transitioning, based on the search inter
action, to the non-merchant site (1420). When the determi
nation indicates the purchase intent, the method includes 
presenting a purchase-related search result including a buy 
option associated with the query, such that the purchase
related search result is configured such that when a user 
interacts with the purchase-related search result and con
firms a purchase via interacting with the buy option, the 
generalized search entity initiates processing of the purchase 
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indicates that the user input does correspond to the product 
in the product database, the method includes presenting a 
purchase-related search result, wherein the purchase-related 
search result is configured such that when a user interacts 

5 with the purchase-related search result and confirms a pur
chase associated with the purchase-related search result, the 
generalized search entity initiates a purchasing process for 
the product. 

From a merchant site standpoint, the method can include 
10 providing a database of products from a merchant to a 

generalized search entity and receiving a payment for a 
product from the merchant. The product can have been 
purchased on-line by a user. In this scenario, the product is 
found and purchased by the user on-line by operations 

15 performed by the generalized search entity in which the 
operations include presenting an input field on a user inter
face, wherein the generalized search entity processes data 
using a generalized search engine that indexes and searches 
both merchant sites and non-merchant sites, receiving user 

20 input in the input field, and determining, via a processor, 
whether the user input corresponds to a product in the 
database of products to yield a determination. When the 
determination indicates that the user input does not corre
spond to the product in the database of products, the method 

25 includes presenting a search result including a non-merchant 
site, receiving a search interaction associated with the non
merchant site and transitioning to the non-merchant site. 
When the determination indicates that the user input does 
correspond to the product in the database of products, the 

30 method includes presenting a purchase-related search result 
for the product, wherein the purchase-related search result is 
configured such that when a user interacts with the purchase
related search result and confirms the payment associated 
with the product in the purchase-related search result, the 

35 generalized search entity initiates a purchasing process for 
the product. 

One aspect of this approach enables the user to easily 
make a purchase without the need of transitioning to the 
merchant website, and manually entering in payment and 

40 address data. The merchant can coordinate with the search 
entity the product information and the search entity can 
manage the payment process and make a payment to the 
merchant with instructions (purchaser name, address, etc.) 
for delivering the product to the buyer. Thus, this approach 
involves a new mechanism and infrastructure for coordinat
ing between the search entity and respective merchants 
purchases of products from product searches initiated at a 
generalized search entity input field. This enables easy 
purchases from a default search field on say www.google
.com, www.bing.com, or an input field of a browser set to a 
default generalized search engine. 

of an item (1422). The generalized search entity stores 45 

payment information, or a third party payment processing 
service stores payment information, a browser can store 
payment data, and one or both of these entities communi
cates via a communication interface such as an API with 
merchant site for exchanging advertising information for 50 

products from product databases and payment information. 
Any piece of information of processing can occur on either 
side of the API between the browser, non-commercial site 
and/or the merchant site. 

The generalized search entity can performs operations 
including correlating the user input against the database of 
products to yield a correlation, wherein the correlation is 

55 used to infer whether the user has a search intent or a In another aspect, the method includes presenting an input 
field on a user interface of a generalized search entity, 
wherein the generalized search entity processes data using a 
generalized search engine that indexes and searches both 
merchant sites and non-merchant sites, receiving user input 
in the input field and determining, via a processor, whether 60 

the user input corresponds to a product in a product database 
to yield a determination. When the determination indicates 
that the user input does not correspond to the product in the 
product database, the method includes presenting a search 
result including a non-merchant site, receiving a search 65 

interaction associated with the non-merchant site and tran
sitioning to the non-merchant site. When the determination 

purchase intent. The generalized search entity can receive an 
interaction associated with the purchase-related search result 
to confirm the purchase of the product and process a 
purchase of the product by the generalized search entity 
using user payment data stored with the generalized search 
entity or on the user device. By receiving an interaction with 
a buy option associated with the purchase-related search 
result and managing a purchase of the product based on 
payment information stored at the generalized search entity, 
the coordination between the merchant and the search entity 
can enable the delivery of the product to be handled via the 
merchant while the user experience is simplified and can be 
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initiated at a generalized search engine. The merchant can 
simply receive the payment, address data or any other data 
and deliver the product to the user. 

FIG. 14C illustrates a similar process to FIG. 14B but 
from the merchant viewpoint. A method includes establish
ing, from a merchant site, communication between the 
merchant site and a generalized search entity via a commu
nication interface (1424). The generalized search entity in 
this case performs the operations describe above. Namely, 
the generalized search entity presents an input field on a user 
interface of a generalized search entity, wherein the gener
alized search entity processes data using a generalized 
search engine that indexes and searches both merchant sites 
and non-merchant sites (1426), receives a query in the input 
field (1428), correlates the query against a product database 
of products for sale from merchants to yield a correlation 
(1430), determines, based at least in part on the correlation, 
that the query is associated with one of a search intent and 
a purchase intent to yield a determination (1432). When the 
determination indicates the search intent, the generalized 
search entity presents a search result including a non
merchant site, receives a search interaction associated with 
the non-merchant site and transitions, based on the search 
interaction, to the non-merchant site (1434). When the 
determination indicates the purchase intent, the generalized 
search entity presents a purchase-related search result that 
can include a buy option associated with the query, wherein 
the purchase-related search result is configured such that 
when a user interacts with the purchase-related search result 
and confirms a purchase via interacting with the buy option, 
the generalized search entity initiates processing of the 
purchase of an item (1436). The merchant site can then 
receive, via the communication interface, data about the 
purchase being accomplished and the necessary information 
to manage the delivery of the product to the buyer (1438). 
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can submit the text string to the API 1502 character by 
character, word by word, or at some time interval (such as 
250 milliseconds). Further, as part of the page loading and 
rendering process, the browser 1504 can submit user data for 

5 the user or can establish, re-establish, or link to an existing 
session with the API 1502, so the API 1502 has sufficient 
context data about the user to make appropriate decisions. In 
response to receiving text from the web browser 1504, the 
API 1502 can analyze the data, determine a response of one 

10 or more actions, web browsing destination, desired item to 
purchase, and so forth. Then the API 1502 can cull the list 
of one or more actions to an N best list, which can be based 
on the type of device or browser the user is using. For 
example, on a mobile device with limited screen space the 

15 N best list can be limited to 3 actions or destinations, while 
on a desktop or laptop computer with more ample screen 
space the N best list can be limited to 10 actions or 
destinations. As part of determining the best actions or 
destinations, the API 1502 can communicate with a second 

20 website 1508, which can provide payment services or any 
other service or data. If the action is a one-click purchase 
action with the second website 1508, the API 1502 can, on 
behalf of the user or the browser 1504, negotiate with the 
second website 1508 to navigate to the appropriate location 

25 at the second website 1508, populate the appropriate data 
fields automatically, create an account (if necessary) or log 
in to an account for the user, receive a payment request 
through the API from the second website when a user clicks 
on a buy button, respond with payment data, and so forth. 

30 The API 1502 can handle all of these tasks automatically in 
response to an API request, and pass that information back 
to the browser at the first website 1510, which presents these 
possible destinations or actions to the user. If the user selects 
the destination or action associated with the second website, 

35 the browser can then directly continue the session with the 
second website 1508 that the API 1502 created or modified. FIG. 15 illustrates an example scenario 1500 showing 

communications via an application programming interface 
(API) 1502. A one-search server, a web server, social media 
site, payment service, or some other computing device can 
provide services accessible via the API 1502. The services 40 

provided by the API 1502 can be accessible from a web 
server serving pages to web browsers or other web clients, 

In this way, the API 1502 can coordinate between websites 
and automatically enter user data in response to API calls 
and pre-navigate to various actions or destinations on behalf 
of the user so they are ready for the user to select and open. 
Upon landing on the second website, if a buy button is 
presented and the user clicks on a buy button, the second site 
can request payment information through the browser API 
and receive payment data via the browser API such as an 
account and address or a token for processing a payment. 
Note that FIG. 15 can also be viewed in coordination with 

an application for mobile devices, or from a web browser, 
such as through a JavaScript call to the API 1502. In this 
example, a browser navigates to a first website 1504, and 45 

retrieves the data for the first website, such as HTML, CSS, 
JavaScript, images, metadata, or other data, from a first 
website server 1506 without relying on the API 1502. Then, 
when the browser parses the data for the first website 1504, 
renders the page, and loads scripts or other executable 50 

instructions for the website, one or more portions of the data 

FIG. 18A and the use of two APis 1818, 1812 for managing 
coordination by a browser 1806 between a merchant site 
1816 and a payment service 1810. In other words, FIG. 15 
and FIG. 18A illustrate, in one aspect, how APis are used to 
manage payment data and payment processing between a 
first site and a second site or payment processor. 

An example method of applying the use of the API is as 
follows. A method includes presenting an input field on a 

are linked to or reference the API 1502. For example, the 
attributes or instructions associated with a text field can 
instruct the browser to request search data via the API 1502. 
The API 1502 handles the complexity of how to manage the 
request so that the browser 1504 does not necessarily know 

55 user interface, wherein the input field is associated with 
processing data using a generalized search engine that 
indexes and searches both merchant websites and non
merchant websites ( or any other site such as a social media 

or care which server is handling the request, how the data is 
processed to achieve a result, and so forth. From the per
spective of the web browser 1504, data is submitted to the 
API 1502, and the API provides resulting data or performs 60 

a resulting action. Example actions can include providing 
payment data for processing a payment at the site 1504 or 
communicating with a payment service at a second site 
1508. In this case, the text field can instruct the browser to 
submit a request to the API 1502 based on text entered in the 65 

text field. Thus, as the user enters the text "buy iPhone 5S 
64 gb," the browser 1504 that has loaded the first website 

site or messenger application), receiving input from a user in 
the input field to yield user input (which can be other types 
of input, besides input field input, based on the functioning 
of the respective site), and receiving an interaction associ
ated with the user input indicating that the generalized 
search engine should process the user input. When the user 
input is determined to indicate a search intent, the method 
includes presenting a search result that can include a non-
merchant website and receiving a search interaction associ-
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ated with the non-merchant website and transitioning the 
user to the non-merchant website. When the user input is 
determined to indicate a purchase intent, the method 
includes receiving, via an application programing interface, 
data associated with an item from a merchant site, the item 5 

being selected based on the user input, presenting a pur
chase-related search result that can include a buy now option 
associated with the item, receiving a user interaction asso
ciated with the buy now option and, based on the user 
interaction, processing a payment for the item via stored 10 

payment information for the user at the generalized search 
engine or browser to yield purchasing data. The method can 
then include communicating the purchasing data via the 
application progranmiing interface to the merchant site, 
whereby the merchant site can manage delivery of the item 15 

to the user. 
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istered users can read tweets. Users access the service 
through a website, a mobile device application or through 
some other application. An example of the concepts dis-
closed herein applying to a social network like Twitter are as 
follows. A method can include presenting an input field on 
a user interface of a social networking site, wherein the input 
field is associated with processing data for social networking 
within the social networking site. The social networking site, 
in the case of Twitter, can transmit short 140 character or less 
text-based messages from senders to followers. Images or 
videos can also be transmitted through this site with meta-
data pointing to or referencing a product. In the case of an 
image or video, metadata can be associated with the image 
or video that references the product database and triggers the 
processing and presentation of a buy option. This would 
apply to a Twitter account, Facebook, Instagram, Pinterest 
and so forth. The general approach in these examples is 
described below in FIG. 30 and its associated discussion. 

Usually, users input data into an input field and the data 
20 (text, pictures, and/or video, etc.) is transmitted to followers 

of that user. The method can include presenting an input field 
or mechanism through a social networking site and receiving 
text-based user input in the input field and determining 
whether the text-based user input is associated with a 

From the merchant side, the process is as follows: A 
method includes establishing, from a merchant site, com
munication between the merchant site and a generalized 
search entity ( or any site such as a social media site or any 
other application) via a communication interface or an 
application programming interface. The generalized search 
entity operates to present an input field on user interface ( or 
other functionality based on the respective site), wherein the 
input field is associated with processing data using a gen
eralized search engine that indexes and searches both mer
chant sites and non-merchant sites. The generalized search 
entity receives user input in the input field. When the user 
input indicates a search intent, the generalized search entity 
presents a search result can include a non-merchant site, 
receives a search interaction associated with the non-mer
chant site and transitions the user to the non-merchant site. 
When the user input indicates a purchase intent, the gener
alized search entity presents a purchase-related search result 
including a buy option associated with the user input, the 
search result including an item offered from the merchant 
site. The generalized search entity receives a purchase 
interaction associated with the buy option. The merchant 
side of the process is as follows. When the user input 
indicates the purchase intent, the method includes, receiv- 40 

ing, via the communication interface and at the merchant 
site, payment information from the generalized search entity 
or from a browser, the payment information associated with 
the purchase interaction for the item and processing deliver 
of the item via the merchant site. In this manner, the 
merchant site or application can communicate and receive 
communications via the application programming interface 
or communication interface to achieve the presentation and 
a sale of one of its items. 

It is also noted that while FIG. 15 illustrates websites 
communicating via an API, that the API could also enable 
communication between two applications on a device, or 
could cause communication between a website and an 
application on a device. The API can also be between a 
browser and a site. TheAPI is meant to be the means of two 
different entities, each of which have different purposes or 
means of interfacing with users, such that coordination 
between the two entities can be facilitated. 
Social Networking Applications 
Twitter 

Another aspect of this example is how the concepts apply 
to social networking applications such as Twitter, mentioned 
above. Twitter is a social networking application or service 
in which users can send and read short messages, usually 
equal to or less than 140 characters. Registered users can 
post "tweets" which are transmitted through the network to 
followers. Users can post images and videos as well. Unreg-

25 product database of products for sale from a merchant using 
the text-based user input to yield a first determination. This 
can be done through a link or analysis of the user input. In 
this regard, for example, a twitter user can input text into a 
tweet and the system will analyze that text to determine 

30 whether the input references a product database and thus can 
be associated with a sale, advertisement, purchase or other 
intent. If the user input does not reference a product data
base, then the system can determine that the user input is not 
sale related but merely to be transmitted through the social 

35 networking system. In other words, the user may just be 
providing a normal tweet to the system which is distributed 
or transmitted in the normal fashion through the social 
networking site according to a first intent (a normal tweet 
intent to share information with followers). 

However, when the determination indicates that the user 
has referenced a particular product database, and thus the 
sale-related intent, the method includes transmitting the 
text-based user input through the social networking site with 
a buy option associated with the text-based user input. In this 

45 case, for example, the text input can provide a link to the 
product database or a service that indicates an intent to send 
an advertisement, or to buy a product, or to sell a product. 
If the intent is a sale or purchase-related intent, then in 
additional to just transmitting the tweet through the social 

50 network, the system can coordinate and present a buy button 
associated with the text input. Much like the Google 
example disclosed herein, the social networking site or a 
service associated with the social networking site can store 
user payment processing information thus only requiring a 

55 user to input such information once. Thus, a recipient of the 
tweet will not only see at least some text of the tweet but will 
see a buy button and the system can receive a purchase 
interaction associated with the buy option. The system 
would then process the purchase of in item associated with 

60 the tweet. Through an API, as is noted herein, the purchase 
can be processed (by the social networking site) and delivery 
can be managed by the merchant as coordinated through the 
APL This process will increase conversion of sales through 
social networking. In each case where "text-based input" is 

65 mentioned herein, an alternate approach can be to receive an 
image or a video with metadata which provides the infor
mation necessary to access the product database and the 
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processing continues in a similar manner. Of course similar 
approaches can be used through any social networking site 
like Facebook and others. 

Another aspect is handling buy options through a social 
networking site from the standpoint of the merchant who is 
selling products. In this aspect, a method can include estab
lishing, from a merchant, communication between the mer
chant and a social networking site that processes and trans
mits short messages of 140 characters or less within the 
social networking site. An API can be established through 
which such communication can occur. The social network
ing site presents an input field on a user interface, receives 
textual user input in the input field, and determines whether 
the textual user input is associated with a product database 
of products for sale from the merchant using the text-based 
user input to yield a determination. For example, a URL can 
be placed within a tweet that access a database of products 
and the merchant can have products offered through that 
database. 

68 
text-based user input references the product database of 
products for sale, and thus indicating a sale-related intent, 
the social networking site transmits the text-based user input 
through the social networking site with a buy option asso-

5 ciated with the text-based user input, receives a purchase 
interaction associated with the buy option, and processes a 
purchase of an item based on the purchase interaction. The 
merchant then receives, at the posting entity, purchase data 
indicating that the item has been purchased. Thus, the 

10 merchant, through anAPI, will receive notice that a recipient 
has made a purchase of the item, and that the merchant 
should ship the item. 

In another aspect, the method can include presenting an 
input field on a user interface of a social networking site, 

15 wherein the input field is associated with processing and 
transmitting short messages of 140 characters or less within 
the social networking site, receiving user input including at 
least user text in the input field, and determining whether 

When the determination indicates that there is no refer- 20 

text based on the user input correlates to a product in a 
database of products for sale by a merchant to yield a 
correlation. When there is not a product that correlates to the 
text, the method includes transmitting the user input through 
the social networking site. When there is a product that 
correlates to the text, and thus indicating a sale-related 

25 intent, the method includes transmitting the user input 
through the social networking site with a buy option asso
ciated with the user input, receiving a purchase interaction 
associated with the buy option and processing a purchase of 

ence in the textual user input to the product database, the 
social networking site transmits the textual user input 
through the social networking site in the normal fashion, 
such as sending the tweet or posting the Facebook post. 
When the determination indicates that the textual user input 
references the product database of products for sale, and thus 
indicating a sale-related intent, the site transmits the textual 
user input through the social networking site with a buy 
option for an item associated with the textual user input. 
Thus, those reading or receiving a tweet or a posting will see 30 

a buy option associated with that item. Recipients can have 
their payment information stored through the social net
working site or another service like Apple Pay or Paypal 
such that products from all different merchants that are 
offered through this service can be purchased without need

an item based on the purchase interaction. 
In another aspect, clicking on a shop button on the social 

media site can transition the user to a merchant site associ
ated with the product. The transition can access data from 
the browser to transition to the merchant site in a one-click 
purchasing state such that the user can buy the product from 

35 the merchant site. The browser API can be used to request 
and receive payment data from the user. ing to be transferred to that merchant for inputting payment 

information, etc. The merchant then receives an indication 
that a purchase interaction associated with the buy option 
was received (i.e., a recipient clicked on the buy button) and 
processes a delivery of the item to a person who provided the 
purchase interaction or processing the delivery based on the 
purchase interaction. The social networking site can then 
make a payment to the merchant for the item. The social 
networking site, or its agent, may also charge a small fee for 
processing the sale. Determining whether the textual user 
input is associated with the product database of products for 
sale from the merchant using the textual user input can 
include communicating or correlating between the social 
networking site and the product database via an application 
programming interface. Processing delivery of the item can 
include receiving information from the social networking 
site that payment for the item is complete and receiving 
information that the merchant selling the item through an 
application programming interface is to ship the item to the 
person. 

A Twitter example relates to the processing from the 
merchant standpoint. In this case, the merchant posts a short 
message of 140 characters or less within an input field on a 
user interface of a social networking site. The social net
working site receives text-based user input in the input field 
and determines whether the text-based user input is associ
ated with a product database of products for sale from a 
merchant using the text-based user input to yield a deter
mination. When the determination indicates that there is no 
reference to the product database, the social networking site 
transmits the text-based user input through the social net
working site. When the determination indicates that the 

Using Social Networking Dialogs as Part of a Payment 
Process 

The following discussion combines together several fea-
40 tures disclosed herein. The concept of social networking buy 

buttons is combined with the dialog features referenced in 
FIGS. 3 and 4 in which the user can transition to a dialog to 
narrow down and select more features. A buy option can be 
incorporated in the dialog element. The following discussion 

45 also includes the concepts of transitioning to a dialog from 
a remote site into a social networking site having a dialog 
application that enables users to communicate and wherein 
the payment process and data for a product viewed on the 
remote site are transitioned into the dialog such that a 

50 purchase can be completed via the dialog. 
As noted above, the claims in this present application 

focus on a dialog component to a payment transaction. The 
present disclosure addresses an issue of enabling users to 
learn more information about the product and ask more 

55 questions about the product before completing a purchase. 
In some cases, a one-click purchase option or buy option 
may be for a product that requires some additional data such 
as a size or color or other parameter. The user may have 
other concerns about delivery, bad publicity, bad reviews, 

60 and so forth. In this scenario, the object can be presented at 
some stage along the process of purchasing a product that 
can transition a user to a dialog application or interaction. 
From the dialog, the user can complete the information and 
commit to the purchase. The transition can be from within a 

65 single site (such as Facebook from an advertisement in a 
news feed to a messenger application) or it could span a 
number of sites. For example, transitioning to a Facebook 
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Messenger application ( or any dialog application) could help 
in completing any purchase if the user has questions or needs 
to make other choices about the product. Thus, the transition 

70 
transmit payment data through the application prograrmning 
interface such that the merchant site can process the pur
chase of the product. 

The dialog can enable the user to select a parameter at any site at any stage of the process to a dialog application 
can occur to help provide further data. The dialog applica
tion could be presented in a webview interface which can be 
a reduced version of a browser. One example method can 
include presenting the advertisement with a payment process 
initiation object. The payment process initiating object can 
include a link or transition to a dialog application in which 
the user engages in a dialog about the product/item of 
discussion and completes the purchase. The transition and 
discussion is configured such that an easy payment can 
occur once the questions are answered or information gath
ered. The transition can be sliding down a listing of items in 
a drop down menu and selecting a feature and making the 
purchase via the item in the drop down menu that is 
configured to complete the purchasing transaction. 

5 associated with the product. Example parameters include 
one or more of a color, a size, a shape, a configuration, and 
a technical characteristic. Delivery options, resolving any 
other concerns, gifting issues, discounts, coupons, and so 
forth can be managed within the dialog. The payment 

10 process initiation object can simply include a buy button or 
a notice "talk about and buy this item by clicking here". The 
dialog can be managed as between the user and the merchant 
via a dialog application. Engaging in the dialog can be 
achieved in one aspect by transitioning to a dialog applica-

15 tion for managing the dialog and the purchase of the product. 
If the state at site.com ( or app) includes a buy button, such 

a buy button could be, as disclosed herein, presented in 
connection with a browser API or other API that processes 
the payment through the browser, agent, or other manner In this regard, an example method includes receiving a 

posting of an item through a social networking site, wherein 
the social networking site receives and transmits posted 
items from a posting entity to receiving entities. When the 
posting is not associated with a product for purchase in a 
product database, the method includes transmitting the post

20 such as passing the payment information from the browser 
to the site for final payment processing. 

One example of transitioning from any site or application 
to a dialog application configured to enable payment from 
the user to a merchant follows. Assume a user is on a site or 

25 application such as site.com. Typically the site will be in a 
state close to a user being able to make a purchase of a 
product or service, or provide some kind of payment. At this 
stage in the progression towards a purchase or a payment, 
the site can interact via an API to obtain information about 

ing through the social networking site without an option to 
buy or some other interactive call to action option. Option
ally, when the determination indicates that the posting 
references the product in the product database, and thus 
indicating a sale-related intent, the method includes trans
mitting the posting through the social networking site with 30 

a payment process initiation object associated with the 
product, wherein the payment process initiation object 
includes one of the button, a drop-down menu, or a hyper
link, and receiving an interaction associated with the pay
ment process initiation object, the interaction being per- 35 

formed by a user. A posting entity can also directly post a 
product-based or advertisement based posting with a buy 
button at a social media site such as a newsfeed of a user. 
Based on the purchase interaction, the method includes 
engaging in a dialog with the user regarding the product as 40 

part of a payment process such that at a conclusion of the 
dialog, the user can complete a purchase of the product. The 
dialog can be presented via a browser like a webview 
browser such that a browser API can be utilized to commu
nicate between the merchant and the browser for enabling 

the user and the user's ability to make a payment through a 
dialog application such as the Facebook Messenger or an 
SMS application, email application, or any other application 
in which a user can interact to get more information about 
a product or service or ask questions. The site can interact by 
making requests and receiving data necessary to make a 
transfer. For example, the site may make a data request 
asking if the user has a Face book account and whether they 
are configured to make payments through Facebook or if 
they have data stored on Facebook on in connection with a 
browser to enable the purchase. Other data might be an 
account with Pay Pal, Apple Pay, or Android Pay or any other 
type of data that is needed. The information can then be used 
to achieve a payment of the product. 

If through the API or otherwise a confirmation is provided 

the merchant to receive payment data. Thus, from any 
interactive state on a social networking site, from a newsfeed 
or from an advertisement or otherwise, the user can be 
transitioned to a browser interface, like a messenger web
view configured with a browser/user interface payment 
request API capability, and interact with a merchant site 
through the browser, and when a time comes for a payment, 

45 that a payment could be made through a dialog application, 
the site could present at any stage along the path towards a 
purchase an object on the user interface. The object could be 
"chat and pay" or "dialog/ask questions" or "go to Facebook 
Messenger about this product". Typically, the object will be 

the merchant can communicate with the browser interface 
via the browser API to request payment data and receive 
payment data for processing a payment for an item. 

50 configured such that a user interaction with the object will 
cause a transition to a dialog application that can be separate 
from the site.com. For example, the transition can be to 
Facebook Messenger for a discussion. One issue at this stage 
is whether site.com knows who the user is. At this stage is 

55 it assumed that either the site knows who the user is or can 
The method can include, as part of the dialog, receiving 

a purchasing interaction from the user and processing the 
purchase of the product based on the purchase interaction, 
wherein processing the purchase occurs within one of the 
social networking site, via a payment agent or via an 60 

application programming interface between the social net
working site or the browser and a merchant site selling the 
product. The social networking site or the browser can store 
payment data for the user to process the purchase. When the 
purchase occurs via the application programming interface 65 

between the social networking site or the browser and the 
merchant site, the social networking site or the browser can 

access via the API or otherwise the user name such that 
transition can communicate the necessary data to login to the 
user's dialog application and/or Facebook. The user infor
mation can come from a site like google.com or a search 
engine, or a browser, or other service. Thus, all the necessary 
information, passwords, encryption, security, names, etc. are 
exchanged such that in response to the interaction with 
object on the site, a dialog is presented to the user configured 
such that the user can start messaging with the site about the 
product. Items such as an image, price, size, amount, or 
other data are provided. If the user had on the site chosen the 
product and entered such data as a discount or coupon and 
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so forth, one or more of those parameters can be passed to 
the dialog application. Thus, the view in the dialog appli
cation can include one or more of a picture of the product/ 
service, the price, shipping charges (which can be confirmed 

72 
want to choose red as the color of the chair, they can have 
a more socially pleasing experience when communicating 
with that merchant. 

As noted above, the transitioning object can be presented, 
by the user's location for delivery or address data), dis- 5 

counts, delivery address, shipping instructions, and so forth. 
The user can then ask for more details such as what size or 
color they wanted. They can ask questions of the merchant. 
The site can provide the necessary transition such that an 
employee or robot or dialog application can interact with the 
user. The user may ask any kind of natural language question 
through the dialog application, such as "what is the rating, 
does it come in large, or can I get it in red." 

for example, as part of an ad which is the result of a search 
on a search engine. Thus, while "buy buttons" are disclosed 
herein as part of that advertisement, a buy button can be 
accompanied by a "messenger" or "dialog" or some other 
label on a transition button that takes the user to a dialog 

10 with the merchant about the product. Of course, the adver
tisement can just include the transition button only. When 
the system is transitioning the user to the payable dialog 
system, a worker for a merchant or the site can receive a To facilitate the dialog, if the system has a natural 

language interface, dialog models such as speech recogni
tion models, spoken language understanding models, pro
nunciation models, speech generation models, and so forth, 
that can be tailored to the product and the likely discussion 
around the product. Dictionaries that store all the character
istics of the product (color, size, technical features, etc.) can 
be loaded to improve recognition, understanding and speech 
generation. Social information can be provided such as 
details about friends through Facebook who have purchased 
the product or similar products. The dialog could include 
"Your friend John bought this two weeks ago and gave it a 
'1/s rating." Whether the dialog is with a live person or an 
automated system, such information can be used. For 
example, the purchase management system disclosed herein 
that tracks and managers purchases of users across multiple 
channels can communicate its data through an API or 
through some other means to a dialog management system 
such that the purchase history and/or experiences of friends 
within your social network. That information can be made 
available to the dialog application for answering questions 
and interacting with the user. If the dialog application is 
speech based, then one or more of speech recognition 
models, spoken language understanding models, speech 
generation models and so forth can be updated dynamically 
or in advance with such data to improve the dialog experi
ence. For example, certain phonemes, words, phrases, 
names, products names, and so forth can be loaded into these 
speech processing models to focus the dialog application for 
that particular user. An animated character could also be 
generated to engage with the buyer and receive questions 
and provide answers. The character can be chosen based at 
least in part on characteristics such as friends, family, 
favorite actors, and so forth. The social networking data 
obtained about the buyer can be used to select voices, 
gender, political leanings, race, and so forth of the animated 
entity that will engage the user in a dialog about the product. 
Pre-synthesized speech units can be gathered about the 
product and friends that have purchased the product. Per
sonal information can be incorporated into the dialog as 
well. For example, the entity can say "Have a great birthday 
tomorrow Jane, how can I help you with the purchase of this 
chair, do you want it in black?" Thus, as a user clicks on a 
purchase process initiation object that transitions them to a 
dialog, the dialog management system can obtain text and 
data from various locations such as the merchant for data 
about the product, product review data, friends/family data 
associated with the product, social media data about the user, 
and so forth to generate a domain specific experience in the 
dialog around that particulate product. The aspects presented 
can therefore make the user feel more comfortable and in a 
friendly environment. Accents, personalities, jokes, visual 
characteristics, dialog responses, timings, and so forth can 
be tailored for the particular user such that even if they only 

15 notice that a dialog is to begin. That person can be presented 
with the product. The data provided to a live person can be 
organized such that the most relevant data can help them in 
the dialog to quickly answer questions and lead to a sale. If 
a friend bought the product that information is provided. If 

20 the potential buyer just traveled to Italy (known through 
their Facebook posts) and the product might be relevant if 
they went back to Italy, that information can be provided to 
the worker. Thus, an analysis can be made of the user's 
social media activity on one or more social media sites, their 

25 friends and contacts data, and/or any other data available 
that might be relevant to that product and aggregated and 
presented to the worker for use in the dialog with the present 
buyer. Since the worker can only have so much information 
presented at once, the information can be dynamically 

30 changing such that as the buyer interacts with the dialog 
system, the information can change and be modified. For 
example, the buyer may literally ask-"have any of my 
friends bought this?" and the system can automatically 
process that data and present to the worker or automatically 

35 information answering that question. This kind of informa
tion will become more available as users make purchases 
through social media sites. An API could also be provided 
with that information. For example, if 5 friends of the buyer 
purchase that product through a Google search, or directly 

40 from site.com, and so forth, that information can be shared 
much like Facebook friends data is shared. Assuming the 
proper permissions are in place, where friends allow such 
information to be shared, an API can be used to enable the 
site, in response to the question "have any of my friends 

45 bought this" to formulate a query of the buyer's Facebook 
friends to determine who bought that product or a similar 
product even if it was not on Facebook and directly in that 
database. The API could respond with "John bought this on 
Amazon.com, Jane bought this at Best Buy in Arlington Va., 

50 and Fred bought a similar product through Facebook last 
week." The times of the purchases, who got discounts, who 
used coupons, who used giftcards (Fred used a giftcard from 
Jane Smith), can also be provided. Purchasing data for 
individuals can be identified and aggregated at an informa-

55 tion database which can then be accessed in the above 
scenario for providing information to a buyer in a dialog 
mode about a particular product. 

Other information can of course be available for the 
user-such as merchant ratings, product ratings, customer 

60 ratings for the product, return rates, complaints, etc. A 
s=ary of that information could be automatically pro
vided as the system transitions from an advertisement or 
from the site to the dialog application. This is important 
because in some cases with one-click purchasing, users want 

65 to know these kinds of ratings about merchants and the 
product before they buy. By jumping into a dialog applica
tion, they can quickly find out more of that information to 
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resolve any concerns that they may have and within the 
dialog application complete the purchase. 

If the system is automated or part of a spoken dialog 
system, that information can be aggregated and an updated 
language model, recognition model, spoken language under- 5 

standing model, and so forth can be compiled and generated 
for the dialog. Thus, friend names, product names, locations, 
product characteristics, and so forth can all be combined 
such that a very tailored speech processing system can be 
provided such that the interaction with the spoken dialog 10 

system is as clean and normal as possible. 
As questions are asked and answered or further param

eters are provided, the interaction in the dialog will reach a 
point where it is appropriate to present a purchase object. 
The user/buyer may write or say 'Tm ready to buy" and the 15 

response from the site through the dialog messenger the user 
can see an object such as "buy now." 

The user at this point can interact with the buy now button 
and through the dialog application a payment can be caused 
to be made as disclosed herein. Through the API, the dialog 20 

application, knowing all of the payment information about 
the product, can use that data to manage the payment 
process. The dialog application can locally process the 
payment, communicate payment information data to the site, 
or use another payment service. The site could provide a 25 

cryptocurrency option to pay as well. Coupons, discounts, 
and so forth can be presented. The site can also utilize the 
browser/user interface payment request API to request the 
payment data and receive the necessary information via the 
browser API to process the payment. If there is a coupon 30 

available for the site, information about the coupon can be 
transmitted as part of the API communications such that an 
interface managed by a browser can present an option for a 
coupon code or to insert or provide coupon data. Thus, the 
browser API interface can receive the coupon information 35 

and transmit that information back to the site for application 
to the sale. Parameters or coding can be implemented as part 
of the API to turn on or off the ability to receive and apply 
coupons to a particular sale. The user could also provide the 
coupon information prior to committing to the sale or hitting 40 

a "buy" button, such that pricing can incorporate a coupon 
reduction prior to the user interaction with a buy button or 
committing to a buy in a dialog. If the dialog is managed 
through a webview or other browser separate from a primary 
browser on a device, then the browser presenting the dialog 45 

could communicate with the primary browser (Chrome, 
Safari, Firefox, Microsoft Edge, etc.) to retrieve the payment 
data. The triggering point for requesting the payment data 
can be a button click, an oral instruction "I want to buy this 
now", a gesture, or any other indicator of purchasing intent. 50 

After the payment, the user at this stage, while in the 
dialog application, may want to return to the site or continue 
to stay in the social media application. Further objects can 
be presented in the dialog application to return the user back 
to the site or elsewhere. For example, if the user returns to 55 

the site, it can be to the site in a state as though the user had 
just made the purchase. The user can then continue moni
toring delivery, handling returns, and so forth, as though 
they had purchased the product on the site. The site manages 
the delivery of the product in the normal fashion. In this 60 

manner, this process can cause a transition from any site or 
application in any state to a payment enables dialog appli
cation that is part of a social network or otherwise. One 
beneficial result of this approach is that the dialog applica
tion can enable a personal interaction between the merchant 65 

and the buyer that directly is part of a product purchase. 
Thus, this approach can expand the access to the payment 

74 
enabled dialog application to outside the dialog application 
or a social networking site it is associated with. The ability 
to resolve any concerns that the buyer may have quickly and 
easily will increase conversions and provide for happier 
customers. 

Further, in some cases, the merchants or site.com does not 
want to lose control over their interaction with their cus
tomers. So transitioning from their site may not be that 
desirable. However, this transition to a dialog application 
such as a Facebook Messenger converts the interaction into 
a social media one between the user, logged into their 
FacebookAccount or Messenger account, and the merchant, 
logged into their social media account. Thus, the transition 
really still maintains a direct connection between the buyer 
and the merchant but just through their social media appli
cation. Therefore, the merchant does not lose control of the 
interaction but can improve the direct personal connection 
with the buyer through social media, which is a highly 
desirable result. 

Indeed, to further enhance the experience, other merchant 
branding could be incorporated into the experience, such as 
a media branded background to the dialog application. The 
opportunity to have a personal uplifting exchange with a 
buyer is very important. Usually in a dialog application, the 
user types in questions and responses are provided from the 
merchant. There is no general branding for the merchant 
except perhaps a picture of the product that is being dis
cussed. The dialog application could provide an opportunity 
for a branding package to be available to the merchant. Thus, 
while in the dialog between the user and the merchant, a 
background image of a waterfall could be provided, videos 
could be provided, or music could play that sets a certain 
tone. Colors, borders, headers, objects, fonts, font sizes, 
synthetic voices, and so forth, could be tailor for that 
merchant. Usually the dialog application is small in that it 
only needs to provide real estate for a dialog with the 
merchant. However, in this context, where a branding effort 
is desired in addition to merely receiving a question and 
answering the question, the dialog application could be 
expanded in size (if on a desktop or laptop computer or any 
device with a larger screen) and revised to provide a much 
richer experience for the user when interacting directly with 
the merchant. This is important because it can deepen the 
relationship with the merchant much more than a mere quick 
dialog and payment. 

As one example of how this could function, assume a 
buyer clicks on a transition object on an advertisement. This 
could be termed an information gathering and purchase 
interaction object or a purchasing interaction object because 
it initiates an information gathering interaction that leads to 
a purchase. Thus, while it does not provide an immediate 
confirmation of a purchase, it is initiates a dialog or inter
action that provides one of gathering information from the 
user and/or providing additional information to the user. The 
user is transitioned to a messenger application that is 
expanded to include a larger window with an image of the 
merchant's storefront. The user may say/write "I want 
something similar to this widget but in a different size and 
color". The system could present within the larger window 
or even the same sized window the alternate similar widgets 
in different sizes and colors. The user could scroll through 
those and select the desired one for purchase. A screen could 
be presented where the user could move through a virtual 
space in the store which could be configured to place the 
alternate items on a shelf in the store that the user could 
browse as though they were literally there. 
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made. Transition objects may be presented to individual 
users who have a history of not purchasing quickly or 
wanting to move to another site (such as Amazon.com) to 
study reviews. The timing of interactions from a user that 

In another aspect, the transition to the dialog application 
could also relate to any other product such as streaming 
audio or video. For example, a user could be on Netflix.com 
and want to get more information about a movie, the user 
could click on a transition object and be taken to the dialog 
application and speak with a merchant about the movie. The 
dialog application could be configured to confirm a purchase 
(utilizing the browser API) and/or a download of the media. 
Thus, the dialog application could not only be used for 
product purchases but other digital media distribution. The 
media could be downloaded to a current device (upon which 
the dialog is occurring) or to some other device or account 

5 typically leads to purchases can play a role. For example, if 
the user pauses for a long time prior to making a purchase, 
the system can present during that time a transition button to 
answer any questions. Perhaps a product is new and the 
interactions can help to increase purchases and transition 

for watching later. Thus, another element of this process of 
transitioning from a site to a dialog application can provide 
other results besides buying something. Appointments for 
doctors, dentists or other professionals could be made after 
a dialog about their service, media distribution and/or pur
chase, buying tickets for sporting events, canceling orders, 
managing orders, customer complaints, and so forth. In 
many of these instances, a dialog with the other party would 
be very helpful to accomplishing some result. The process 
here can enable a transition to a dialog application config
ured to enable a productive dialog about the issue, and 
present the ability to "one-click" the result. Thus, in addition 

10 people to comments in say Amazon.com to provide positive 
feedback on the purchase. Perhaps there is a short sale 
period and the transition button is used to talk with potential 
buyers about the sale. The button can provide further infor
mation such as "talk about the recent bad reviews and why." 

15 Other parameters such as weather, the holiday season, an 
upcoming birthday or armiversary of the potential buyer, 
purchasing choices of friends of the buyer, and so forth can 
be analyzed and used as a basis for whether and/or how to 
present a transition button to a dialog application. The key 

20 is to make the presentation of the transition button strategic 
and tailored for the user or the product such that if real 
questions might exist about the product (is it as bad as 
opinions.com said?) can be answered and concerns of the 

to purchasing a product, the user may dialog with a law firm 25 

about an issue and confirm an appointment to see an 
attorney, or confirm or change a dental appointment time. 
Thus, transition objects can be presented on calendars, 
media distribution systems or sites, in Outlook, in emails or 
text messages, or any other location where there is a reason 30 

for the user to engage in a dialog with another party. For 
example, a user might see on their calendar for next Tuesday 
an appointment with the dentist. If such an appointment is 
known to be with a business, a transition object can be 
presented on your calendar. Clicking on that object transi- 35 

tions the user to a dialog application with the dentist. The 
user can then type or say "can we move this to Thursday at 
3 PM?". If the response from the dentist is yes, then the 
resulting action (rather than a purchase), can be a calendar 
update. The dialog application can be integrated through an 40 

API or another mechanism with calendar applications, or 
other applications to make such changes. 

In this regard, the dialog application could also be used to 
initiate an email or a telephone call based on the dialog. 
Other applications like MS Word could be launched or 45 

documents could be retrieved. Thus, the transition to the 
dialog application can come from any originating source and 
any number of productive resulting actions can be taken in 
addition to making a purchase. The resulting location that 
user is transitioned to after using the dialog application can 50 

depend on the specific action taken and where the user is 
likely to want to end up. 

The dialog application does not have to be a social media 
dialog application. For example, if a search engine like 
Google were to enable messaging between registered users 55 

or messaging between Google and Facebook, any dialog 
application could implement these ideas. 

Now, the decision to place a transition button on an ad or 
other interface could be dynamic. The system could analyze 
the product and where products are more complicated or 60 

higher priced, consumer may want to talk more about them 
prior to buying. The product may have gotten some bad 
reviews or bad press. People may have been posting bad 
things on social media sites or making bad comments. In 
such cases, damage control may need to engage in such that 65 

for a period of time, transition objects are placed on the 
product notices and interface such that explanations can be 

buyer can be resolved. 
Any feature disclosed herein can be mixed and matched 

with any other feature. As an example, the "tear" feature 
disclosed herein can be from one site to the Facebook 
Messenger that transitions to the messenger. Further, only 
the messenger may show-with the main site around it. The 
overall user interface then can include a messenger/dialog 
superimposed on the site view. The superimposed messen-
ger/dialog graphics can be presented and run by the second 
site (Facebook or other site), such that the purchase or other 
action taken through the dialog will be managed by the 
second site. Or the messenger/dialog graphic can transition 
the user back to the main site where a final "buy" interaction 
can take place. The API's can transition to and from the 
dialog/messenger application such that the buyer returns to 
the site in a more advanced state towards a purchase ( or 
other goal), then they were when they transitioned from the 
site. The browser API can be used in any purchasing 
scenario and at any stage of a navigation and purchasing 
process. In other words, when they left the site to go to the 
messenger/dialog, they may not be in a state of a final "buy" 
object being presented. They may have just pulled up the 
product. Thus, if the dialog indicates that they are ready to 
buy, that data can be communicated back to the site such that 
a more advanced state can be presented when they return, 
and they can buy at that point with a one-click, or their 
payment information can be presented with other optional 
information such as delivery location, price, etc. The state 
could then be in a final confirmation state for payment. The 
state could be one or more steps prior to a final state as well. 
For example, the dialog could confirm that they want to use 
visa or bitcoin. The dialog may not confirm such informa
tion. The state of site.com could accommodate for that when 
they return. The dialog could be used in this context to not 
only help them make choices such as the color blue or size 
large but to confirm that they want to use their debit account 
or visa. Each piece of information can advance the state of 
the site.com if they return for final confirmation of a 
payment. 
Group Payments in a Messenger Application 

This disclosure further extends the messenger payment 
application process. Facebook Messenger enables payments 
from one person to another, and now from a person to a 
business. What is not enabled is the ability to do group 
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payments or sharing of payments within the messenger. This 
addresses an internet centric problem because the messenger 
applications themselves are based on the Internet and the 
problem is that it is currently limited to one person making 
a payment. 

If you are on a group chat and you want to buy a gift, for 
example, the system could identify each party in the group 
chat and configure an advertisement or product offering that 
could be purchased within the chat but the cost would be 
divided amongst the group. Reservations for the group could 
also be made through such an application. Each member of 
the group chat can see the same offering. The "buy now" 
option presented could be paid by the first person clicking on 

78 
the payments could be processed as disclosed herein. In this 
manner, the solution to the problem is to enable payments to 
be divided amongst individuals participating in a group chat 
in which the payment mechanism is enabled to be completed 

5 within the chat. A service or browser communication and 
coordination could resolve any ambiguity on which person 
pays which amount. 

Users could initiate a merchant chat by listing the mer
chant just like any other user in a group chat "to" field. The 

10 user could input "jane doe, john roe, target.com" and start 
the group chat with a target user as well. In this case, 
merchants could be listed as "friends" in the social network 
such that chats or messages could be exchanged and prod-

it or a "share payment equally" option could be presented in 
which the cost would be shared equally (or unequally) 15 

amongst the members of the group. The system could be set 

ucts purchased. The Target user could present on a screen 
information about each person in the group chat, browsing 
histories, and any other data available to help focus the 

up to require each group member to commit to share in the 
payment or the payment does not occur. In the group chat, 
progress information could be provided ("Jane, John and Jill 
have committed, George, Marty, are you in?). The group 20 

payment interaction could be "called" in the messenger app 

person on what they (the group) might be interested in 
buying. Information common to the group can be presented 
as well, such as the fact that they all have a friend about to 
be married, and that that friend is registered at Target. Thus, 
the target user can say "hey everyone, is this for Fred's 

via a callout like "group payment chatbot, we want to share 
in the cost of this hat". A selectable object or drop down 
menu item could also configure the system to present a 
payment option that could be processed/payed for as a 25 

group. The browser API could be used for each individual 
member to exchange messages/requests and payment infor
mation. 

wedding? He does not yet have the silverware set." The 
group could then see a picture of the item and pay for it as 
a group. 

As noted above, data about each person in the group can 
be received and analyzed to guide the interaction between a 
merchant and the group of users. Decision on what select
able objects to present, how to label those objects, what 
functionality is associated with respective objects, whether Any group function could be accomplished in a similar 

manner, such as reservations, scheduling events, sending 
messages, giving charitable donations, and so forth. The 
interactions can be configured for the group and tailored for 
the group as well. In most cases, the group will see the same 
interactive objects, but different members might see differ
ent features. 

30 to present different interfaces to different users, and so forth 
can be based on the analysis. 

If John is using one browser (such as Chrome), and Mary 
is using another browser (Such as Mozilla), the system can 
communicate with the different browsers to identify what 

35 kinds of accounts the users can pay with and can exchange 
requests, responses, data, and any kind of information, to 
improve the type of communication found within a group 
message. APis can communicate data between individual 
applications or browsers used by individual people, and 

In one aspect, if a buy button is presented in a messenger 
application, and it is a group chat with more than 2 people, 
then the system can modify the presentation such that an 
option for a group pay is initiated. In this scenario, a user 
might be in a discussion with a merchant and want to add his 
sister in the conversation. She can jump in and look at the 
product (maybe it is a gift for their mom) and then when the 
"buy now" option is presented, it can include separate 
objects for each user, such as for Jim: "You pay $15, Jane 
pays $15" and for Jane: "You pay $15, Jim pays "$15". The 45 

users could adjust the amounts too in the chat so that one 
person pays more-this could be done through the dialog 
"Jim, I'm short this month, can you pay $20, and I'll pay 
$10". The system can analyze the text and automatically 
adjust the amounts and the object to reflect what is agreed 
upon in the chat. 

40 merchant websites or sites, other payment providers, service 
entities, and so forth to ultimately allow users to share in 
costs of making purchases. 
Utilizing Facebook, Instagram, Pinterest, Youtube to Deter
mine Posting Intent 

Of course, similar approaches can be used through any 
social networking site like Facebook, Instagram, Pinterest, 
Youtube, and others. In each case, the determining of 
whether a sale or purchase related intent is associated with 
a posting can involve analyzing the input ( often text but it 

50 does not necessarily require text and can include an image 
like in Pinterest) for a reference to a product or service that 
can be purchased by recipients of the posting through the 
respective site. If the analysis does not yield any reference 
to such a product or a service, found often in a database of 

Alternately, a group of 3 friends can be in a chat and 
desire to add in a merchant as they are looking for a wedding 
gift. In the messenger application they could call up a chat 
with Amazon.com or Target.com (let's say the couple is 
registered with Target). This can be done within the appli
cation or via a separate interface. Within the app a user may 
say "hey target.com, please log in" and the system analyzing 
the input of the users will connect either to a live represen
tative of target or an automated system. The decision point 
could be that if it is a group chat, then a live user is 
connected, otherwise, it is automated, at least to start. 

Then through the chat they could engage with the mer
chant that could present various items for sale and answer 
questions. Upon interacting and agreeing upon an item, a 
"buy now" object could be presented in the chat and each 
user could pay their equal portion or an unequal portion, and 

55 products/services, then the respective site simply transmits 
or posts the sender data (Tweet, Facebook posting, pictures 
on Instagram, Pinterest, etc.) through the social networking 
site without any buy now option. The site in that case 
processes the input in the conventional manner. In other 

60 words, the determination that does not necessarily require a 
parameter to be set or a specific result stored in memory. For 
example, if the tweet does not include a URL pointing to a 
product database, and the system is analyzing the input for 
such data, the absence of the reference to the product 

65 database can in and of itself be the determination that there 
will not be a buy now option presented through the social 
networking site for that posting. When the input includes a 
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reference to a product database, the site can implement 
unconventional processing in which a buy button is pre
sented to recipients or viewers of whatever results the site 
presents by processing the user input. The site includes 
additional coding and processing to enable the user to either 5 

purchase an item while still in the site or easily transition to 
a merchant site at a deep-link to enable quick and easy 
purchase of the product, or to continue shopping at the 
merchant site. For example, if a picture of a red hammer is 
presented with an associated buy button, the site, when the 10 

user clicks on the red hanmier picture, can be transitioned to 
a deep link with the merchant site as though the user had 
searched for a red hanmier and was ready to make a 
purchase. Upon being transitioned to the deep link, the user 
in this case can easily simply purchase the hammer or put it 15 

into a shopping cart and continue shopping or continue 
processing the purchase on the merchant site. The deep-link 
could also be a transition to a dialog application which 
receives data about the user, merchant, product, social media 
data, and so forth to provide an efficient transition to a 20 

messenger application that enables questions to be asked and 
then answered and then a purchase to be made in the 
messenger application. 

Use of a deep link configured to a state of a destination 
site as though the user had searched for the product, logged 25 

in, and/or entered in payment information, whereby the user 
can complete a purchasing process without entering pay
ment information or logging in. This can be accomplished 
through accessing data in the transition from the browser, 
such as payment data, one-click purchasing settings, address 30 

information, login information, etc. For example, if one
clicking settings are accessed and set to "on," the user can 
land at the destination site in a one-click purchasing state. 
When a site like amazon.com submits a posting to a recipi-
ent on a social networking site, it has information about the 35 

recipient's identification. If that recipient has registered with 
amazon.com, and provided their payment information to 
amazon.com, then when the recipient clicks on a buy now 
object or an object that indicates a desire to make a purchase, 
the recipient can transition from the social networking site 40 

posting associated with a product to the posting site, such as 
amazon.com, with a "deep link" in which the user is 
transitioned to the site in a state as though the user had 
searched for the product and the site is in a state where the 
user can "one click" purchase the product. This is possible 45 

because the transition from the social networking posting to 
the site includes enabling the user to be logged in to the site 
and presenting the user an interface in which they can 
purchase the product with minimal further clicks. The tran
sition process can include accessing user data from the 50 

browser. The data can be payment data, login data, one-click 
authorization settings, parameter settings, payment data, 
address data, and so forth. 

In a social networking case such as Instagram or Pinterest 
where images are posted from a posting entity to a group of 55 

recipients, the process can operate as follows. A method 
includes receiving a posting of an image through a social 
networking site, wherein the social networking site receives 
and transmits posted images from a posting entity to receiv-
ing entities. A system can analyze the image for associated 60 

text-based data or metadata. The text data can be metadata 

80 
determine that there is inventory for the item in the product 
database. When the determination indicates that there is no 
reference to the product in the product database, the system 
transmits the image input through the social networking site 
without a buy now button. In this manner, the posting of the 
image would proceed through the social networking site in 
the normal, conventional fashion. When the determination 
indicates that the image references the product in the product 
database, and thus indicating a purchase or sale-related 
intent, the system transmits the image through the social 
networking site with a buy option associated with the image. 
When the system receives a purchase interaction associated 
with the buy option, the system processing a purchase of an 
item based on the purchase interaction. This involves imple
menting additional code to provide an unconventional series 
of steps for a social networking site. 

Determining whether the image is associated with the 
product in the product database from the posting entity can 
include communicating between the social networking site 
and the product database via an application programming 
interface. The social networking site can process the pay-
ment and communicate the sale to the posting entity such as 
a merchant. The merchant can then deliver the item. As 
noted elsewhere herein, the system can also transition the 
user from a state in the process of moving towards a 
purchase to a dialog application that is configured to enable 
a dialog between the user and a merchant and then process 
a payment in the dialog application. APis are used to 
communicate data between an originating site, the messen
ger application, a merchant site, a user, a payment agent, and 
so forth, to enable a "one-click" purchase (as part of the 
dialog or in the dialog application) after engaging in a dialog 
via the messenger application. 

Processing delivery of the item can include managing a 
payment for the item and informing the posting entity selling 
the item through an application progranmiing interface to 
ship the item. A user or merchant can have a pre-existing 
account storing preferences governing how the image and 
the buy option are presented. The buy option can include a 
one-click purchasing option, which, because the social net
working site stores the purchase data of the recipient who is 
making the purchase, can occur without the need of moving 
or transitioning from the social networking site to a mer
chant site to complete the sale. 

One example also covers the above process for an image 
sharing site from the standpoint of the merchant, who can 
post images on the social networking site that operates as 
described above. In this case, the merchant posts the images 
with the text data that points to or accesses a product 
database such that upon confirmation of a product in the 
product database for sale, the social networking site presents 
the image with the buy button and upon confirming a 
purchase, informs the merchant of the purchase so that the 
merchant can process delivery. 

With respect to processing from the merchant side for a 
buy option in a social networking site, the method can 
include posting, by a posting entity such as the merchant, of 
an image, text or a video through a social networking site in 
which users share images, text or videos. The social net
working site is typically structured to receive and transmit 
posted images, text or videos from the posting entity to 
receiving entities. The social networking site determines, 
using text data or metadata associated with the image or the 
video, whether there is a product within a product database 

or other data that provides information about the image and 
can reference a product database, for example an inventory 
database, associated with an item in the image. The system 
determines whether the associated text-based data identifies 
a product within a product database for sale from the posting 
entity to yield a determination. For example, the system can 

65 for sale from the posting entity to yield a determination. The 
social networking site can determine whether the image or 
the video is associated with the product in the product 
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database from the posting entity via an application program
ming interface between the social networking site and the 
product database. 

82 
merchant then receives a transition of the buyer from the 
social networking site to a deep link in the site operated by 
the posting entity. The merchant processes the purchase and 
delivery of the item from the posting entity. In one aspect, When the determination indicates that there is no refer

ence to the product in the product database, the site transmits 
the image or the video through the social networking site to 

5 the merchant presents to the user after the transition a deep 
link within the site of the posting entity in a state in the site 
of the posting entity in which the user of the social net
working site can purchase the item. The item presented in 
the image, text or video posted on the social networking site 

the receiving entities without an option to buy a product but 
performs in the conventional manner. When the determina
tion indicates that the image or the video references the 
product in the product database, and thus indicating a 
sale-related intent, the site transmits the image or the video 
through the social networking site with a buy option and 
receives data that a user of the social networking site 
interacted the buy option to yield a purchase interaction. The 
merchant (posting entity) then processes a delivery of an 15 

item based on the purchase interaction. The social network-

10 can be the same item purchased. A browser API can be used 
between the merchant and the browser to manage payment 
data once the user lands on the merchant site. The merchant 
site may already have the payment and address information 

ing site can process a payment for the item through its own 
mechanism or can use a service like Apple Pay and the like. 
The posting entity can receive from the social networking 
site payment data after the social networking site processes 20 

the payment for the item. When the user of the social 
networking site interacts with the purchase interaction, the 
merchant can receive a transition of the user of the social 
networking site from the social networking site at a deep link 
on a site of the posting entity. This is an optional approach 25 

in which the payment processing can occur outside of the 
social media site and by the merchant. The social network-
ing site can transition the user to a deep link within the site 
of the posting entity in a state in the site of the posting entity 
in which the user of the social networking site can purchase 30 

the item. In this case, the posting entity can receive a 
payment of the item from the user of the social networking 
site. 

For example, from the merchant standpoint, the method 
can include posting, from a posting entity such as the 35 

merchant, an image, text or a video on a social networking 
site. The social networking site can receive and transmit 
posted items from a posting entity to receiving entities, 
wherein the posted items can include at least one of text, 
images, and videos. The social networking site analyzes the 40 

image, text or the video for associated text-based data or 
metadata and determines whether the associated text-based 
data or metadata identifies a product within a product 
database for sale from the posting entity to yield a determi
nation. When the determination indicates that there is no 45 

reference to the product in the product database, the social 
networking site transmits the image, text or the video 
through the social networking site without an option to buy, 

stored and the transition might only require a one-click 
parameter to be set in the browser. In one aspect, the 
determining of whether the associated text-based data iden
tifies the product within a product database for sale from the 
posting entity to yield a determination is performed via an 
application programming interface between the social net
working site and the product database. 

In another aspect, the method includes receiving a posting 
of an image or a video through a social networking site 
including Facebook, identifying data associated with the 
image or the video and determining whether the data iden
tifies a product within a database of products for sale from 
the posting entity to yield a determination. When the deter
mination indicates that there is no reference to the product 
in the product database, the method includes transmitting the 
image or the video through the social networking site 
without a buy now button. When the determination indicates 
that the image or the video references the product in the 
database of products, and thus indicating a sale-related 
intent, the method includes transmitting the image or the 
video through the social networking site with a buy option 
associated with the image or the video to buy the product, 
receiving a purchase interaction associated with the buy 
option and processing a purchase of the product based on the 
purchase interaction, wherein processing the purchase 
occurs within Facebook. 

Facebook, Twitter and any other social networking site 
can process user input including text plus optional other 
input such as a video, an image or other user input in 
connection with a posting. The combination of user input 
can depend on the structure of a particular non-commerce 
site. For example, Twitter's user input differs from Face-
book's user input. Both involve posts that can include text 
alone or text plus other user input. The respective social 
networking site will process user input according to its in other words in the conventional fashion. When the 

determination indicates that the image, text or the video 
references the product in the product database, and thus 
indicating a sale-related intent, the social networking site 
transmits the image, text or the video through the social 
networking site with a buy option associated with the image 
or the video and receives a purchase interaction from a buyer 
associated with the buy option. The buy option can also 
include an object which, when interacted with, causes a 
transition to a dialog application which is configured to 
engage in a dialog about the product and then process a 
payment within the dialog application for the product, thus 
making it easier and more simple to revolve concerns of the 
buyer and process the payment. The posting entity can also 
just post a product based posting onto the social media site 
with a buy button. 

50 functioning. An image plus some description or metadata 
describing a location or a product in a product database can 
be input. The user input in this case can include any 
combination of user input according to a non-commerce site 
that includes a reference to a product in a product database 

55 that indicates that the posting on social media should include 
a buy button when the post is processed through the social 
networking site. The posting can be prepared and posted by 
an individual user or an automated system depending on the 
processing of the non-commercial site. 

60 Modified Browser Interface Based on Tabs 

Once the social networking site receives the interaction to 65 

purchase the produce, there is a necessity of completing the 
sale of the product. From the merchant standpoint, the 

A system, method and computer-readable storage devices 
are disclosed which prepopulate tabs based on intent deter
mined by a classifier that processes input provided to the 
unified input field. In a typical web search, a user clicks to 
select a search field, enters text, waits for the results page to 
load, clicks a desired link in the results page, and finally 
arrives at the desired link after waiting for it to load. This 
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process requires many steps. A unified input field that 
prepopulates tabs in the browser can simplify this process. 

For example, one-search.com can provide a unified input 
field. The user provides input via the unified input field, such 

84 
the other previously generated tabs. In this way, the user can 
select which tabs to keep and which tabs the system is free 
to remove or replace based on the updated input string. 

The system can predictively retrieve and cache potential 
as a search for "iPhone 5S." The system can identify, based 
on a user profile and on the entered text, the n most likely 
desired pages, such as from a listing of search results if the 
user were to execute a search using the text entered to that 
point. The system can then instruct the user's browser to 
create and populate new tabs in the browser with the n most 
likely desired pages. The value for n may vary based on user 
preferences, already open tabs, how many pages exceed a 
confidence threshold, available memory, network band
width, which pages are ready to be loaded, diversity within 

5 matching pages for inserting into new tabs based on what the 
user is typing. For example, if the user is typing "Apple" in 
the unified search field, the system can retrieve pages of the 
three most popular Apple products or the three Apple 
products in which the user is most likely to be interested. 

10 Then, as the user types "Apple iP", the system can narrow 
the search to products that match the partial string, such as 
Apple iPods, iPhones, and iPads. Items such as the Mac
Book Air or the Apple TV would not be included, as they do 
not match the partial input string in the unified input field. 

15 The process can continue refining the cached pages, thereby 
saving time so the pages are ready to present to the user 
when a certain event occurs or a threshold is met. For 
example, in one variation, the system can wait for the user 

the pages to be populated in the tabs, and so forth. In one 
variation, the system can automatically create and populate 
three new tabs in the browser, each with a different likely 
desired result in response to the input provided via the 
unified input field. One tab can be an Amazon one-click 
purchase page, one tab can be the final page of a populated 20 

shopping cart at Apple.com, and one tab can be the final 
page of a service contract for purchasing the iPhone 5S with 
a 2 year service contract through AT&T. In this way, the user 
can automatically select, browse, and compare the tabs to 
determine which one he or she desires. At this stage, 25 

however, the input data does not necessarily provide suffi
cient information to lead to a specific purchase. Thus, the 
system can select pages like an Apple information page 
about the iPhone 5S, a Wikipedia page about the iPhone 5S, 

to press enter in the unified input field to populate the new 
tabs, even though the system is preparing, retrieving, and 
caching pages in advance of the user pressing enter. In this 
way, when the user presses enter in the unified search field, 
the system can very quickly create new tabs and populate the 
new tabs with the retrieved pages. If any additional pages 
have not been predicted or retrieved, tabs for those pages can 
load normally, while others are ready for the user to view. 

In one variation, the system can immediately transition 
the user from the tab displaying the unified input field to a 
different tab that is created in response to input provided via 

or a popular video review of the iPhone 5S. 30 the unified input field. While most browsers allow the user 
to a mouse to click on the tab, or press a keyboard shortcut 
such as ctrl-tab, ctrl-shift-tab, ctrl-pgup, or ctrl-pgdn to 
navigate between tabs, the unified input field can allow the 

However, if the user enters additional information, such as 
"iPhone 5S 32 GB Silver," then the classifier can determine, 
based on the text and in conjunction with a user profile or 
search history, that the user's intent is to purchase the 
indicated iPhone. In this situation, the system can load 35 

purchase-specific tabs in the browser. For example, the 
system can load tabs directly to an Amazon.com or Apple
.com page as if the user had already navigated there, selected 
the iPhone 5S, 32 GB, silver, added the iPhone to the cart, 
and was at an advanced stage or potentially the final stage in 40 

the check-out process. In the case of Amazon.com, the 
system could load a tab that is ready for the user to make a 
one-click purchase of the indicated iPhone. Alternatively, 
the system can load a tab that automatically performs the 
actions of clicking the one-click purchase button, so that the 45 

user can go to one-search.com, enter the text in the unified 
input field, and hit enter to purchase through Amazon, and 
the resulting purchase page is loaded in a new tab automati
cally for the user. In this case, hitting enter after entering the 
text in the unified input field could cause a new tab to be 50 

loaded with a purchase summary of the just-executed order, 
potentially allowing the user to modify shipping options, 
product options, billing information, or other order details. 
In another variation, the system can place the order auto
matically based on the user hitting enter in the unified input 55 

field, and transition the user to a new tab of a webpage for 
purchasing accessories, service related to the item pur
chased, technical support pages, or some other related web 
resource. 

user to press enter or some other key at the end of providing 
input via the unified input field to automatically switch to a 
newly created tab populated in response to the input. For 
example, the system can switch to a tab of a one-click 
purchase page on Amazon when the user hits enter in the 
unified input field. The system could also include the pur
chase in the transition action, so that the purchase is com
pleted at Amazon based on the user pressing enter in the 
unified input field as well as switching the user to that new 
tab. 

The system can present different options or different 
destinations based on user input. For example, the system 
can present a message or indication that pressing "enter" 
once would transition the user to a first new tab, while 
pressing "enter" twice would automatically transition the 
user to a second new tab, and pressing "enter" thrice would 
automatically transition the user to a third new tab, and so 
forth. Multiple different keys and/or key combinations pro-
vided via the unified input field can trigger different behav
iors for managing or navigating tabs based on the input 
provided in the unified input field. Further, the various 
actions and key combinations triggering those actions can 
change as the user enters additional text in the unified input 
field, or modifies text in the unified input field. 

FIG. 16 illustrates a method example. The steps in the 
method example can be performed in any order, can be 

60 performed in other combinations or permutations that 
include additional steps or exclude all or part of some of the 
described steps. The system can present in a first user 
interface a first input field associated with a first website 

When the user enters a first partial input string in the 
unified input field, the user may click back and forth 
between one or more tabs to preview the results. Then the 
user can go back to the tab with the unified input field, and 
modify or add to the input string. The system can remove the 
previously generated tabs and populate new ones, or the 65 

system can keep the tabs that the user has opened, looked at, 
manipulated, or clicked on, for example, while eliminating 

processed via a browser (1602). 
The system can analyze the input from the user into the 

first input field to determine whether the user desires to 
perform a search or to make a purchase to yield a determi-
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nation (1604). If the determination indicates that the user 
desires to make a purchase, and without any other input from 
the user other than the input, the system can prepopulate a 
second input field associated with a second website with the 
input (1606). The system can preprocess the second website 
using the input in the second input field such that the user is 
in a state after the automatic transitioning where a product 
associated with the input can be processed for purchase and 
delivery via a one-click action from the user (1608). The 
system can preprocess the second website by transmitting 
user data from one of the first website and a browser to the 
second website. Payment data can be communicated 
between the browser and the site to simplify the process for 
the user. The system can preprocess the second website by 
automatically navigating through a shopping cart model of 
the second website to yield the state where the product can 
be processed for purchase and delivery via the one-click 
action. The processing can include that when the user 
interacts with the interface to make a purchase, the entity 
associated with the input field processes a payment of an 
item and coordinates with a separate merchant for delivery. 

The system can present the second website in a tab in the 
browser (1610). The system can present a visual notification 
to the user associated with the tab that clicking on that tab 
will present to the user the second website in the state in 
which the user can process for purchase and delivery the 
product via the one-click action. The visual notification can 
be a popup, an indication on the first website, a browser
specific notification associated with the tab, or in some other 
location in the user interface. The system can present 
multiple additional websites in additional tabs in the 
browser, and can provide a mechanism, via the unified input 
field, to manipulate or navigate through those tabs indepen
dently of the established keyboard shortcuts and mouse 
clicks inherent in the browser. For example, the system can 
preprocess a third website using the input in a third input 
field such that the user is in a state after the automatic 
transitioning where a product associated with the input can 
be processed for purchase and delivery via a one-click action 
from the user, and presenting the third website in a second 
tab in the browser. 

FIG. 17 A illustrates an interface 1700 having a tab 1702 
with an input field 1704 and user input 1708. This input field 
1704 is open ended or open loop in that it does not 
automatically process the user input as a search but can 
process the input to perform a number of different functions. 
Assume the user inputs "iPhone 5S." The system analyzes 
that input and determines that there is a high likelihood that 
the user desires to make a purchase. The system then 
preprocesses that input on one or more website, such as 
Amazon.com and Apple.com, such that each of these alter
nate websites are positioned in a state which is the equiva
lent of the user having navigated to that website, and entered 
"iPhone 5S" and continued to browse and navigate to a state 

86 
needs one more click to make the purchase. The browser or 
one-search.com application can, via an API communicating 
with the alternate website, provide the purchasing account 
data, delivery address, passwords, etc. necessary to navigate 

5 in the background through the purchasing pages of a website 
that does not have one-click purchasing capability. The API 
may only need to communicate necessary data for complet
ing a transaction if one-search.com handles the processing of 
the payment for the item. In this manner, merchants can 

10 easily communicate with one-search.com through the API 
for delivery. 

The positioning of the tabs can be based on history, 
personal preferences, likelihood of intent, and so forth. For 
example, if the user typically purchases items through 

15 Amazon.com, then that tab will be presented 1710 next to 
the current tab 1702. The probability of a search intent over 
a purchasing intent may be equivalent, and thus a Google or 
Yahoo! Search may be presented in tabs next to a purchasing 
option. The tabs may also give hints as to how deep the 

20 preprocessing went. For example, one tab may say "Amazon 
search" and another may say "Amazon one-click" indicating 
to the user, that clicking on the Amazon search tab means 
that the "state" of that tab is that the user input has been 
preprocessed such that, as in a normal Amazon search, a list 

25 of items is returned for browsing but that the state is not a 
"one-click" state in which the user could do just one more 
click to complete a purchase and delivery. The depth of the 
preprocessing can also be performed based on how much 
disambiguation is needed. If the user does not provide 

30 enough data, then only search-level states may be provided. 
If there are only two options such as two colors to choose 
from on an item, and the user did not specify a color, the 
system could present in a tab, two different items, each 
having a "one-click" purchasing button, such that the tab is 

35 still in a one-click purchasing state, but two items are 
presented on the page such that no further navigation is 
necessary. The system could present a gold "one-click" 
option and a silver "one-click" option for purchase. 

In a typical web search, a user clicks to select a search 
40 field, enters text, waits for the results page to load, clicks a 

desired link in the results page, and finally arrives at the 
desired link after waiting for it to load. If the user desires to 
continue and make a purchase, then the user must either log 
in with an existing account or create a new account with the 

45 website, place the item in a virtual shopping cart, check out, 
provide shipping information, and so forth. This process 
requires many steps. A unified input field that prepopulates 
a shopping cart for the user can greatly simplify this process. 
Information Exchange Between Browser/Agent Merchant 

50 Site API 

in which one more click causes a purchase and delivery of 55 

the product. Thus, in FIG. 17B, the system can present a tab 
1710 for Amazon and a tab 1712 for Apple. The user can 
continue to type further text such as "32 GB Silver" 1708. 
The system continues to refine the preprocessing of the 
alternate websites. Thus, after the user is done, if the user 60 

clicks on the Amazon tab 1710, that tab will reveal a 
preprocessed search in a "one-click" state such that the next 
click can enable the user to buy and have delivered that 
product. Where websites like Apple don't have a similar 
"one-click" option, the system can navigate and preprocess 65 

a shopping cart model to essentially cause the tab 1712 to 
present the shopping cart, ready in a state where the user just 

In one aspect, this disclosure covers a novel browser 
having an API through which information is exchanged 
between the browser and one or more merchant sites as is 
illustrated in FIG. 17B to simplify the payment process. 
Such a browser addresses prior problems with trying to 
address the complexity and deficiency of requiring users to 
enter in all of their payment information into numerous input 
fields. Some browsers had included form filling ability in 
which stored payment information is used to fill in forms on 
the browser's end. However, these form filling features 
never caught on and were still too cumbersome. The forms 
served from merchant sites were not coordinated and users 
still had to view all of the data being entered and then sent 
back through the form to the merchant site. Further, different 
sites had different structures for filling in all of the fields 
which confused the process. What is needed is a more 
comprehensive and coordinated effort to simplify the pay-
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ment and checkout process for sites that did not have a buy 
registered with stored payment data. The browser API 
disclosed herein solves this problem in a more comprehen
sive way such that the payment process truly can be sim
plified down to its essential element in a way previously 5 

unachievable. For example, the site and the browser can 
exchange back and forth much more data in a more specific, 
strategic and tailored way then the old form filling approach. 
Being able to exchange much more information via the API 
enables a more efficient approach which will be noticeably 10 

easier to the user. 

ture. If a separate payment service is used, the API can 
handle, in an organized way, the management of the pay
ment by the payment service and communicating payment 
data to the site. In this regard, the browser ( or any other 
agent) can provide the intermediary communication of data 
between the merchant, the buyer and the payment method or 
payment account. The browser can store the payment infor
mation or can communicate with another local application 
that stores the payment information or can communicate 
with a payment service like Android Pay or Apple Pay. For 
example, with Apple Pay, data is stored in a secure element 

A browser or a web browser is a software application for 
retrieving, presenting, and traversing information resources 
on the World Wide Web. An information resource is iden
tified by a Uniform Resource Identifier (URI/URL) and can 
be a web page, image, video or other piece of content. 
Hyperlinks present in resources enable users easily to navi
gate their browsers to related resources. Example web 
browsers are Firefox, Internet Explorer/Microsoft Edge, 
Google Chrome, Opera, and Safari. They can run on servers, 
desktop computers, laptops, mobile devices, and any other 
device configured to run the software. Web browsers typi
cally include a user interface, layout engine, rendering 
engine, JavaScript interpreter, user interface backend, net
working component and data persistence component. 

The primary purpose of a web browser is to bring infor
mation resources to the user ("retrieval" or "fetching"), 
allowing them to view the information ("display", "render
ing"), and then access other information ("navigation", 
"following links"). 

The process begins when the user inputs a Uniform 
Resource Locator (URL), for example http://en.wikipedi
a.org/, into the browser. The prefix of the URL, the Uniform 
Resource Identifier or URI, determines how the URL will be 
interpreted. The most commonly used kind of URL starts 
with "http:" and identifies a resource to be retrieved over the 
Hypertext Transfer Protocol (HTTP). 

In the case of http, https, file, and others, once the resource 
has been retrieved the web browser will display it. HTML 
and associated content (image files, formatting information 
such as CSS, etc.) is passed to the browser's layout engine 
to be transformed from markup to an interactive document, 
a process kuown as "rendering". Aside from HTML, web 
browsers can generally display any kind of content that can 
be part of a web page. Most browsers can display images, 
audio, video, and XML files, and often have plug-ins to 
support Flash applications and Java applets. 

Information resources may contain hyperlinks to other 
information resources. Each link contains the URI of a 
resource to go to. When a link is clicked, the browser 
navigates to the resource indicated by the link's target URI, 
and the process of bringing content to the user begins again. 
Browsers can store user data such as payment data, one-click 
parameters or settings, as disclosed herein. Other payment 
services like Android Pay and Apple Pay can communicate 
with a browser for payment functions. For example, a secure 
element on a device can store payment data for Apple Pay 
and coordinate with the browser the access to that data for 
a payment on a site. Further, the browser functionality can 
be modified to communicate the necessary data via an API 
to simplify the purchasing process. 

Accordingly, this embodiment covers the interaction 
through the API between the browser and a merchant (such 

that is accessed by the browser when a request is received 
for payment via the browser APL Another server is accessed 
and a payment token is generated which is passed through 

15 the browser API to the merchant site for processing. There 
is a standardized specification of parameters and data that 
are communicated through the API to achieve the overall 
objective of enabling a payment process which does not 
require the user to manually enter in credit card data, 

20 address, etc. The process can enable the site to receive or 
create a pay button ( different in function from their locally 
used pay button which does not interface through an API 
with the browser), request and receive payment data about 
the user such as an address and payment account data, which 

25 can be encrypted, enable the user to update any of the 
payment data and then locally process the payment using the 
received payment data. There are many mechanisms through 
which the browser can pass payment information to the site. 
For example, the browser can store a credit card and/or 

30 could be integrated with Android Pay through Chrome or 
Apple Pay through Safari. In this regard, there may be a 
separate application or software such as Android Pay or 
Apple Pay that communicates with the browser to provide 
one or more of the data needed to pass to the site for payment 

35 processing. The separate application could also process the 
payment and report back through the API to the site that the 
payment has been made. All the attending information 
associated with the payment can be provided. 

In one aspect, the process can proceed as follows. A 
40 computer-readable storage device stores browser instruc

tions which, when executed by a processor, cause the 
processor to perform browser operations for retrieving con
tent, presenting the content in a user interface, and traversing 
information resources on a world-wide network. The 

45 browser instructions are modified and extended such that, 
when executed by the processor, the instructions cause the 
processor to perform further operations including receiving, 
via the user interface and from a user, an interaction with an 
object associated with a site which can lead to a purchase. 

50 The object might be a button on a site or a kiosk, a button 
in a game that can lead to the need to process a payment, any 
interaction in a virtual reality environment leading to a 
purchase intent, or a buy button associated with a product or 
service. The operations include receiving, based on the 

55 interaction and via an application programming interface, a 
request from the site for payment data for the user in 
connection with the purchase and transmitting, to the site 
and via the application prograniming interface, the payment 
data (or a tokenized version of the payment data for security 

60 purposes), wherein the payment data can be used to process 
the purchase on the site. In one aspect, another agent, search 
engine, or entity processes the payment and reports back to 
the site as noted herein. 

as http://www.merchant.com) to manage the request and 
transmission of payment data through the API to the mer- 65 

chant.com site so that the site can process a purchase of a 
product according to their normal payment processing struc-

Another embodiment covers the process from the stand
point of the merchant who receives a payment interaction 
with an object, or any payment interaction indication, and 
transmits a payment request to the browser/user interface 
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payment request API, and receives back from the browser 
API the payment data for processing the payment. 
Using a Kiosk with the Browser/User Interface Payment 
Request API 

90 
through finger print, CVC code entry, confirmation of deliv
ery address or payment account, etc.). The communication 
between the kiosk browser API can be coordinated through 
a connection between the kiosk browser and the mobile 
device browser of the user. A separate API can be used for 
communications, requests, replies, etc. between the kiosk 
browser and the mobile device browser. When the appro
priate time comes for passing the payment information to the 
merchant site, the data can be passed from the mobile 
browser to the kiosk browser to the merchant site. The data 
can be tokenized or encrypted in any manner for security. 
The merchant site then receives the payment data just as it 
would receive the data from a normal browser through the 

Another aspect of this disclosure addresses how a person 5 

would use a kiosk with the browser/user interface payment 
request APL The kiosk could be any device with a browser 
through which a user may interact with a merchant or other 
service provider to make a payment. It could be used for 
paying tolls, buying food, ordering replacement paper tow- 10 

els in your pantry via a device, etc. In many cases these 
kiosks will be public such that there is no single set of 
payment information that is stored on the browser or avail
able through a paired device for responding to requests via 

15 payment request APL The kiosk browser would not store the 
payment data but only pass it through to the merchant. 

the browser/user interface payment request APL 
The problem is that if a person goes up to a public kiosk 

which can be used to purchase any item, the browser on the 
kiosk is not their personal browser. It does not contain their 
payment information. However, that user may have their 
Android device, iPhone, or other mobile application that has 20 

a browser or some component of a user interface (like for 
managing payments) that supports the browser/user inter
face payment request API and thus stores the necessary 
payment information or enables access to networked based 
information. The following provides a mechanism for 25 

enabling one to convert that kiosk browser to a personalized 
browser temporarily such that the functionality is the same 
(i.e., one click, or simplified purchasing). The kiosk and the 
mobile device can exchange information such that the kiosk 
browser can be a temporary proxy for that user. Through 30 

Bluetooth, WiFi, near field communication, cellular, 5G, or 
any other approach or protocol, even a wired approach, the 
kiosk browser can securely access the payment data ( credit 
card account, Android Pay, Samsung Pay, Apple Pay, Micro
soft Wallet, other financial institution information, debit 35 

account, Pay Pal account, etc.) available to the mobile device 
browser. 

In some cases, the device will use Apple Pay or Android 
pay in the normal wireless fashion. This disclosure enables 
a new approach which leverages the payment request API 40 

infrastructure which is a standardized approach for making 
payments. Thus, while many merchants are moving in the 
direction of using the payment request API, kiosk type 
devices can also utilize the same payment mechanism. 

When using Apple Pay on a laptop, the Safari browser 45 

will receive a payment request from a merchant site through 
the API (proprietary Apple payment request API), and in one 
aspect, the user will confirm the purchase not on the laptop 
but on their iPhone via a fingerprint confirmation. The laptop 
and the iPhone will communicate wirelessly to accomplish 50 

the transaction. The proposed approach differs in several 
respects. The kiosk (or any device having a browser) in this 
case will not in the first instance have any payment infor
mation for the user as it is a public kiosk. The browser/user 
interface payment request API can be modified to include a 55 

notification that the browser being used is a public browser 
or a browser without payment information. Thus, if a user is 
starting to pay a parking meter kiosk, and they interact with 
the "pay" button, the back end merchant application could 
send a payment request through the API to see if that is an 60 

available payment option. The kiosk could query wirelessly 
(or using a wired connection) to see if the mobile device of 
the user has a browser containing the user payment infor
mation and/or whether there is authorization to connect and 
utilize that information. If so, then the user experience with 65 

the kiosk can be the same or very similar to a normal 
purchasing experience using the browser API ( confirmation 

In one aspect, for the kiosk browser to be able to properly 
communicate via the browser API with the merchant in a 
situation where the kiosk browser does not actually store the 
payment information for the user, parameters may be set or 
d=y information me be provided to enable the kiosk 
browser to respond. For example, if the merchant request 
indicates that the merchant accepts VISA and MASTER
CARD payments, and the mobile device user has a VISA 
account stored in the mobile device browser, the communi
cation between the mobile device and the kiosk can enable 
the kiosk browser to have enough information to respond to 
the merchant request that VISA will be used for the payment 
( although the kiosk may not actually store the VISA account 
number). Any amount or type of data could be communi
cated to enable the kiosk browser to successfully commu-
nicate via the browser API with the merchant while main
taining security of the user's private information. For 
example, in one scenario, d=y information could popu
late data in the kiosk browser ( one or more of dummy credit 
card number, user name, address, etc.) such that the kiosk 
browser believes it has the necessary data to process a 
payment. Then when actually providing the payment infor
mation is required, the mobile device could transmit a token 
or transmit the necessary actual information to the kiosk 
which can forward the information to the merchant for 
processing a payment. In another aspect, the browser API 
could be modified such that a kiosk parameter could be set 
in the kiosk browser indicating that it is in communication 
with a mobile device (or other device) and that although it 
does not have the actual data, the mobile device does and the 
user has a VISA account. Thus, the kiosk browser could 
proceed with the process of exchanging data in a payment 
process. For example, the kiosk browser may acknowledge 
that VISA can be used to make the payment, can receive the 
total amount of the charges, and shipping costs, and can 
forward that information to the mobile device browser and 
receive and pass on the final payment and/or address or any 
other information to the merchant site at the appropriate time 
in the process. 

The kiosk may detect multiple mobile devices which 
could be associated with the user. (Three different people 
each with a device may be near enough to the kiosk while 
the user is processing a payment). Accordingly, disambigu
ation techniques may be needed to ascertain which device 
(which mobile browser) to use. An extra layer of security 
may need to be implemented, such as fingerprint confirma
tion on the kiosk, CVC code, dialog, speaker verification, 
and so forth. The confirmation may be as simple as "is this 
Tom or Mary" or "what is your CVC code?" The user may 
need to provide fingerprint confirmation on their mobile 
device ("Confirm that this is Mary through fingerprint 
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confirmation on your iPhone"). Any such security measures 
are contemplated as part of this disclosure. 

92 
(3a) In another aspect, the payment information is main

tained on Mary's mobile device. 
Assuming that the security measures are in place, the 

process disclosed is that the mobile device will pass pay
ment information for the user through its browser to the 5 

kiosk browser which will then pass the payment information 
through to the merchant for processing. The payment infor
mation can be stored at the mobile browser or accessible by 

( 4a) Mary uses the kiosk to browse products, make 
decisions and ultimately interact with a "buy" object. 

(5a) The merchant site receives the interaction and initi
ates a payment request through the browser API to the kiosk 
browser. 

(6a) The kiosk browser communicates with the mobile 
browser to receive the payment information from the mobile the mobile browser from another entity. The result will be 

that the user will have the same or a similar purchasing 
experience at the kiosk. No credit card will have to be 
swiped or used. The kiosk browser can act as an agent or 
proxy browser for the user to enable a simplified purchasing 
transaction for the user. The payment process will be the 
familiar browser/user interface payment request API process 
even at a public kiosk. 

The exchange between the mobile device and the kiosk 
can be through an API or any other means in which requests, 
responses, communication of data, and so forth can occur in 
connection with the purchasing transaction. The kiosk 
browser will, in one aspect, not store the person's payment 
information, delivery information, or any other information 
about the user. Indeed, one approach can enable a separate 
delivery of the payment information from the mobile device 
though a cell connection or other connection to the merchant 
such that the kiosk browser never even sees a tokenized 
version of the payment information. In another aspect, the 
kiosk can communicate data about the user to the merchant 
site and the merchant site can perform a browser API request 
directly to the user mobile device and communicate payment 
data through that communication channel. 

In one aspect, the payment interaction for a purchase 
made at a kiosk can actually occur on the mobile device. For 
example, the user may click on a "pay" object on the kiosk 
but then be transitioned to their mobile device for viewing 
and interacting with payment interfaces. Any division of 
interfaces, communication of data, and so forth can occur 
between the mobile device, the kiosk and/or other devices to 
achieve simplified interaction for the user to achieve a 
payment of any product or service. 

This alternate process could proceed as follows: 
(1) The user with their mobile device approaches a kiosk 

with a browser 

10 browser. The payment information can be a one-time use 
token that is received by the kiosk browser and passed 
through the API to the merchant site. The kiosk browser may 
act like the user's mobile browser say on a laptop and 
communicate with the user's iPhone to confirm an Apple 

15 Pay payment. 
(7a) Mary interacts with the kiosk browser to confirm the 

purchase in the standard way. 
All the necessary data, communication, requests and 

responses, and confirmation can occur between the various 
20 devices to enable, in as few interactions as possible, a 

linking of the user's mobile device, with payment informa
tion, and the kiosk device, such that the user is enabled to use 
the kiosk browser in the manner as they would use the 
browser on their own mobile device, desktop device, tablet, 

25 or laptop device. The ultimate goal is to give the user the 
same comfortable purchasing experience via a kiosk or with 
any device that uses the browser API for managing the 
purchasing process but that does not store or know of the 
particular user. 

30 Peer-to-Peer Browser API Application 
In another aspect, the browser API could be utilized for 

peer-to-peer payments. In this scenario, the "merchant" site 
could simply be a peer site which initiates the requests for 
payment data. In a peer-to-peer scenario, in which each user, 

35 for example, has a mobile device, or any kind of device, it 
is assumed that each device has a browser configured to 
communicate data through a browser APL A service could 
operate to perform the particular functions that the merchant 
typically operates as disclosed herein. For example, while a 

40 first device communicates with a second device via an 
application in a peer-to-peer context, if an instruction is 
made for a first peer to transmit $20 to the second peer, then 
a service could generate the necessary payment requests 

(2) Prior to or as user initiates interaction with the kiosk, 45 

a wireless communication is established between the mobile 

through the browser API with the first peer as well as 
payment requests through the browser API with the second 
peer. In this scenario, the browser API would be modified so 

device and the kiosk such that on the mobile device (or on 
the kiosk) a pre-authorization object is presented such as 
"Mary, authorize communication of payment information 
for your purchase with Kiosk #3". Through a simple autho
rization interaction with an object, a fingerprint, a code, 
facial recognition, or any other approach, the authorization 
is provided. 

(3) In one aspect, the payment information ( credit card, 
address, expiration date, name, etc.) is communicated to the 
kiosk browser such that the proper memory is populated 
with the information. A one-time payment token could also 
be transmitted to the kiosk from the mobile device. 

(4) Mary uses the kiosk to browse products, make deci
sions and ultimately interact with a "buy" object. 

(5) The merchant site receives the interaction and initiates 
a payment request through the browser API to the kiosk 
browser and Mary interacts with the kiosk browser to 
confirm the purchase in the standard way. 

(6) The kiosk browser, following the final confirmation, 
deletes from its memory the payment information for Mary 
and can confirm the deletion. 

that the second peer is not making a payment but is rather 
receiving a payment. In this regard, the browser API would 
be modified to retrieve the account data for the second peer 

50 such that money could be paid to that account. This is a 
similar process that would occur for refunds which could 
generally be processed in the same way. This approach can 
also be used for refunds to a user. For example, a user could 
receive via the browser API a tokenized payment data 

55 packet. Once received through the browser API, the device 
can communicate that token to a payment processing system 
for receiving the refund to their account. 

Thus, in a peer-to-peer context, the method can include 
enabling a peer-to-peer communication between the first 

60 peer and a second peer and receiving an indication of a 
desire to transfer a benefit, such as money, but the benefit 
could be points, media, or any item of value, from the first 
peer to the second peer. The method would include initiating 
a first payment request through the browser API to the first 

65 peer as disclosed herein with the necessary information to 
retrieve payment data and/or other data to accomplish the 
payment. The service. The charge the payment account of 
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the first peer. A credit request could be submitted through the 
browser API to the second peer. Similar to the payment 
request API disclosed herein, the exchange of information 
could harmonize available payment approaches available for 
the service to provide a credit and accounts types available 5 

by the second peer to receive the credit. The service could 
then charge the amount from the first peer based on the data 
received via the browser API and provide a credit the 
account of the second peer based on the account data 
received from the second peer. In one aspect, the second peer 10 

to provide a one-time use token which is configured differ
ently from a payment token because it would be a credit 
receipt token. The service could utilize the payment receipt 
token from the second peer and provide one time payment 15 
to the account of the second peer without ever actually 
viewing the payment data. A cryptocurrency, or other pay
ment approach could also be truly peer-to-peer without an 
intervening service such that the appropriate keys or tokens 
or payment data could be exchanged via the respective APis 20 

and managed between browsers on the different devices. 
Further, peer-to-peer purchases of products and delivery 
could also be provided in a similar mamier where address 
information can also be communicated via a browser API of 
a purchaser of a product such that the seller in the peer-to- 25 

peer communication can receive a payment as well as the 
delivery information for delivering the item. Any other data 

94 
content, booking hotel rooms, registering for classes, 
requesting a white paper, and so forth. 
Merchant and Browser Interaction Utilizing an Object to 
Exchange Payment Data 

In another aspect, the disclosure covers, as is shown in 
FIG. 17C a browser receiving, via the user interface, an 
interaction by a user with an object associated with a site 
(1720), the interaction indicating a user intent to make a 
purchase, receiving, based on the interaction and via an 
application progranmiing interface, a request from the site 
for payment data in connection with the purchase (1722) and 
transmitting, to the site and via the application progranmiing 
interface, the payment data (1724), wherein the payment 
data can be used to process a payment or deliver a product 
associated with the purchase. 

The process can in more detailed be performed as follows. 
After a user interacts with the object, the site can make the 
JavaScript API call for a payment request via a browser/user 
interface payment request API between the browser/user 
interface and the site or app. The API request can include 
data such as acceptable forms of payment for the site (Visa, 
Mastercard, Bitcoin, etc.), the amount to be charged, what 
currency they expect, other data depending on the context of 
the purchase, and so forth. The API request can also include 
details about the transaction such as total amount, currency, 
how amounts are calculated, tax, discounts, shipping costs, 
etc. The browser can then determine a match between 
acceptable payments and available payments through stored 
credit card information, access to an altcoin wallet for the 

or information that is desirable to be communicated in a 
peer-to-peer context could be implemented in a modified 
browser API such that peer-to-peer to communications, 
sales, money transfers, and so forth are enabled. In another 
aspect, the API can be used to receive a payment at a service 
and a recipient debit card could be used to credit the 
payment to the peer to peer recipient. 

30 user, Apple Pay, Android Pay PayPal, or any other type of 
payment service. The system may present the user with 
current information and an opportunity to add a shipping 
address, correct data, or change any of the necessary data for 
the transaction. The system receives and updates any 

Utilizing the API for Registration Purposes 35 changed data. If options are presented to the user, the user 
can select which payment option to use for processing the The browser or other agent (such as amazon.com) can 

store address, name, credit card, etc. Besides being used for 
payment, the API could also be called from any other site for 
other purposes. For example, if a user is registering for a 
conference, the registration website could generate an API 40 

request to the agent (browser, service, amazon.com, or any 
other entity that stores the information and interacts via an 
API) which asks for just the user name and email address, 
or whatever combination of information is needed for reg
istration. Any input field on any site that requests one or 45 

more pieces of information could submit a request through 
the API for that information. The normal payment request 
API includes such information as what payment types are 
approved for that site (VISA, Mastercard, etc.) but the API 
could be modified to simply ask for the name only, or name 50 

and address, or name and email address, and so forth. 
Thus, by expanding the use of the API, a person utilizing 

any website or application that has any input field which 
requests even discrete pieces of information, may not have 

transaction. 
Next, the user can authorize the transaction depending on 

the type of payment account the user is using. A shipping 
address might be exchanged or used to include in a total 
amount a shipping charge. An interface can be presented to 
the user to confirm one or more of a payment method, a 
payment amount, a shipping address, and so forth. The 
payment method might be through a stored credit card in 
which the last 4 digits might be presented for confirmation. 
If that is used, then the credit card information ( card number, 
expiration date, name, CVC) is transmitted through the API 
to the site for processing using the site's payment process 
system. This can be an encrypted transmission or some 
secure mechanism to maintain security such as a generated 
one time use token. If a local payment is chosen through say 
a Google Wallet, Android Pay or Apple Pay type of service, 
then the chosen service can process the payment and a report 
through the API can be provided to the site. Other informa
tion about the user can be sent to the merchant as well such 
as email address, address, payer phone, social media data, 
contacts in social media etc. The merchant can then continue 
with a relationship with the buyer. 

From the merchant standpoint, the method can generally 

to manually enter that information because an API call to the 55 

browser could be made for filling in the data. Thus, uses 
beyond or completely independent of a payment process 
could utilize an information field API to fill in the informa
tion. In this regard, the browser could also store beyond 
payment data or payment relevant data, other information 
such as preferences, food restrictions, room requirements, 
location based information, birthdays, or any piece of infor
mation that could be useful for any site input field. Any such 
piece of information can be received through the browser 
APL This can also provide a standardized process across the 
web for people, say, registering for a conference or provid

60 proceed as follows and shown in FIG. 17D. The method 
includes communicating data between a site (the merchant) 
and a browser (1730). The method includes transmitting, for 
presenting via the user interface of the browser, an object 
with which a user can interact (1732), receiving an interac-

ing their email address to obtain access to a website or to 

65 tion by the user with the object associated with the site 
(1734), the interaction indicating a user intent to make a 
purchase, transmitting, based on the interaction and via an 
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application progrannning interface between the site and the 
browser, a request from the site for payment data in con
nection with the purchase (1736) and receiving, at the site 
and via the application progrannning interface, the payment 
data (1738), wherein the payment data confirms a payment 
or can be used to process a payment for a product or deliver 
the product associated with the purchase. As noted above, 
the payment processing can occur on either side of the API 
depending on what service the user is signed up for or the 
preferences of the user. When the site processes the payment 
for the product, the payment data can include at least user 
payment account data such as a one time use token. The 
method can further includes the site processing the payment 
for the product based on the payment account data received 
from the browser via the application progrannning interface. 
When a payment service processes the payment for the 
product, the payment data can include a confirmation that 

96 
drop down/up menu can include one or more of a charge, a 
payment option, delivery information, description of prod
uct, size information, personal user preferences for color or 
style, etc. The user merely clicks on that option to make the 

5 payment ( on either side of the API depending on the 
capabilities of the merchant, user payment accounts, and so 
forth), and have the product delivered. If more than one 
payment option is available (Visa, Android Pay, Bitcoin), the 
item in the drop down menu can perhaps have multiple sub 

10 options to choose from perhaps in a left to right fashion. This 
would be a more dynamic drop down/up menu in which the 
user could drop down to select the row but then slide to the 
right or left until the cursor is over the Android Pay option. 
Releasing the cursor could cause the system to continue to 

15 exchange information via the API and process the payment 
through the Android Pay option and report that payment to 
the merchant. The menu option could report any number of 
different pieces of information for the product, such as a 
pickup location (For pickup at Walmart in Dunkirk), and so 

the payment for the product has occurred by the payment 
service such that the site can deliver the product to the user. 
Alternately, if an altcoin approach is selected, the API 
protocols can include a feature for exchanging, in an 
encrypted fashion, information or personal keys, addresses, 
amounts, conversion data between currency and altcoin 
values, and any other data necessary to enable an altcoin 
wallet or payment service to make the altcoin payment to the 25 

merchant site and report the success of the payment. In this 
regard, the API protocol is structured such that the user can 
select various methods of payment, including payments 
occurring on the browser side of the API (through the 
browser or payment service associated with the browser or 30 

communicating with the browser, or an altcoin system) or on 

20 forth. Current drop down menus provide some options like 
to search for the item on Amazon.com or Yahoo.com but 
they do not provide the purchasing simplicity that can be 
achieved by tailoring the drop down/up choices through use 
of the browser API between the browser and merchant sites. 
Objects that the user can interface with can be presented in 
any location on the user interface, not just drop down menus. 

Another benefit of this approach is that as the user is 
typing in the product information into the search field, the 
user can view the drop down/up results and narrow the scope 
as they go. For example, if a user types in "baseball cap", a 
drop down/up item could include items such as: "G"reen 
Baseball cap sold from "W"almart or "C"osco. The user 
could continue to type: "baseball cap G C" which could 
utilize the hints from the drop down menu to make it green 
and from Cosco. Perhaps two prices could be shown "$11 or 
$20" and the user continues to type "11" into the input field. 
The dynamic exchange of typing and feedback from the 
drop down/up menu item could also indicate which of a 
number of different drop down/up menu items the user is 

the merchant side of the API, through the merchant's stan
dard payment processing structure for payment systems like 
Visa, Mastercard, Debit cards, Pay Pal, etc. Thus, in one user 
interface as the user is getting close to making a purchase, 35 

the user could see payment options such as 
"Visa ********1234" or "Android-Pay". Choosing the Visa 
payment method would cause the back end processing 
between the merchant and the browser to have the Visa 
payment information, account number, security code, user 
name, address, etc. transmitted to the merchant site so the 
merchant can process the payment. Choosing Android Pay 
would result in the purchase amount, tax, shipping and/or 
any other necessary data to be transmitted through the API 
such that the Android Pay service could process the payment 
and report back a confirmation of a completed payment such 
that the merchant can deliver the product. 

40 interacting with and continue to focus the search and the 
results on what the user is looking for. Throughout this 
process, it can quickly be assumed that a purchase intent is 
likely and the exchange of payment data and options can be 
presented and chosen by the user. For example, the drop 

45 down menu item may say "Green Baseball Cap, $11, 
"A"ndroid Pay, "V"isa or "B"itcoin"" and the user could 
continue to type "baseball cap G CV" which would indicate 
the choice of Visa as the payment method. Pictures can be 
dynamically presented through this process including the 

The above approach also can be applied to the drop down 
or drop up menus. With the API in place, the efficiency of 
making purchases from a drop down/up menu option can be 
increased. For example, a user's information such as hat 
size, shoe size, shirt size, pant size, etc. can be stored. User 
preferences for color, style, etc. can be stored and such 
information can also be accessed via social media sites or 
contact information. This data can be used to help autocom
plete or select products to list in a drop down menu. Such 
information can be connnunicated via the browser API with 
merchants who sell products with parameters that can be 
filled in through such user data. If the user starts to type 
"green baseball cap", a drop down menu item could state 
"green baseball cap 78/s inches, buy now with Visa, $11, 
delivered by Walmart on Tuesday". As the user types the 
words, a correlation to a product database at a merchant site 
could lead to the merchant exchanging product information 
or make a request for a payment request through the pay
ment request APL The user's address can be drawn upon to 
determine shipping costs, taxes, etc, quickly such that the 

50 opportunity to click on a picture and continue providing 
information through the input field such that ultimately the 
user has chosen the item, its color, size, and so forth, the 
payment mechanism, and can confirm the payment. In one 
example, the menu item could be more dynamic than current 

55 menu items to let the user click on different objects within 
the item to choose payment options, size, color, merchant, 
delivery address, and so forth. As the user narrows down 
which drop down/up item the user wants to focus on, more 
information to complete a purchase could be provided such 

60 that the process becomes very quick and simple. The menu 
items could start out short and simple but as the user types 
more or interacts with a menu item, new data or objects 
could be presented which, in a dynamic fashion through 
interaction with the API, could lead to a quick finalizing of 

65 the item for purchase. For example, the user may initially 
choose "iPhone 8, from Bob's Audio Video", but then the 
merchant can connnunicate that it can handle Visa and 
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Android Pay through the APL If the user also has these 
payment options available, then the menu item can add two 
selectable objects which the user could click on or alter
nately continue typing in the input field (since the user is 
already at the keyboard typing anyway) a "v" or an "a" to 5 

represent the choice. The system after interacting to confirm 

delivery options, preferences, etc.) communicated through 
the API to the merchant site, the merchant site can process 
a payment from the user's payment account using their 
normal payment system. 

Assuming that appropriate permissions are in place, such 
as in a browser setting authorizing the browser to navigate 
and provide input in a website's purchasing, registration, or 
shopping cart process to automatically input name, address, 
credit card information, etc., the system can automatically 

an item, an amount, a delivery address, a payment option, 
etc. can manage the payment as disclosed herein on either 
side of the API, and instruct the merchant to make the 
delivery. 

The process, through the browser API, enables the 
exchange of payment data, one-click parameters or settings, 

10 populate a shopping cart, including even registering on 
behalf of the user at a website with which the user has not 

any other data, and to process the payment in the manner 
chosen by the user. The merchant delivers the item. The drop 
down/up menu concepts disclosed herein work in a different 15 

way with the browser/user interface payment request API 

registered. This can occur as part of a transition from say a 
social networking site to a destination merchant site in a 
one-click purchasing state based on a setting in the browser 
that needs to be accessed in the transition. The user provides 
input in a unified input field, such as "buy acme toaster 4.5" 

but achieve a similar result of more efficient purchasing 
process for the user. The disclosure covers the interactions 
both from the side of the browser interacting throughout the 
process through the API with the merchant and the process- 20 

ing from the merchant site where they manage their database 

which the system and the classifier categorize as a desire to 
make a purchase of a particular toaster model. The system 
determines, based on various criteria such as pricing, ship
ping, country, and so forth, a merchant website that offers 
that toaster model. The user has never registered or made a 

of products and interact and exchange information, requests 
and so forth via the API with the browser. 

The following discussion continues to relate to the use of 
an API or other protocol to communicate payment related 
data from a browser, site, agent, or other storage location to 
a merchant site for the purpose of populating payment fields 
for the user to simplify the purchasing process. In one 
aspect, the disclosure relates now to transition a user from a 
search engine, social media site, or any site, to a merchant 
site using the APL In another aspect, the merchant site can 
(independent of how the user navigated to the site) interact 

purchase at the merchant website offering the toaster for 
sale. Thus, if the user were to buy the toaster from that 
merchant website, the user would have to place the toaster 

25 in a virtual shopping cart, then enter personal information 
such as address, credit/debit card information, user name, 
password, and so forth to have the item shipped. 

The system, in one aspect, can identify the merchant site 
based on the input provided via the unified input field or can 

30 initiate the process directly from the merchant site indepen
dent of a search to arrive at the merchant site. Then the 

via the API with the browser/agent/entity to obtain the 
payment data for automatically populating the payment 
information to eliminate or reduce the need of the user to fill 35 

system can navigate to the state in the merchant website 
where the user would normally click to place the item in the 
shopping cart. In this case, however, the system will navi
gate to the merchant website where the item can be placed 
in the shopping cart, and determine that the user is not in data fields, which is particularly cumbersome on a mobile 

device. 
In one aspect, a system, method and computer-readable 

storage devices are disclosed which prepopulate a shopping 
cart in an online vendor's website based on intent deter
mined by a classifier that processes input provided to the 
unified input field. The user intent can be classified or 
determined in any manner. A user can be registered with 
and/or logged in with his or her browser, such as Chrome, 
Firefox, Internet Explorer, Samsung Internet, Microsoft 
Edge, Safari, or Opera, such that user's purchasing credit/ 
debit card or other accounts and delivery addresses, and/or 
other data, are stored in a user profile. Then, if the user 
desires to make a purchase through a destination website 
that may have a product not found on their registered 
website, the browser ( or system processing in a network) can 
handle negotiation (via anAPI) between the browser and the 
website such that the system can convert a shopping-cart 
based model website with which the user is not registered 
into a "one-click" purchasing experience for the user. For 
example, the system (through a service like Google Wallet, 
Apple Pay, Android Pay, or PayPal, etc.) can handle the 
payment for the item and communicate with the merchant 
site to handle delivery. Of course in this scenario, the process 
can initiate not from a search engine but merely from a state 
within the merchant site in which the user is in a position of 
making a purchase of an item. At that state, the merchant site 
could communicate via the API with the browser, agent, or 
search entity, to retrieve payment data for populating the 
necessary payment fields and present via the interface with 
the user a simplified purchasing experience. With payment 
data ( one or more of account data, delivery data, dates, 

registered with this merchant website. Then the system can 
automatically communicate with the merchant website, such 
as via a new user registration page, or anAPI, to create a new 

40 account on behalf of the user using the user data available to 
the system and/or to the browser. Thus, the system can 
present to the user just the confirmation in a button to 
purchase via one click. The confirmation can be a double 
confirmation of authorization to create a new account and 

45 authorization to then place the order using the new account. 
The user can automatically authorize new registrations and 
can establish settings or preferences governing new profile 
registrations. The system can then enter all the necessary 
data, retrieved from the browser or some other location, to 

50 complete the registration and cause the item to be purchased 
and shipped without the need of further user input. This 
approach can turn non-one-click purchasing websites into 
one-click purchasing websites, via input through the unified 
input field. The system can also use the registered payment 

55 information to process the payment as well and coordinate 
with the merchant site for filling the order. The process of 
obtaining payment data through the API for automatically 
providing payment and/or delivery data can also occur 
simply between the merchant site and the browser through 

60 the APL The merchant site, at the appropriate state in which 
the user may make a purchase, can submit a request through 
the API for payment data which can be provided as stored by 
the browser or agent for simplifying the purchasing process. 
The data can also be provided from the browser to the 

65 merchant site via a tokenized process to protect payment 
account information. The interface the user views can be a 
combination of merchant information (picture of the prod-
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uct, reviews, other date) as well as a "'buy now" or "buy 
through google" or "Android Pay" type of button which is 
provided via the API to the graphical interface. 

In one aspect, the system stores whatever information is 
necessary to use the payment request API on the user device. 
For example, when a user adds a debit or credit card to a 
payment mechanism, the account information is encrypted 
and sent to a network server. The server(s) then link up with 
the user bank to verify the information. The bank can create 
an encrypted device account number that is transmitted back 

100 
request to the user and prompts for any needed information, 
such as a shipping or billing address. A delegate can be 
called to update the request as the user interacts with the 
view controller 1754. This can also include requests for size 

5 information, color preferences, social media data like birth
day information, or any other information that can relate to 
the purchase. 

As soon as the user authorizes the payment 1756, payment 
information can be encrypted to prevent an unauthorized 

10 third party from accessing it. In one aspect, the payment 
request can be sent to a secure element ( such as the secure 
element used on iPhones to enable Apple Pay with near field 
communication at a merchant site), which is a dedicated chip 
on the user's device 1746. The secure element adds the 

to the servers and stored on the secure element in the user 
device. The secure element can be embedded in a near field 
communication (NFC) chip on a device. This number is 
completely unique to the user device and to the credit and 
debit cards (or cryptocurrency or other forms of payment) 15 

associated with it. 
payment data for the specified card and merchant, creating 
an encrypted payment token 1758. It then passes 1760 this 
token to network servers 1750, where the servers reencrypt 
the token using the merchant payment processing certificate 
1762. The servers 1750 transmit 1762 the reencrypted token 

When the user makes a purchase through the browser API, 
the secure element (which is a security chip) creates a unique 
code and sends that, along with the device account number, 
to the payment terminal in place of the card number. The 
card information, in one aspect, is not stored on the user 
device or in the servers and it may not be backed up to a 
cloud provider. The unique code is transmitted through the 
browser API to the merchant site for processing the pay
ment. Thus, according to this aspect, the information stored 
on the user device may not specifically be the payment 
account number but is a particular account number which is 
associated with the payment account number of the user. The 
end result is the same as if the device transmitted the account 
number to the merchant site for payment. With some service 
providers, the device account number is used to identify the 
credit card or debit card used for the payment. 

FIG. 17E illustrates a tokenization process 1740 for use 
with the payment request APL When using a tokenized 
process, a merchant 17 44 may need several pieces of infor
mation to be able to process the received token from the 
browser APL A merchant may need a unique identifier that 
represents a merchant associated with the payment process. 
The merchant may need a payment processing certificate 
that is used to securely transfer payment data. Network 
servers 1750 can use the payment processing certificates 
public key to encrypt the payment data. The merchant may 
use a private key to decrypt the data when processing the 
payments or the token information. A merchant identity 
certificate or a transport layer security certificate can be used 
to authenticate a merchant session with network servers. 
This process will be illustrated in more detail next. 

20 back to the user device 1746. The reencrypted token repre
sents a second token that is prepared to be transmitted to the 
merchant site 1744. Through the browser API, the user 
device 17 46 sends the encrypted token and/or payment data 
back to the merchant site 1764 for processing. Other data 

25 requested can also be transmitted through the API back to 
the site, such as shoe size, shirt size, pant size, color 
preferences, style preferences, etc. Multiple different calls to 
the API can be made in the process at different stages. For 
example, several steps prior to a payment request being 

30 made, the merchant site might want the size information so 
that the user does not have to click "X" or "XL" or "M" for 
a shirt size. Furthermore, body models are being generated 
for the human body. Data for the user can be stored in a body 
shape model at the browser or accessible by the browser. If 

35 the use is looking for cloths online, data about their body 
model could be retrieved via a browser API and transmitted 
to the site which can adjust the presentation of clothing for 
that individual. They could also include data for other 
individuals such that as the user interact with the site, the site 

40 could say is this for you or your sister, or your wife and their 
body model data could be transmitted such that the clothing 
could be tailor to the right person. Views of clothing items 
could then be modified for that body model. 

The merchant site 1744 then, as part of the payment 
45 process, calls a REST service (which is known by those of 

skill in the art for processing payments) or other similar 
service with the encrypted token and payment data 1766 
which communicates the data to a commerce server 1748. 
The server 1748 submits the cart to order 1768 and autho-

As is shown in FIG. 17E, merchants or applications 1744 
will interact 1754 with a user or a shopper 1742 as the user 
navigates through the site. Once the user decides to make a 50 

purchase, they may click on a buy button and authorize a 
payment process to initiate. This can also include a touch ID 
such as a fingerprint to authorize payment 1756. Such 
capabilities can be enabled in Xcode. As noted above, the 
merchant 1744 has, in one aspect, registered a merchant ID 55 

and created a payment processing certificate, which is a 
cryptographic key that is used to securely send payment data 

rizes the payment 1770 to a payment gateway 1752. An "ok" 
signal 1772 is transmitted back to the commerce server 17 48 
which communicates 1774 a return payment status to the 
merchant site 1744. The payment, having been processed 
and confirmed, causes the merchant site 17 44 to dismiss the 
payment sheet 1776 and display an order confirmation to the 
user 1778. 

In one aspect, the payment token is never accessed or 
stored on the network servers 1750 which are used to 
encrypt the payment data and token. The servers simply 

to the merchant server. The clicking of a buy button and 
providing fingerprint authorization to process a payment can 
involve a single step or can involve multiple steps. 

To initiate a payment, the merchant application creates a 
payment request to submit to the payment request API 
between the merchant 1744 and the browser 1746. This 
request can include the subtotal for the services and goods 
purchased, as well as any additional charges for tax, ship
ping, or discounts. The merchant can pass this request to a 
payment authorization view controller, which displays the 

60 reencrypt the token using the merchant certificate. This 
process lets merchants securely encrypt the payment infor
mation without it having to distribute the payment process
ing certificate as part of the merchant application. 

In many cases, the merchant site passes the encrypted 
65 payment token to a third-party payment solution provider 

1748 to decrypt and process the payment. However, where 
merchants have an existing payment infrastructure, the mer-
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chant can decrypt and process the payment on their own 
server. Reading, verifying, and processing payment infor
mation can involve one or more cryptographic steps such as 
calculating an SHA-1 hash, reading and validating a PKCS 
#7 signature, and performing elliptic curve Diffie-Hellman 
key exchange. It is noted that the above approach represents 
an example tokenization process for use with the browser/ 
user interface payment request API. A payment token object 
can include such data as a transaction ID, an amount of 
money, data about the product, information about payment 
network, payment token data such as a signature and a 
header which can include encrypted payment data, and an 
amount, a cardholder name, a CVV code, an expiration date, 
a payment account number, payment processing data, and 
address, other user preferences, cryptographic currency data, 
and so forth. Of course other processes are contemplated as 
well for tokenization, which can add a layer of security to the 
process. 

102 
a payment and that maintains privacy of the account infor
mation. The payment account data may just be used by the 
merchant site for processing the payment and may not 
literally populate fields that otherwise would be manually 

5 populated by user input. For example, if payment data is 
received in a tokenized secure manner, the data may just be 
used to process a payment and not literally used to fill in 
pre-set form fields. The presentation can include one of a 
product for purchase and a service. The method can include 

10 the site processes a payment for an item or a service using 
the payment account data for the user. The graphical user 
interface can be associated with a browser or an application. 
In one aspect the API that communicates data between the 
site ( merchant site) and a browser that can store the payment 

15 account data for the user. This aspect covers the process 
from the standpoint of the browser that stores the payment/ 
deliver data of the user and communicates that data via the 
API with the merchant site for populating the necessary 
fields ( or an equivalent type of process) to create a one-click In another aspect, the browser may be operational on a 

first user device, such as a laptop computer, and the payment 
data may be stored on a second user device, such as a mobile 
device or mobile phone. The first user device and the second 
user device can communicate wirelessly through a protocol, 
such as the Bluetooth protocol. In some scenarios, the first 
device may not have a fingerprint identification option, 
while the second device does. In this scenario, while the user 
interacts via the first device with a browser which is con
figured to utilize the browser payment request application 
programming interface, the first device, as part of the 
payment process, will establish a communication with the 30 

second device such that the user can authorize the payment 

20 purchasing experience for the user who is on the merchant 
site. 

The API can also be used to request body type, sizes, or 
a body model for the user for use in presenting clothing for 
purchase. In another aspect, the merchant site may deter-

25 mine whether the browser API is available through the 
browser being used to navigate the site. If so, then a browser 
API request can continue, and if not, the site proceeds with 
a standard input field approach for payment and address 
information. 

The method can further include updating the presentation 
to include a buy option which is configured, based on a 
confirmation from the user, to enable the site to utilize the 
payment account data received through the API to process a 
purchase of an item or service without a need of the user to 

via a touch identification, and wherein the second device can 
be utilized for generating a payment token and communi
cating with a network server to receive a second payment 
token which is passed from the second device to the first 
device and through the browser payment request application 
programming interface to the merchant site for payment 
processing. In other scenarios, the first device includes a 
fingerprint recognition mechanism, and thus only a single 
device is needed for confirming authorization of the pur
chase. The browser can be any user interface used to view 
and navigate sites or applications. The browser API may also 
receive one or more of data about the product, the merchant, 
keys for encrypted communication, or any other information 
such that a payment process could occur separate from 
passing payment data through the API back of the merchant. 
For example, for security purposes, payment information 
may be communicated to a separate payment processor 
which can handle the payment so that payment data for the 
user is not provided to the site. However, the merchant still 
must delivery a product, so the browser API could have a 
separate payment processor process the payment but pass a 
user name and address delivery information to the site for 
delivering the product. 

35 fill in the payment fields on the site. The browser or other 
agent communicating via the API can also provide the 
graphic for a "pay now" type of button to integrate with site 
graphics. The payment account data can further include one 
or more of address data for the user, a payment account 

40 number, an expiration date, a security code, a cardholder 
name and shipping instructions for the user. 

The request through the API can further include one or 
more of a supported payment method for the site, a total 
amount value for a purchase, items that may be displayed for 

45 purchase, shipping options, payment modifiers, a request for 
a user email address, a request for a user's phone number, 
and a request to update information. A user agent similar to 
or separate from the browser can communicate the payment 
account data between the application programming interface 

50 and the site. 

In yet another aspect which relates to processing from a 55 

browser or application standpoint, an example method 
includes presenting, on a graphical user interface, a presen
tation, the presentation being received from a site over a 
network, receiving, via the user interface and from a user, an 
interaction with the presentation, receiving, via a browser 60 

application programming interface between a browser and a 
merchant site, a request from the site for payment account 
data for the user and transmitting, to the site and via the 
application programming interface, the payment account 
data, or other data, wherein the payment account data can be 65 

used to populate payment fields for payment processing on 

In another aspect, the method includes the concept from 
the standpoint of the site. The method in this context 
includes transmitting, for viewing on a graphical user inter
face, a presentation, the presentation being transmitted from 
a site over a network to a device having the graphical user 
interface, receiving, via the network and from a user, an 
interaction with the presentation, and transmitting, to an 
application programming interface, a request for payment 
account data of the user. The method includes receiving, at 
the site and via the application programming interface, the 
payment account data and populating payment data fields 
associated with a payment process with the payment account 
data for the user to yield populated payment data fields. The 
payment data may also be in a tokenized format for pro
cessing a payment in a secure way that does not reveal the 
user's account information. Partial account information 
(u.e., the last 4 digits of the account number) could be the site. The data can be a token which can be used once for 
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transmitted for presentation on a user interface to confirm 
which account to use. The site can process a payment for an 
item or a service using the payment account data for the user. 
The API can coordinate data between the browser and the 

104 
browser type, or cookies stored by the browser or by other 
browsers associated with the user. The system can intelli
gently determine when to use a merchant with which the 
user is not registered, such as based on a difference in 

site wherein the browser stores the payment account data for 
the user. Upon receiving a confirmation from the user to 
make a purchase of an item or service associated with the 
presentation, the method can include processing a payment 
for the product using the populated payment data fields. 

5 shipping time, or a difference in price. For example, if the 
merchant with whom the user is not registered offers the 
desired item at a price that is at least 25% lower than the 
merchant with whom the user is registered, then the system 
can create a new account. If the user does not desire to have 

The method can further include, upon receiving the pay- 10 

ment account data, updating the presentation to include a 
buy option which is configured, based on a confirmation 
from the user, to enable the site to utilize the payment 
account data to process a purchase of a product or service 
without a need of the user to manually fill in the payment 15 

data fields on the site. The payment account data can further 
include one or more of address data for the user, a payment 
account number, an expiration date, a security code, a 
cardholder name and shipping instructions for the user. The 
request can further include one or more of a supported 20 

payment method for the site, a total amount value for a 
purchase, items that may be displayed for purchase, shipping 
options, payment modifiers, a request for a user email 
address, a request for a user's phone number, and a request 

the system create user accounts on his or her behalf, the user 
can instruct the system to make purchases where he or she 
already has accounts, or at merchant websites which allow 
guest accounts. 

However, the system can identify, using the classifier and 
user profile data, the merchants the user is most likely to 
select, and present them to the user for disambiguation. The 
system can present to the user a table, such as by a 
JavaScript popup, showing merchants, shipping times, and 
total price including shipping and tax. The user can simply 
click on a desired merchant from the table, and the system 
can automatically register the user with that merchant if 
necessary, and process the order with that merchant. The 
user only has to make one click to identify the merchant, and 
the system handles the rest of the steps, thereby providing a 
one-click interface into a non-one-click website via the 
unified input field. 

FIG. 17F illustrates another aspect 1782 of using the 
browser API for communicating payment data. After the 
user has navigated through a website and initiates a checkout 
process 1787, the webpage should create a payment request 
which is typically initiated when the user clicks "buy" 
button. The payment request can include method data, 
details and options. The method data can include required 
payment method data that includes payment method iden
tifiers, required transaction information, and optional infor
mation such as shipping or contact information that should 
be returned. In one aspect, the payment amount could be 
negative and the payment request API could be used to 
process returns or discounts. Of course in this aspect, money 

to update information. A user agent can also communicate 25 

the payment account data between the application program
ming interface and the site. In another aspect, a method 
includes presenting, on a graphical user interface, a presen
tation, the presentation being received from a site over a 
network, receiving, via the user interface and from a user, an 30 

interaction with the presentation, receiving, via an applica
tion programming interface, a request from the site for 
payment account data for the user, autopopulating a payment 
field associated with the presentation with the payment 
account data ( or just using the data as necessary for payment 35 

processing) and transmitting, to the site and via the appli
cation programming interface, the payment account data, 
wherein the site can process a payment based on the pay
ment account data for the user. The method can also include 
receiving a confirmation from the user of a purchase after the 
payment field is autopopulated. 

40 would flow from the merchant site through the browser API 
to the user's digital wallet or payment account. In this aspect 
as well, the process could essentially be reversed where the 
user would initiate a payment request from the browser or 
from a site and any aspect of this process could essentially 

The system can process the new registration pages 
silently, such as in a background tab or new window in the 
browser, or can negotiate the new registration process with 
the merchant website without presenting the registration 
page to the user at all. The system can present a progress bar 
on the same page containing the unified input field after the 
user requests a purchase, such as by pressing enter after 
providing input via the unified input field. The progress bar 
can indicate to the user the progress of creating a new 
account, entering shipping data, adding the item to the cart 
of the merchant website, and placing the order. 

45 be reversed where shipping information, discounts, any 
other data necessary, can be utilized to enable a refund to be 
processed. Tokens could be used and generated either on the 
browser side or the merchant side with account information 
and data for processing a return or a peer to peer payment. 

50 Return shipping information, extra charges, or any other 
data necessary to enable a user to return an item, and receive 
a refund can be exchanged through the browser API in a 
similar manner as occurs when the user makes a purchase at 
a merchant site. 

The user can establish default preferences for which 
personal information to use for new registrations. The user 
can establish these default preferences in advance of 55 

encountering the merchant website, or even in advance of 
encountering the unified input field. Alternatively, at the first 
instance where a registration is required, the system can 
prompt the user to establish such settings and/or provide 
additional information. 

Continuing with FIG. 17F, the payment request 1788, can 
initiate a "show" function, which shows a dialogue 1789 for 
use as an interface for processing the payment. A user's 
wallet 1786, such as the Microsoft wallet, a cryptographic 
wallet, payment information stored at a browser or other 

60 location, and so forth can be branded or utilized as part of 
user interface. In this example, the user chooses a shipping 
address 1791 through the interface. FIG. 17G illustrates an 
interface 1781 with such information as the user's name, 
shipping address, shipping options, and email address for a 

The system can prefer merchant websites with which the 
user already has an account or with which the user is already 
registered. For example, if Merchant X and Merchant Y both 
offer the same item for sale, the system can choose to use the 
one of these two merchants where the user already has an 
account. The system can determine this by examining a 
browser history, profile data available to the browser, 

65 receipt. The shipping information is returned from the wallet 
1786 to the browser 1785 which is then passed to the 
webpage 1784 such that the webpage can request a shipping 
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cost 1793 from a Web server 1783 which returns the 
shipping cost to the merchant 1784 who can then update the 
price 1794 which is passed to the browser 1785 and the 
wallet 1786. A payment response 1795 is generated for the 
wallet to the browser 1785 which passes the payment 
response through the browser API to the merchant 1784 who 
makes the purchase 1796. A success or failure signal 1797 
is provided to the merchant who can then complete the 
process 1798 by informing the browser 1785, at which point 
the purchase is complete 1799. While FIG. 17F does not 
specifically mention a tokenization process, various encryp
tion technologies could also be used to encrypt data or 
tokenize the data such that the payment request or the 
payment response passed through the browser API could be 
a one-time use token which encrypts the various information 
needed to process one or more of a payment, a delivery of 
payment, and update of user information, and so forth. 

FIG. 17H illustrates an interface 1771 which has several 
unique features to it. One unique feature is that there is no 
buy button in the touch sensitive screen 1779. The standard 
way of providing a secure purchasing experience with 
fingerprint ID is to require several interactions to complete 
the purchase. The first would be to click on a buy button on 
the user interface 1779, followed by a user ID via fingerprint 
confirmation. Since it involves two clicks, an approved 
mechanism for a system which includes a fingerprint ID 
could be the following. While the user is navigating through 
a site such that they are approaching a state in which a 
purchase could be made, the site could provide a request 
through a browser payment request interface for preliminary 
information associated with a purchase. The preliminary 
information could include the town or city of the buyer as 
well as the name of the buyer. It could include payment 
account information. Some information may be encrypted or 
delivered in part to maintain privacy. In one scenario, a 
sufficient amount of information is communicated to provide 
the user with enough information to confirm that the proper 
user is identified, as well as the proper town 1773. A type of 
shipping can also be displayed 1773. With the communica
tion of preliminary information, the total amount to be 
charged can be calculated and presented to the user prior to 
the user clicking on any buy button. The browser/user 
interface payment request API is an appropriate communi
cation channel to receive, via the browser or user interface, 
the basic data needed to arrive at the state of the user 
interface. The trigger for when the browser submits a 
payment request calls to the browser API for information 
could be the state of the navigation on the site. Thus, rather 
than triggering a payment request based on the user clicking 
a buy button, the site could recognize that a user has placed 
an item in a shopping cart, and when the user clicks on a 
functional button that reveals the shopping cart, which 
interaction would occur before a buy interaction, the system 
could submit a payment request such that no buy button 
needs to be pressed on the interface. One or more of the 
following parameters could be included in an analysis to 
determine when to initiate a payment request or call to a 
browser API for one or more pieces of information associ
ated with the potential purchase: machine learning tools or 
information about user habits, an analysis of previous inter
actions of the user and buying habits of the user, the 
configuration of the website, the time of day, the type of 
product that potentially could be purchased, social media 
information such as birthdays of friends and family, location 
of where the user is navigating the site, type of device that 
the user is using such as a desktop, laptop, or mobile phone, 
and so forth. Any one or more of this data could be analyzed 

106 
to determine when to initiate a call to the browser API 
separate from the user clicking on a buy button. As noted, by 
initiating the call based on a state of the navigation rather 
than a user clicking a buy button, an interaction can be 

5 removed such that to make a purchase. The user doesn't 
need to both click on a buy button and press a fingerprint 
reader. 

Also shown in the interface 1779 is an option for the user 
to change the information that is presented. Typically, users 

10 will have particular patterns which they will use over and 
over, such as choosing ground shipping. Thus, in many 
scenarios, the information provided in the user interface 
which indicates that the user can buy now with a fingerprint 
1775 enables the user to truly have a single touch purchasing 

15 experience where the single touch not only indicates the 
intent to purchase but also provide the fingerprint authori
zation. Of course the fingerprint authorization could also be 
provided on the touch sensitive screen 1779, if it was so 
configured. As the use of the fingerprint button 1777 is 

20 outside of the browser, the device 1771 may communicate 
the touch to the site indicating that the user has provided the 
intent to purchase as well as the fingerprint authorization. At 
this point, the system could proceed to create the various 
tokens or encrypted data necessary to return an encrypted 

25 token and payment data back to the site for processing the 
payment. 

Where the system might want to include devices such as 
a laptop without a fingerprint sensor and a coordinated 
mobile device having a fingerprint sensor, that configuration 

30 could be communicated to the site such that the appropriate 
information can be provided from the mobile device, 
through the wireless interface, to the laptop or other device, 
and then to the site such that the preliminary information 
provided and shown in FIG. 17H can enable the browser on 

35 the laptop to instruct the user in notice 1775 that to make the 
purchase the user simply can provide the fingerprint iden
tification on the mobile device. The step that is removed in 
this scenario is a requirement of the user to click a buy now 
button within a browser on the device. Thus, the interface 

40 1779 can be dynamic depending on whether the user 
requires a single device for fingerprint authorization, or 
multiple devices. A dynamic buy button can be presented 
based on a detected browser type or user payment account 
type. If a single device is used, the notice 1775 can simply 

45 instruct the user to provide their fingerprint on finger print 
sensor 1777 to make a purchase. If multiple devices are 
used, the notice 1775 can instruct the user to simply provide 
the fingerprint authentication on their second device. A 
display can also be provided on the second device to 

50 coordinate the information and confirm that by touching the 
fingerprint identification button on the second device, the 
user is buying the top hat shown on the first device. By 
providing this coordination between the merchant site, the 
first device, and the second device, the payment process can 

55 eliminate one interaction. This process can make the pur
chase a true one click purchase experience. 

The following example illustrates the point made above. 
Assume the user has been navigating and selecting several 
items for purchase from a site and has placed those items in 

60 a shopping cart. Assume three items have been placed in the 
shopping cart and the user desires to now checkout. The user 
clicks on a "view shopping cart" button. That button can 
cause the system to initiate a call to the browser API, which 
can retrieve one or more pieces of information such that the 

65 user can be presented with the three items in the shopping 
cart, identification of a payment account, such as a visa, an 
identification of a shipping address and shipping method and 
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instructions to simply provide the fingerprint authorization 
for the purchase. There really is no need for a buy button at 
this stage. Of course options can be presented for the user to 
edit the information or change the payment account and so 
forth. Machine learning or other intelligence can be utilized 5 

to prioritize which payment account the user is likely to use. 
For example, a business credit card may be presented based 

different sites to make purchases, the user has to make 
multiple one click purchases to purchase three items. For 
example, if the user bought a first item from site 1 (1703) 
and a second item from site 2 (1705) and the third item from 
site 3 (1707), then the user would have to make three clicks 
for purchasing because of the separate nature of these sites. 
The following is an approach to eliminate a number of clicks 
when making purchases across multiple sites. An aspect of 
this disclosure is to use the browser API to store items placed 

on one or more factors, such as the location where the user 
is making the purchase, the kind of purchase, the time of day, 
and so forth. 

The machine learning algorithm can also be applied to 
other types of interfaces such as a spoken dialog interface. 
Speech related models have been developed in the past with 
respect to dialog management in general. The additional 
concepts disclosed herein is to utilize machine learning to 
dynamically modify or present the payment process as part 
of any kind of user interface. The payment process might be 
a spoken dialog, graphical, multimodel, near-field commu
nication, mobile-based, desktop-based, and so forth. For 
example, in a messenger application which includes a text 
component and a spoken component, the balance of what is 
presented as a text or a message and what is spoken or visual 
can be selected or determined by machine learning models. 

10 in the shopping cart. Another aspect involves storing data 
across a universal shopping cart with a search engine or 
search entity such that a single checkout for purchases made 
via different modes (such as a shopping cart filled with one 
item from a web search and another item from a spoken 

15 dialog with a dialog system to fill the cart with another item). 
The search entity or entity managing a checkout from a 
universal cart can charge the merchants for managing the 
checkout. For example, where multiple merchants have 
products in a universal cart, the entity managing the check-

20 out can charge each merchant a portion of the fee for 
managing the payment process. In the case of a search entity, 
the search entity may not charge for advertising with the 
merchants but may only charge for purchases made through 

A spoken dialog might select what to say, how to say it, what 
voice to use (male, female, accent, etc.), whether to switch 25 

from one voice to another, and so forth, based on what type 

a universal shopping cart. 
For example, assume the user is at site 1 and places a 

toaster in the virtual shopping cart. An option could be 
presented to the user to place the toaster in a browser 
shopping cart. This may be a separate button for interaction 
with the user from a normal shopping cart which remains at 

of interaction will not only be easier for a user, with less 
friction, but also what might increase conversions and the 
completion of the payment process. Plus, voices might be 
associated with particular payment services, such as from 
Apple or Google. The choice of dialog, volume, tone, 
accent, payment service, options presented, can be based on 
historical data, machine learning data, and other data such as 
history of purchases, user preferences and so forth. Utilizing 
such an approach can enable the payment process to differ 
from person to person in such a way as to enhance the 
individual user experience with the purchasing process. No 
longer will everyone be presented with the same set of input 
fields or the same PayPal button. The very point of com
mitting to make a purchase and authorizing the purchase can 
be tailored to the individual. That personalized approach can 
also be offered across different platforms and sites such that 
the user will have a consistent experience. The browser API 
could pass to the site some data associated with how the user 
historically has experienced a checkout or can pass user 
parameters, or any other data to instruct the site to improve 
the process. For example, in a normally graphical user 
interface experience, one user might have a 30% increased 
likelihood of finalizing a purchase if an audible comment is 
made when a buy button is presented, such as "Mary, thank 
you for coming to our site. We're set to use Apple Pay for 
you". A dialog could be added to the graphical experience to 
step people through the process and make them more 
comfortable. Tutorials, graphics, video, chatting opportuni
ties, and so forth could all be a part of the payment 
experience and managed to be presented in a dynamic 
fashion for each user. 
Multi-Site Site Shopping Cart 

Referencing the shopping cart above brings up another 
aspect of this disclosure, shown in FIG. 171. The configu
ration of system 1701 and this figure represents the user 
navigating to multiple sites 1703, 1705, 1707 for shopping. 
We first note that if the user is shopping at a single site such 
as Amazon.com and places a number of items in the shop
ping cart, the user can view that shopping cart and with one 
click purchase multiple items within the cart. However, even 
using the browser API, if the user navigates to multiple 

30 the site, or could be integrated in with the standard site 
button for placing an item in a shopping cart. If such is the 
case, the system may notify the user, as they transition from 
site 1, that the toaster is placed in a browser shopping cart. 
In any event, the browser 1711 will receive through the 

35 browser API 1709 all the necessary information associated 
with the toaster. The information may be passed through the 
browser API if the user abandons the shopping cart prior to 
making the purchase, which process could be modified via 
user setting. In this respect, the browser shopping cart 

40 becomes persistent across navigation to multiple sites. 
Assume next that the user navigates to site 2 and places a 
cookbook in a virtual shopping cart in a similar manner. That 
information is communicated through the browser API 1709 
and stored in a site 2 shopping cart. Assume the user does not 

45 buy the cookbook yet. Next, assume that the user is on site 
3 and adds a pencil to their virtual shopping cart. At this 
point, assume that the user clicks on a "view shopping cart" 
button. In this scenario, that interaction can trigger a call to 
the browser API 1709 which can retrieve the toaster in site's 

50 1 shopping cart and the cookbook in site's 2 shopping cart, 
and present those items with the pencil in a shopping cart 
while the user is at site 3. A buy button can be presented 
enabling the user to purchase all three items at once. As can 
be appreciated, this process has eliminated at least two clicks 

55 from the traditional way of purchasing multiple items across 
different sites. Once the user confirms payment, each respec
tive site gets paid their portion of the overall payment. The 
browser or other entity can process, for example, a $105 
payment in which the first site gets paid $30, the second site 

60 gets paid $50 and the third site gets paid $25 for the 
respective items, shipping costs, taxes, etc. Any approach 
disclosed herein for managing the purchase can be utilized, 
such as, a notification on an interface that a fingerprint 
interaction can purchase all the items. Options can be 

65 presented for different items to be shipped to two different 
locations, and so forth. Machine learning, historical infor
mation, or other analyses and algorithms can be utilized to 
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predict addresses, payment accounts, shipping options, and 
so forth, in order to reduce the number of interactions or 
simplify the process for the user. A network service, via an 
API or other means, such as a search engine, search entity, 

110 
represents an enhanced utilization of the original browser 
API, which enables a persistent shopping cart to be main
tained across multiple sites that are navigated for shopping. 

or other service, could also provide the functionality for a 5 

multi-site shopping cart experience. For example, a network 
service can store in a shopping cart items from one site 
accessed by a first device and a second item from a second 

In another aspect, the browser 1711 to simply represent a 
network-based service that utilizes an API 1709 and func
tions in the same manner. Data of products placed within a 
shopping cart can be communicated through API calls in any 
number of different stages of the process. For example, the 
merchant site could set up different scenarios for when to site accessed by a second device, using a similar or different 

interface modalities, and then process a payment for all 10 

items in the cart at once. Sites can register with the service 
and claims can be drawn to the service, the browser, the 
shopping cart model and to the merchant processing. By 
utilizing a browser API for the purpose of processing the 
payments, the system can alleviate the need of the user to 15 

login to a shopping cart extension or provide payment and 
address information to a separate shopping cart extension. 
The universal shopping cart disclosed herein can utilize the 
browser API to eliminate the need of the user to give their 
payment information and address information to yet another 20 

entity. When an entity like a search entity stores the pay
ment/address data, it can provide a payment process and 
apply the payment to items in the shopping cart. 

transfer the shopping cart information through the APL 
Information to be transferred as soon as a person places an 
item in a shopping cart or as soon as they click on a buy 
button. In some scenarios, there may not necessarily be a 
"shopping cart" but merely data associated with a product in 
the process of being purchased. For example, between the 
time someone clicks on an "Apple Pay" button and the time 
in which they provide a fingerprint to confirm the purchase, 
the data could be provided to an API for storing and later 
access. The service could charge the merchant a certain 
amount, if the user later purchases that product because it is 
produced in a persistent shopping cart, and thus brought 
back to their attention. 

Currently, much advertising on, for example, social media 
involves presenting advertisements to users in their news-It is noted that the browser API and communication with 

any respective merchant will harmonize capable payment 
processes for the merchant relative to the types of payments 
that the user utilizes. This disclosure recognizes that the 
persistent shopping cart across multiple sites could result in 
different payment capabilities across the sites relative to the 
user abilities. All of these differences are resolved in this 
process, whether at the browser, or coordinating with other 
services or entities. In other words, site 1 may only take 
Visa, while site 2 may only take MasterCard. Site mode 3 
may take Apple Pay. Assume, in this case, that the user has 
a stored Visa card, a stored MasterCard, as well as an Apple 
Pay account. The combined shopping cart can present to the 
user a confirmation that an entity has coordinated all of the 
user's available payment mechanisms and assigned them to 
the appropriate respective site such that the single click 
interaction will cause a visa payment to be made to site 1, 
a MasterCard payment to be made from site 2 and an Apple 
Pay payment to be made to site 3. Each respective process 
can utilize the browser API, a search entity, or other net
work-based service, to accomplish the respective payments, 
generation of tokens where necessary, and so forth. Dis
counts can be built in for respective purchase, coupons, 
refunds, etc. Other mechanisms could also be provided by a 
service that, for a small service fee, charges the Visa card or 
any other single payment mechanism provided by the user 
and processes the other payments to the other respective 
merchants. In one aspect, a single tokenized payment can be 
transmitted to a payment processor for handling all the 
respective payments amongst the different sites. 

FIG. 171 represents any and all types of communication, 
requests, calls, responses, and so forth which can be utilized 
for providing a persistent shopping cart across different sites 
using a browser APL In some cases, the browser or device 
upon which the browser is functioning may communicate 
with a server 1713 to store information, retrieve information, 
analyze data, retrieve encrypted payment data or tokeniza
tion data, and so forth. The server 1713, may also, as part of 
the process, communicate directly with any of the sites from 
which shopping cart items are stored. Payment data, any 
other data or communication can occur between the server 
1713 and a respective site. The shopping cart data can be 
encrypted or tokenized for a single use, or otherwise pro
vided with security measures. This aspect of the disclosure 

25 feed based on other website navigation. Users may browse 
for a toaster, but never even put it into a shopping cart or get 
close to the mode of making a purchase. An advertisement 
for that toaster is then later presented on their newsfeed 
which can result in the conversion. Another aspect of this 

30 disclosure is to add such items to the shopping cart disclosed 
herein. Thus, if the user had searched for a toaster but never 
even place one a shopping cart, rather than later advertising 
that toaster on a social networking page, one aspect can 
involve placing that toaster in their shopping cart such that 

35 later on when they're making a purchase of another item in 
the shopping cart, they can see the toaster and make one 
click to purchase the other item, as well as the toaster. There 
may be a user interaction as well to confirm that the toaster 
should be purchased with the other item. Options can be 

40 presented to delete the toaster from the shopping cart or hold 
it for a later purchase. Thus, the shopping cart becomes a 
more dynamic environment in which items can be purchased 
in aggregate and thus simplifying the process. In another 
aspect, a posting on a social media site for the toaster, when 

45 interacted with, could transition the user not to the merchant 
site but to their shopping cart with that item contained 
therein with other items from the multi-site shopping cart. In 
other words, a selectable object on an advertisement or 
posting could cause a transition to a multi-site shopping cart 

50 to include the item advertised as well as other items the user 
has placed in shopping carts. 

Another aspect involves aggregating accounts. For 
example, some couples share an amazon.com account such 
that purchases made by either individual can be seen in the 

55 purchase history. If items are stored in a shopping cart, each 
individual can see the item stored by the other individual. 
Another principle that can apply in the present case would 
be to combine shopping carts based on any number of 
factors. For example, prior to this disclosure, if a husband 

60 shopped on merchant site number one in place an item in a 
shopping cart, and his wife shopped on merchant site 
number two and placed the second item in a shopping cart, 
there was no mechanism of combining those two items into 
a persistent shopping cart. Accordingly, whether by linking 

65 to computers, or accounts, or based on a payment account 
used, or any other number of factors, such as user prefer
ences, individuals can combine their separate shopping cart 
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another for one-click purchasing of the local site plus the 
browser stored products. The purchase could occur through 
a payment request type of API or managed via a search 
entity using payment related information stored with the 

items into an aggregated shopping cart. Thus, as linked users 
shop and places items across multiple sites, they both will be 
able to view the aggregated shopping cart and can make a 
purchase of those items. Further, the users may have differ
ent permissions such as children can add items but only 
parents can make the purchase. 

5 search entity or other entity. 

FIG. 17J illustrates a method aspect of the system dis
closed in FIG. 171. The method includes receiving, via a 
browser shopping cart API, or a first device, a first shopping 
cart information package from a first site (1715) and receiv- 10 

ing, via the browser API, or via a second device, a second 
shopping cart information package from a second site 
(1717). The method includes, upon the user requesting a 
view of a shopping cart, communicating the first shopping 
cart information package and the second shopping cart 15 

information package via the browser API to a site (if the user 
is navigating at a site) or a browser interface (if the user is 
at their browser requesting the shopping cart) (1719), and 
receiving an indication of a desire to purchase the items in 
the shopping cart (1721 ). The shopping cart information 20 

packages can include the information necessary to identify 
the item that's in the shopping cart from the respective site, 
identification of the site, and/or an identification of any other 
parameters selected by the user, such as a shipping address 
for that item, a payment account associated with that item, 25 

whether it is a gift, whether it should be giftwrapped, 
shipping instructions, and so forth. Other items that can be 
included and communicated via the API could be videos, 
images, comments, comparisons, reviews, and/or links to 
any such information. The necessary protocols for providing 30 

images, videos or other branding material can be included 
within the modified browser API, which provides for the 
persistent shopping cart. While the user is navigating at any 
respective site, the user can make such selections and 
decisions and that information is part of the shopping cart 35 

information package that can be communicated via the 
browser API to the browser for storage and later retrieval. 
Different devices can be used to access different sites 
through different modalities as well, and products from each 
site can respectfully be included in a shopping cart for a 40 

single purchase process for multiple products, from one or 
more sites. 

In one aspect, the user could retrieve the shopping cart 
from the browser via the browser API or from a network 
service. Inasmuch as the user has payment information 
stored at the browser or accessible via the browser, the 
browser could include an option, via an interactive button or 
via a drop down menu to view their shopping cart. A 
dynamic object could be presented only when there are 
items in a shopping cart to remind the user that they have 
stored items. In other words, on a top interface of a browser, 
a "view shopping cart" option can be presented only when 
there are items in the shopping cart. When the user clicks on 
the object, the shopping cart can be presented with all of the 
available options for choosing shipping addresses, payment 
accounts, and so forth. FIG. 17K illustrates a persistent 
browser-based shopping cart interface 1721. As the browser 
has access to the payment information, the user could make 
the purchase right from the browser. Access to the shopping 
cart can also be provided through a social media posting or 
menu, or any location where the user navigates or spends 
time. For example, if the user has items in the shopping cart, 
that information could be communicated through an API to 
a social media network, such as Facebook, and a posting 
could be generated on a user's newsfeed which provides an 
object with which the user can interact to access their 
shopping cart for making the final purchase. Such an object 
can be presented on any social media site and would be 
configured according to how the user interacts with that site, 
as well as any ancillary services such as Facebook messen
ger, texting, and so forth. Triggers can be incorporated into 
the process such that such a posting or notification is 
provided under certain circumstances, such as length of time 
that items have been in the shopping cart relative to an 
upcoming birthday, or any other combination of factors 
which can be utilized to trigger such a notice to the user. 
Spoken dialog systems can be utilized as well. 

The timing of transmission from any respective site to the 
browser can also be dynamic. For example, if a user at site 
1 places several items in a shopping cart, and then simply 
purchases those items, there may be no need to communicate 

The concept also covers determining whether a user 
desires a local shopping cart view or a multi-site shopping 
cart view. A user may be on, via use of a first device, a site 
putting a number of items in the local site shopping cart. 
Options or an object could be presented as part of viewing 
the local shopping cart to add the other products stored in the 
browser API shopping cart. The options may be dynamic 
based on user habits, cost of products in the local cart 
compared to the overall cost of the browser products were 
included, social media data, and so forth. The local site, 
when the user proceeds to view a shopping cart, could 
initiate a call through the API (to the browser or a network
based entity) to determine if other items are waiting or stored 

45 a package of information through the browser API to the 
browser for those items. However, if the user, places several 
items in the shopping cart, but then abandons the shopping 
cart or does not complete the purchase, and transitions from 
the site, then an information package can be communicated 

50 such that those items are maintained in a universal shopping 
cart. User preferences might be implemented to prevent this 
from occurring automatically or to require an interaction to 
confirm the transfer of the data package. In one regard, this 
approach can to some degree solve the problem of aban-

55 doned shopping carts even with a one or two click purchas
ing option as has become available through the browser/user 
interface payment request APL This approach enhances the 
use of the browser API or a network service such as a search 

in the browser shopping cart. If so, the site could present the 
selectable object to "add browser products" or the like to the 
shopping cart to enable the user to purchase all the items 
together. Brief information about the items could be pro
vided as well. For example, if the user has a toaster and a 60 

toothbrush in their browser shopping cart, the merchant 
could provide an object which ask the user to "add your 
toaster and toothbrush to this cart" or a buy button could be 
modified to indicate that purchasing the item at the local site 
can also result in processing a purchase of the other browser 65 

shopping cart products. Two buy buttons could be presented 
in this case, one for just buying the local site product(s) and 

entity to maintain a more persistent shopping cart experience 
such that abandoned shopping carts may not be completely 
abandoned, but the user may view the cart at a later time 
with those items again, in a shopping cart with a simplified 
purchasing process which can increase the probability that 
the user will make the purchase of the items upon the second 
or third view. This disclosure also includes any other objects 
or manipulation opportunities for users to manage the 
browser persistent shopping cart. For example, any objects 
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presented which the user can interact with to remove items 
from the shopping cart, add items to the shopping cart, 
maintain the items of the shopping cart for a particular 
period of time, drop items of the shopping cart after a period 
of time such as two weeks, and so forth. 

FIG. 17K illustrates various items in the persistent shop
ping cart. The toaster from site! .com is shown at 1723, with 
a remote control car from site2.com 1725 and towels from 
site3.com 1727. These sites can be accessed through differ
ent devices as well. A "continue shopping" object 1729 it is 
also shown as well is the pay now button 1731. Again, the 
advantage of this approach is that via the one pay now enter 
action 1731, the system will carry out (1) a payment using 
the Visa card to site! .com (such as by sending a token or the 
necessary payment information, as well as other information 
through the browser API to site! .com), (2) a payment using 
the MasterCard to site2.com for the remote control car and 
(3) a payment site3.com using Apple pay for the towels. Of 
course, a total amount can be shown for all of the purchases, 
as well as other options for deleting the purchase, changing 

114 
suggestions and advertisements for alternate items or items 
that might better match each other, upgrades, alternate 
colors, and so forth. 

The browser could also store the history of the items 
5 purchased for later retrieval and processing, such as select

ing to return an item or following its shipping progress. In 
this regard, after a purchase is made, the information could 
be communicated through the browser API and stored for 
later retrieval from the browser or via an object on a site, 

10 social media interface, app, and so forth as disclosed herein. 
Another aspect includes integrating a shopping cart with 

other product searches beyond products placed in shopping 
carts. For example, if a user navigates to Amazon.com on a 
desktop computer or target.com via a voice-based device 

15 and looks or orders at a toaster, but does not place the toaster 
in a shopping cart but merely views, at some level, data 
about a toaster that could be bought (it could include putting 
it into a shopping cart), then one current process that exists 
is presenting an Amazon advertisement in a newsfeed fea-

20 turing that toaster. The advertisements enable the user to 
have another opportunity to purchase the item. In the present 
scenario, this concept is extended such that any user inter
action with the product, whether it be physically, virtually 
online, in a virtual reality environment, and so forth, could 

the number of items, and so forth. Where such individual 
manipulations take place, the browser shopping cart API can 
communicate with the respective site in order to update the 
total amount charged based on the number of items, or a 
change to the shipping address or shipping instructions. 
Thus, the interface 1721 can include any such objects to 
enable the user to make the appropriate changes and adjust
ments to each individual order at which point, when the user 
pays, all of the various payment mechanisms can be imp le- 30 

mented. Usually, a merchant site initiates a call through the 
browser API for payment data. Under a later purchase made 
through a shopping cart model, the browser may initiate a 
call to the merchant site informing them that the user has 

35 
purchased one of their items. The call may include identi
fication information to reference the earlier search of the 
user for the item on the site and initiate the necessary 
communication via the API for the payment data to be 
transmitted and processed. In one aspect, a separate local or 
Internet-based service could provide one unified payment 
from the user and then the service could, based on the 
information about each purchase, make a payment to each 
individual vendor or merchant. 

25 cause the system to generate a shopping cart entry for that 
item. A service could retrieve the information about which 
products the user served for or viewed and generate a most 
likely product which the user would like to buy. Then, when 
the user views their multi-site shopping cart, that item could 
be listed and easily bought with one click either individually 
or in an aggregated way with other items. Inasmuch as such 
items were never put into a shopping cart by the user, 
additional interactions could be presented such as a select
able object which the user can click on to formally place the 
item in the shopping cart for purchase. In another aspect, the 
item could be placed in the shopping cart in a preconfigured 
state such that clicking on the buy button within the shop
ping cart will cause the purchase to be made for that item, 
as well as any other items in the shopping cart. A threshold 

40 could be set for when such an item is placed within the 
shopping cart. For example, machine learning could be 
utilized to determine parameters such as how deeply the user 
searched and studied the item, how much time the user spent 
on the item, how many reviews the user read, whether the 

In another aspect, the user can place a first toaster 1723 in 
the persistent shopping cart 1721 from site 1 and then find 
a different toaster from site 2. Both toasters being placed in 
the shopping cart could cause the system to identify that 
similar items have been placed in the cart, and that the user 
may desire a comparison analysis. In this regard, when the 
user retrieves the persistent shopping cart with both toasters, 
the shopping cart could present some comparable informa
tion between the exact two items. This is a very easy location 
with which to provide such comparisons because at this state 

45 user compared the item to other similar items, and so forth. 
In this scenario, once that threshold is met, then the system 
would create an entry for the user's shopping cart featuring 
the item. In another scenario, if two similar items were 
searched, the system could present both items with com-

50 parison data within the shopping cart enabling the user to 
review the comparison information, click on the selected 
item, such that the next click or next interaction could 
literally be a purchase of the selected item with any other 
items within the shopping cart. 

The shopping cart disclosed herein can be integrated 
within a website such that no extension needs to be logged 
into or clicked on to utilize the features. No separate 
registration of payment data or an address needs to occur 
within a shopping cart extension. The universal shopping 

of interaction with the user, the user could then simply 55 

choose one of the items and delete the non-selected item 
from the shopping cart and proceed with the purchase 
process. Further, from the persistent browser shopping cart, 
links can be provided for options to "continue shopping" at 
each respective site. This process can eliminate and simplify 60 cart can operate without a selectable object on a browser 

interface to activate the cart. Sites may register, for example, 
with a search engine to be able to coordinate a universal 
shopping cart model such that items can be placed in the 
universal cart across different devices and across different 

the shopping experience across multiple sites. 
A service could also provide an analysis of the various 

items in the shopping cart and provide suggestions or 
upgrades accordingly. For example, if a user buys plates 
from one site and glasses from another site, or a suit from 
one site and a tie from another site, the system could analyze 
the items within this coordinated shopping cart and provide 

65 merchants and difference devices. Shopping can occur from 
a device, within an assistant application, via a voice-based 
device, via a browser, via a vehicle-based device, a watch, 
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and so forth. The universal cart can span these various 
modes of interaction with merchants and be coordinated by 

116 
browser API with information to initiate a purchase at the 
first site of the first product. For example, the browser API 
could transmit data to the first site to place the first site in a 
state as though the user had navigated to the point of 

a network-based system. The search entity can then process 
payment of multiple items for one or more merchants in the 
same universal cart using stored payment data. This can be 
done through the browser API disclosed herein or an API or 
other technology managed by the search entity. An item can 

5 purchasing the first item and clicking on a purchase button. 
Normally, that interaction would cause the first site to 
initiate a payment request through the browser API to the 
browser for the payment information. However, in the above 
scenario, the user has left the first site that the information 

be placed in a shopping cart from a web search on a first 
device, followed by another item placed in the cart from a 
voice dialog via a second device. The user can checkout 
once for both items through a unified purchasing process 
using the browser API or a search entity-based process in 
which data stored with the search entity is applied to 
purchase the plurality of items. Each merchant can be paid 
and then ship the respective items. The search entity can 
charge the merchant(s) for using the universal shopping cart 
at the time of purchase. 

10 about the first item is retained in the shopping cart. Accord
ingly, to facilitate the purchase of the first item, the improve
ment includes expanding the use of a browser API to initiate 
the purchase of a product through transmitting the informa
tion through the API to the first site. In this aspect, the first 

Other concepts related to a universal shopping cart 
include providing data to website from the shopping cart
i.e., items in cart, demographic data, to improve the site 
search or presentation-which can modify the user shopping 
experience. For example, if site2 knows that a toaster from 
site! is in the universal shopping cart, the navigation results 

15 site would then initiate a payment request to the browser 
API, to retrieve the payment data, address data, and so forth 
and complete the purchase and delivery of the product in the 
normal fashion. Additional communication may need to be 
exchanged in order to make this happen. The package of 

or search results or presented items for the user at site2 can 
be modified to improve the user experience. Next, we note 
again that the use of an API can be in both directions. For 
example, the user buys an item in a shopping cart and a 
package of information is passed through the API to the 
website with one or more of an object, a token, payment 
information, address information, registration information, 
login in formation, product information, size data, etc. to 
initiate the whole transaction from the browser APL This is 
what would happen if you had left a website but had an item 
placed in a shopping cart. 

20 information sent to the first site can trick it into thinking that 
a user has navigated to the first item and hit the "buy" button. 
The information can cause the merchant site to initiate the 
payment request API request back to the browser to ask for 
payment information for processing a payment of the prod-

25 uct. The package of information could be sent when the user 
opens the shopping cart. Such that timing wise, when the 
user clicks on the 'buy" button with a first item from a first 
site and a second item from a second site, both sites basically 
have a state as though the user had navigated to the point of 

30 viewing the respective item with a buy button for processing 
the purchase. However, the shopping cart buy button can be 
linked to these two different states such that when the user 
does hit the buy button, both sites send a payment request 

A method can include identifying a first item that can be 35 

purchased from the first site based on user navigation, but 
the first item is not purchased. This can be done within the 
normal standard navigation of the site. The method includes 
receiving a transition of data associated with the first item 
(which can be over an API to a browser, an extension, or to 40 

a network service). For example, the W3C browser API 
includes a "display Items" member and/or the "additionalD
isplayitems" that are part of a PaymentDetailsBase diction-
ary that is an optional feature for providing details of 
products or a breakdown of taxes and shipping. The browser 45 

API could be modified such that the site could pass product 
details at any time during the navigation process to a 
shopping cart for later retrieval. The triggering of transmit
ting the data about a product can be at any number of 
navigation states or stages between an initial search and a 50 

completed purchase. For example, if the user has a browser 
API interface presented but they do not complete the trans
action, the site can pass the product data to the browser for 
storage and later retrieval. Assume the user then navigates to 
a second site via the same device or via a completely 55 

separate device which can also include a device with a 
voice-based or other type of user interface. The method 
includes identifying a second item that can be purchased 
from the second site based on user navigation, the second 
item being placed in a shopping cart, transmitting informa- 60 

tion about the first item to the shopping cart, receiving a 
confirmation via user interaction with a purchasing object to 
buy the first item and the second item, communicating 
purchasing information to the first site for processing the 
purchase of the item and communicating payment data to the 65 

second site for processing a purchase of the second item. The 
communication can include communication between a 

through browser API for processing the payment based on 
the single click. The plug in for the shopping cart can 
disambiguate or present any other interaction information 
necessary for processing the payment. For example, if one 
website requires Apple Pay, the shopping cart can simply ask 
for the user's fingerprint for the payment but does not have 
to identify that it is for one particular product purchase. 

In another aspect, the browser coordinating with the 
shopping cart can send a package of data that includes 
payment capabilities for the user, a payment token, payment 
data, address data, product data, price, etc., such that the first 
site can finalize the purchase and delivery the product. This 
approach represents an expansion of the capabilities of the 
browser API concept. In one aspect, based on the user's 
initial navigation at the first site, the lack of purchase of an 
item of the first site, the first site can generate a transaction 
ID, which is transmitted through the API to the shopping cart 
management system (which can be a plug in or an extension 
for a browser or a third party network-based service). This 
transaction ID can later be used in past back to the first site 
with the payment data, address data, and any other data, such 
as a one-time use token, to remember the item and process 
a purchase of the item for the user. 

Other aspects include tracking the location of phone for 
products like sitting in a chair at Staples and once you get a 
threshold interaction with a product that indicates an inter
est, providing details about the product in the persistent 
shopping cart. As you surf the web, once you hit that 
threshold, like reading reviews of a product, or spending a 
certain amount of time on a product page, the information 
can be forwarded to a service that includes a product ID, 
merchant ID, timing, personal information, cost, discounts, 
etc. for placing that item in a shopping cart even when the 
user is at another site. 
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The network device disclosed herein that can be used for 
managing multiple items placed within a universal shopping 
cart can coordinate the universal shopping cart across the 
various devices used by the user. For example, a search 
entity can identify a first product put into the shopping cart 
from a first browser search on a mobile device and then 
identify the user using a voice instruction on a second device 
to identify a second product to put into the shopping cart. 
The user can then purchase both products on either device or 
at any time. The system can identify the user through voice 
identification or through other means to connect the items as 
being part of the same user shopping cart. The voice based 
device can already be associated with a particular payment 
account or can adjust to different payment accounts based on 
voice identification. For example, a user at home might put 
a first product in a universal shopping cart from a desktop 
computer and then go to a friend's house. Through social 
networking data or speech/voice identification, the user 
could talk to the voice based device at their friends house, 
which could confirm their identity by asking "Is this Mary 
Smith?", at which point the user could add another item to 
the shopping cart via a voice command and make the 
purchase of all the items. Social media data or preferences 
could connect Mary to potentially using her friend's voice
based device for purchases. A separate biometric confirma
tion could be provided in these scenarios as well to confirm 
the purchase is from the proper person. In one example, 
when Mary goes to her friend's house, a voice-based device 
or other device can identify her through her mobile phone. 
Geo-location data can also be provided based on Mary's 
location. Based on this data, a voice-based device through a 
search entity can be configured to potentially expect that 
Mary may make a shopping request at her friend's home 
through the voice-based device. Speech recognition models, 
speaker identification models, or any other speech related 
pre-configurations that might need to occur can be initiated 
on a network basis or transferred to the local voice-based 
device, or both. Thus, when Mary says to the voice-based 
device, "Please add paper towels to my shopping cart," the 
system can recognize Mary's voice, interpret the speech 
using a tailored speech recognition model, and respond with 
"OK Mary, the paper towels are in your shopping cart with 
the salt and pepper shakers to added yesterday, do you want 
to check out?". She can then make a single purchasing 
transaction for all the items in her shopping cart from her 
friend's voice-based interface device. To confirm the pur
chase, the system may ask Mary to provide a fingerprint 
authentication which can be coordinated via the network 
system. It can be similar to a NFC payment experience as 
well. The voice-based device might have a NFC capability 
and to confirm the purchase, Mary would simply move her 
phone near the voice-based device and provide a fingerprint 
to complete the purchase of all the items. The data provided 
to the voice-based device would be similar to what is 
provided at a NFC device at a retailer when Apple Pay or 
Google Pay is used. The user would move their device close 
to the voice-based device and the payment interface would 
pop up asking for a finger print or facial recognition. In this 
manner, users could complete shopping or initiate shopping 
easily at a friend's home or at a device at a different location 
from their home location, but using the same simple inter
face. All of the necessary communication to and from the 
network system (such as the search entity managing the 
payment process), can occur between the voice-based device 
and the system to enable Mary to order an item, have it 
included in her shopping cart and check out. 

118 
If Mary did not have her phone with her, the voice

enabled device may have a fingerprint reader on it as well 
that Mary could use to "register" at the device. Facial 
recognition or any other mechanism could be used as well. 

5 Once identified at the device, it can become as through it was 
her device for the purpose of her universal shopping cart. 
Devices can be positioned at restaurants, shops, or at any 
location for similar purposes. If multiple people are at a 
friend's house, multiple profiles can be added to the voice-

10 enabled device at that location such that any person of the 
group can talk to the device and have it adjust to their profile, 
their universal shopping cart, and so forth, even though the 
people do not live at that location. The device may also not 
have any pre-configured data based on knowledge that the 

15 person is at the location. The system may just identify the 
user by their voice when they speak to the voice-based 
device. 

The concepts disclosed herein can also work for physical 
malls. People could do two things. In one case, users just 

20 shop and put items in their physical shopping bag. The users 
would not check out at individual stores but just go from 
store to store. One checkout for all the stores could be used 
for all the items together with one payment. The checkout 
could be at an exit or on their own phone, via a bar code 

25 reader or other identifier of the products which can combine 
them such that a single click can process all payments. 

Also, users could go to a physical store and peruse items 
for purchase. They could have a code reader on their phone 
and as they look at products they like, they could scan a 

30 code, or it could be automatically identified through near 
field communication or some other wireless protocol. The 
user might not then actually take the item with them. Once 
they've gone to all the stores and looked at say 4 items in 4 
different stores, they can then pull up their shopping cart on 

35 their mobile device and see all those items placed in a 
shopping cart. They can then one-click purchase and all the 
payments are processed for the respective stores. The items 
could be brought to them as they leave the store, at a certain 
exit, such that notices to runners at each store in the mall to 

40 take the purchased item and deliver it to John at the East exit 
to the mall, or they could be delivered to them at home so 
the user can just leave. The system could also track the 
movement of the buyer's mobile device and simply find 
them in the mall. A code could be used by the runner to 

45 confirm the right user is receiving the purchased products. 
The shopping cart can provide the option or code or other 
data. Timing expectations can be provided to users for how 
long they have to wait. Perhaps the users could buy the items 
on their phone as they start to walk away to their car and 

50 given the tracking of their mobile device, which can provide 
geofencing information on which entrance they came into, 
the items they've purchased can be waiting for them at their 
exit when they get there. Runners can deliver the items to an 
identified locker, the user based on location information of 

55 their phone, or location at their exit so they can just take the 
items home. This improves the experience where users don't 
have to carry around all the items they've purchased as they 
walk around the mall. Expected timing of delivering all the 
products could be provided. The user could click "buy" on 

60 their shopping cart and the system may predict a 10 minute 
time when all the products will be delivered to the user. It 
might increase the number of items people would buy as 
well. From the single shopping cart, the Browser/user inter
face payment request API can be used and a plugin could 

65 manage all the payments to the different stores. Users also 
could use Apple Pay or other payment mechanisms at each 
store as well, and the system could simply combine the 
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purchased items into the "shopping cart" such that when the 
user leaves, they can indicate that they are leaving and they 
need delivery. Then the items can be gathered and delivered 
to the user. The runner or runners can receive, via an app, 
instructions on what items to get, from which stores, an 
identification of the purchaser, and can easily gather up all 
the items and bring them to the purchaser. 

In another aspect, by scanning items in a store using a 
mobile device, the system can evaluate an expected weight 
of a bag containing all the items purchased from a store or 
stores. The weight could be added up, the user could place 
the bag of products on a scale and the purchases from that 
user, identified by NFC data, Bluetooth data, or a scan at the 
scale, or other mechanisms, can confirm that the weight 
corresponds to the group of items they purchased. If the 
weight was greater ( or less) a manual check could be 
provided. This weighing of the products can further simplify 
the process of leaving the store. Multiple stores can be 
shopped at and an exit to a mall can provide the weighing 
mechanism. A server would compare the weight of the items 
on the scale with the weight of items in their virtual 
shopping bag or the items they've purchased. The use of a 
payment mechanism could also correspond to the weighing 
process where they click on a pay button after the weight 
matches their virtual shopping bag items. Thus, a timing 
element could be introduced in terms of when the payment 
button is presented after a successful weighing. It of course 
could come before or as the user buys items. Then they are 
correlated for a weighing operation. Being browser based, 
the user could navigate to the store or mall's website and 
initiate the process of making purchases through scans. 
There is no need to download an app to accomplish the 
functionality when using the browser-basedAPI's disclosed 
herein. 

Individual products can also be configured with a UPC 
code or QR code or other feature which, after the sale and 
the product is out in use, others could scan the code, take 
picture of the product (clothing, bike, etc.) and match a 
product with accompanying size data, etc. and the user can 
then purchase the product and have it delivered using 
mechanisms disclosed herein. These can be built into the 
product and not on a tag that is removable, as the idea here 
is to enable another person to purchase the same item upon 
viewing it with the original buyer. For example, a shirt might 
have a QR code sewn into a location or on a permanent tag. 
The code or image can cause the user device to access a 
URL, progressive web app, local app, or other entity and 
provide data about the product. After identifying the product 
and accessing the server associated with the product, the 
user can be presented with a buy now button (their body size 
can already be sent, or they can choose their size). The 
presentation can be configured such that the server deter
mines the payment capabilities and API capabilities of the 
user device, browser, software module, etc., and configures 
a purchasing experience accordingly. The user may scan the 
code ( or other process) in one step, and be presented with an 
interface at a site via a browser, for example, configured with 
an image of the shirt or game or whatever the product is, 
with the right size showing for that user, and with an Apple 
Pay or Google Pay ( other any other payment mechanism 
such as Paypal, Amazon Pay, crypto, etc.). The user can then 
just confirm the purchase and it will be delivered to their 
home. The location of the code could be on a sleeve, collar, 
or any location that is easy for a friend to access and scan. 
An NFC device could also be embedded into the product. 

A merchant's store can be a distributed amongst all the 
purchased products that are out in the world. If you like the 

120 
shirt your friend is wearing, one could scan a code or take 
a picture of the shirt, or any mechanisms of identifying the 
product, match the user's size through a body model or 
selection of size, and the user could receive the product in 

5 the mail after an API-based payment. This could be done 
through an app, a site, through photos on your mobile device 
which present purchasing options of items in the photos, etc. 
This concept expands upon the idea of a mobile device used 
for in-store purchases to use of a mobile device wherever the 

10 user is, and wherever they may see an item that they would 
like to purchase. When identifying a product, alternate 
products, colors, etc. could also be provided. You may love 
the shirt, but want a different color, once the user identifies 
the product, alternatives can be made readily available for 

15 purchase. One issue will be that the friend will not know 
necessarily the store where the shirt or item was bought. The 
tag built into the item might identify a progressive web app, 
URL, app, or other data to enable the user to connect with 
the right network-based entity of identifying the proper 

20 product and enabling the purchase. Aggregation sites might 
be used where the user could go to a single site, scan the 
code or take a picture of the product, and obtain the proper 
vendor and data to make the purchase of the same product. 

The system may also enable multiple stores to function as 
25 a group. A user might be able to navigate to a localmall.com 

site which can turn on or access a group of stores in that mall 
such that the user can go through and scan items from any 
of the stores and do a single checkout for all the items at a 
mall exit. A scale can be provided at an exit which can 

30 coordinate the weights of all the products purchased. At a 
grocery store, a scale can cover an entire shopping cart and 
the products therein. The user may walk out and have the 
cart/products put on a floor-based scale to confirm the 
purchases made. This process can alleviate long check-out 

35 lines. In some cases, brick-and-mortar check out schemes 
like Apple Pay and Google Pay would also be eliminated in 
favor of the browser-based API model described herein in 
that no checkout point of sale would be needed. 

In another aspect, the system can store the various prod-
40 ucts that have been perused on the various websites. As a 

user then enters a product into a shopping cart, and option 
can be presented which populates the shopping cart with one 
or more of these other items from other sites. The system can 
strategically present this option. For example, if the user had 

45 perused a toothbrush in the toaster on different websites, but 
now places a different toaster in a shopping cart, the system 
may only ask if they would like to see the other toaster 
presented with comparable information. If the user has a 
certain number of items that they have recently perused, the 

50 system may ask if they would like to see the most recent 
three items added to their cart, or the items that they spent 
the most time on reviewing, or the most expensive items, or 
any other characterizations that the user might desire. This 
approach allows the user to control which items are added to 

55 their universal shopping cart for a one click purchase of the 
group of items. Artificial intelligence and/or machine learn
ing approaches can also be utilized to characterize user 
shopping and navigation history with respect to their buying 
habits such that the shopping cart could be populated with 

60 only those items having a threshold probability of the user 
actually purchasing. As has been noted above, the shopping 
cart can also involve multiple users. Accordingly, multiple 
users group by family, friends, payment accounts, browser 
usage, or any other grouping can be coordinated such, for 

65 example, that if a parent opens a shopping cart, that items 
viewed by the children could be added to the shopping cart 
for determining whether to purchase or not. Such a shopping 
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cart can also be a jumping off point for continued shopping 
at any respective site. For example, if the shopping cart 
includes three items from three different sites, and the 
second item from the second site is a toaster but not quite the 
right toaster, a selectable object can be presented to continue 5 

shopping at that site for similar products. The object can be 
configured to transition the user to a deep link in the second 

browser on the device manages the payment process as 
disclosed herein, via a browser-based API between the 
browser on the mobile device and the store server. 

Codes could be retrieved by the mobile device in other 
ways beyond an image scan as well. For example, a small 
disposable component could be configured on each product 
that includes a battery and which can, through near field 
communication protocols, or other wireless protocols, trans
mit the basic data about the product, which would be the 

site with search results associated with the product in the 
shopping cart, but that shows comparable products for 
continued perusal. In such a scenario, the persistent state 10 

could be maintained such that as the user transitions to the 
equivalent of an image scan of a code. In this way, rather 
than needing to align a camera with a code image associate 

second site for continued shopping, if the user chooses a 
separate toaster, the user could transition back to the shop
ping cart with the separate toaster replacing the initial toaster 
for again single click purchase of a group of items. 

One benefit of the approach disclosed herein is that users 
don't need to register their payment information or address 
information with a shopping cart plug-in or service inas
much as the browser API is utilized for the payment infor
mation. However, some of the other functionality could also 
be applied where the user registers payment information, 
address information, or any other information with the 
shopping cart plug-in or extension. 

In one example, the process can work as follows from the 
standpoint of a server associated with the store, or group of 
stores. The user walks into a store with a mobile device, and 
accesses the server via a URL on a browser, app, or via an 
automatic interface presented via a confirmation via Geo 
fencing or location-based service that the mobile device has 
entered the store. The browser or app can access a camera on 
the mobile device such that the server can provide instruc
tions to control an interface to enable the user to walk around 
the store, and scan codes associated with the products that 
they desire to purchase. As the user scans codes, the codes 
are transmitted back to the server to further process the 
purchase of those products. As the user is ready to buy the 
product or products, a payment process occurs using the 
browser as an agent and via browser-based APis disclosed 
herein. Payment information is thereby passed through the 
API to the store server to process the payment. Also, as 
disclosed herein, the system can enable the user to choose 
between a network-based payment approach, which is 
accessed via the browser API such that a service like Pay Pal, 

with the product, the user would only need to bring their 
mobile device in near proximity to the item and data 
associated with that item, and interface which enables the 

15 user to confirm that they desire to purchase that product 
could be initiated. The small disposable component could 
include a small solar panel as well which can help to power 
the component. 

In another aspect, the system can manage and enhance the 
20 user experience using their mobile device, as they walk 

around a store. For example, by knowing a specific location 
of each product, or through location-based services, the 
interface provided by the store server can include advertise
ments, suggestions, or directions to other products in the 

25 store. For example, if a user scans a code for a shirt, the 
system can instruct the user that on the next aisle over, on the 
second shelf, is a pair of pants that would match well with 
that shirt. The advertisements could also be for a product or 
item in a different store which is nearby, or a different store 

30 in a group of stores, such as a mall. Instructions to go to a 
specific location, accessorizing suggestions, additional 
online purchasing options, and so forth can also be provided. 
For example, the person may be buying a pair of pants and 
a shirt, but the ideal necklace or earrings or watch might not 

35 be at that particular store. The store server could present an 
image of a product that could be associated with what the 
user is physically buying and put that product as well in their 
shopping cart for home delivery. Thus, the shopping cart in 
this scenario could span physical items the user is carrying 

40 as well as online purchased items as part of the same quote 
shopping cart". Machine learning algorithms can be imple
mented and trained for providing such suggestions. Inven
tory supplies can also be accessed to determine whether such 

for example, could be selected, the process the payment. 
Cryptocurrencies could be used as well for payment as 45 

managed by the browser APL Any number of different 
payment approaches can be selected via the use of the 
browser APL Users may make purchases of individual 
products or the store server may maintain a shopping cart of 

products should be offered. 
In yet another example, disclosed herein is the concept of 

providing body model data via a browser-based API to a 
server. The approach can also be utilized in this scenario, 
where a user walks into a store with their mobile device to 
make purchases. For example, as the user accesses the URL 
of the store server, the browser can manage the communi
cation between the mobile device and the store server, and 

the various products to enable a single checkout process. In 50 

a scenario where a group of stores are coordinated, such as 
in the mall, the shopping cart can expand from one store to 
another for a single checkout of products from multiple 
stores. 

From the standpoint of the mobile device, a method can 
include receiving, via a browser, a URL input from the user, 
which would cause the browser to establish communication 
with a store server. The mobile device receives instructions 
regarding how to manage an interface for the user, which 
includes the browser accessing a camera feature on the 
device an interface for instructing the user to perform 
actions to scan a code associated with each product they 
desire to purchase. The device can receive the image of the 
code which images transmitted via the communication link 
between the browser and the store server to the store server 
for processing. When the user is ready to buy the product or 
a group of products in a shopping cart, the device or the 

pass along body model information to the store server. In 
this scenario, the store server can utilize data regarding the 
location of various sizes of clothing, for example, and 

55 literally guide the user right to close that will fit them, 
according to the body model received. For example, the 
interface for the user may indicate or provide a map of the 
store with highlighted points, which indicate the sizes 
matching the user. Inventory can be also correlated such that 

60 if the user's size is not available at that time, the interface 
can enable the user to see clothing styles in the store but 
order online for their personal size. Often, individuals are 
looking through a stack of pants, or a series of shirts, of a 
style that they desire to purchase, but their particular size is 

65 out of stock. Using these principles, the system will know as 
the user enters the store that certain pants are out of stock 
and the server can present an image to the user on their 
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user goes to a grocery store and accesses the grocery store 
server for making purchases as described above via their 
mobile device, the browser could pass a data package 
identifying their grocery stock information for their home. 

mobile device, indicating that this is the proper size for you 
and the one that you are holding (which the server can gain 
knowledge of by virtue of near field communication or the 
user scanning a code) is the wrong size. However, the user 
in this scenario can see the product and can then purchase 
the product online for the right size. 

In this scenario, the user could walk into a clothing store, 
and see and touch clothing that they may desire to buy, and 

5 The system could then instruct the user or suggest to the user 
certain products, where they are, and/or amounts to enable 
the user to not forget or easily restock their grocery supplies 
as needed. 

if the user scans a code of a piece of clothing, the system can 
also identify the size and the configuration of the clothing 10 

scanned and instruct the user regarding how well such 
clothing will fit with their body model. Perhaps a different 
size in the store will fit better. If there is inventory available, 
the store server can instruct the user that they should pick a 
different size, and instruct them that there should be one in 15 

stock on the shelf. If not, the store server can communicate 
with the browser of the mobile device that the pants they've 
chosen is not the best fit for them and they can order right 
now online the better fitting pants which will be delivered to 
their house in two days. This all becomes possible with the 20 

communication of the body model to the store server. This 
process can also of course be available for body models of 
friends or family members of the individual, wherein a 
dialogue or graphical interface can be presented to enable 
the user was walk into a store to pick a body model to 25 

transmit to the store server to help them purchase clothing 
for their friend or family member. All of the description 
above applies where, for example, the user passes a friends 
body model to the store server, the store server can respond 
with instructions regarding clothing within the store that fits 30 

that body model, online offerings of clothing that will fit 
better than physical products currently at the store, and so 
forth. Audible instructions can also be provided to guide the 
user to products that would fit appropriately. Similar con
cepts can also apply for color selections, product selections, 35 

volume selections, food selections, and so forth outside of 
the clothing scenario. For example, in the food scenario, the 
user could select a recipe that they desire to make an enter 
grocery store, and in this scenario, the recipe could be 
transmitted to the grocery store server and through the 40 

browser acting as an agent, the grocery store server can 
direct the user to not only purchase the proper ingredients for 
the recipe but the proper sizes or number of items to make 
the recipe for a specified number of individuals. Thus, the 
general concept described above, involves the user access- 45 

ing a store server via a browser or app, and being guided 
regarding the purchasing of products within the store, via the 
interface, or via a spoken interface, and then being able to 
purchase the products using the browser API payment 
process disclosed herein without the need of going through 50 

a traditional physical check out process. 
Additionally, data regarding current food supplies at a 

user's home can be fed to a server. For example, a smart 
home system can be implemented which provides data 
regarding food storage that a person's home. For example, 55 

the system may identify that the user is low on milk, eggs, 
cheese and cereal. This data can be provided to a browser or 
a network-based service. For example, while the user is at 
home with their mobile device, a system can periodically 
update their browser to contain grocery stock information 60 

for their home. This can be done through Wi-Fi, near field 
communication, or Bluetooth. The browser can be config
ured to be able to access the communication components of 
a mobile device and manage a process of retrieving updates 
of information which can then be used by store servers as a 65 

user physically goes to a respective store. Any kind of data 
is contemplated as being part of this process. Then, as the 

To protect from fraud, video cameras, location-based ID, 
and correlations of purchases and inventory could identify 
where mismatches exists and potentially identify shoplifters 
from that data. Instructions could be provided to people of 
risk to require them to have a clerk confirm their purchases. 
Users can generate or earn confidence scores as they shop in 
these scenarios. If a user is suspected of shoplifting, and the 
system requires a confirmation of their product purchases, 
they can increase a confidence score or repair a confidence 
score. Such information can be presented to the user as part 
of the interface such that they know to be honest in their 
purchasing decisions and activities. For example, a confi
dence score can be presented to them, such as 9/io or 5/10, with 
instructions to note that a clean purchasing experience 
confirmed by a clerk or scale, or otherwise can cause the 
confidence score to increase to 10/10. By granting a more 
efficient process to users with high confidence scores, the 
overall system can encourage honesty and reduce the 
amount of shoplifting. Further, shoppers experiences the 
different stores can be correlated in a confidence score that 
can span any store or stores that utilize a service. 

Another aspect applies to utilizing an API to fill a cross
site shopping cart in a different way. It relates to how users 
can have product information transmitted through the API or 
other mechanism from a site to a browser or other location 
for storage, aggregation, presentation and payment/delivery 
processing. A site can have programming added to the site 
to monitor searching and navigation of the user on the site 
for a determination of what products to send to an APL For 
example, if a user spends 20 seconds looking at a toaster, 
reading reviews, looking at pictures, and so forth, the system 
can determine that there is enough interest to send the 
product data through an API for storage with the browser or 
elsewhere. The API, for example, can have a syntax like 
"sendproductdata (product, UPC, Size, Time, Color, Size, 
price, taxes, token, rating, other)." This and any other data 
can be transmitted through the API and stored for later use 
for making the purchase. A trigger for sending the data can 
be automatic or manual ( such as the user clicking on an 
object to send the data). As the user navigates to the site, the 
site can send an API request to determine whether the API 
is available for product information. If so, the site can utilize 
the API to send the product data for products that the user 
searches for. If the user later purchases the product on the 
site, the product can be removed from the browser product 
storage. The data can include an evaluation of a likelihood 
of the user desiring to later purchase the product. All of this 
information is transmitted through the API to the storage 
location. 

A user can then navigate to other sites as well and surf for 
products. As the threshold is met, multiple products can be 
transmitted to the browser for storage. Data associated with 
the products can be sent as well, such as a user likelihood of 
purchasing. As the user surfs the web, products will be 
gathered up and passed through the API and stored. The user 
can set parameters on the circumstances that will cause 
product data to be sent, such as viewing for more than 60 
seconds, or all products reviewed 2 weeks before a family 
member's birthday, or all products above a price of $10, or 



US 10,643,266 B2 
125 

at a certain stage in navigation such as the product is placed 
in a site shopping cart (and also should be transmitted to the 
browser shopping cart). The user can then browse for items 
across different sites, when they get to the point of making 
any purchase using the browser API interface, such as at 
site3.com, the system will or can include within the buy 
button interface, the items from the first site and the second 

126 
messenger app, communication application, video applica
tion, and so forth. So in any context where a product is being 
presented, the site or application would offer the ability to 
transmit data to the product API for storage in the shopping 

5 cart of the user. 

site that they searched. See FIG. 17K. An important point is 
that the interface here is the browser/user interface payment 
request API interface and not necessary ( although it can be) 1 o 
the normal payment interface. The interface can also include 
other options. For example, the user is at site3.com purchas-

In yet another aspect, as the user navigates to the site, the 
site can access a user information API associated with the 
browser or a network-based service. The browser or any 
other service can store information like user hat size, shirt 
size, pant size, show size, color preferences, style prefer
ences, purchase history, social media information such as 
friends and family information, sizes, preferences, and so 
forth. As the user begins searching, the site can receive such 
data via the APL Based on this data, the site can adjust its 
presentation to the user of the navigation object and inter
faces. For example, the user might not need to be presented 

ing the item from that site, the payment interface can include 
a selectable option to "add other 2 items from browser 
shopping cart" or "add items searched for today" or "add 15 

items searched for this week". The user can then have those 
items added to the shopping cart and one click can manage with the option to choose between an S, M or L shirt if the 

API informs the site that the user is a medium. Color or style 
preferences can be tailored for the user as they search the 

20 site. As soon as the user navigates to a respective site, the site 
can do a call to the browser asking for personalization 
parameters, and the browser can respond with the personal 
data for the user and/or other users that the site can use to 

the individual purchase and delivery of each item. Disam
biguation of different delivery addresses, greetings, or any 
other data could be gathered at any stage of the searching or 
payment process. Drop down menus can be included such 
that when the user is in the purchasing mode, the various 
items can be gathered together for payment as an aggregated 
group. The shopping cart could also be viewed directly 
within the browser independent of any site. Comparisons, 25 

discounts, options for incentivizing purchases, can be pro
vided in the aggregated group of items. The browser or other 
service manages all of the payments to individual sites. The 
syntax of the payment request API could be adjusted for 
accomplishing the functionality disclosed herein. 

tailor the browsing experience. The user could set param
eters such as buttons on the site, menus, auto transmission of 
items, and so forth. 

Indeed, as the user beings surfing, an interface can be 
presented to ask what the user is interested in. A natural 
language or text interface could receive data from the user 

30 such as 'Tm shopping for my wife's birthday". With the 
system knowing the social media data for the user, including 
sizes of family/friends, the user could shop more efficiently 
for say a coat for his wife's birthday. Color and style choices 

The benefit is that the browser/user interface payment 
request API interface can be modified so that when the user 
makes a purchase on any site and the browser/user interface 
payment request API is accessed for the purchase, that 
automatically or manually, the other items in the shopping 35 

cart can be added to the interface such that the user can 

associated with his wife could improve options presented. 
Size information can be preconfigured such that the user 
does not need to choose the size. Any parameter, social 

purchase multiple products in one click or the series of clicks 
to get through the payment process. A threshold can be met 
for transfer. A site can provide a plus button, buy button or 
other object that dynamically is presented when a threshold 
is met that the user can click on to add to browser shopping 
cart. Then the user can move on to the next item. The 
concept applies both from the standpoint of the site (moni
toring navigation, determining to transmit product data to 
browser shopping cart API, and receiving data about a 
purchase of the product on a browser/user interface payment 
request API interface from another site, such that the site can 
process the purchase of the product. This of course even 
though the user has never navigated to the product on the 
first site and indicated on the first site that he or she wants 
to make the purchase there. When the purchase is made at 
another site as part of a group of products shown on a 
payment interface, the browser can manage the notification 
back to the first site that the purchase has been made, and can 
transmit through the browser shopping cart API and/or the 
browser/user interface payment request API data about the 
product, the payment account, a one-use token, address 
delivery information, product identification, etc. A package 
of data can be transmitted to the first site with all of the data 
to enable the first site to identify the product previously 
searched and communicated to the browser, a payment token 
or other payment data, address information, and so forth, 
such that the site can process the payment and deliver the 
product. The site can also adjust based on whether the 
product browser API is available. For example, if it is 
available, buttons can be presented for adding the item being 
viewed to the shopping cart. The site can also include a 

media data, size, preferences, style, purchase history, and so 
forth could be used to change the navigation features for a 
site as the user navigates. There will be no more need for 

40 size choices for shirts, pants, or shoes, etc. Such data can be 
transmitted through the API to the site for reconfiguring the 
site for that user's navigation. The site can receive other data 
about the user that can help in more effective presentation of 
products/services. If the site knows the user is shopping for 

45 a book for his mother that can certainly aid in a more focused 
presentation of products. 

Further, the products searched for could be classified 
automatically or manually, such as birthday, or Christmas, or 
Mother's Day. Options for classification can be presented on 

50 the site based on social media data, product characteristics, 
or menu selections. Thus, a user could browser different sites 
and have three items classified as mother's birthday items 
and two items as their own purchases. When the user is 
buying an item with the browser API interface, the option 

55 could be to add mother's birthday items, add personal items, 
or add all items for purchase. Items could be grouped as 
toys, or kitchen items, or bathroom items, or office materials. 
Any number of ways can be provided to add a group of 
classified items into the shopping cart. All the items in the 

60 cart can be groups or organized based on manual or auto
matic means. Thus, the items that you want to purchase 
together could be more streamlined. 

At any point, a disambiguation dialog can help to focus 
the information from the user for improving the navigation. 

65 For example, as the user navigates to a site, the system may 
ask "are you shopping for you or for your Wife's birthday?" 
With some data about what the shopping is for, the system 
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can transmit the personalized information, address informa
tion, etc. to the website via an API so that the site can modify 

128 
to enable multiple items to be purchased with "one-click." 
(The interface usually requires a few clicks but many less 
than a normal payment process in which multiple fields have 
to be filled in manually by the user). The method further 

the experience for the user. For example, rather than size 
buttons like "S", "M" or "L", the system can present, 
"Mary", "Mom", "Nancy", "Tim". You just need to pick the 
size for your brother Tim. A drop down menu could include 
the various people the user is shopping for so the user just 
picks the person. All of the names, sizes, preferences, and so 
forth can be sent for one or more people to the site for 
processing. If the system knows that Tim loves red shirts the 
system could also suggest to the buyer that the blue shirt 
might not be the best choice. 

5 includes presenting on the browser payment interface infor
mation about the first product and processing a payment of 
both the first product and the second product based on user 
interaction with the browser payment interface (1737). The 
processing of the payment of both the first product and the 

10 second product can occur using first communication 
between the browser and the first site via the browser 

Triggering events for when a site transmits product data 
through the API can be time spent on a product, reviews 
read, placing item in shopping cart, reviewing product, a 15 

combination of these kinds of navigation data coupled with 
data transmitted to the site such as other items in shopping 
cart, summarized information about the user, size of user, 
color preferences, etc. A discount can be provided to the user 
if they authorize the personalized data to be sent. From the 20 

site standpoint, the site receives user navigation, receives 
personalized data for the user via an API such as size 
information, style preferences, purchasing history, social 
media data, holiday data, and so forth, such that the site 
presents interfaces and selectable options based on the 25 

received data. Those preferences can also drive the algo
rithm that determines when to pass product data to the API 
for placing in their universal shopping cart. A trigger algo
rithm can be adjusted based on the data transmitted to the 
site, such as a 30 second time frame for a product can be 30 

reduced to 20 seconds based on a birthday coming up. 
The size information for people in your social network 

can be passed as well based on social media data. For 
example, your friend's size information can be passed if 
your friend has a birthday coming up. The system can also 35 

tokenize that size information such that you can choose your 
friend's size for clothing, but you don't know what their size 
is. You can share your data in a tokenized or secure manner 
from your browser storage. 

FIG. 17L illustrates an example method embodiment. One 40 

aspect of this disclosure applies to multi-site universal 
shopping carts and particularly presents a solution that is 
applicable using a modified version of the browser payment 
request application programming interface implemented by 
W3e. Users can access multiple sites across different 45 

devices, using different modalities and in different locations. 
In one aspect, a method, system or computer readable 
storage device operates from the standpoint of the browser. 
The method includes receiving, via a browser shopping cart 
application prograniming interface associated with a 50 

browser, first data associated with a first product viewed by 
a user navigating on a first site using the browser, wherein 

payment request application programming interface and 
second communication between the browser and the second 
site via the browser payment request application program
ming interface. The difference is that the second site is 
already communicating with the browser for the payment 
process of the second product. The user, however, has 
navigated away from the first site, so a communication back 
to the first site must identify the product as well as providing 
payment and/or delivery data to the first site for "reminding" 
the first site of the previously searched-for product. Process-
ing the payment of both the first product and the second 
product further can include transmitting, through the 
browser application programming interface, a package of 
data which enables the first site to process the first purchase 
of the first product. The package of data can include payment 
data for the first site to process the payment for the first 
product and address information associated with the user for 
the first site to deliver the product. The method can also 
include receiving a confirmation from the user of the pur
chase of both the first product and the second product 
utilizing a same set of object interactions used for purchas
ing one product via the browser payment interface (1739). In 
other words, since the user is already in the browser inter
face for processing the payment for the second product, the 
method can include utilizing the same "one-click" plus 
perhaps one fingerprint recognition or eve code entry, or 
whatever few steps are utilized for the purchase of the 
second product, to also process the payment for the first 
product. As noted, the universal shopping cart may be 
separate from the browser API and completely managed by 
a network entity or search entity as well. There may also be 
coordination between the API and a network entity for 
managing the cart and the purchases. 

Processing the payment for the first product and for the 
second can include communicating first information via the 
browser payment request application prograniming interface 
to the first site for completing the purchase and delivery of 
the first product from the first site and communicating 
second information via the browser payment request appli
cation prograniming interface to the second site for com-
pleting the purchase and delivery of the second product from 
the second site. Receiving the first data associated with a 
first product viewed by a user navigating on a first site using 

55 the browser further can include receiving the first data based 
on a threshold user interaction associated with the first 

the user did not purchase the product on the first site (1733). 
The first data is stored such that it is accessible to the 
browser or a network service such as a search entity. This 
storage can be with the browser, on a user device, or on a 
network device hosted by a search entity or other payment 
entity. The method includes presenting a browser payment 
interface to the user for managing the purchase of the second 
product, the browser payment interface being associated 60 

with a browser payment request application prograniming 
interface in which payment data for the user is passed from 
the browser to the second site through the browser payment 
request application programming interface (1735). As part 
of the payment request API, an interface is presented to the 65 

user that they can interact with to achieve the payment. This 
interface is augmented with additional shopping cart items 

product. For example, the user may need to put the first 
product in a shopping cart, or click on a button, or view the 
product for a period of time to indicate that there might be 
a purchasing interest. In another aspect, a search entity can 
store payment credential and address and/or other informa
tion for the purchase and manage a payment process for the 
universal shopping cart. 

The method from the standpoint of the first site is shown 
in FIG. 17M and can include transmitting, from the first site 
and via a browser shopping cart application prograniming 
interface associated with a browser, first data associated with 
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CVC code) to finalize the payments. Where there are dif
ferences in such interactions, the interface can aggregate the 
requirements such that one click on one object can indicate 
"Pay with Apple Pay and Android Pay" or "Pay with Apple 

a first product viewed by a user navigating on the first site 
using the browser, wherein the user did not purchase the 
product on the first site, wherein the browser can manage 
storing the first data is stored such that it is accessible to the 
browser (1741) and, after the user navigates away from the 
first site to a second site, receiving a package of data from 
a browser payment request application programming inter
face for processing a payment of the first product, wherein 

5 Pay and VISA". The interface may then request a fingerprint 
and then a CVC code. The aggregation and organization of 
the various interactions can simplify the process of making 
purchases in one shopping cart with different payment 
mechanisms. the package of data identifies the first product and can 

include payment data associated with the user for processing 10 

the payment for the first product, wherein the user confirmed 
payment for the first product via an interaction with a 
browser payment interface presented as part of using the 
browser application programming interface to manage a 
purchase of a second product on the second site (1743). 

Another aspect relates to how to coordinate between 
different versions of APis. For example, if a user is making 
a purchase using Apple Pay, which utilizes a proprietary 
browser API, the system could access data about shopping 
cart items stored in connection with the W3C browser/user 

15 interface payment request API, which is an industry stan
dard. Whether a common protocol is used or some transla
tion of parameters between the different APis is used, one 
approach is to present one single shopping cart, with one buy 

The package of data received at the first site further can 
include address information for the user for delivery of the 
first product. The methods can include any communication 
needed from both the first site and the second site to identify 
payment methods, communicate shopping cart and payment 20 

capabilities of the browser, product data, session data asso
ciated with the user's search on the first site, user data, 
payment data, delivery data, size data, or any other data 
associated with processing a payment for the first product or 
aggregating the first product and the second product into the 25 

browser payment interface associated with the browser/user 
interface payment request API such that multiple products 
from different sites and/or apps can be purchased via a single 
shopping cart. Any concept referenced herein for processing 
a shopping cart can apply from the standpoint of the first or 30 

second site depending on the embodiment covered. 
In another aspect, the user may have several items in a 

browser shopping cart and decide they would like to pur
chase the items and have them delivered. However, the user 
may not want to have to navigate to a product on a site and 35 

make a purchase of an item on a site to initiate the browser 
API payment interface. In this case, the system can provide 
a notice on the browser or a dynamic object could be 
presented or a menu item could be presented which enables 
the user from the browser to be presented with a payment 40 

interface with the shopping cart items. The user can be 
presented with a dynamically modified buy button associ
ated with their browser type, payment request API type, or 
user account type. Then the user can purchase those items 
via interaction with the required objects. In this case, since 45 

the user is not on any site, if, for example, there is a first item 
from a first site and a second item from a second site in the 
shopping cart, the browser API would then transmit product 
ID, payment details, address details and so forth to the 
respective sites for processing the payment and delivery of 50 

the product even though the sites did not initiate a payment 
request according to the standard payment request APL 
Where payment services such as Apple Pay are used, those 
can be processed appropriately such that the standard data 
needed by the respective site to process the purchase ( card 55 

type, token received, confirmation of purchase made, etc.) 
can be received via the API and the delivery of the product 
can be achieved. The shopping cart would also be made 
available wherever the user surfs-such as on their social 
media site (Facebook could have a selectable object indi- 60 

eating that there are items in the shopping cart), texting 
application, email application, calendar application, and so 
forth. 

button or set of interactions that is aggregated, such that 
multiple items are purchased in the shopping cart, even 
when the aggregated shopping cart spans two different 
versions of the browser API or two versions of the browser 
shopping cart API, or two different purchasing interfaces. In 
one example, assume the user is in an Apple Pay interface, 
and clicks on a buy button and confirms the purchase with 
a fingerprint of three items, one of which is an Apple Pay 
item and two of which are incorporated in from a different 
context but that would require Android Pay for one item and 
a VISA payment for another item, each from different sites. 
The local device and/or a server can coordinate the com
munication of the information between the Apple Pay pro-
cess (in Safari) and a W3C browser API (such as on Chrome 
or Mozilla or Microsoft Edge, for example) such that a 
confirmation of the purchase can be utilized to process the 
Apple Pay purchase in the normal fashion, but then provide 
instructions to the W3C API to carry out the process of 
communicating with the respective sites such that the pur
chase of the second item via Android Pay is achieved and the 
purchase of the third item via VISA is coordinated. Thus, 
this aspect covers all of the coordination and information 
that is exchanged between two different APis (browsers) for 
the purpose of enabling purchases from various sites to be 
accomplished behind the scenes when a single shopping cart 
containing multiple items that span multiple sites and mul
tiple versions of browser/user interface payment request 
APis is used to purchase the multiple items together. This 
aspect covers all the communications, responses, confirma
tions, security related communications, instructions and so 
forth between browsers and between one or more of brows-
ers, different sites, services and/or payment processors to 
achieve a one click purchasing of items in a shopping cart as 
part of a browser API payment interface but wherein the 
inclusion of the items in the shopping cart spans different 
versions of the browser payment API or differ browsers such 
that notification of different site and processing of payments 
can be carried out based on a single payment process for the 
multiple products. Thus, Safari could manage the payment 
interface but communicate with Chrome to receive shopping 
cart items and then notify Chrome of the purchase of the 
respective Chrome items in the shopping cart. Then Safari 
can manage its payments for products purchase from a site 
and Chrome can manage its payments for products pur
chased from its sites. Further, the shopping cart can be 
integrated with other non-browser API interfaces. For In another aspect, when one site uses Apple Pay, another 

site requires VISA, and a third site uses Android Pay, the 
user's shopping cart with three items from the sites may 
utilize some different interactions ( such as fingerprint versus 

65 example, a Pay Pal interface, or an Amazon Payments inter
face could also access via anAPI shopping cart items stored 
in connection with a browser and incorporate or aggregate 
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those items into a one-click purchase experience of multiple 
items across not only different browser API interfaces but 
non-browser API interfaces. 

Multiple Browser API Versions 

132 
payment request API and the second browser/user interface 
payment request APL Facial recognition can be used as well 
to verify identity. 

In another aspect, a user could be using Mozilla on a 
5 MacBook rather than using Safari. The user may have stored 

payment information for Apple Pay. The system could detect 
that the user is browsing with Mozilla but through a Safari 
browser on the user device, the user could implement Apple 
Pay. The proper communication of data could be provided 

There are different flavors of the browser APL There is 
Apple pay and the standardized W3C browser API which 
utilize a different version of the same APL There could be 
others as well. Users also utilize different apps on devices to 
make payments, such as a PayPal app. Any particular 
website which desires to provide a checkout procedure using 
one of these browser APis, may need to detect which 
browser API is available and thus choose the appropriate 
buy button to present as an object with which the user 
interacts. If a user is using Microsoft edge as the browser, the 
merchant site should not present an Apple pay buy button. 
Accordingly, the concepts disclosed herein involves a mer
chant site determining which browser API is available. The 
merchant site to determine which browser is being used 
between Safari, Mozilla, Microsoft edge, chrome, Samsung, 20 

Internet, and so forth. The merchant site can then present a 
buy button which is appropriate for the respective browser 
that is being used to navigate the site. If the merchant site 
determines that the user is navigating through the site using 
Apples Safari browser, the object that is presented which the 25 

user can interact with to indicate an intent to purchase can 

10 such that the user is able to use Apple Pay even though they 
are surfing with Mozilla. This would require a verification, 
for example, that the user is using an Apple iOS device and 
has an Apple Pay configuration. The merchant site would 
receive a notification through the Mozilla browser that 

15 Apple Pay is available. Data could be communicated to 
confirm that Mozilla could enable a communication link 

be an Apple pay button. This of course may also involve a 
call through the API to determine if the user has Apple pay 
set up on their device. 

The merchant site may also provide some branding as part 30 

of the interface to manage the payment process. Thus, if the 
user has a Microsoft wallet, and they are using Microsoft 
edge, the interface can include branding for the Microsoft 
wallet. In any case, after the merchant site determines which 
buy button to present, in the user clicks or otherwise 35 

interacts with the object, the merchant site will communicate 
through the respective browser API to request the payment 
information and provide the necessary data associated with 
the purchase such that the merchant site can receive, through 
the browser API, one or more of the payment data, name, 40 

address, security codes, fingerprint identification, audio 
information, visual or facial information, and so forth, to 
complete the purchase and deliver the product. This aspect 
of the disclosure primarily involves the determination evalu
ation by the merchant site regarding which browser API to 45 

use and how to present the user interface to ensure that an 
improper or unavailable option is not presented to the user 
as part of the improved checkout process is available 
through the use of the browser APL 

The differences between the browser APis could be that 50 

from the Mozilla browser to the Safari browser on the user 
device to tunnel the information through to the merchant 
site. In this manner, the Mozilla may cause an instance of 
Safari to initiate in the background of the Apple device such 
that Mozilla can communicate with Safari and the merchant 
site such that the merchant site could present an Apple Pay 
button and the same interaction used for making an Apple 
Pay payment could be made through the Mozilla browser 
APL 

In another aspect, a method includes determining whether 
a user is accessing a site via a first browser or a second 
browser, wherein the first browser implements a first 
browser/user interface payment request API and the second 
browser implements a second browser/user interface pay
ment request API to yield a determination. When the deter-
mination indicates that the user is accessing the site via the 
first browser, the method includes presenting a first buy 
button on the site associated with a purchase and receiving 
an interaction, by the user, with the first buy button. The 
method includes transmitting a payment request via the first 
browser/user interface payment request API to receive pay
ment data stored on a user device and receiving the payment 
data via the first browser/user interface payment request 
APL When the determination indicates that the user is 
accessing the site via the second browser, the method 
includes presenting a second buy button on the site associ
ated with the purchase, receiving an interaction, by the user, 
with the second buy button, transmitting a payment request 
via the second browser/user interface payment request API 
to receive payment data stored on a user device and receiv-
ing the payment data via the second browser/user interface 
payment request APL 

The first browser/user interface payment request API can 
from the second browser/user interface payment request 
APL The first browser/user interface payment request API 
can verify the site. The first browser/user interface payment 
request API can enable multiple user devices to communi
cate in order to provide the payment data via the first 

one utilizes a merchant verification procedure or enables the 
communication of payment data from a separate user device 
from which the user is accessing the site via a browser. For 
example, Apple pay has a browser API with a different 
protocol, then the W3C payment request APL Apple pay 
requires a merchant verification procedure and also enables 
the user to access a merchant site via the Safari browser on 

55 browser/user interface payment request API to the site. The 
user can access the site via the first browser on a user client 

a laptop or desktop computer, and, when the user clicks on 
an Apple pay buy button on a site via the browser, the Safari 
browser can access payment data on a separate mobile 60 

device such as an iPhone that communicates via Bluetooth 

device. The first browser can cause the user client device to 
wirelessly receive the payment data stored on the user 
device, wherein the user device is a physically separate 
device from the user client device. The user device can 
communicate with the user client device via a Bluetooth 

with the laptop or desktop computer. Thus, when using 
Apple pay. In this manner, the user, on the laptop or desktop 
computer, clicks on Apple pay and then provides a finger
print verification on their iPhone, which is linked to the 
laptop or desktop computer, via Bluetooth. Of course other 
variations might exist between a first browser/user interface 

wireless protocol. 
Further, tailored information can be provided for each 

interface. For example, Apple pay has its own browser API 
65 and other browser such as Mozilla, Microsoft edge, chrome, 

and others utilize the W3C browser APL Particular wallets 
may be utilized with each browser. For example, Microsoft 
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edge utilizes the Microsoft wallet for providing the payment 
information through the browser APL Users may desire to 
see which wallet is being used, to make a payment. For 
example, the user may have a visa stored in a Microsoft 
wallet but a MasterCard stored in a Google wallet. Thus, one 5 

aspect of this disclosure is to provide a notification on an 
interface associated with the payment process in connection 
with a browser API, which identifies the wallet which is 
being used for a particular transaction. Indeed, in one aspect, 
where a user might have multiple browsers on a device, and 10 

thus might have multiple wallets, one aspect of this disclo
sure is presenting the user within a browser API interface, 
with an option to select from different wallets were storage 
locations for payment data which is to be communicated 
through the browser APL In this regard, a method could 15 

include presenting an object which is selectable by user as 
part of a browser/user interface payment request API inter
face. The object may be associated with a default wallet to 
use for the payment. In another aspect, the interface might 
just present several objects which the user can just simply 20 

click on to select the proper wallet. For example, the 
interface may present an object for Microsoft wallet an 
object for Apple pay. These may be one click operations in 
which the user simply indicates that they desire to make the 
payments and to use the particular wallets. In another aspect, 25 

a default wallet could be presented, such as Apple pay, with 
an object that indicates that other alternate wallets might be 
available. A button, drop down menu or link could be 
provided that the user is unable to select in order to change 
from the default wallet. Upon receiving a user interaction 30 

with the object, the exchange of information via the browser 
API continues in the normal process according to the chosen 
wallet. 

134 
which wallet is used for a particular purchase. This approach 
also provides the ease of communication with the user 
notifying them of all the available wallets which could be 
used for any particular part purchase. This approach of 
course could also be extended to include bitcoin or other 
crypto currencies which might be available on the device for 
making a purchase. 

Banks or credit card companies may provide discounts or 
coupons for making such a selection. For example, within 
the user interface, if Apple pay is the default payment 
mechanism, the merchant, or a bank, or any other entity 
might offer a discount on the price of the widget if the user 
selects the payment account in their Microsoft wallet for the 
payment. This could be because Apple pay charges the 
merchant, or because a particular credit card also charges a 
higher fee for the purchase. In this regard, one aspect of this 
disclosure includes, for a particular purchase, evaluating the 
various fees or charges associated with each possible pay
ment account which is available to be made from a user 
device via a browser APL If a determination is made that one 
particular available payment account has fewer fees or 
provides a particular benefit, then a method could include 
presenting a discount, or a coupon as part of the user 
payment interface which provides the user with an oppor-
tunity to select the alternate payment account and thereby 
receive a discounted price on the widget or some other 
benefit. Users may opt in to an approach which makes their 
various wallets available through each browser on their 
device. Furthermore, advertising or notifications could also 
be presented on the browser API interface which could be 
based on social media data, prior purchasing history, avail-
able wallets to use for purchases, and so forth. 
Site/ App Monetization 

Another aspect of this disclosure can include web mon-Using the above scenario, one example of the approach in 
action could be where a user is surfing the web via Safari, 
and wants to purchase a widget. Because the user has an 
Apple pay account, and Apple pay button is presented as part 

35 etization approaches. For example, using one or more of the 
payment request API and the payment handler API as 
disclosed herein, micro-payments to be provided from a user 
to a website that the user is browsing. These APis can be 
adapted to micropayments in which they are not processing 

of the payment process for the user to select. However, if the 
user also has a Mozilla browser on the device, which 
includes in his auto fill database payment information 
including the necessary payment account number, user 
address, and so forth, then the interface could present the 
user with the option of the paying through their Mozilla 
stored data. In this regard, the Safari browser could com
municate with the Mozilla browser to receive the payment 
data communicated through the Apple browser API to the 
merchant for payment. An API could be used for such 
browser to browser communication of data. Further, assume 
that the user also has a Microsoft edge browser and a 
Microsoft wallet. In this respect, the user could be presented 50 

with the option of switching to either a Mozilla account or 

40 payment based on a "buy" click by a user, but based on the 
user navigating to a site/app that exchanges access to the 
content for micro-payments. The micro-payments could be 
established to be continuous rather than a one-time event 
and could be based on any number of factors. For example, 

45 the micro-payments could be dynamic and vary based on the 
amount of data communicated between the site and the 

a Microsoft wallet account for making the payment. In some 
respects, if an alternate payment mechanism is selected, then 
the system could launch the associated browser which could 
then communicate with the merchant and the payment 55 

information could be communicated through that browser 
API to the merchant. In other words, if the user begins on 
Safari to browse the merchant site, within selects a Micro
soft wallet for the payment, the device can cause the 
necessary communication between the Safari browser to the 60 

Microsoft edge browser, which would launch the Microsoft 
edge browser, and provide a deep link or a communication 
to the session in which the widget is being purchased such 
that the merchant could either launch a payment request API 
call to the Microsoft edge browser or simply receive the 65 

payment data stored in the Microsoft wallet to handle the 
purchase. This approach can give the user more control over 

browser. If the user is viewing video, the micro-payments 
might be higher, for example. If the user is merely viewing 
or reading an article, the micro-payments might be relatively 
less. The user's experience could also be a blending of 
advertisements and micro-payments. For example, caps 
could be provided with respect to any given site navigated 
to wherein after the user has made a certain amount of a 
micro-payment such as 10 cents, and advertisements could 
start. The user could establish settings where micro-pay
ments are made for nonvideo browsing but that the user 
would accept viewing advertisements in connection with the 
YouTube video or other video viewed from a site. Further, 
the ability or existence of making micro-payments could 
impact which version of the video and individual sees. For 
example, Youtube might be able to present different versions 
of the video based on whether web monetization exists. If 
the user can pay a site through web monetization, then the 
viewer should be able to see videos without advertisements. 
The site of course can share payments between itself and a 
contributor of the video. Youtube.com might receive micro
payments for itself but also have to distribute some of the 



US 10,643,266 B2 
135 

payments to the creators of respective videos that are viewed 
under a web monetization approach. 

136 
with an option to share the article, video, or any other aspect 
of the site on their Facebook feed. The site can notify the 
user that if they now share the article, that their micro
payment will be returned or some other variation of payment 

In another aspect, when applying web monetization, a 
graphical presentation could be provided to the user in a 
separate window similar to the window presented to the user 
for making a payment via the payment APL The graphical 
representation could inform the user the payments are being 
made and utilize a bar chart or some graphical representation 
of how much payment has been made to the site. Notifica
tions could be provided to the user where payments are 
being made but it might appear that the user is no longer 
watching. Haptic signals, audio signals, visual signals or any 
combination thereof to be provided to remind the user that 
money is being paid to the site currently viewable. The site 

5 will be provided to the user. The amount returned could also 
depend on the user's social media following. For example, 
if the user has 1 OM Twitter followers, then the sites might 
return the user's 25 cent contribution and pay them $5 for 
the posting on Twitter. Thus, a payment could flow from the 

10 site to the user via one or more of the APis disclosed herein. 

of course could also be an application whether a progressive 15 

web app or a client-based app that is set up for monetization. 
In one aspect, no user interaction is needed to manage the 
monetization approach, whereas in other aspects, the user 
interface can be presented to enable confirmation of pay
ments, confirmation of continued viewing, confirmation of 20 

changing states from a monetization approach to an adver
tising approach while browsing a site, and so forth. A 
browser or any module configured to control a user interface 
or payment process can be progranimed with an API to 
handle monetization in this manner. 25 

In another aspect, sites or apps could provide enhanced 
services for increased payments. For example, a site might 
provide an audible reading of its articles in exchange for 
higher monetization. A browser or user interface module 
might present options regarding which version of the site/ 30 

app the user will view based on whether the user wants to 
make the appropriate payment. The variations can include 
video quality, audio quality, access to content, access to 
other users viewing the site, access to comments, ability to 
comment, ability to share be a social media, and so forth. In 35 

one example, a user may start a Youtube video but then open 
up another tab where the user still hears audio, but no longer 
sees the video. In such cases, adjustments can be made 
where the micro-payments are modified where the user only 
hears the audio but cannot see the video. If the user clicks 40 

As can be appreciated, one aspect of this disclosure can 
include micro-payments flowing from the user to a site as 
well as micro-payments flowing from the sites to the user. A 
ledger can be used to maintain a balance of these various 
payments and at the conclusion of the user navigating away 
from the site, a net payment flowing in either direction could 
be made. Follow on social media, email, texting, or other 
communication can occur from the site to the user after the 
user navigates away from the site. For example, the user 
could later receive an email which states "thank you for 
visiting www.website.com. You made $1 visiting our site-
come again when you are ready". The message of course can 
include a link to the site to draw the user back. 
Overall Architecture for One-Click Payments 

FIG. 18A illustrates an example architecture 1800 for 
pre-populating a merchant shopping cart, as well as for using 
a browser APL In this example, a user 1802 of a computing 
device 1804 running a web browser 1806 loads a web page 
with a unified input field or any other site such as a social 
networking site. The site communicates with a server 1810 
via an API 1812. The server 1810 can represent any site or 
app, even payment service applications. As the user 1802 
enters data in the unified input field, or interacts with the site 
in any other way based on its respective functionality, the 
browser 1806 sends the data, via the API 1812, to the server 
1810. The server 1810 can analyze the data to identify that 
the intent of the user 1802 is to make a purchase, based on 
the data entered in the unified input field. The server 1810 
can identify a merchant website 1816 that sells the desired 
item, and communicate with that merchant website 1816 via 
its associated browser/user interface payment request API 
1818, if available. In one aspect in this scenario, the payment 
data stored 1814 can enable the site 1810 to process the 
payment and communicate via the API with the merchant 

on the tab with the video, then the micro-payments can 
adjust back to the full amount. These choices can be made 
manually or the decided according to a user profile or 
predefined parameters. Weekly or monthly reports can be 
provided to users regarding their payments to sites such that 
they can identify how much they have paid and to what sites 
the payments have gone to. 

Another aspect of this disclosure relates to merchant sites. 

45 the payment details and information to the merchant 1816 to 
deliver the product. If an API is not available, the server 
1810 can communicate with the merchant website 1816 via 
HTTP and can navigate through the website in an automated 

Users may make micro-payments to a merchant site but be 
reimbursed if the user purchases a product. Similarly, users 50 

may make payments to a nonmerchant site but if an adver
tisement does exist and the user ended making a purchase 
associate with the advertisement, users might be reimbursed 
the micro-payment. Thus, the flow of payments can be both 
to a site or from a site throughout the user experience at the 55 

site. For example, the user may browse a site and be making 
continuous micro-payments but decide at some point to 
share a social media posting associated with the site at which 
point the micro-payments might be returned and/or the user 
might be paid for making the social media connection and 60 

thus advertisement for the site. Opportunities for sharing a 
sites or an article could be presented dynamically. Commu
nication regarding such actions can be built into the protocol 
for the API which can manage such information between the 
site/app and the browser or module. For example, a sites 65 

might monitor its receive micro-payments and as it hits a 
threshold, such as a 25 cents, the site could present the user 

fashion as if a user were clicking or entering data on the 
merchant website 1816. The server 1810 can use a network
based database 1814 of payment and delivery data or other 
personal data about the user 1802 to populate data fields at 
the merchant website 1816. 

However, if a network-based database 1814 is incomplete 
or does not exist, the server 1810 can, via the API 1812, 
request data from a database of payment and delivery data 
1808 local to the browser 1806 or to the computing device 
1804. The payment data 1808 can be any payment data 
stored on the local device ( or at a network based service), 
even if for other purposes such as a YouTube account, or 
associated with an email account, or an iTunes account. If a 
user is logged into their browser, or their email account or 
any other type of account, and there is payment data stored, 
the system can utilize or access that payment data to initiate 
a commerce purchase. When the user is making a purchase, 
the system can present the various payment accounts stored, 
such as a credit card in Google Wallet, plus a Play Store 
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account, and let the user choose amongst the available 
payment options. This can also occur across platforms such 
as information stored in Chrome plus an Amazon account 
stored on Amazon.com. In this scenario, the Amazon.com 
data can be represented by the server 1810 and data 1814 
and can be provided to the browser 1806 through an API 
1812 or other means. The browser 1806 can access and 
utilize any stored payment data for simplifying the payment 
process. The server 1810 can continuously receive addi
tional data entered by the user in the unified input field via, 
and update or modify data entered at the merchant website 
1816, products selected for purchase at the merchant website 
1816, or even switch to a different merchant website alto
gether. The server 1810 can transmit a response to the 
browser 1806, via the API 1812, so the browser 1806 can 
present actions or destinations to the user 1802 based on the 
data entered in the unified input field. Then, if the user 
selects one of the actions or destinations, the browser 1806 
can navigate to that page and communicate with the mer
chant website 1816 directly, or without the server 1810, 
although the server 1810 may continue to communicate with 
the browser 1806 to track behavior of the user 1802 at the 
merchant website 1816. For instance, the server 1810 may 
track eventual purchase details referred through the unified 
input field. The server 1810 can update the network-based 
payment and delivery data 1814 from time to time based on 
information processed from the local payment and delivery 
data 1808, or based on user input. The browser/user interface 
payment request API 1818 establishes the basic protocols for 
communicating information between the merchant site 1816 
and a browser 1806 for simplifying the payment process. 
The browser 1806 can also represent any device such as a 
voice controlled assistant or an appliance. The payment data 
that is communicated from the browser 1806 through the 
API 1818 to the merchant site 1816 can be tokenized for 
security purposes. The merchant site 1816 can then process 
a payment for the product with their payment processor 
1820. The benefit of this approach is that the same payment 
infrastructure can be used by the merchant and only minor 
changes to a site are needed to utilize the browser API 1818 
to obtain the necessary data for processing a payment. As 
shown in FIG. 18A, communications between the merchant 
site 1816 via the API 1818 with the browser 1806 to obtain 
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combination of both. For example, when the browser 1806 
receives a payment request through the API 1818, it may 
communicate data with a network server associated with a 
purchase. A network server can encrypt data and create a 

5 token which is transmitted back to the user device, for 
passing on to the merchant for processing the payment. The 
server 1810 can also represent any site other than search 
sites, such as social media sites, and the respective func
tionality associated with the respective site will apply to how 

10 one might transition from an interaction with the first site 
1810 to a destination merchant entity site 1816. In other 
words, the initiating transitional interaction may not be 
entering data into an input field but could be any interaction 

15 associated with the respective site, such as interacting with 
an advertisement or an interaction associated with a game, 
map application, conferencing application and so forth. 

In one aspect, as is shown in FIG. 18A, the site 1816 can 
also request via the API 1818 payment data from the server 

20 1810, which can have access to the payment data, user data 
and/or other data. Thus, for example, a site could present a 
buy button as the user navigates for a product and decides to 
make a purchase, and to tum that purchase into a one-click 
type experience, the site could perform an API call to a 

25 server, such as a Google based server or an Amazon based 
server, for example, and retrieve payment information and/ 
or other data stored with Google or Amazon, or any other 
entity, which can be passed through the API to the merchant 
site for processing the payment and potentially delivery of 

30 the product to the buyer. Thus, payment data stored in say 
Google Play, or with an email address or YouTube, or at 
Amazon, could be accessed and provided quickly and easily 
such that the user does not have to manually enter the data 
to make a purchase. The server 1810 might also access 

35 payment data stored in connection with the browser 1806 to 
make a payment. Indeed, the API 1818 and/or API 1812 
could be used to present a number of different payment 
options via a user interface, such as one payment option 
stored in a browser 1808 and one payment option stored at 

40 a Google server 1814, or Android Pay, for example, and 
enable the user to choose which payment account to use for 
a payment. Information about the chosen payment account 
can be passed through the API 1818 to the site 1816 for 
processing. 

FIG. 18B illustrates a method example related to the 
browser API shown in FIG. 18A. The method can be 
performed by a browser and include steps of storing, in a 
non-transitory storage medium of a user client device, 
payment data for a user (1830). In one aspect, the payment 

any kind of data 1808, can occur in both directions. Thus, the 
merchant 1816 can initiate a request for data through the 45 

browser API and receive that data for any purpose such as 
payment data to avoid the user needing to manually fill in 
payment account, address information, as well as any other 
data such as shirt size, pant size, shoe size, color preferences, 
one-click purchasing parameters etc. 50 data can include any one or more of address information, 

payment account information, a date of expiration, a CVC 
code, a token or code which can be used or encrypted for 
providing a payment token for use by a merchant, user 

For example, if the merchant site 1816 is amazon.com and 
the site already has the payment account and address of the 
user landing on amazon.com, a one-click purchasing autho
rization or parameter may need to be set on the browser 1806 
for the destination state to be a "one-click" purchasing state. 55 

In the transition from the server 1810 to the site 1816, the 
process can include accessing or confirming that the one
click purchasing state is "on" for the browser to enable the 
user to land on the site 1816 and have the next interaction be 

delivery preferences, user size information for clothing, and 
so forth. Any data related to processing a purchase can be 
included in payment data. The payment data is typically not 
being associated with any specific site but can be used across 
multiple sites. Any security mechanism can be implemented 
to ensure safe communication of payment data or modified 

a one-click to purchase the product. 60 payment data to the site 1816 for processing a purchase. 
Various example aspects of implementing the payment 

request API 1818 are disclosed herein. It is noted that the 
payment and/or delivery data, as well is any other data (such 
as user profile data, one-click purchasing data, settings, 
parameters and so forth) that may be used for processing a 
purchase, can be stored 1808 locally, on a user device 1804 
or may be retrieved from a network server or service, or a 

User size information could also be tokenized when com
municated through the browser APL When the purchase 
occurs via the application programming interface between 
the social networking site and the merchant site, the social 

65 networking site can transmit payment data through the 
application programming interface such that the merchant 
site can process the purchase of the product. 



US 10,643,266 B2 
139 

The method can include receiving, via a user interface 
such as a browser, a click interaction, by user, with an object 
associated with a site presented within the browser (1832), 
the click interaction indicating a user intent to make a 
purchase and receiving, at the browser, based on the click 5 

interaction and via a browser payment request application 
programming interface that defines a protocol for commu
nicating the payment data between the site and the browser, 
a request from the site for the payment data in connection 
with the purchase (1834), retrieving, via the browser, the 10 

payment data ( or a version of the payment data that is 
tokenized or encrypted for security), to yield retrieved 
payment data (1836) and transmitting, to the site and via the 
browser payment request application programming inter- 15 
face, the retrieved payment data, wherein the retrieved 
payment data can be used to process a payment or deliver a 
product associated with the purchase (1838). In one aspect, 

140 
The browser API has a number of characteristics that can 

distinguish it from APis between the site and a payment 
server, such as a PayPal scenario, and from general hyper
text markup language (HTML) protocols. HTML is a 
markup language that web browsers use to interpret and 
compose text, images, and other material into visual or 
audible web pages. Web browsers will receive HTML docu
ments from a Web server or from local storage and then 
render those webpages. HTML generally describes the struc
ture of such webpages semantically and describes using his 
protocols. The instructions for the appearance of documents 
on the browser. Cascading style sheets and JavaScript can 
also be part of HTML. Default characteristics for every item 
of HTML markup are defined in the browser, and these 
characteristics can be altered or enhanced by the web page 
designer's additional use of CSS. IN contrast, an application 
programming interface represents a set of subroutine defi
nitions, tools, and protocols which outline a set of clearly 
defined structures for communication between various soft-the browser can also interact with another server 1810 which 

can also process payment data 1814 such as generating a 
token that is passed back to the browser 1806 for commu
nication to the merchant site 1816. FIG. 19A, feature 1908 
illustrates such an object which can be interacted with for 
initiating the interaction between the merchant site 1816 and 
the browser 1806. In another aspect, the payment data 1808 
can be stored with the browser in whole or in part and other 
data can be accessed via a network server 1814 in whole or 

20 ware components. It is an established API for communicat
ing between a site, such as a merchant site, and the browser. 
As such, the browser must be programmed with the routines, 
data structures, object classes, variables and/or remote calls 
to enable a respective site which desires to utilize the API to 

in part to generate payment data or payment information that 
is communicated to the merchant 1816 for processing a 
payment. In this example, payment data could be exchanged 
with user size information, registration data, or any other 
data that is exchanged via the browser APL 

25 be able to make payment request calls and receive the 
appropriate data via the API for processing payments. The 
browser API is not an HTML interface, nor is it an API that 
is designed for communication between the site and directly 
with a network-based payment server or payment service. 

In another aspect, the methods disclosed herein can also 
apply to an "app" context in which the user is interfacing 
with an app downloaded on a user device, and upon a click 
interaction, such as clicking on a buy button, the app 
requests payment data from a module configured to manage 

30 We note that disclosed herein is a process in which the 
browser can act as an agent and manage through other APis 
between the browser and network-based payment services, 
the process of making a payment or providing payment data, 
such as tokenized data, to a merchant site. However, in that 

35 scenario, the site does not need to make separate API calls 
to a network-based server because the browser is established 

a user interface. The module configured to manage a user 
interface retrieves payment data, for example by retrieving 
data stored on the device, and communicating data to a 40 

network-based payment service, through use of one or more 
APis, and returns authorized payment data to the app via an 
API configured between the app and the module configured 
to manage a user interface. 

FIG. 18C illustrates a process from the standpoint of the 45 

merchant site. In this case, the method can include trans
mitting, for presenting via a user interface such as the 
browser 1806, an object 1908 with which a user can interact, 
wherein the object includes one of a button, a drop down 
screen or a hyperlink (1840), receiving a click interaction by 50 

the user with the object associated with a site, the click 
interaction indicating a user intent to make a purchase 
(1842), transmitting, based on the click interaction and via 
a browser payment request application programming inter
face that defines a protocol for communicating payment data 55 

between the site and the browser, a request from the site for 
the payment data stored on a user device 1804 in connection 
with the purchase, the payment data being usable across 
multiple sites for payment (1844) and receiving, at the site 
and via the browser payment request application program- 60 

ming interface 1818, the payment data 1808 ( or secure data 
such as a token based on the payment data), wherein the 
payment data can be used to process a payment for a product 
or deliver the product associated with the purchase (1846). 
The merchant 1816 can submit the payment data or infor- 65 

mation received to a payment processor for processing the 
purchase. 

as the agent to manage the process, thus simplifying the 
communication for the site such that only calls through the 
browser API need to be made for authentication, authoriza
tion, network-based processes, to occur. Thus, the API, 
which can be a set of HTTP request messages, along with a 
definition of the structure of request messages and response 
messages, which can be established in an XML or JavaScript 
object notation format, is built into the browser enabling the 
browser to act as an agent for providing authorized payment 
data, password data, login data, tokenized payment data, or 
to manage as an agent network-based payment processing or 
logging in processing, all through payment request or other 
calls made from the site through the browser APL The 
browser API manages the flow of data between the browser 
and the site and enables the browser to separately reach out 
for authentication, data, tokens, or other network based 
services. The API provides a consistent experience across 
payment methods, systems, platforms and merchants. Typi
cal web based APis have defined interfaces between the site 
and a web service and a novel concept disclosed herein is the 
new API that defines the architecture and programmable 
interface, data structures, and so forth, which are built into 
a browser, such that the browser can receive payment 
requests, retrieve authorized payment data, respond to the 
request, whether the process be a payment process or a login 
process, such that payment or login processes can be sim
plified and unified across sites. 

FIG. 19A illustrates example user interfaces for a pre
populated merchant shopping cart. In the first user interface 
1900, the user has entered the text "Buy ACME toaster 4.5" 
in the unified input field 1902 of a web page in a browser. 
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After hitting enter or clicking a search button, the browser 
communicates with a server that has already navigated to ( or 

142 
made to personalized the use experience when the user lands 
on the website such that adjustments. 

The browser API in this regard defines a protocol or 
syntax to enable communication between a site and a 

is currently in the process of navigating to) a merchant 
website to populate the shopping cart at the merchant 
website with the desired toaster. The server can hand off that 
browsing session to the browser to continue at a specific 
point in the checkout or shopping cart process, or can return 
a URL to the browser that is formed to go directly to a 
shopping cart that is populated based on the text entered in 
the unified input field. In this case, after hitting enter or 
clicking a search button, the browser navigates directly and 
automatically to a merchant website 1904 listing the item 
already placed in the shopping cart, order details, and a 
one-click purchase button 1908. Alternatively, the browser 
can navigate to a stage where the order has already been 
placed, such as the page that would load after the user clicks 

5 browser in order to retrieve personalized information, such 
that the site can be modified for that user. The API operates 
in a similar general manner to the payment request API in 
the sense that it operates as an API between a site and a 
browser. It could also work for apps as well. The API can 

10 communicate any kind of data that can be utilized to tailor 
that website for user. For example, a body model of the user, 
the user friend or family member, or other individual could 
be commuted catered to the site such that no size options 
need to be presented. Assume the following example as 

15 shown in FIG. 19B. The user navigates to a site 1912 in 
which clothing products are sold or presented. At some point 
in the navigation process, the user will click on a button or 
choose an item in a drop down menu, or even just navigate 
to the site to arrive at the site. The site 1912, because it sells 

the purchase button 1908. Notably, the merchant has some 
branding on screen 1904. Where the purchase button 1908 is 
used to process a payment using the stored payment infor
mation at the search engine site, as can be appreciated via the 
disclosure here, the coordination between the payment pro
cessing on the search engine side of the API, and the delivery 
being handled on the merchant side of the API, makes the 
process more simple and easy for the buyer, thus increasing 25 

the chances that a sale will occur. 

20 clothing, can issue a body model request call via the API to 
the browser. The request is made using a protocol that is 
configured to enable a standardized description of data about 
the site and communicate that information to the browser. 

Screen 1904 can also represent simple navigation on a 
merchant site by a user such that they get to the point where 

For example, the site might be exclusive to men's clothing 
or children's clothing, or women's shoes. Through commu
nication of data between the site and the browser, negotia-
tions can occur in which an appropriate body model asso
ciated with the user navigating to the site. For example, the 
user could set up within the browser, body models for him a user is committed to making a purchase 1908. The click or 

otherwise interacting with a buy button 1908 can initiate the 
communication through the browser API to request and 
ultimately receive the necessary payment data for processing 
a payment. 

30 or herself, a spouse, children, friends, and so forth. Thus, if 
the site being navigated to is only for children's shoes, the 
browser may not send the body model for the father or 
mother to the site but might be able to only send the body 
model of the children which can include their shoe size as The screen 1904 can be hosted by the search engine/social 

media site and/or the merchant. The system can populate 35 

other details of the shopping cart automatically on behalf of 
the user, as well. The system can even create a new account 

well as shoe or foot shape (i.e., narrow, wide, etc.). Pictures 
can also be provided of each person in the body model such 
that as the body model is delivered to the site, the presen
tation of closer shoes were accessories can be made in a 
model can be shown to show the user how they will actually 
look wearing the clothing. 

Other data such as the name of the individual can be 
provided through the API such that there is no longer a 
choice of M, L, XL, etc. for clothing sizes, but merely a 
selection of people. For example, if the user is shopping for 

at the merchant on behalf of the user, if the user does not 
have an account with that merchant. In this way, the system 
enables a user to access websites, through a unified search 40 

field, as if they were one-click purchase merchant websites, 
even if the user has not previously registered with that 
merchant or if the merchant does not offer an "Amazon 
style" one-click purchase interface. For example, the first 
website entity associated with offering the generalized input 
field can process the payment for an item based on payment 
account information it stores and coordinates with the mer
chant on finalizing delivery of the item. 

45 his family and the body models of his family are commu
nicated to a site, the user can navigate to basketball shoes, 
and have the option of purchasing shoes for Johmiy, Mary 
and Virginia. These can be the names of his children or his 
wife or anybody associated with the user. After receiving the In an app context, the screen 1904 can be presented after 

a user clicks on a button 1902 in an app 1900. An API 
configured to control communication between the app and a 
module that controls the user interface 1904, as described 
herein, can be used to enable a simplified and safe purchas-

50 personalized data, the site can be modified essentially to be 
operational as a new site 1914 that is tailored for the 
individual. FIG. 19B illustrates the default site 1922 in the 

ing process. The app would request payment data from the 
module that controls the user interface, and the module that 55 

controls the user interface, for example, could retrieve 
payment data from the device and/or communicate with a 
network server to obtain authorized payment data to pass 
back to the app via the API protocol. 

modified site 1924. 
Using the modified site 1924, rather than picking a size, 

the user chooses the individual that is going to receive the 
shoes. The body model has shared the shoe size and shape 
with the site and the site can use. An algorithm, which can 
match the appropriate sizing of the clothing that it sells to 
match as closely as possible the proper size with the indi-

Site Personalization 60 vidual. Different manufacturers have different sizing ratings, 
and thus this approach can be much more accurate. For 
example, a size 9 shoe from one manufacturer might not be 
quite the same as a size 9 shoe from a different manufacturer 

FIGS. 19B-19D illustrate a novel approach to personal
izing a website using a browser-based application program
ming interface. The other browser-based APis disclosed 
herein typically focus on a payment process and simplifying 
that process. This section describes a correlated concept in 65 

which a browser-based API is implemented to exchange 
information between the browser and the website can be 

or from a different country. Thus, the use of the body model 
eliminates the need to know a shoe size and provides the 
capability of having much more confidence that a purchase 
made online will match the recipient's body size and shape. 
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The W3C "payment request API" standard is incorporated 
herein by reference as background material and infrastruc
ture/protocol concepts that can be utilized for the body 
model APL This is not prior art to the present application in 
that the priority document discloses the API as well as the 5 

payment handler API concept. 
Social media sites can also be used to share body models. 
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user landing on the site. An example scenario is as follows. 
A user navigates to a site that sells clothing. When the user 
lands on the site and the basic communications are estab-
lished between the browser and the site, the site can send an 
inquiry or request to the browser, identifying data associated 
with the site. For example, the data may indicate that the site 
accepts Apple Pay, Google Pay and Paypal. The site may 
identify that it sells clothing, cars, books, or any data 
associated with the products. The browser or a network
based entity, or the device, can store personal profile infor
mation associated with the user and/or friends or family 
members of the user. For example, a body model of the user 
can be stored within the browser, on a secure element of the 
device, or the network-based location. Personal preferences 

For example, Facebook could store a body model associated 
with individuals that use the site such that friends could 
share the underlying data of a body model if a friend is 10 

shopping for another friend. Authorizations could be pro
vided in which friends would authorize friends within their 
network at a certain level of closeness such that if one friend 
wanted to buy another friend close or shoes or hat, that they 
could get the right size. The browser can act as the user agent 
and can retrieve data from a network-based entity for 
personalizing the site. In one aspect, to navigate or to 
communicate with the database that can be network-based to 
retrieve social media based body models of friends that can 
then be communicated to the site via the APL For example, 

15 for various products can be stored as well. Purchasing 
history data can also be stored as well as payment data in a 
secure element. Any kind of data that can be helpful in terms 
of configuring the site for the particular user can be stored 
and passed in this APL Any use preferences for color, size, 

20 style, shape, brands, and so forth can be transmitted via the 
API as the user lands on the site and which can be used to a user Mary navigating to a site might arrive at a shirt she 

desires to buy for a friend John. John's body model is not 
stored in Mary's browser. The optional people that Mary 
could choose for the short size could include herself, and her 
kids but not John. A button could be presented which opens 25 

up a window for Mary to select from her social media 
friends that she wants to buy the shirt for. Communication 
can be made to her browser, to a network-based API 
database, and/or any other location, in which Mary's friends 
can be presented and she can choose John from that group 30 

of friends. The social media site or some other database 
could provide John's body model. Either through the API or 
directly through a network-based communication, to the site, 
so that it can process the body model, shirt size for John, and 
then present a button with John's name on it, to enable Mary 35 

to select the shirt for John in the appropriate size. 
The disclosure also covers the transmitting of a face with 

the body model that can then be used for 3D modeling using 
the face to see what people personally would look like. In 
this regard, via the API configuration or protocol, a browser 40 

can send a part of a body model depending on what kind of 
clothing is sought. Thus, the data associated with the facial 
recognition component of a device can be transmitted to the 
site such that such data could be utilized in a virtual reality 
or augmented reality scenario, in order to enable a buyer to 45 

view how they might look in a particular environment which 
can include clothing, accessories, furniture, homes, out
doors, or any environment. 

In another aspect, typically the API disclosed herein for 
the purpose of managing purchases is implemented after a 50 

user lands on a site, navigates to a product, and clicks on a 
purchasing button. In this scenario, data is communicated 
via the protocol of the API between the browser and the site, 
in some scenarios, the user confirms the purchase via facial 
recognition or fingerprint recognition or other biometric. 55 

The browser independently or in connection with the API or 
a separate API, makes indicate with a network server, which 
perform some part of the functionality. The browser then can 
transmit a token, payment data, address data, and so forth for 

change the user interface and personalize the user experi
ence. 

This process can also be expanded to the secure delivery 
of any kind of data to any device beyond payments. For 
example, the data can include healthcare data for a user 
which needs to be provided to a health care system or a 
doctor's office, credential data to access data or a site or a 
building, banking data, government-related data, and so 
forth. A similar kind of storage of data, retrieval, encryption, 
and re-encryption, and delivery of data can occur. Where in 
one case a recipient is a merchant, a merchant identifier and 
validation process occurs for the payment "session". The 
system can include beginning a data exchange session to 
confirm or validate the recipient of the data, a request then 
can be transmitted having a certain protocol to a software 
module like a PassKit, browser, or other agent for managing 
the process. Data can be retrieved from a secure data 
location, encrypted, and then sent to a server for re-encryp
tion based on a recipient ID such that a one-time token can 
be used to send the data to the recipient. This works for any 
data beyond just payment data. There may be various ways 
of providing encryption or security when using the under
lying APis disclosed herein. In Apple Pay, a merchant ID, 
payment processing certificate, merchant identity certificate, 
and a registration of the domain with the network based 
entity, are all utilized in the process of securely transmitting 
data. These concepts can be extended to apply to any entity 
that will receive any type of data through a single-use token 
or encrypted response. A bank, doctor, attorney, government 
entity, accountant, merchant, etc. could each register with a 
service, obtain the proper ID's and certificates which would 
be relevant to the respective entity, and then perform an 
entity validation process, create sessions that can be timed 
out for transmitting data, and upon confirmation, could send 
a data request to an agent as disclosed herein and ultimately 
receive a token that can be decrypted or sent to a data 
processor for decryption to obtain the secure data. The agent 
APis disclosed herein (which operate for browsers and 
software module or agents for use with apps) enable the 
entire process to transmit secure information of any type 
between any two types of devices, including nodes, routers, 
client devices, servers, cameras, etc. 

the site to use to process a payment. There are some 60 

weaknesses in this approach, however. For example, if the 
user were to then continue to serve the site for an additional 
product, they would have to go through the entire process 
again, clicking on a buy button, and providing a fingerprint Other data such as a video file, audio file, pictures, or any 

65 kind of data could be transmitted as well. For example, a 
user could request that a photo or a video of them stored on 
their phone be encrypted into their secure element or 

for second purchase. 
A novel aspect disclosed herein includes the application 

of the API or multiple APis closer to the beginning of the 
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retrieved from the device for encryption and deliverance, 
such that it could be requested and sent securely using this 
process. An app or a process built into an operating system 
on a device could enable a user to dynamically add data of 
any type to their secure element which could then be indexed 5 

or cataloged such that a requesting entity could obtain 
authorization through an authorization sheet for the trans
mission of the data to the receiving entity using the overall 
encryption process. An app or a site could perform a check 
that the device of the user contains the proper data (health 10 

care data, photo, etc.) and if so, could present a processing 
button such as "send Mary's Health Data" which, when 
clicked, causes a session to be initiated to generate a request 
to the agent and receive a response with the data, also 
utilizing an authorization sheet for the user to use biometrics 15 

to approve of the transmission. The "canmakepayment" type 
of query can also identify particular data in a secure element, 
such as a photo, health data, etc. prior to presenting the 
selection button. The query can be something like a 
"cansendXdata" in which the protocol allows "X" to mean 20 

health care data, a photo, a video, or any class or type of 
data. The agent can confirm to the site or app that the 
software module is properly configured with the program
ming to utilize the application programming interface pro
tocol and that the requested type of data is available in the 25 

secure element or elsewhere on the device or stored locally 
or on a network and is available. Then the site or app can 
present the "buy button" or offering button for the user to 
confirm the data requested. The API can also be used to 
provide information identifying the data in the secure ele- 30 

ment to the site as well via an identifier, such as "home photo 
0012 available in SE (secure element)". The software mod-
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recognize the level to which a site might be tailored for their 
own personal use and can choose whether to have an 
un-modified site or modified site in a particular way. 

In one example, assume a user has searched for an old 
used truck and a new sports car. These two search histories 
can be stored at a location, such as the browser, a network
based storage location, or the device. The user lands on 
cars.com to do some additional research. An interface can be 
presented, as managed by the browser, which can ask 
whether the user wants the truck search data or the sports car 
search data communicated to the site. The user might want 
to continue with looking for the sports car. The user can then 
simply select that option, and the search defaults on car-
s.com might be pre-populated or preconfigured for newer 
vehicles and sporty vehicles. Of course any product or 
product history example can be incorporated into this pro
cess. In this scenario, the user can then begin their naviga
tion of the site as though the user had entered in search terms 
such as a year range, a manufacturer, a price range, or any 
other type of search data on the site. The site can be landed 
on by the user in a more advanced state that normally would 
occur in which the user simply went to www.merchant.com 
and started to navigate from scratch. Sites can also include 
their default mode in which no data is retrieved and the user 
must navigate from a beginning point. 

Continuing with the example, the sites may request from 
the browser, a body model and color preferences associated 
with the user who is just landed on the site. An interface can 
be presented as part of this initial interaction in which the 
user authorizes the communication of this personal infor-
mation to the site. This can be similar to an Apple Pay 
authorization, or any other type of authorization. Assume in 
this example, that the browser response to the request by 

ule could send information via the API about what data is 
stored in the secured element or available for transmission 
using the secure process. The protocol could generically 
present that one or more of payment data, a photo, a video, 

35 transmitting a body model identifying the user, which can 
include facial characteristics, as well as optional other types 
of data such as favorite colors, or data associated with 
purchasing histories. Any combination of data can be 

a document, healthcare data, a body model, and so forth are 
available at the client device for transmission to the site/app. 
The site/app can then determine what kinds of buttons to 
present for authorization. Combined buttons could be used 40 

too, such as "send healthcare record and pay $5". The single 
use token could combine different types of data efficiently 
for decryption and processing. The user interface could 
present users with options on which data to send securely, 
such that the user can select payment data, plus a picture, 
plus their health records, and combine the chosen data in a 
single secure encrypted data package that is sent. 

The user might have searched a site or similar sites for 
vehicles, clothing or toys, etc. The browser can store and 
compile that information such that when you land on a site, 
aspects of the historical data can be authorized by the user 
to be transmitted to the site. Accordingly, if a user has 
searched sites for a particular vehicle, with particular char
acteristics such as a year, mileage range, price range, and so 
forth, when the user lands on a different site, the approach 
disclosed herein provides a mechanism of data being com
municated via anAPI to the new site such that it perhaps can 
pre-populate or modify its presentation to the user to focus 

retrieved and prepared for deliverance to the site. 
In the payment scenario, a one-time token is used by the 

site to process a single payment. Similar types of security 
can be implemented into this "other data" the can be 
transmitted to the site. For example, the user would not 
likely want their body model maintained or stored on the 

45 site. In this regard, a tokenized version of the body model 
might be delivered to the site for a single session of the user 
with the site. In one scenario, a virtualized instance of the 
site might be generated which utilizes the personal infor
mation to personalize the site for the user's interactions. 

50 Thus, the user would no longer see a choice of S, M, L, XL 
shirts but would merely see the option to choose a shirt for 
John or Mary. The user knew would no longer see an option 
to buy shoes with a requirement to select a shoe size, 
amongst ten different sizes. Again, one issue with buying 

55 clothes online is that one manufacturers 9.5 male shoe size 

the experience on similar types of vehicles, for example, or 
similar types of toys. Users in this scenario should more 60 

quickly be able to research and find products that are similar 

will differ from another manufacturers 9.5 male show size. 
By transmitting body model data associated with the user, 
the site can process that body model data, and convert or 
compare the body model data to its clothing sizes, and make 
a determination of the closest or best fit size for the user. 
Where the body model might not perfectly fit, the site can 
offer "John large" or "John small" sizes, which can give a 
hint as to whether the clothing would feel larger or smaller, 
given their size is. The site can run an algorithm, which can 
compare data within the body model with their sizes of 
clothing which can also be modeled. The personal data 
transmitted to the site of course would include the user's 

to what they have previously researched. Where an interface 
might be presented to the user, when the user lands on the 
site, the user can also indicate that they are looking for a 
similar vehicle with a look for on cars.com, or they can 65 

indicate that they do not want this data communicated to the 
site. Thus, users can become familiar with the process and 
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name, emoticons, icons, or any other data that might be 
incorporated or blended into the user's experience with the 
site. 

In one scenario, information is simply used to modify the 
site for that user and then the information is discarded after 5 

148 
can browse to a first product, and make a purchase by 
clicking a buy button without the need of providing a 
biometric authentication. Items can be placed in a shopping 
cart and purchased via one or two clicks but all being 
associated with the same authorization action. By staying on 
the same site, the user could then purchase a second product 
by clicking on the buy button, again without needing to 
provide biometric authorization. In this regard, where mul
tiple purchases are made on a single site, this approach can 

the user makes a purchase or leaves the site. However, where 
this requires the user to trust the site not to store the personal 
information, an alternate approach can include one-time use 
tokenized personalized data which is eliminated or 
destroyed and which cannot be maintained by the site. For 
example, the model might have a timing element in which 
is only usable for ½ hour. If the user is still navigating the 
site, the model may be enabled for another ½ hour. In 
another aspect, if the user were navigating the site in the 
normal manner, the user would be providing a shoe size or 
shirt size in any event, and thus sharing of such size 
information may not be worrisome to users. 

10 improve the purchasing experience. 
In one aspect, as the user lands on a site, an interface 

managed by the browser could be presented in which 
preselected or negotiated sets of data can be transmitted to 
the site and authorized. For example, a window could be 

Where the site is modified, however, for the particular 
user, the concept of spawning a virtualized version of the site 
that is modified to provide user names and specific user sizes 
of products can be implemented. In this scenario, the user 
interacts with the virtualized site personalized for them and 
upon leaving the site, the virtualized instance of the site can 

15 presented (much like a payment request API or Apple Pay 
window), in which the user can see the body model for them 
as well as a body model for their wife and color preferences 
are being communicated to the site as well as a pre
authentication for purchases. Thus, the user can authenticate 

20 and authorize the communication of that data and under-

be deleted. Thus, this scenario include several optional 
components, such as merely passing body size or other 25 

personal information through an API at the beginning of 
interaction with the site, which causes the sites to be 
modified according to the personal data such that the site no 
longer presents size information associated with clothing 
purchases. Other data that can be eliminated from the site 30 

can be color choices as well as some product choices based 
on the personal information that is passed. 

In the payment aspect, this approach can enhance the 
payment experience. This can primarily be due to the fact 
that a biometric authorization, or other authorization is 35 

provided at the beginning of the process and can be applied 
across multiple purchases. In this scenario, a fingerprint, for 
example, has already been recently retrieved from the device 
and their or can be applied to multiple purchases at different 
times. This approach can also help in utilizing shopping 40 

carts where items can be placed in shopping carts or a 
shopping cart and a one click purchase, can occur in which 
the final purchasing and payment process can be essentially 
preauthorized by the fingerprint or biometric authorization 
that was provided when the user landed on the site. Thus, 45 

imagine a user landing on a www.merchant.com site, and the 
site requests and receives through an application program
ming interface that is configured to communicate personal 
data between the site and the browser, and wherein the user 
authorizes the communication of data from the browser to 50 

the site via a variety of mechanisms including fingerprint or 
facial recognition. 

The user then can then navigate the site to a product 1920, 
such as a book or a hat, and see a one click purchasing option 
1916. The user can click on that buy button to make the 55 

purchase 1916. Because the fingerprint authorization has 
already been provided and maintained, a payment token, or 
other payment data, or PayPal-like approach can be imple
mented for making the purchase without the need of a 
fingerprint authorization at that time. The end result can be 60 

a finished purchase 1918 without the need for a separate 
fingerprint authorization for each purchase on the site. This 
approach adds a timing element to maintaining a fingerprint 
authorization to be associated with a session at a site. It is 
contemplated that if the user navigates to a new site, that the 65 

fingerprint authorization would be canceled for the earlier 
site. If the fingerprint authorization is maintained, the user 

stand that there bio metrics authorization will apply to later 
purchases on the site. 

In another aspect, social media data and/or machine 
learning data can be utilized to strategically identify what 
data should be communicated to the site via the APL For 
example, if it is your wife's birthday, or child's birthday, or 
a mother's birthday, and so forth, the system may utilize the 
API or another API that is communicating with a network
based server, or social media site that stores such data to 
retrieve additional body models, or additional personalized 
information for specific people in your social group. A 
manual approach could also be presented in such an inter
face as one lands on the site in which the user could choose 
from a contact list for personalized information of friends or 
family. A social networking site like Facebook could hold 
such personal information and share that information with 
friends for the purpose of enabling sites to be modified and 
personalized for a user. Thus, the site may receive body 
model data for the user browsing the site, their best friend 
Mary and their dad Doug. This may be an automatic 
selection of a group of individuals or might be manual. As 
the user navigates the site for products, the site could present 
options to purchase the dress for Mary or the book for Doug 
and/or Mary. The site might present a pair of jeans with 
options for the user to buy the pair for Mary or for Doug. The 
site could present a graphical representation of how indi
viduals would look in the clothing as well. The names 
presented for selection might be the most probable names of 
who you are shopping for which can be based on charac
teristics or data such as the type of site (women's clothes or 
men's clothes), social media data, calendar data (friend's 
wedding in two weeks), and so forth. In one example, the 
user might also be presented with an option to see size 
options as well on the site. 

Body models of families or friends could be retrieved and 
also stored on a browser or accessed from a network-based 
source via an API or some other mechanism. Of course, 
individuals may store a body model on a social networking 
site, or other site and authorize their friends or family to 
access the body model, in certain circumstances, such as 
whether they are purchasing clothing for the individual. 
Where gifts might desire be desired to be surprises, the 
system can enable the user to authorize sharing the body 
model body model for their friends or family in general and 
understand or acknowledge that they may not receive a 
notice of the sharing of the body model as long as it is with 
someone authorized by the user. 
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site for modifying the site interface. Feature 1938 represents 
an example where the browser is incompatible or does not 
have the API functionality. In order to tailor the site for the 
user. In that case, the site simply communicates in a default 

The browser in this scenario essentially acts as an agent 
between the site, the user, and the user's personal informa
tion, as well as family or friends personal information which 
can include a network-based communication component 
like the Payment Handler API does for payment services. 
The site receives the body model data and converts it into 
their own sizes and then presents clothing by name to the 
user for a more personalized shopping experience. 

5 mode with the browser 1930. 

In another aspect, the site may transfer some data asso
ciated with a product back through the API to the browser. 10 

A virtual reality engine, or an augmented reality engine on 
the device can receive the data associated with the product, 
and utilize that data to create a virtual reality or augmented 
reality experience. In the clothing example, the user might 
be able to access the selfie camera on a mobile device and 15 

go into a selfie mode and actually look at themselves 
utilizing the selfie camera and have the clothing that they are 
shopping for presented in an augmented reality scenario on 
them. The user can then see how they might look in the 
cloths using their own phone, to get a sense of what they 20 

would look like in the cloths they are interested in buying. 
Of course is can apply to jewelry, furniture, or any other item 
that can be presented visually. You could also see a graphic 
showing how the individual would look on the clothing or 
sitting on the furniture. The body model can also be used to 25 

show you the furniture might look with the specific user 
sitting on it or how much a bed might adjust when you lie 
down on it. 

In this regard, there can be extra coordination between the 

Feature 1940 and 1944 represent a scenario where the 
browser is programs to implement theAPI and is compatible 
such that data can be sent to the site 1912 for tailoring the 
site for the user. Feature 1944 represents the browser 1930, 
reaching out, a requesting data from a network-based data
base. 1932 which can provide additional data about the user, 
user's friends or family, or other data which can be com
municated through the API to the sites 1912. The gathered 
data from the browser and/or the network-based site is 
transmitted to the site 1912 and then transmitted to the new 
site 1914. The mechanism by which the new site is imple
mented in which the user is transitioned to the new site 1914 
can vary. For example, the original site. 1914 may simply 
have some graphical and functional elements modified as 
HTML data is communicated to the browser 1930. In 
another aspect, a new site is initiated and the user is 
transitioned to the new site seamlessly such that the user 
interacts with the new site, or the new instance of the site. 
In any event, the site is personalized for the user, as 
described herein. 

When the user decides to make a purchase, the browser 
payment API can be utilized as well such as the payment 
request can be transmitted from the sites 1914 to the browser 
1930. The browser 1930 can optionally request a payment 
from a payment service 1934 which can provide payment 
data or confirmation back to the browser 1930. The browser 
1930 can provide data to the upgraded site 1914. 

As can be appreciated, there is a timing element with 
respect to the biometric or other authorization in the above 
scenario. The biometric authorization can be received at a 
first time when the user lands on a site. The biometric 
authorization can be like a preauthorization of a purchase or 
an authorization to communicate personalized data to the 
site for modifying the site in a personal way. Then, at a later 

site and the device utilizing the following steps. For 30 

example, the site can include a button selectable to view the 
clothing on the person in selfie mode. If the user were to 
click on that button, the site could pass information about the 
particular clothing item through the API to the browser. The 
browser can initiate a selfie augmented reality module, 35 

which could automatically coordinate the received clothing 
data from the site with the visual data about the user in 
connection with starting the camera function on the device 
and placing it automatically in selfie mode. Thus, by a single 
click on the site by the user, the user can essentially instantly 40 time after the first time, the user may click on a buy button 

on the site. It is preferable that it is part of a same session 
of the user navigating on the site. When the user clicks on 
the buy button, the previous biometric authorization is 
applied, such that payment data can be either received by the 

be placed in their camera application in selfie mode where 
they can view themselves wearing the clothing to get a sense 
of how it might look. The system can also incorporate a buy 
button into that interface such that if the user desires to make 
the purchase after viewing the clothing in their selfie mode, 
a single click can affirm that they want to purchase the 
clothing item ( or other item). Or the user can add the cloths 
to a shopping cart. 

In such a scenario, where the user is essentially in a 
camera application on the device, the camera application can 
identify that the user has confirmed that they would like to 
purchase the clothing item, and the camera application can 
communicate with the browser that confirmation. The 
browser can then communicate the confirmation of the 
purchase via the API to the site which, in this scenario, has 
already received the biometric preauthorization for pur
chases. In other words, the system can coordinate between 
the browser, the site, and the camera app to enable in each 
and easy purchasing process after the user views clothing on 
them in a selfie augmented reality mode. 

FIG. 19C further illustrates the use of this APL In this 
example, assume a browser 1930 is directed to a site.com 
1912. Features 1936 represent the user navigating to the site 
and the site communicating data back to the browser. This 
communication would occur through the defined syntax of 
the APL For example, the site may request a confirmation 
that the browser can communicate personalized data to the 

45 site for processing or a network-based payment entity can 
process a payment as though the user had provided the 
proper authorization at the time of clicking the payment 
button. Thus, where tokens are used, the same tokenized one 
use package can be delivered via the API to the site at the 

50 time of the user clicking the purchase button, a worthy 
authorization or biometric indication of the user occurred 
prior to the user clicking the purchase button. 

The profile data can be any kind of personal preferences 
or data. For example, if the user does not have a Kindle 

55 device, such data might be communicated to the site via the 
APL Kindle options, then, would not likely be presented to 
the user for selection. The user might prefer hardback books, 
rather than paperback books. All such preferences can be 
communicated via the API to the site as the user lands on the 

60 site such that modification or tailoring of the site can be 
made for that user. Using these procedures, less non-relevant 
options will be presented to users and the user's experience 
online will be greatly enhanced and less cluttered. This can 
also include payment choices. For example, at this time, the 

65 user could communicate or the browser could communicate 
that the user only uses Apple pay or Google pay. Only these 
options can be then presented to the user when a purchasing 
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moment is arrived at when navigating the site. Body models, 
color choices, size choices, payment options, or any other 
data, for the user, for friends or family, and so for the user 
can be communicated to the site via a browser application 
programming interface, at a timing associated with when the 5 

user lands on the site and typically prior to a purchasing 
decision. The user can then interact with the site and a much 
more efficient and tailored way. 

ing, or other content that is less relevant to the personalized 
data that was transmitted to the site. This can also include a 
payment option in which the user selects a payment mecha-
nism, as they land on the site which can then cause the site 
to only simply present a buy button without payment options 
throughout inasmuch as Google Pay or Apple Pay or PayPal 
are requested and a preauthorization is provided at the 
beginning. 

FIG. 19 D illustrates an example method embodiment. 
The method can be practiced by the browser or device 
operating the browser, a network-based entity, or the mer
chant site. The method includes receiving, at a site and from 
a browser, a request to access the site (1950), establishing 
via an API defined between the site and the browser that the 
browser has personalized data for a user, which can be used 
to modify the site (1952), modifying a configuration of the 
site according to the personalized data received via the API 
to yield a new site (1954) interacting with the browser 
utilizing the new site (1956) and managing a payment 
process for product sold from the new site, based on an 
authorization provided by the user when the user landed on 
the site (1958). 

The pre-authorization of purchases on the site or use a 
personal data on the site can be limited in time for security 
purposes. For example, if the user lands on a site and walks 
away from their computer, having provided authorization for 
making purchases on a site, the user would not want a 
second person to jump on the site and make purchases 
without their knowledge. Machine learning algorithms can 
be trained to identify user activity, particularly after autho
rizing communication of personal data to a site and pre
authorizing purchases. A re-authorization might need to 
occur, after a timeout period, or a trigger based on user 
interaction, motion detection, facial recognition, and so forth 
which can identify a risk that a user currently interacting 
with the site is not the original user that landed on the site 
and provided the authorization. The data sent to the site via 
the API can be encrypted, tokenized, parameterized, anony
mized, and so forth such that a personalized version of the 
site can be spun up as a new site and used to interact with 
the user, after which the new site can be deleted or decom
missioned. The site would not store your personal informa
tion but it would be one-time use. The tokenized payment 
data may be sent at the end after a user is checking out of 
using a shopping cart or interacting with a buy button even 
though the authorization was provided in terms of timing 
when the user landed on the site. 

In one aspect, as the user lands on the site, a dialog can 
be initiated to determine which personal information is to be 
communicated to the site. The construction of the dialog can 
be based on machine learning or intelligence gathered about 
the user, life events upcoming for the user, past events (i.e., 

Using Two APis to Manage a Payment Process 
10 Another aspect disclosed herein relates to the coordina-

tion between a first API 1818 and a second API 1812, both 
of which interface with a browser 1806 in a correlated way 
to manage a payment process. The approach enables pur-

15 chasing on a site 1816 to be more like an Amazon.com 
"one-click" purchasing experience when the user is not 
registered and does not have an account at the site 1816. In 
some cases, a user can have a Paypal account but they still 
must login to that account to make a payment. The coordi-

20 nation of the APis 1812, 1818 and the browser 1806 acting 
as an agent between the site 1816 and the payment provider 
1810 can simplify the purchasing process. A method in this 
regard is shown in FIG. 18D and includes receiving input 
from a user indicating a desire to purchase a product from a 

25 merchant site 1816 (1850). The input can be a click, voice 
input as part of a dialog, virtual reality input, or any kind of 
input. The method includes receiving, based on the input, at 
a browser 1806 and via a first application programming 
interface 1818 that defines a first protocol between the 

30 browser 1806 and the merchant site 1816, a payment request 
from the merchant site for payment data of the user for 
purchasing the product (1852). 

In response to the payment request, the method includes 
communicating, from the browser 1806 and via a second 

35 application programming interface 1812 that defines a sec
ond protocol for communicating payment information 
between the browser 1806 and a payment service 1810, a 
payment request event to the payment service 1810, wherein 
the payment service 1810 can process a payment for the 

40 product based on the payment request event (1854). The 
method includes receiving, at the browser 1806 and from the 
payment service 1810 and via the second application pro
gramming interface 1812, a confirmation of the payment for 
the product (1856) and communicating, from the browser 

45 1806 and via the first application prograniming interface 
1818 to the merchant site 1816, the confirmation of the 
payment for the product (1858). The payment service 1810 
can be a service like Paypal, a Google payment service or 
any other payment service or payment processor. The 

50 approach enables a common interface between the merchant 
1816 and a payment service 1810 utilizing the browser 1806 
and several APis 1812, 1818 in a new manner to simplify the 
purchasing process for users that are signed up for such a 
service or utilize such as service. 

a death in the family), or other data which can be used to 
configure a request for a certain set of personalized infor
mation that is both relevant to the products or services 55 

offered by the site and relevant to the user's current situa
tion. The interface can include a listing of likely body 
models, anonymizing options ( don't send real names but 
send nicknames or labels like mom or data), and so forth of 
people that might be relevant to you that you will shop for. 

The first application programming interface 1818 can 
define the first protocol for communicating at least one of 
payment data and address data between the browser 1806 
and the merchant site 1816. The second application pro
gramming interface 1812 can include the second protocol 

60 for communicating data associated with payment of the 
product between the browser 1806 and the payment service 
1810. The payment request further can include a request for 
an address of the user and/or for other data associated with 

An option can be presented as well to just use the default 
site. All this can operate to enhance the personal experience 
with any site in particularly for sites where users have to 
choose a size or color or style of product or service. In one 
aspect, for example, if the user requests that the site receives 65 

a male body model, just for the user, the site might eliminate 
or render less prominent children's clothing, women's cloth-

the user or associated with the purchase. Thus, the payment 
could be performed by the payment service provider 1810 
and the address could be provided by the browser through 
the first API 1818. 
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The method can further include, based on the payment 
request, transmitting from the browser 1806 and through the 
first application programming interface 1818, the address of 

154 
payment service 1810 can process a payment for the product 
based on the payment request event and (3) the browser 
1806 receives, via the payment service 1810 and via the 
second application programming interface 1812, a confir-the user 1808 to the merchant site 1816 for use in delivering 

the product to the user. The first application programming 
interface 1818 can include a browser payment request 
application programming interface in that it involves a 
request from the merchant site 1816 for payment data and/or 
other data associated with the user. The second application 
programming interface 1812 can be called a payment han
dler application programming interface in that it more 
specifically involves payment handling by the payment 
processor 1810. This aspect of the disclosure can also have 
embodiments from the standpoint of the merchant as well as 
from the standpoint of the payment processor. 

5 mation of the payment for the product. The method includes 
receiving, from the browser 1806, at the merchant site 1816 
and via the first application programming interface 1818, the 
confirmation of the payment for the product (1874). 

Any communication amongst the browser, a payment 
10 service, and the merchant site using the various APis dis

closed can be part of this disclosure to achieve a one-click 
type purchasing experience by the user at the merchant site. 
1816. 

Additional concepts regarding a payment processor pro-
15 cessing a payment to a site are discussed next. In one aspect, 

a method includes receiving, at a browser and via a browser 
payment request application programming interface that 
defines a first protocol for communicating information about 

FIG. 18E illustrates this aspect of the disclosure from the 
standpoint of the payment processor 1810. A method 
includes receiving, based on input from a user indicating a 
desire to purchase a product from a merchant site 1816 and 
based on a browser 1806 receiving, at the browser 1806 and 20 

via a first application programming interface 1818 that 
defines a first protocol between the browser 1806 and the 
merchant site 1816, a payment request from the merchant 
site 1816 for payment data 1808 of the user for purchasing 
the product, a payment request event at a payment service 25 

1810, wherein the payment request event is received from 
the browser 1806 and via a second application programming 
interface 1812 that defines a second protocol for communi
cating payment information between the browser 1806 and 
the payment service 1810 (1860), processing, at the payment 30 

service 1810, a payment for the product based on the 
payment request event (1862) and transmitting, to the 
browser 1806, from the payment service 1810 and via the 
second application programming interface 1812, a confir
mation of the payment for the product, wherein the browser 35 

1806 communicates, via the first application programming 
interface 1818 to the merchant site 1816, the confirmation of 
the payment for the product (1864). In this approach, the 
merchant is not using their own payment processor 1820 as 
would occur if the merchant 1816 were receiving payment 40 

account data or a token for processing the purchase. Since 
the purchase is being performed by the payment service 
1810, the merchant 1816 needs that confirmation that the 
purchase is complete. The payment service can utilize stored 
payment data 1814 and/or an account of the user. Thus, 45 

payment services like Stripe, Google.com, BrainTree, Ama
zon.com, Paypal, etc. can be represented by payment ser
vices 1810. Because the user can be logged into their 
browser, or a Google account (email, youtube, etc.), the 
user's credentials can be utilized to login to any specific 50 

account that is used for payment without the user manually 
entering in their account data. 

A method performed from the standpoint of the merchant 
site is shown in FIG. 18F. The method includes receiving 
input from a user indicating a desire to purchase a product 55 

from a merchant site 1816 (1870) and transmitting, based on 
the input, to a browser 1806 and via a first application 
programming interface 1818 that defines a first protocol 
between the browser 1806 and the merchant site 1816, a 
payment request from the merchant site 1816 for payment 60 

data of the user for purchasing the product (1872), wherein 
(1) the browser 1806, in response to the payment request, 
communicates, from the browser 1806 and via a second 
application programming interface 1812 that defines a sec
ond protocol for communicating payment information 65 

between the browser 1806 and a payment service 1810, a 
payment request event to the payment service 1810, (2) the 

purchases between a site and the browser, a payment request 
having data associated with a purchase of a product from the 
site for a user and, based on the payment request, transmit-
ting, from the browser and via a browser payment handler 
application programming interface that defines a second 
protocol for communicating data between the browser and a 
payment service, a request to process a payment for the 
product to the payment service. The method according to 
this aspect can include receiving, at the browser and via the 
browser payment handler application programming inter
face, a confirmation, from the payment service, that the 
payment service has processed the payment for the product 
to the site. 

The method can further include transmitting the confir-
mation received from the payment service from the browser 
and via the payment request application programming inter
face to the site. The method can further include transmitting, 
from the browser and via the payment request application 
programming interface, address information for the user to 
the site for delivering the product to the user. 

A method from a viewpoint of a payment processor 
perspective can include, based on a payment request 
received at a browser and via a browser payment request 
application programming interface that defines a first pro
tocol for communicating information about purchases 
between a site and the browser, the payment request having 
data associated with a purchase of a product from the site for 
a user, receiving, from the browser, at a payment service and 
via a browser payment handler application programming 
interface that defines a second protocol for communicating 
data between the browser and the payment service, a request 
to process a payment for the product and transmitting, to the 
browser and via the browser payment handler application 
programming interface, a confirmation, from the payment 
service, that the payment service has processed the payment 
for the product to the site. 

From the site context, an example method can include 
transmitting, from a site, to a browser and via a browser 
payment request application programming interface that 
defines a first protocol for communicating information about 
purchases between the site and the browser, a payment 
request having data associated with a purchase of a product 
from the site for a user and receiving a payment for the 
product from a payment service, wherein the payment is 
received based on the browser transmitting, based on the 
payment request, from the browser and via a browser 
payment handler application programming interface that 
defines a second protocol for communicating data between 
the browser and the payment service, a request to process the 
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payment for the product to the payment service. The method 
can also include receiving, from the browser and via the 
browser payment request application programming inter
face, a confirmation, initiated from the payment service, that 
the payment service has processed the payment for the 5 

product to the site. The method can also include receiving, 
from the browser and via the payment request application 
programming interface, address information for the user at 
the site for delivering the product to the user. 

ing, at the browser and via the browser payment handler 
application programming interface, a confirmation, from the 
payment service, that the payment service has processed the 
payment for the product such that the site gets paid. 

The method can also include transmitting the confirma-
tion (or other data) received from the payment service from 
the browser and via the payment request application pro
gramming interface to the site. The method can also include, 
when the selected payment method includes the payment 

In an app context, the device 1804 will have an applica
tion downloaded and which is programmed to make calls to 
anAPI that is configured within a module that controls a user 
interface 1806. For example, the user interface 1806 might 
be used to view the app or to view data for the purpose of 
managing a payment process. Therefore, rather than being 
between the merchant site 1816 and the browser, the API is 
configured between an app on the device and a module that 
is configured to control a user interface 1806. When a user 
clicks on a buy button in the app, the app transmits a request 
to the module configured to control the user interface 1806, 
which then manages the payment process as shown in FIG. 
18A. For example, the module configured to control the user 
interface 1806 could retrieve data from a storage location 
1808 on the device, could communicate data from the 
module configured to control the user interface 1806 accord
ing to an API 1812 to a network-based payment service 
1810, which can return authorized payment data to the 
application via the module configured to control the user 
interface 1806. 

The provisional application No. 61/972,879, filed Mar. 
31, 2014, explains that product searches can be from web
sites or applications downloaded on devices. Thus, the "site" 
1816 shown in FIG. 18A can also be an application on the 
device 1804, and the basic operation of the various APis for 
obtaining, encrypting, generating, and/or transmitting autho
rized payment data also apply in an app context. 
Multiple Payment Options 

FIG. 18G discloses another aspect of this disclosure 
related to providing a choice of payment methods. The 
method includes, in this aspect, receiving, at a browser and 
via a browser payment request application programming 
interface that defines a protocol for communicating infor
mation about purchases between a site and the browser, a 
payment request having data associated with a purchase of 
a product from the site for a user (1880), presenting via the 
browser or a browser interface, a choice between a first 
payment method and a second payment method for purchas-
ing the product, wherein the first payment method and the 
second payment method each include or require one of 
payment data stored on a user device, payment data stored 
on a network server, and a payment service (1882), receiving 
a selection of a payment method from the user of one of the 
first payment method and the second payment method to 
yield a selected payment method (1884) and, based on the 
selected payment method, and in response to the payment 
request, transmitting, from the browser and via the browser 
payment request application programming interface, data 
associated with the selected payment method to the site 
(1886). 

The method can include, when the selected payment 
method includes the payment service, the steps of, based on 

10 data stored on the user device, performing the step, based on 
the payment request and the selected payment method, 
transmitting, from the browser and via the browser payment 
request application programming interface, responsive data 
to the site, the responsive data being based on the payment 

15 data stored on the user device. 
The responsive data can include a token generated based 

on the payment data stored on the user device, the token 
being usable to process a purchase of the product by the site. 
The site can process the payment for the product using the 

20 payment data. When the selected payment method includes 
the payment data stored on the network server, the method 
can further include, based on the payment request and the 
selected payment method, transmitting, from the browser 
and via the browser payment request application program-

25 ming interface, the payment data stored on the network 
server to the site. The payment data can be communicated 
through one or more APis associated with the browser to the 
site for processing. 

The method can also include transmitting, from the 
30 browser and via the payment request application program

ming interface, address information (or any other informa
tion) for the user to the site for delivering the product to the 
user. In one aspect, the other information could include a 
clothing size, show size, shirt size, pant size, etc. such that 

35 user could simply shop for the shoes they want and buy 
them. There would be no need to even choose the size even 
their own size. The shoes would just come in their proper 
size in that the user's size is passed through the APL 

This concept of multiple payment options from the stand-
40 point of the site can include transmitting, to a browser and 

via a browser payment request application programming 
interface that defines a protocol for communicating infor
mation about purchases between a site and the browser, a 
payment request having data associated with a purchase of 

45 a product from the site for a user, presenting via a browser 
interface, a choice between a first payment method and a 
second payment method for purchasing the product, wherein 
the first payment method and the second payment method 
each include or require one ( or more of) of payment data 

50 stored on a user device, payment data stored on a network 
server, and a payment service, receiving a selection of a 
payment method from the user of one of the first payment 
method and the second payment method to yield a selected 
payment method and, based on the selected payment 

55 method, and in response to the payment request, receiving, 
from the browser and via the browser payment request 
application programming interface, data associated with the 
selected payment method to the site. 

The data associated with the selected payment method can 
60 include one of payment data for the site to process a payment 

to purchase the product or a confirmation that the payment 
to purchase the product was performed by a payment 
service. 

the payment request and the selected payment method, 
transmitting, from the browser and via a browser payment 
handler application programming interface that defines a 
second protocol for communicating data between the 65 

browser and a payment service, a request to process a 
payment for the product to the payment service and receiv-

From the standpoint of the payment processor, the method 
can include the following concepts. Based on (1) a payment 
request received at a browser and via a browser payment 
request application programming interface that defines a first 
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protocol for communicating information about purchases 
between a site and the browser, the payment request having 
data associated with a purchase of a product from the site for 
a user, and based on (2) a user selection of a payment method 
from a plurality of payment methods presented via a user 5 

device, the payment method requiring a payment processor 
to process the purchase of the product, the method can 
include receiving, from the browser, at the payment service 
and via a browser payment handler application program
ming interface that defines a second protocol for communi- 10 

eating data between the browser and the payment service, a 
request to process the payment for the product, processing 
the payment for the product by the payment service to yield 
a payment confirmation and transmitting, from the payment 
service to the browser and via the browser payment handler 15 

application programming interface, the payment confirma-
tion. 
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or retrieving the user data 1814 using API 1812 between the 
browser 1806 and a network-based server 1810. The user 
data could include various accounts or methods of providing 
user credentials. For example, one method could be to use a 
usemame and password stored with the browser or acces
sible by the browser 1806. Another method could be a 
credential service, separate account, or network device that 
could be accessed by the browser 1806 or the site 1816. The 
user could be presented with an option (visual interface, 
spoken interface or interaction, text, multi-modal interface, 
etc.) to choose which approach to use for login. With the 
chosen approach, the API 1818 could be used to pass 
credential data from the browser 1806 to the site 1816 or 
from a network device 1810 to the site 1816, according to 
the chosen method and according to an API 1818 or any 
standardized protocol. Such a site 1810 could be an identity 
provider that will authorize the user and that the site can trust 
to be correct. Such providers could be, for example, Google, 
Facebook, or any other entity. The interface could also 

The browser can transmit the payment confirmation ( or 
related data) to the site via the browser payment request 
application programming interface. In another variation of 
this concept form the view of the browser, the method can 
include receiving, in connection with a purchase of a prod
uct, a payment request at a browser and via a browser 
payment request application progrannning interface which 
defines a protocol for communicating data between a mer
chant site and the browser for managing payments, present
ing, via a user interface, a first payment method and a second 
payment method, receiving a selection via the user interface 

20 provide a choice amongst different users as well. The 
communicated data could be a token or tokens for security 
or the usemame and/or password directly. 

The purpose of the browser credential management API 
1818 is to enable a site 1816 to easily retrieve login 

of the first payment method or the second payment method 
to yield a chosen payment method and transmitting payment 
information, in response to the payment request, from the 
browser and via the browser payment request application 
programming interface, the payment information being 
associated with the chosen payment method. 

25 credentials such as one or more of a usemame, a password, 
a code, or any other data. The authentication of the user 
could also be performed in connection with receiving bio 
metrics, such as a fingerprint. The site 1816 communicates 
through API 1818 for the purpose of retrieving the login 

30 credentials. The process of communicating requests and 
responses and/or other data via theAPI 1818 can include any 
combination or coordination between API 1818 as it com
municates with the browser 1806 or a network server 1810 

The payment information can include payment data for 35 

use by the merchant site for processing a purchase. The 
payment information can include a confirmation that the 
payment has been processed by a payment processor. 

The method can further include communicating, from the 
browser and via a browser payment handler application 40 

programming interface which defines a protocol for com
municating data between the browser and the payment 
processor, information to the payment processor for pro
cessing the payment. The method can also include receiving 
confirmation information at the browser and via the browser 45 

payment handler application programming interface, the 
confirmation information confirming that the payment pro
cessor has successfully made a payment for the product to 
the merchant site. 

as well as any communication between a network server 
1810 and the browser 1806 via API 1812. In practice, these 
APis will generally involve protocols for the site 1816 to 
request data, transmit data and receive data in certain 
formats ultimately for receiving login credentials for a user 
to log into the site 1816. The site 1816 will use the 
credentials and/or tokens it receives in its login flow to 
enable the user to login in with one or a few clicks ( or not 
clicks if it is automatic), thus relieving the user of the need 
to type in a username, a password, or any other credentials. 
The site 1816, for example, may authenticate the user on the 
site or via a call to another server. All of such details 
associated with such protocols are considered within the 
scope of this disclosure. 

The response can include at least one of a user name and 
a password, or other data such as an iris scan, a fingerprint, 

Credential Management API 
Next is disclosed an example application progrannning 

interface or interfaces for communicating login credentials, 
such as name and/or password, for a site. FIG. 18H illus
trates this example from the standpoint of the browser 1806. 

50 a code, or any combination of such data. At least one of the 
usemame and the password, or other data, is stored with the 
browser, in one aspect. The data could also be stored in a 
network node. The response can indicate that a network-

A method includes receiving, from a site 1816, at a browser 55 

1806 and via a browser credential management application 
programming interface 1818 that defines a protocol for 
communicating data between the site 1816 and the browser 
1806 for enabling a user 1802 to login to the site 1816, a 
request associated with a login credential required for the 60 

site (1890), retrieving, based on the request, user data 
1808/1814 (1892) and transmitting, to the site 1816, from 
the browser 1806 and via the browser credential manage
ment application programming interface 1818, a response to 
the request (1894). An exampleAPI is disclosed asAPI 1818 65 

in FIG. 18A. Retrieving the user data can include the 
browser 1806, retrieving the data from a local storage 1808 

based entity will provide credential data for logging into the 
site. In this regard, the site can access, via a second appli
cation progrannning interface between the site and a net-
work based entity, the credential data for the user to login to 
the site. API 1818 shown in FIG. 18A can represent the API 
between the site. 1816 and a network server 1810, which 
stores the user data 1814. API 1812 could also be used, to 
retrieve login credentials by the browser 1806 and from a 
network entity 1810. Any combination or coordination of 
communication of data and information between API 1818, 
browser 1806, API 1812 and a network entity 1810 is 
contemplated is within the scope of this disclosure. For 
example, the site eighteen sixteen may request through API 
1818 login credentials, via the browser 1806. However, the 
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user may have a network service 1810 that stores the login 
credentials 1814. Accordingly, in response to the request, the 
sites 1816 may be directed to a network credential provider 
1810 through an APL 1818 to retrieve the user data 1814. 

In one aspect, the method includes receiving a change in 5 

a user credential via the browser credential management 
application programming interface. In this scenario, the user 
may be seeking to login to the site 1816, and may provide 
a changed password or updated credentials. The API 1818 
can be utilized to transmit the updated login credentials to 10 

the browser 1806 for storage and later use. One or more of 
API 1818 and/or API 1812 could also be used to commu
nicate updated login credentials to a network entity 1810. 

The credential management API 1818 could also be 
viewed from the processing occurring on the sites 1816. In 15 

this aspect, a method includes transmitting, from a site 1816, 
to a browser 1806 and via a browser credential management 
application programming interface 1818 that defines a pro
tocol for communicating data between the site 1816 and the 
browser 1806 for enabling a user to login to the site, a 20 

request associated with a login credential required for the 
site and receiving, at the site 1816, from the browser 1806 
and via the browser credential management application 
programming interface 1818, a response to the request. 

The response can indicate that a network-based entity 25 

1810 will provide credential data for logging into the site. 
The method can further include requesting, via a second 
application programming interface 1818 between the site 
1816 and a network based entity 1810, the credential data for 
the user to login to the site. The secondary API could also 30 

include API 1812, which operates and communicates 
requests and responses, or other data between the browser 
1806 and the network entity 1810. The method can include 
transmitting a change in a user credential via the browser 
credential management application programming interface. 35 
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their mobile device. In another aspect, the payment process 
utilizes a combination of the computing device of the 
vehicle and the user's mobile device. 

The process could also occur just via the user's mobile 
device. In this respect, an interactive application or site 
could follow the user as they enter the range of a Wi-Fi 
signal for a restaurant or store and start a communication 
interface which enables easier selection, purchasing and 
payment. For example, as a family arrives at a restaurant and 
in range of the Wi-Fi network, and interface could be 
presented on a mobile device which welcomes into the 
restaurant and asks how many are in their party. The family 
could enter three adults and two children into the user 
interface and be given a timing of when they could be seated. 
It could even include an opportunity for them to choose 
seating, such as a booth. Information about the name of the 
family and other data could be communicated through an 
API between the browser and the restaurant or the site. The 
family could be told that there booth would be ready in ten 
minutes. I the site could provide a media presentation which 
is tailored for the wait time for that family or of course the 
family could drive around and come back in ten minutes. 
The notification of the availability of their booth could be 
provided via the application. Menus could also be provided 
during this time, via the mobile device, or user interface or 
at a predetermined time prior to availability. Machine learn-
ing and artificial intelligence could be used for scheduling 
and managing the predicted availability times. As a family 
goes into the restaurant and system at their table, location 
based data could indicate that they are at the booth and a 
menu could be provided to the user interface. The family 
could order right via the interface and an estimated time of 
delivery of their food to the booth could be provided. 
Following the delivery of the food, the interface could be 
presented with the option to pay and include any other 
components, such as a dessert menu, the option to leave a 
tip, and so forth. The browser API could be utilized between 
the restaurant site and the browser to handle the payment. 
Location-based services could be used, to indicate if a 

The response can include at least one of a username, 
password, and/or other credential data which can be utilized 
by the site 1816 to apply to a login procedure on the site 
1816 to login the user 1802 to the site 1816. 
Vehicle/Internet of Things Applications 

In another aspect, the browser payment request applica
tion programming interface can apply to a vehicle interface. 

40 mobile device that ordered a meal is leaving the restaurant 
without having paid. Even at a later date, the user could 
authorize a payment for the meal. As the mobile device is 
identified, a call could be made to the user to remind them A vehicle can have computer components and a graphical 

interface ( or voice interface) having the browser or interface 
functionality disclosed herein. For example, a user in a car 45 

driving through a drive-through at a restaurant could utilize 

to authorize a payment. In this scenario, using the payment 
request API, a user to go to a restaurant or any store or any 
establishment and be able to purchase goods or services or 

a touch screen built into the car to handle a payment. 
Through a near field communication protocol, WiFi proto
col, cellular protocol, or any other wireless protocol, the 
vehicle could communicate with the restaurant and 50 

food via interaction with their mobile device, and without 
the need to even bring a credit card or cash to make the 
purchase. In the above scenario, included in this description 
would be any requests, medications, data, video, images, 
and so forth would be exchanged between a browser on the exchange information about a payment, payment capabili

ties of the restaurant and/or the vehicle, an amount, items 
ordered, and so forth. The person could order and say the 
amount of the meal is $15. The user, rather than getting out 
a wallet, or getting out their mobile device, could interact 
with a touch screen built into the vehicle to see the items 
ordered, and a summary of the purchase amount, and 
confirm the purchase via the user interface. A fingerprint 
reader could be built into the user interface, or built into a 
steering wheel or any other easily accessible device within 
the vehicle, including the user's mobile device, which could 
be used to confirm the purchase. An interface could be 
presented to the user, in one aspect, to input the CVV code 
on the interface for security. Location based services or 
capabilities could be included to make the process work. 
One aspect involves providing the entire purchasing process 
in a mamier which does not require the user to pull out or use 

mobile device and a site associated with the merchant in 
order to achieve the ability of selecting items for purchase, 
retrieving those items, and making a payment through their 

55 mobile device. 
In yet another aspect, the computing device built into the 

vehicle could communicate with a user's mobile device, as 
noted above. For example, the mobile device, through a 
wireless interface such as BlueTooth, could coordinate 

60 browser information and API's with a browser or interface 
loaded on the computing device of the vehicle, such that the 
user could interact with the computing device of the vehicle 
utilizing payment data, login data, user data, or any other 
data that is on the mobile device. Thus, between an entity 

65 such as a restaurant, or a tollbooth, or parking garage, or any 
entity that requires a payment from a vehicle, the commu
nication and exchange of information, authorization, pay-
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ment data, or confirmation of a payment, can occur between 
the entity and a vehicle in the same manner as disclosed 
herein between a merchant site and a user device having a 
browser. Other data could be communicated as well, such as 
in a scenario where a user is going to a shoe store, or a 5 

clothing store, or any other type of store, and data could be 
communicated such as clothing size, shoe size, hat size, 
clothing or body models, or any other data could be com
municated via anAPI to help streamline the service provided 
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has been paid for, and in one aspect, the users never needed 
to even utilize their mobile device. In another aspect, all of 
this processing could be done on a mobile device. The 
system could also handle a backlog, such that the user could 
order, pay and be told that they should come back in 25 
minutes as their food will be ready and a table will be 
available. 

Where numerous restaurants are in one close area, a WiFi 
service, or other service, could enable the family to choose 

by the entity. 
In one scenario of a vehicle application, assume a family 

10 from different restaurants served by one parking lot. Differ
ent speech grammars could be provided and implemented 
based on which restaurant is chosen. The system could 
provide the family with an order number or a password 

is going to a restaurant for dinner. They want to dine in the 
restaurant. The use of the browser API for enabling them to 
order and make a purchase can be as follows. The family or 
vehicle comes within WiFi range for, for example, Panera 15 

Bread, or a location-based geo fencing or other application 
enables the Panera system to know that they are in the 
parking lot, approaching the restaurant, or is turned "on" in 
some sense. The idea is to enable an order and purchase 
without even using a mobile device or in connection with a 20 

mobile device. The system (computing device) in the car 
(this could also be done exclusively with a mobile device as 
well) will establish the connection which will provide an 
exchange of information. For example, identification infor
mation such as pictures of family members, vehicle descrip- 25 

tion, payment data (payment method accepted by Panera and 
payment methods available for the user), speech recognition 
grammars or other speech enabling data, and so forth. 
Assume in one sense that as the family drives into the 
parking lot, and before or after the necessary information is 30 

exchanged, and perhaps based on the proper exchange of the 
information, a branded sound is provided in the vehicle. The 
sound can be for Panera Bread, or can be a generic sound, 
or an image can be presented on a display. In another aspect, 
no notice is provided. A person in the vehicle could then say 35 

"Panera, we'd like to order." The users could engage in a 
dialog (spoken or written, graffiti, or any combination 
thereof) to order their food. 

A screen in the vehicle could present options, show text 
of a dialog exchange, show images of food that can be 40 

purchased, and so forth. The vehicle has a "browser" or 
interface installed on its computing device which acts as the 
browser disclosed herein. Once the ordering and exchange 
of data is complete, the entity (Panera bread), can ask if the 
user is ready to pay. The user can say "yes" and using the 45 

browser API between Panera Bread and the browser, and 
utilizing any of the payment mechanisms disclosed herein, 
including the secondary API between the browser and a 
payment service, the payment is processed. The user's 
system could include images of the family or the vehicle 50 

could include a camera used to take a picture of everyone in 
the car (say a camera by the rear view mirror). The system 
could ask details like how many in the party and do you need 
an infant seat. Social media data could be provided such as 
birthday information. The payment processing would occur 55 

as disclosed herein. The family could then just go sit down 
and the image of the family, names, descriptions, number of 
people, and so forth could be provided to the restaurant. A 
worker at the restaurant could then utilize the image to find 
the family with the food. The restaurant could even say 60 

"your order has been paid for, please go to booth 23 on the 
left as you enter." The system could place families in specific 
places for bringing the food and for coordinating where they 
sit. Any special needs to be communicated as well, such as 
user preferences and desires. As the waiter brings the food 65 

to the family's booth, he can say "Welcome Jones Family, 
and happy birthday to Jenny! Here is your dinner." The food 

which could also be used to identify them. Perhaps in 
coordination with their mobile device a number could be 
presented such that they only need to put their mobile device 
on the table with the number for waiter ID. 

A similar approach could work for the drive through such 
that car identification information is provided to a restaurant 
such that workers can see the car, know what the order is, 
and simply hand it to the user as they drive to the window. 
There would be no need for the user to hand a credit card 
over or to pay cash at the window or with a worker with a 
mobile device. As noted above, a fingerprint reader in the 
car, which can be provided at any location within the car for 
any driver or passenger to use, can be implemented for 
secure purchasing. 

Through electronic means, the car could also know that a 
mobile device from a different family is in the car too. If two 
couples are going out to dinner and they want to each pay for 
their respective meals, or any item is to be paid for by a 
group of people, then the system can handle the option of 
having two people pay and disambiguation dialogs can 
occur, coordinating of any kind between mobile devices and 
a vehicle system can occur such that the proper parties pay 
for their portion and the users all go in for a meal or an item. 

The approach could work for any business where the user 
may be driving to the business, and engage in a dialog to 
order and pay for an item. A worker could then be notified 
of the purchase and the user could go to, say, Walmart and 
have a worker bring the item to their car (location based data 
could help) or at a particular pick up location. Or the user 
could go and find the item and have a worker be able to scan 
a bar code on a mobile device or have image recognition 
such that the user can just walk out the door with the item. 

As can be appreciated, the browser API can apply in any 
device and any Internet of Things scenario. For example, a 
refrigerator could be equipped with a browser or an interface 
that can communicate with a merchant to order and pay for 
groceries via a single click and utilize the browser API or 
combination of API's. A shelf containing stock items, and 
alarm clock, the utility interface for electricity, water, or gas, 
or any other kind of device can be equipped to function as 
disclosed herein in order to achieve a payment to an entity 
without the user being registered are providing their pay
ment information to that entity. For example, any object, 
such as an IT device such as a router, switch, server, storage 
device, could apply a payment approach as disclosed herein. 
Other examples include environmental monitors, public 
security vehicles, point-of-sale terminals, vending 
machines, signs, lights, planes, tollbooths, pumps, valves, 
conveyors, pipelines, motors, drives, assembly and packing 
equipment, vessels, surgical equipment, pumps, telemedi
cine devices, implants, digital cameras, power systems, the 
readers, washers and dryers, various meters, TVs, MP3 
devices, game consoles, turbines, windmills, batteries, gen-
erators, fuel cells, drills, HVAC systems, and so forth. Any 
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such device or devices can utilize the browser/user interface 
payment request API and its associated technologies for 
handling purchasing information as disclosed herein. 
Additional Features Provided Through a Browser API Inter
face 

Using the browser API interface (i.e., the W3C.org pay
ment request API, incorporated herein by reference.) is very 
helpful and efficient in terms of handling payments in a 
common interface across the Internet. It is revolutionary. In 
other areas, buy buttons are very common now in social 
media, Facebook, etc. because they are being presented 
where people are and where they spend time. Now, with the 
browser API, the issue is not bringing a buy button to where 
people are, but what to do in connection with the browser 
API interface which simplifies the payment process. Now, 
people all over the web will be using a common interface to 
buy products and services. The W3C standard payment 
request API is being implemented by Microsoft, Google, 
Mozilla, Samsung, Safari (proprietary version), and so forth. 
This disclosure covers other functionality that makes access
ing other services more efficient. 

For example, the payment interface can be supplemented 
with an interactable object such as a button, drop down 
menu or hyperlink which, when interacted with, can present 
to the user their listing of purchases made and the respective 
processing for each item. This would be similar to the 
account information presented to users in Amazon.com 
which lists the status of all their purchases via Amazon.com. 
In this scenario, the purchases can be reported to a central 
agent for purchase across different sites, not just amazon. It 
can include amazon.com as well. Thus, within the browser 
API interface, a user can see a "manage purchases" object or 
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intractable object. Thus, the browser API, not only can 
become an agent which connects a payment process, with 
the user, and a merchant, but also could become the agent to 
communicate the purchasing data to a service or system 

5 which will receive all such purchases, combine them 
together, into one full account history which can be acces
sible across many different platforms by the user. In one 
example, a separate "app" could be provided on a mobile 
device which simply taps into and accesses such a server and 

10 provides the ability of the user to manage all of their 
purchases. For example, such an "app" or service could pull 
in all of Amazon.com purchases, as well as purchases across 
the Internet which are reported to the service, and provide all 
of the functionality and control that is currently only avail-

15 able either on Amazon.com, or with individual 
merchant.com websites. 

Additionally, from the state of interacting with the 
browser API interface, the system knows who the user is, his 
or her payment information, and information about products 

20 purchased. Thus, from this interface, and from any state 
along the process, the system could advertise, upsell, sug
gest alternate products, offer discounts, offer additional 
services, offer warranties, etc. Furthermore, from this inter
face, social networking opportunities could be presented. 

25 Thus, users could be presented with a link to their Facebook 
page or Pinterest posting that relates to that product. A "deep 
link" to a social networking site in a particular relevant state 
could be made and enabled through data retrieved from the 
browser. For example, if a friend of the buyer purchased the 

30 same product the week before and posting something about 
it, the system could identify that information and present an 
object after the user completes the purchase on the payment 
interface which would transition the user to a social net
working feed positioned with that friend's posting. For 

the like. The user could select an agent within a selection 
field of their browser. For example, different agents can offer 
services that can be integrated into the browser API such that 
standardized calls and responses can be provided. Or the 
user could hyperlink to receive information from the 
account/purchases management agent which would inte
grate with the payment interface and enable the user to gain 
access into their product purchase history and status in an 40 

efficient manner. 

35 example, sometimes, a Facebook feed can have lO's or 
l00's of postings and it is hard to find a particular posting 
of a friend. A transition can be made from the browser API 
payment interface to a particular social network posting that 
is relevant to the purchase just made. The system can present 
a button on the interface before, during or after the purchase, 
that says "tweet this purchase" or "post this purchase on 

Thus, a user interface can be presented which might 
appear to be at the standard merchant.com website, but is 
within the browser API, which provides access to user 
account purchasing history and information. This enables an 45 

aggregation of purchases across multiple sites to be man
aged much more easily. The "account" can encompass all 
purchases across the Internet for that user or a group of 
linked users in a family or other linking. Users will demand 
easy access to all of their purchases as they become more 50 

comfortable with using common purchasing techniques such 

Facebook." This can occur in any social networking site or 
even in any other site, such as a merchant site. The particular 
functionality of any other site is incorporated herein and 
assumed as part of this disclosure, such as how Twitter 
works, Facebook, Facebook Messenger, Texting, emailing, 
Pinterest, Instagram, and so forth. In other words, the system 
can analyze one or more of the purchase, the user informa
tion, payment history, social media data around the buyer 
and friends/family for data related to the purchase, and so 
forth, and present a social media object (or any other 
transitioning object, such as a product purchased account 
object) at any stage along the payment process (before the 
payment, as the user initiates the process which leads to 

as our becoming available to the browser APL Thus, since 
users will demand access to control, review, and further 
management of their purchases, they will desire and demand 
such easy accessibility. 55 interaction through the browser API, after the payment, etc.). 

Merchant sites may provide calls to the browser API to 
enable such functionality if they desire. For example, a 
parameter could be set which, when the user goes through a 
purchasing process, the merchants could turn on or turn off 

For example, the system could present an object which is 
configured to transition the user to Facebook Messenger in 
a state as though the user had selected their friend who 

the presentation in the browser API interface of the intrac- 60 

table object which enables access to the user account. Thus, 
merchants may be able to simplify their purchasing process 

bought the product last week to send a message. The object 
could indicate that by pressing this button, the user will be 
transitioned to Facebook Messenger with John who will 
receive a message, and it will be ready for you to type. 

by not providing such access. Merchants, of course, could 
also include authorization for the browser API to be able to 
communicate the basic data associated with the purchase to 
a service which can store and add the purchased item 2 the 
purchasing history which can be accessible through such an 

Further, the object presented could be configured to be a 
posting on a social networking site. For example, a user who 

65 has a Facebook account could authorize an object on the 
payment interface which can utilize the information about 
the purchase (item, size, number, description, etc.) and can 
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prepare a posting on their Facebook timeline about the 
purchase. Thus, by interacting with the object, the system 
can configure and prepare a posting for Facebook precon
figured with a picture of the product, description, and even 
a buy button for the posting for followers of the user to 
perhaps buy. This is a new kind of advertisement in which 
a user, by purchasing a product, can post an advertisement. 
The user could even insert his or her own comment. Thus, 
by clicking on the object, the user could be presented with 
a posting showing details about the product, an opportunity 
to type in some text about the purchase "I just got this GoPro 
version 10-very excited" and have the system transmit the 
posting to their followers with a buy option included. This 
would be different because it is a personal posting from a 
user and not necessarily from a merchant. However, com
panies like Shopify or Bigcommerce could also provide 
backend processing services to enable the process. The 
posting person could even get a discount for posting the 
purchase. The notice of the discount could come at any stage 
of the purchasing process. For example, when making the 
purchase, the merchant could give a 5% discount if the user 
clicks on the social media button and causes a buyable 
posting to be transmitted through their social network from 
them. Inventory tracking can insure that the option to 
purchase or the purchasing process opportunity is only 
presented when additional items are in stock (the user just 
bought an item). If there are no more items, the posting can 
go through with information about when the product will be 
restocked. 

This process is essentially a non-merchant posting on a 
social networking site but with a merchant component. It is 
powerful because people will see that it is a personal posting 
and not a merchant posting, but it will still be configured for 
a buyable interaction. It is noted that this kind of posting or 
object which leads to this kind of posting can also occur 
outside of the payment request API interface but could work 
on any site, such as amazon.com or any merchant site using 
any payment mechanism. At some point the user logs in and 
the system has enough information to be able to transition to 
a social networking site for a configured posting. Relation
ships can be developed between merchants and private 
posters on a social media site such that at the backend 
process connects a private posting with the buyable option 
processing used by many merchants now. 
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trans1t10ns to and/or from the interface. This process of 
course can incorporate any application for interfacing with 
the merchant, not just the Facebook Messenger Application. 

Other options are available for enabling people to post 
5 privately through social networks for products and get deals, 

discounts, points, credits, a free product, etc. For example, 
a social network user may see an advertisement for a product 
such as a cannon 7D camera, posted by amazon.com or 
canon.com. Currently, there are shop now or buy now 

10 buttons or other buttons associated with actions. The pro
posal is to add another button in which the user could post 
that product on his or her own with the same structure. In 
this case, the posting becomes personalized, the user could 
add comments, or a picture of themselves (perhaps with the 

15 product that they bought, or video) and post. What changes 
is that the posting is through their own social network but it 
can retain the buy now option such that users can be 
transitioned to make a purchase of that product. It is a more 
personal posting because it is from a friend and not a 

20 company. The user could get such a posting after they've 
purchased a product too. So assume the user bought a canon 
7D camera. They could see a canon 7D camera posting with 
a choosable option to repost for $10 off their next purchase. 
The posting could be configured in their newsfeed as being 

25 prepared and configured for them to repost. For example, it 
may not say "buy this camera" but it may say "Friends, I just 
bought this camera and love it-Amazon is offering it to you 
at a discount". Thus, when the user reposts the posting, it is 
from them, to their followers, and somewhat personalized 

30 already. This would make it easy for users to share product 
and have the posting configured for easy purchase. The 
purchase could be processed by the social networking site, 
a separate payment processor, the merchant site, through 
Apple Pay or Android pay, or through a browser/user 

35 interface payment request API, or through Amazon.com or 
a traditional payment approach. The buyers in this scenario 
could also get a structured discount such as one discount if 
they buy it from their friends posting, or if they buy and post 
it themselves on their social network(s), they can get an 

40 additional discount. The additional discount could be cred-
ited to their payment account if they post on their social 
network after the purchase. A "retargeting" approach could 
also be included in which the buyer may not re post the 

In this regard, the posting from the personal user can be 45 

in a sense "co-branded" between the user and the merchant. 

purchase or the item on their social network( s) at the time 
they make their purchase, but the system could be pro
grammed to post an opportunity for that user, a day, a week, 

The presentation can include graphics that couple perhaps or some intelligent time later, giving them the opportunity 
for a refund of $5 or a coupon or discount, or miles, or some 
other benefit, if they post that they bought this item last week 

the user's profile picture and the logo of the merchant. The 
process could work where if a user is going to post a buyable 
posting personally, then the system can dynamically, or in 
advance, generate a cobranding image that accompanies the 
posting such that the recipients of the posting can recognize 

50 and love it. 

not only that the item is a canon camera, or a product from 
Macy's, but is also personally posted by their friend and not 
a business posting. This approach can enhance the trust the 55 

recipient can have in making a purchase based on that 
posting. 

The purchase interface could also include an option to 
transition to something like Facebook Messenger. The user 
may be in the process of making the purchase and have a 60 

question, the messenger can enable an interaction with the 
merchant about the product. The user may want to confirm 
that it has a 2 year warranty or is 4 wheel drive, or any 
question. The system could transition the final purchasing to 
be done within the messenger application or transition back 65 

to the API interface to confirm the purchase. The API could 
include the appropriate calls and functionality to make such 

The benefit in this example is that once a user buys a 
product, there is a period of time that the user tests or 
experiments with the purchased product. A user can then 
post on a social network their feelings about the product, 
such as how much they love the camera, or vacuum, for 
example, and suggest that their friends buy it. The system 
could obtain some kind of network based feedback on usage 
of the product, which could trigger the reposting. For 
example, the user may buy an iphone 7 and the system can 
determine that after the user has taken 50 pictures they 
should pick several for a personalized posting. The posting 
can include a buy option, and personal comments in addition 
to the picture of the product and the user. 

Another aspect of the above concept is how to handle 
deep link transitions. For example, if John gets an 
amazon.com posting for a product, he can click on a shop 
now or buy now ( or similar label) to explore and/or shop. In 
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some cases, since the posting is known to John, if he clicks 
on an object, the system can transition him to a deep link 
within amazon.com where he is automatically logged in, his 
payment and delivery information is already stored, and he 
could one-click purchase right after the transition or with 
very few clicks make the purchase. The "state" of 
amazon.com is a deep link associated with the user and the 
product for an ease of purchase. Accessing data from the 
browser to enable the deep-link one-click purchasing state 
may be utilized, such as accessing a one-click purchasing 
parameter. 

Referring back to the personal product posting, there may 
need to be additional transfer or sharing of information as 
John may repost a product posting such that his 100 fol
lowers see the posting and can also make a purchase. The 
system will track each recipient such that any recipient who 
clicks on buy now will also be transitioned to a deep link in 
amazon.com and in a state in which they are logged in and 
can one-click or with a few clicks make a purchase without 

168 
for that user and responds with the information and man
agement capability. The browser API can help to format that 
information and present on the browser API interface, and 
intractable button, hyperlink, or drop down menu which, 

5 when interacted with by the user, will present the purchase 
history for review and/or action by the user. The system may 
also transition to the user, if that feature is selected, to a 
separate site for managing purchases. The benefit of this 
approach is that it provides additional functionality for the 

10 user at an interface which is going to be standardized across 
Internet purchases. It reduces the "business value chain" by 
providing access the services in a manner that requires less 
clicks or less interactions by the user in that the initiation of 
access to the respective service can be made right through 

15 the browser API, which is an interface that many people will 
use. 

In one aspect, a merchant could provide a report of the 

the need of entering manually payment information or 
delivery information. APis can be established between 20 

social networking sites, merchant sites, the browser, pay
ment processors, and/or any other entity for the purpose of 
handling the transition and back end processing to achieve 

kinds of services that it offers. This might be similar in a 
sense to a merchant providing a list of payment mechanisms 
that are authorized, such as Visa, Discover, and MasterCard. 
The browser API, which has access to the user payment 
mechanism, responds with a match such that the payment 
can proceed. In this additional context, a merchant could 
provide a listing of alternate services which are available to 
be performed through the browser API interface. For 
example, the merchant may provide the purchase history 

the results and processes described above. 
In one aspect, the opportunity and concepts include tran- 25 

sitioning between social networking structures. For 
example, a user may get a Facebook advertisement in their 
newsfeed and want to repost that in their Pinterest account 
as a buyable pin. The system also can translate postings from 
one format to another, while retaining the buyable configu- 30 

ration. If a transition from one payment structure to another 
is needed, that transition can occur as well. For example, an 
amazon.com posting may be transitioned from a deep link 
processing for payment to a browser API payment or an 
Android payment approach as the user reposts the merchant 35 

posting as their own on Facebook, Pinterest, Instagram, 
Twitter, or if they transition from one type of social network 
to another. User preferences may also be changed and drive 
what kinds of transitions occur. If amazon.com already has 
the user payment and address information stored, the tran- 40 

sition may still require accessing data in the browser such as 
a one-click purchasing parameter set. 

Another example transition from the browser API pay
ment interface could be a "continue shopping" button or 
object that could bring the user to a shopping state back in 45 

the site. The user could be taken to a new search field as 
though no searches were done or the user could transition to 
a partial search that would have been part way along to the 
final state of the product that they purchased. 

management access, Facebook posting access, Pinterest 
access, and a Face Time access where a personal friend of the 
user has made a similar purchase. In a user profile, the user 
can also select the alternate types of services they would or 
might want to access to the browser API interface. Thus, if 
the user desires access to their purchase history and is a 
member ofFacebook, through the APis, it is determined that 
the browser API interface should present one object for 
Facebook and another object for the purchase history. 

Then, if the user interacts with the Facebook object, the 
system could perform a number of different functions. The 
system could simply transfer the user to Facebook and their 
general newsfeed. The system could generate a preview of 
a posting on the user's timeline which is connected to and 
configured for the particular purchase. Options may also be 
presented such as to confirm such a posting, to accept a 5% 
discount if the posting can be presented with a shopping 
button or a buyable button, and so forth. These parameters 
can be distributed through the API with other data as well 
that might be connected to the alternate service as necessary. 

For example, one object could be presented in the inter
face which indicates that the user's best friend bought the 
same hat and would they like to talk about it. The button 

The browser API could also be enhanced to provide 
additional functionality such as the option to buy 2 or more 
of the product with automatic adjustment of pricing, param
eter changes ( color or size, volume, etc), and so forth. 

The additional functionality can also be independent of 
the basic purchasing process for which the browser API was 
developed. A merchant site and/or the browser, user, or other 
entity can initiate this additional functionality through a call 
to the APL For example, if the browser API is modified to 
include the additional feature of connecting the user with 
their payment history and a management mechanism, and 
the merchant site would like to provide that functionality on 
the browser API interface, a parameter can be set, or a call 
can be made in connection with the other communication 
with the browser which turns on the purchase history 
management component. If that feature is turned on, then the 
browser can interact via another API or other mechanism 
with a service that stores the payment history across the web 

50 could initiate a call, Face Time, Skype interaction, and email, 
text, and so forth. Any type of communication could be 
initiated based on the capabilities of the two parties, past 
history, and so forth. Thus, in one aspect, the browser API 
is expanded beyond providing communication between the 

55 browser and a merchant merely for the purpose of rendering 
a payment process more simple and uniform. The browser 
API can be expanded to also be an agent for any other kind 
of service or information. In the payment process, certain 
pieces of information are known such as the cost, the 

60 product, the user, addresses, email addresses, and so forth. 
Any additional service or capability that can draw upon that 
data can be leveraged through the browser API to add that 
additional functionality and capability at that point or estate 
in which the user is. Accordingly, by adding this new 

65 functionality which may or may not be directly related to the 
purchase, the ability of the user to transition to or access 
these additional services, without needing to leave the 
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merchant site and go to an additional or separate site, to 
provide a Facebook posting, for example, the user can 
access and achieve this additional functionality with a 
minimal number of interactions. 

170 
APL For example, if the user just purchased an item, a 
Pinterest search field could be presented which is or is not 
prepopulated with a term which enables the user to transition 
from the API interface to Pinterest for searching and viewing 

The types of options that may be presented through the 
browser API interface may also vary depending upon the 
state of the interaction. Other words, there are different states 
throughout the process, although the process is brief. There 

5 accessories or similar items. 

is a state which presents the payment and purchase summary 
prior to final confirmation. There's a state following the final 10 

confirmation, and so forth. Different services can be pre
sented depending on the state of the interaction. If the state 
is prior to a final confirmation of a purchase, then an object 
could be presented which offers a summary of comments, or 
ratings, or information about the product that may be avail- 15 

able from a third party service site. This can provide the user 
with additional information about the product that may not 
be gained through just the merchant site. Following the 
purchase, entities might offer warrantees, service plans, 
options for additional purchases, and so forth which may or 20 

may not be affiliated with the merchant. The merchant may 
coordinate and authorize such additional activities through 
the API interface. For example, the merchant may set or 
transmit a parameter which indicates that authorized war
ranty offering companies can be allowed to present an 25 

opportunity for warranty through the browser API interface. 
In this manner, the merchant can control the level of such 
additional functionality through the interface. 

In some cases, the browser API interface may even add 
additional pages or interactions depending upon the function 30 

that is being performed. Accordingly, beyond merely adding 

Virtual Reality 
The browser or software module API can also be utilized 

in other contexts such as virtual reality. For example, if the 
user has an opportunity to shop for items, such as clothes, 
using virtual reality goggles or headsets, then the use of the 
browser API can be applicable. Modifications to the browser 
API protocols can be made to particularly provide for that 
context. For example, providing proper user identification 
for security purposes has been discussed above. Using 
fingerprint authorization or security codes to confirm that it 
is the proper user making the purchase. Virtual reality 
goggles can be positioned on a user's face. Elements can be 
built into the goggles to provide a different type of user 
identification. For example, rather than requiring the user to 
provide fingerprint authorization, the goggles may have built 
in a mechanism for scanning and iris of the user. The iris 
scan can match the user's identity and be mechanism for 
authorizing a purchase. A particular user gesture or move
ment can indicate a purchase confirmation. Furthermore, 
some virtual reality goggles will receive a mobile device for 
its screen. They provide a configuration such that the user 
can attach their mobile device, and then where the arrange
ments as goggles for a virtual reality experience. A mobile 
device could be configured with a fingerprint scanning 
component on its backside such that a user, while watching 
a virtual reality experience, and simply reach up and touch 
the fingerprint scanner to confirm a purchase. Typically, the 
fingers print scanner is on the front side of the mobile device 
for easy access by the user. However, when a mobile device 

an object which is selectable, depending on the function, the 
browser API may present an additional interface or more 
interfaces which enables the user to make additional selec
tions and to achieve or perform the function that is being 
provided. This functionality can be presented as though it 
were part of the interface, as though it were part of the 
merchant site, or can clearly initiate a transition from the 
merchant site to another environment such as a social 
networking page, site, application, and so forth. It is impor
tant in these contexts for the user to be comfortable with 
whom they are interacting. Thus, the browser API is pre
sented as part of a payment process on the merchant site. 
This additional functionality can be presented also on the 
site, or separately. 

35 is mounted in a goggle configuration, the fingerprint scanner 
will likely be on the inside of the goggles and not easily 
accessible by the user. In another aspect, a fingerprint 
scanner could be placed on the goggles such that either 
through Bluetooth, near field communication, a wired con-

Further, the browser API interface can be extended to 
include other functions. Users can install extensions to the 
interface, much like they install extensions to the browser. 
An Amazon Assistant could be installed which would be 
presented in the interface. Preprocessing could occur using 
the data obtained from the purchase through the Interface. 
For example, a user buys a pair of pants. The system knows 
the user's waist size and the style of pants. An Amazon 
Assistant could present a pre-populated input field with the 
term "belt" or "brown leather belt 34 waist" such that an 
accessory could easily be shopped for on Amazon.com. 
Other parameters could be set which will cause the search 
result to be tailored and match with the item just purchased. 
In one aspect, extensions added to a browser can be accessed 
through the browser API interface. In other words, the 
Amazon assistant that is installed on a browser could be 
accessed from the API interface rather than just the main 
browser interface. 

40 nection, or any other mechanism, the data from the finger
print scan on the goggles can be communicated to the mobile 
device for further processing to authorize a purchase. A 
mobile device in this respect could have two fingerprint 
scanners----one on the front for normal use and one on the 

45 back for use for purchases made in a virtual reality headset. 
Other aspects could also include the goggle configuration 

being able to identify a forehead shape, a nose shape, DNA 
data for the user, temperature data, movement patterns, 
speech, facial recognition, and so forth, to identify an 

50 individual for security purposes for a purchase or other 
reasons. For example, a particular blinking pattern may be 
established to confirm the identity of the user. These various 
approaches can confirm or replace a fingerprint or security 
code to confirm the purchase using the browser APL Using 

55 these approaches in a virtual reality context can reduce the 
number of clicks or interactions required by the user to 
accomplish a purchase in a virtual reality context. Thus, one 
aspect of this disclosure can include electronic coordination 
between goggles and a mobile device configured with the 

60 goggles to present a virtual out reality experience for user, 
in which the mobile device utilizes a browser API to 

An object could be presented on the API interface that 
enables a further search, such as a Google search or an eBay 65 

search. Parameters could also be set which narrow or filter 
search activities based on the purchase made through the 

accomplish simplified purchasing process as disclosed 
herein. Of course any headset for virtual reality can include 
a browser component which can incorporate the browser 
API whether it is part of a separable mobile device or a built 
in screen. In one example, using a VR Headset like the HTC 
Vibe can include the ability of a user to interact with in a 
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virtual reality world as though they are in a store making a 
purchase. The interactions within the virtual environment 
can include trying on cloths or playing with a toy. The user 
can make the purchase within the virtual environment and 
the VR Headset and/or a coordinated computing device can 
process a payment made from the virtual world through the 
browser APL Sensors within the VR headset which sense 
head movements or gestures can translate that movement 
into a purchasing interaction which can lead to a purchase. 
Further, any coordination between a VR headset and another 
device such as a computer or gaming device can be utilized 
to complete purchases using the browser APL Thus, any step 
or any process can be divided between as VR headset and 
any other device to accomplish an improved approach to 
making purchases. 

The issue is how to you incorporate the browser API into 
a virtual reality environment. With Apple Pay, you must use 
a fingerprint to confirm the purchase. Other methods may 
require a CVC code or voice authentication and so forth. For 
a fingerprint environment like Apple Pay, the solution is to 
receive a fingerprint when the user begins a virtual reality 
session. As the user mounts a mobile device into a headset 
or with a complete headset without a separable mobile 
device, the headset can include a fingerprint reader. By 
receiving the fingerprint in advance, the user can utilize the 
stored authentication while making a purchase in a virtual 
environment. The user could shop and virtually make a 
purchase, even using hand gestures or providing a finger
print on a virtual fingerprint reader. When the indication is 
provided within the virtual environment that the purchase 
should be made, the headset or mobile device can access the 
fingerprint authorization provided at the beginning of the 
session and apply that authentication to complete the pur
chase. The user in the virtual environment can even truly use 
a one-click purchase to pay since they don't need to autho
rize the purchase using a fingerprint. The earlier fingerprint 
authorization that is recorded can be used for any virtual 
payment no matter how in the virtual reality environment the 
user indicates a desire to pay. For example, the environment 
might simulate the user giving cash to someone and buying 
an item, but in the background, the systems could process an 
Apple Pay, or Google Wallet or Android payment. In the 
virtual environment, any necessary authentication such as a 
CVC code, or speech, gesture or any other confirmation data 
can be provided virtually, or in advance of a VR session for 
use to make purchases. For example, the user may provide 
a CVC code before starting the session or may provide 
payment information, address information etc. for enabling 
the virtual reality environment to utilize the browser API for 
requesting and receiving payment data for processing a 
payment. 

In one example, Apple pay, utilizes a browser API by 
correlating two devices. The user shopping a laptop com
puter that does not have a fingerprint authorization mecha
nism, the laptop communicates with an iPhone that includes 
a secure element which stores the payment information 
associated with the user, and which has a fingerprint autho
rization object. When the user makes purchase of the laptop 
computer, the user confirms the purchase via a fingerprint 
authorization on the separate mobile device. In a virtual 
reality scenario, a virtual reality headset, being worn by a 
user and through which the user is having a virtual reality 
experience, could include a browser (or similar agent soft
ware) configured to communicate requests and responses, or 
any other communication between a merchant and the 
browser via the browser APL When a purchase is to be made 
in the virtual environment, the headset could communicate 
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wirelessly with a mobile device that has a fingerprint autho
rization mechanism. In this scenario, the virtual reality 
headset could also be configured, when that time comes to 
need the fingerprint authorization, to provide instructions 

5 orally, visually, or in any other manner, directing the user to 
the physical mobile device that the user needs to touch to 
provide the fingerprint authorization. This aspect could be 
included to provide a physical component to the virtual 
reality environment to enable the user to make the purchase 

10 securely. 
Again, when using the browser API in the context of 

virtual reality purchases, the headset or other device used 
can act as the agent or browser. If a mobile device is used 
as part of the headset to create the VR environment, it can 

15 function as disclosed herein to provide a storage facility for 
payment and user data, and the browser (Mozilla, Chrome, 
Safari, Opera, etc.) can be configured to receive payment 
requests from a merchant and respond according to the 
protocol. If the headset does not use a removable mobile 

20 device, but is a self-contained system, it can be loaded with 
a browser or similar software that also is configured with the 
browser API and also can store in a similar fashion payment 
and user data (as well as any other data referenced herein). 
The functionality can be provided within the self contained 

25 headset, including a fingerprint reader or other biometric 
reader for user identification. Then, as the user engages in 
the virtual reality environment, if they go to a store, or 
purchase an item virtually, the system can treat that purchase 
as they would a purchase on a merchant site where a user 

30 clicks on a buy button. The user may virtually give a credit 
card, or virtually use Apple Pay, or virtually give cash at a 
point of sale in a virtual store. The user may virtually be at 
a computer making on on-line purchase. Any virtual situa
tion in which a purchase is made can be applicable to the 

35 browser API made available in the headset. At some point in 
the virtual interaction, a confirmation will occur where 
money is exchanged or payment is confirmed, at this point, 
a site or entity representing the merchant or seller can initiate 
a payment request to the browser API associated with the 

40 headset and provide, according to the protocol, the available 
payment mechanisms for that entity, and receive payment 
data, address data, a one-time use token for processing a 
payment, and so forth as disclosed herein, through the 
browser API, for processing the purchase. In this scenario, 

45 a user, for example, could walk through a virtual mall and try 
on cloths, look at toys or books, and make purchases, and 
literally physical objects purchased in the virtual world can 
be purchased and shipped to the user's home. 

Protocols associated with the browser API might be 
50 modified for a virtual environment. For example, a param

eter might be set in a communication through the browser 
API from a merchant to the browser indicating that the 
merchant is a virtual merchant and that no buy button will 
be clicked on but a different type of trigger many initiate the 

55 process. A parameter may be set indicating that because the 
user is in a virtual environment, that a fingerprint authori
zation will be received and is stored when the user began 
using the virtual environment which will be accessed if the 
user makes a purchase during the virtual experience, to 

60 alleviate the need for a real-time fingerprint authorization, as 
normally happens with, say, Apple Pay, but which would not 
be convenient or possible in the virtual environment. Thus, 
a response from the headset as part of the browser API 
protocol might indicate that a fingerprint authorization is 

65 stored and current for use to make a purchase. Any param
eters or information necessary or helpful to achieve an 
efficient use of the browser API in a virtual reality environ-
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ment can be communicated through a modified version of 
the browser API for a virtual reality context. 

This approach can also be used to further simplify the 
process with normal mobile devices. For example, the 
system could require the user to apply a fingerprint when 
they start their device and for a period of time that finger
print could be accessed for Apple Pay or the like purchases. 
Normally, users have to click on an "Apple Pay" button and 
then provide a fingerprint authorization. But if the authori
zation has previously been made, that authorization can be 
applied in connection with the click on the apple pay button 
and remove the need to use the fingerprint after clicking on 
Apple Pay to complete the purchase. If the timing is set for 
say 30 minutes of use under a fingerprint authorization, the 
system could present a notice that the need to reauthorize is 
approach and that the user has say 5 minutes left to make a 
purchase without a fingerprint authorization. 

The browser in a virtual reality environment could also 
include or have access to other data such as clothing size, 
shoe size and so forth, particularly if the user is cloths 
shopping in the virtual reality environment. That data can 
help drive what is presented to the user such that it fits the 
user's size or other preferences. All of the concepts above 
could also apply to app usage through a software module 
API communicating with an app. 
Browser Download 

Another aspect of this disclosure includes a server storing 
the necessary data to transmit or download a browser update, 
a software module, or a complete browser over a network to 
a client device. The process includes receiving or identifying 
a request to provide a browser or an updated browser, and 
downloading or transmitting the browser or browser update 
to the client device for installation on the client device. The 
browser that is downloaded includes the necessary function
ality to receive and process payment requests through the 
payment request APL The process thus includes download
ing the browser or browser update containing or configured 
with the payment request API capability. Once installed, 
sites can initiate payment request calls to the browser, which 
will carry out the process of communicating payment infor
mation through the payment request API for enabling the 
site to process a purchase without the need of the user 
entering in payment account information, delivery informa
tion, and so forth. 

One method includes downloading data or code from a 
server to a client such that the data, when installed on the 
client, installs, or updates, a browser. The browser is con
figured, when activated, to perform operations including any 
of the functions disclosed in the application. The functions 
include operating the browser/user interface payment 
request API, or providing the communication between the 
browser and a second site for transitioning to the second site 
using a drop down menu which is presented after user input 
is received and which, when an object is selected, transitions 
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(2002), and analyze the input from the user into the first 
input field to determine whether the user desires to perform 
a search or to make a purchase to yield a determination 
(2004). If the determination indicates that the user desires to 

5 make a purchase, and without any other input from the user 
other than the input, the system can transition the user from 
the first website to a second website that can process the 
purchase of a product via a shopping cart model (2006). The 
system can prepopulate a second input field associated with 

10 a second website with the input (2008). 
The system can preprocess the second website using the 

input in the second input field such that the user is in a state 
after the automatic transitioning where a product associated 

15 with the input can be processed for purchase and delivery via 
a one-click action from the user (2010). Preprocessing the 
second website can include transmitting user data from one 
of the first website and a browser to the second website, or 
automatically navigating through the shopping cart model of 

20 the second website to yield the state where the product can 
be processed for purchase and delivery via the one-click 
action. The system can further preprocess a third website 
using the input in a third input field such that the user is in 
a state after the automatic transitioning where a product 

25 associated with the input can be processed for purchase and 
delivery via a one-click action from the user, and present the 
third website as an option for the user to choose in the 
browser. 

The preprocessing can be according to a user profile with 
30 various preferences. For example, in a user profile associ

ated with the first website, or with a browser. The user profile 
can utilize information such as payment account data, deliv
ery data, preferences such as not to click on receiving any 
email notifications, and any other possible choices that can 

35 be made in processing a shopping cart model. The applica
tion, browser, or website, via an API, can then communicate 
in the background and can perform all of those navigations 
and inputs necessary so that such input can be automatically 
handled to the extent that the user is presented with the 

40 second website in a state where they are ready to "one-click" 
and make the final purchase and delivery. The API can 
include all of the information necessary for the second 
website that is necessary the fill in and enter all of the 
necessary data to finalize the purchase. For example, the first 

45 site can process a payment and the second site can finalize 
the order by filling it and handling delivery. The first website 
or browser or application can hold all possible information 
that various shopping cart models can and do request in 
processing the purchase. As a particular second website is 

50 chosen as the one to which or through which the user is 
likely to make a purchase from. The first website or browser 
establishes via an API a connection to the second website 
with the various information necessary for preprocessing the 

the user from a general input field to the second site 55 

preprocessed in a state where the user is transitioned to the 
second site with search results presented based on process-

input. The first site could also communicate via a browser 
API to receive instructions from the merchant site to process 
a payment if the first site is a payment service. The data such 
as the user input identifying the product that they want to 
buy and any other generated data that helps to narrow down 
and disambiguate which product to present for purchase via 

ing the user input as though it had been entered into a second 
input field at the second site. 
Transitioning from a First Site to a Second Site 60 a one-click input. For example, the user may input "iPhone 

5S 32 GB" but not a color. The system can choose a most 
popular color and provide that data to the second website to 
enable a narrowing down of which model to present. The 

FIG. 20A illustrates a method example for transitioning 
from one site to another site. The steps in the method 
example can be performed in any order, can be performed in 
other combinations or permutations that include additional 
steps or exclude all or part of some of the described steps. 65 

The system can present in a first user interface a first input 
field associated with a first website processed via a browser 

system can also present secondary options such that alter
nate choices can be easily made accessible via the second 
website for potential selection if the primary choice is the 
wrong color or is not the desired product to buy. 
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Further enhancements also are described next. The fol
lowing relates to the concept of transitioning from one site 
(social media site, or browser search field, or search engine, 
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buy option object can be configured to cause the deep link 
transition from the social networking site back to the posting 
entity site. 

Based on the interaction, the method can include transi-or any site or state) to another or for payment processing on 
a site. In one aspect, the system uses a deep link at a 
destination site configured to a state as though the user had 
searched for the product, logged in, and/or entered in 
payment information, whereby the user can complete a 
purchasing process without entering payment information or 
logging in. Where the destination site already stores pay
ment and address data for a user, the transition can include 
retrieving other data from the browser, such as one-click 
purchasing parameters or other data, to utilize for transi
tioning to a one-click purchasing state. 

5 tioning the user from the social networking site to a mer
chant site associated with the product posting. Based on a 
buy interaction by the user with a pay object on the merchant 
site, the method can include receiving a payment request, 
from the merchant site, via a browser application program-

10 ming interface between a browser that presents the merchant 
site to the user and the merchant site. In response to the 
payment request, the method can include communicating 
payment data for the user through the browser application 
programming interface to the merchant site to enable the 

An aspect also covers steps from the destination site, such 
as amazon.com advertising on Facebook. When a site like 
amazon.com submits a posting to a recipient on a social 
networking site, it has information about the recipient's 
identification. If that recipient has registered with amazon
.com, and provided their payment information to amazon
.com, then, when the recipient clicks on a buy now object or 

15 merchant site to use the payment data to complete a purchase 
of the product. As can be appreciated, in one aspect, the 
functionality at the social networking site with respect to 
presenting a buy option or shop button can vary as long as 
one generally transitions to the destination site such that the 

20 destination site can call the browser API to accomplish the 
payment process. 

an object that indicates a desire to make a purchase in a 
posting on Facebook (any social networking site) as an 
advertisement or in their newsfeed, the recipient can tran
sition from the social networking site posting associated 
with a product to the posting site, such as amazon.com, with 

Once the user lands on a destination site or navigates to 
a destination site to make a purchase, the system could 
provide a payment service to process a payment using a first 

25 browser API between the merchant site and a browser and a 

a "deep link" in which the user is transitioned to the site in 
a state as though the user had searched for the product and 
the site is in a state where the user can "one click" purchase 30 

the product. This is possible because the transition from the 
social networking posting to the site includes enabling the 
user to be logged in to the site and presenting the user an 
interface in which they can purchase the product with 
minimal further clicks. Browser stored information can be 35 

utilized to achieve the deep link destination landing. 
In another aspect, the first site could be a social network-

ing site, and a destination site could be a merchant site. The 
one-click approach to landing on the destination site in a 
deep link state such that the user can engage in a one-click 40 

interaction (or perhaps two clicks or other minor confirma
tion interactions, but without manually entering payment, 
address, etc.) to achieve a purchase can be made through the 
browser payment require application programming interface 
being called once the user lands on the destination site. A 45 

method in this aspect can include receiving a posting of an 
item through a social networking site, wherein the social 
networking site receives and transmits posted items from 
posting entities to receiving entities and when the posting is 
not associated with a product for purchase in a product 50 

database, the method can include transmitting the posting 
through the social networking site without an option to buy. 
This is simply a normal posting say on a newsfeed. When the 
posting references the product in the product database, and 
thus indicating a sale-related intent, the method can include 55 

inserting, by the social networking site, a payment process 
initiation object into the posting to yield a product posting, 
the payment process initiation object, when interacted with 
by a user, indicating an intent by the user to initiate a process 
to purchase a product in the product posting, transmitting the 60 

product posting through the social networking site with the 
payment process initiation object associated with the prod
uct, wherein the payment process initiation object can 
include one of a button, a drop-down menu, or a hyperlink, 
and receiving an interaction associated with the payment 65 

process initiation object. In one aspect, the posting entity can 
include the buy option object when the posting occurs. The 

secondAPI between the browser and a payment service. The 
various communications could occur according to the pro
tocols of the respective API's to complete the payment by 
the payment service, and notify the merchant site, such that 
the merchant site could receive payment and deliver the 
product to the user. 

FIG. 20B illustrates another aspect of transitioning, that of 
transitioning from one site to another. The server represented 
as feature 1810 of FIG. 18A can represent any site in the 
respective functionality of that site can be applicable to the 
present disclosure. A social media site will be discussed by 
way of example, but any functionality of any site is included 
within this disclosure. 

Assume server 1810 represents a social media site such as 
Facebook, Instagram, Pinterest, and so forth. The site of 
course can be any site and the interaction with an object on 
the site can depend on the functionality of the site. The 
respective functionality of each site is included within this 
disclosure and any interaction with the site can trigger the 
transition to a secondary site according to this disclosure. 
Assume, by way of example, the site is a social media site 
and the social media site receives a posting, or an adver
tisement associated with an item for purchase. For other sites 
the data could be a game interaction or a video conference 
call interface, or any other site functionality. The advertise
ment can be within a newsfeed or on the site generally. The 
question is how would one transition from the first site 1810 
to a merchant site 1816 such that the user lands in a one click 
purchasing state for the object without the need of entering 
in payment information, login information, address infor
mation, and/or passwords and so forth. The method involves 
receiving an interaction from a user with an object (which 
can be associated with an advertisement in this example or 
any other object in any other context for other site function
ality) for a product via the social networking site (2020) and 
presented within the browser 1806. For example, an adver
tisement on the social media site for a toaster could have a 
"buy now" button. When the user clicks the "buy now" 
button or otherwise interacts with the advertisement from a 
merchant entity, a series of events are initiated to transition 
to the user to a site associated with the merchant entity in a 
particular state. The series of events includes retrieving, as 
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part of a transition from the social networking site ( or any 
first site) one click purchasing data from a browser 1806 
(2022). The method uses the data from the browser to enable 

178 
from the user with an object associated with the advertise
ment on the first site, the method includes retrieving one 
click purchasing data from a browser (2032) and receiving 
a transition, based on the one click purchasing data, from the 

5 first site to a merchant entity site in a deep link state wherein 
the user can purchase the product via a single interaction 
with a one click purchasing object on the merchant and the 
site (2034). At this stage, the user is positioned at the 
merchant site and continues normal interactions with the 

the user to transition from the first site to the destination 
merchant site in the deep link state. The data from the 
browser is not just hyperlink data that is found say on a 
website with a hyperlink. The data is preferably, in one 
aspect, data stored within the browser such as in a user 
profile or a stored user parameter, one-click purchasing 
parameter, payment data, and so forth. The deep link state 
enables the user to purchase the product via a single inter
action with a purchase object (either right after the transi
tion, without any other interaction, or after continued shop
ping of choosing a different product) without manually 
entering payment account data or user address data. The one 
click purchasing data represents any data that enables the 
user to land at the destination merchant entity site in a one 
click purchasing state. One click purchasing data can 
include payment data, delivery data, name, address, a 
browser setting, a one-click purchasing setting, user profile 20 

options, preferences, one click purchasing parameters, reg
istration information, email addresses, and so forth. The 
transitioning process includes retrieving the one click pur
chasing data from the browser 1806. This can be done 
through an API 1818 or through some other mechanism of 25 

retrieving the data. The data is retrieved in the background 
such that no other user interaction is needed to retrieve the 
date or other than interacting with the "buy now" object or 
other object indicating an intent to purchase. 

10 merchant entity site, such as continuing to shop for other 
products, and so forth. 

FIG. 20D illustrates another aspect from the standpoint of 
a merchant site. The method includes transmitting, from a 
merchant, an advertisement to a first site for presentation on 

15 the first site within a browser (2040) and receiving, at a 
destination merchant site associated with the merchant and 
based on an interaction of a user with an object within the 
advertisement, a transition of the user from the first site to 
the destination merchant site in a deep link state (2042). The 
transition can utilize several steps including: retrieving data 
from the browser (2044) and using the data from the browser 
to enable the user to transition from the first site to the 
destination merchant site in the deep link state, wherein the 
deep link state of the destination merchant site can include 
a merchant site object (2046). The merchant site object can 
enable further navigation and browsing for products or can 

Next, the system utilizes the one click purchasing data and 30 

transitions, based on the one click purchasing data, the user 
from the social media site to the merchant entity site in a 
deep link state wherein the user can purchase the product via 

be a single click object for purchasing the product identified 
in the advertisement. The method further includes receiving 
an interaction with the merchant site object at the destination 
merchant site (2048) and processing a purchase of the 
product based on the interaction with the merchant site 
object without requiring the user to manually enter payment 
account data or user address data (2050). 

a single interaction with a one click purchasing object 
presented on the merchant entity site (2024). The deep link 35 

state has some certain characteristics. Example characteris
tics, one or more which can apply, include a state in which 

Determining Whether User Input is a Generalized Non
Purchasing Query or a Query with Intent to Purchase 

A system, method and computer-readable storage devices 
are disclosed which enable any input field in a website or in 
some other computer-based user interface to act as a unified 
input field. A unified input field allows a user to provide 
input that can lead not only to a listing of search results, but 
can cause any of a number of other actions to be performed 

the product or item that is associated with the notice or 
advertisement on the social media site is shown in a mer
chant entity interface. The merchant entity interface is on the 40 

merchant site and includes a one click purchasing object. 
Payment information, address delivery information, ship
ping methods, and so forth are already available to the 
merchant entity site. The one click purchasing data, 
retrieved from the browser and provided to the merchant 45 

entity site enables the user to land at the destination mer
chant site. In such a state where the next interaction after the 
first click on the buy button at the social media site can be 

on behalf of the user, such as directly navigating to a 
merchant shopping cart prepopulated with a desired item, or 
even automatically executing a purchase and placing an 
order for a desired item. Using such a unified input field can 
save significant time, effort, and clicks for a user. However, 
such unified input fields may not be implemented in every 
website or other user interface the user desires. The user may 
become accustomed to a particular workflow or set of a one click purchase interaction on the merchant site. The 

merchant site utilizes the one click purchasing data from the 
browser to enable this deep link state. In another aspect, the 
user may land at the destination merchant entity site and be 
able to continue shopping or change parameters of the 
product, and thus have other interactions at the merchant 
entity site, and when the user arrives at a product they desire 
to purchase, the user can make the purchase via one click as 
a purchaser would amazon.com. In this manner, the transi
tion from the first site to the merchant site reduces the 
number of clicks or interactions necessary in order to arrive 
at a purchase. 

The process from the standpoint of the merchant entity 
site is presented in FIG. 20C. From the standpoint of the 
merchant entity site, the merchant entity transmits a notice 
or advertisement to a first site for presentation (2030). This 
can be an advertisement generally on the site or an adver
tisement, linked to inventory, for presenting, on the news
feed or other social network posting. Based on an interaction 

50 capabilities when dealing with unified input fields, and may 
feel restricted or limited when using a traditional limited 
input field. 

In one example, if the user is directed from a unified input 
field enabled site such as one-search.com to Apple.com, then 

55 that user's interaction with Apple.com could be modified 
such that the search field of Apple.com ( or any website, such 
as Google.com or Amazon.com) becomes like a one
search.com unified input field. For example, a JavaScript 
script or browser plugin can intercept text entered into text 

60 fields on non-unified input field enabled sites or non-unified 
input fields, and redirect that input to one-search.com to 
implement these features and present the autocomplete 
options, and the one-click purchase options. In other words, 
the options to do any number of different processing options 

65 outside of the particular website can be made available to the 
user. In this manner, any search field, text field, or input field 
can be adapted to be a unified input field as disclosed herein. 
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Of course, all of the functionality disclosed herein could be 
built into any search or input field on any website, applica
tion, or user interface. 

Functionality of the browser can be modified directly or 
via a plug-in, script, or extension, to implement a unified 5 

input field in place of an existing input field. The user can 
activate the input field enhancer, such as by checking a 
checkbox in a menu, clicking a button, logging in with a 
usemame and password, or providing some other user 
identifying credentials. The input field enhancer can then 10 

identify the user, and retrieve personal data about the user, 
such as a profile stored in a browser cache or a profile stored 
on a server. The system can identify user preferences from 
the profile data, which may provide rules or preferences for 
when and how to modify certain input fields to be unified 15 

input fields. For example, a user profile may indicate not to 
modify input fields on craigslist.org, but to modify input 
fields everywhere else. Another user profile may indicate to 
modify all text input fields located within the top 10% of a 
website. Another user profile may indicate not to modify text 20 

input fields on mobile devices such as smartphones and 
tablets, but to modify text input fields on desktop or laptop 
computers. The user can log in to a user profile that is stored 
on a server, so that the user's preferences and other personal 
data are not limited to one local machine, but instead are 25 

accessible from any such enabled machine. Thus, the user 
can log in to a browser on a work computer to enable unified 
input fields and can do the same on a home computer, while 
using the same personal profile, preferences, and history. 
This personal information can be important for a classifier 30 

when determining intent based on a relatively short input 
string, and can provide a sense of consistency for the user 
when unified input fields behave similarly across multiple 
devices. 

The enhancer can be triggered when a new page is loaded 35 

in the browser, or when the page is refreshed or updated, 
such as by an Ajax call that dynamically loads or modifies 
page elements. The enhancer can operate in conjunction 
with a rendering engine or web browser engine to identify 
input fields while rendering the page. In this variation, the 40 

enhancer can modify the code for a page as the page is being 
parsed and/or rendered. The enhancer can operate as a 
post-loading operation that goes back and revises an already 
loaded and rendered page. In either way, the enhancer 
modifies the functionality of an identified input field to 45 

capture and redirect the input to a local or remote server to 
provide similar or the same functionality as a unified input 
field. Then, the server can communicate with the browser to 
implement the various benefits and functionalities of the 
unified input field, such as presenting previews of one-click 50 

purchase actions as tears on the webpage, as new tabs or 
windows, expose such one-click purchase actions via the 
"search" button or some other button, and so forth. 

The system can mark an input field or present some kind 
of visual or audible indication that the input field has been 55 

modified or enabled as a unified input field. For example, 
when the system detects a standard text input field, such as 
the search field at the top of ebay.com, the system can 
determine whether that standard text input field is suitable 
for repurposing as a unified input field. If the system makes 60 

a positive determination, then the system can modify the 
standard text input field's functionality as well as its appear
ance. For example, the system can render a different color 
border around the text field, or can make a noise when focus 
moves on to or in the text input field or when a mouse or text 65 

cursor enters the text field. The system can apply a change 
in size, font, appearance, or even introduce an animation 
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highlighting the modified text field. User preferences can 
also dictate how the system highlights the modified text 
field. 

Then, when the user enters text into the modified text 
field, the system can process the input via the classifier to 
determine an intent, and generate one or more actions which 
can be taken based on the intent. In some cases, if the 
classifier is unable to determine an intent above a certainty 
threshold, then the system may not present any actions based 
on the input, and may choose to wait for additional input 
which may change the intent and/or the certainty threshold. 
How the system determines to present the one-click actions 
based on the determined intent may vary based on the 
browser displaying the page, or the layout of the page 
hosting the modified text field. For example, if the text field 
has sufficient adjacent white space, the system can render 
one-click buttons proximate to the text field for performing 
the various actions. The system can present drop down 
menus with one-click actions as part of the browser, outside 
the rendered web page containing the modified text field. 
The system can use JavaScript to modify or rearrange 
certain page elements to temporarily or permanently (for the 
life the page as rendered) accommodate user interface 
elements for the one-click actions. The system can use 
JavaScript to overlay new user interface elements on top of 
the rendered page for providing access to the one-click 
actions. In one example, the system presents user interface 
elements that look like "tears" that peek through the ren
dered page to show a portion of a page that appears to be 
beneath the rendered page. 

However, even when a text field has been modified, the 
system can still preserve the original functionality of an 
input field, while extending the input field to also act as a 
unified input field. For example, the user can toggle between 
the modified functionality and the original functionality by 
pressing shift in the beginning of the input field. The system 
can also toggle the appearance of the modified input field to 
indicate to which function of the modified input field the 
user is directing input. 

The system can identify text fields which are candidates 
to be modified, but can leave them untouched until receiving 
some user command or input requesting the unified input 
field functionality. For example, the system can provide 
access to unified input field functionality, upon the user 
activating or requesting the functionality by pressing a key 
or key combination, or double clicking in the input field. The 
user can, in this manner, toggle between different function
alities for the input field. This can be beneficial to avoid 
breaking some websites that rely on specific functionality of 
the input field. However, the system can overlay the unified 
input functionality over the existing, original functionality 
of the input field, without hindering its operation. For 
example, the system can implement the unified input field 
one-click actions in a different region of the user interface, 
while allowing the original functionality to proceed 
unchanged. Or the system can incorporate the original 
functionality as one of the one-click actions presented via 
the unified input functionality. For example, if the user 
entered the text "iPhone SC 32 GB yellow" in a modified 
input field on eBay.com, the system can generate a set of 
buttons overlaid on top of the page via JavaScript: a first 
one-click action button for purchasing the indicated iPhone 
SC via Amazon.com, a second one-click action button for 
purchasing the indicated iPhone SC via Apple.com, a third 
one-click action button for purchasing the indicated iPhone 
SC via attwireless.com, and a fourth one-click action button 
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for implementing the original input field functionality of 
executing a search of auctions on eBay.com. 

The system can further adapt the functionality of the 
unified input field based on the detected type of browser or 
available space on the interface. For instance, the system can 5 

present a user interface that is consistent with the look and 
feel of the page hosting the modified input field. If the page 
hosting the modified input field has advertisements, the 
system can position the one-click action buttons or other 
user interface elements in such a way to avoid obscuring 10 

those advertisements. This setting can be dictated by code or 
settings in the page hosting the modified input field, such as 
a token or instruction intended to guide the behavior of a 
modified input field. 

In one example, a website can pre-modify an input field 15 

by making it unified input field aware. In cases when the 
website detects that the user does not participate in or use 
unified input fields, the input field can retain its original 
functionality. However, when the website detects that the 
user does participate in or uses unified input fields, such as 20 

by detecting a cookie in the user's browser, the website can 
preemptively modify or activate the unified input field to 
provide a more familiar interface for that user. The website 
can interact with a server for managing such unified input 
field requests via an established application progranmiing 25 

interface (API). 
FIG. 21 illustrates a method example. The steps in the 

method example can be performed in any order, can be 
performed in other combinations or permutations that 
include additional steps or exclude all or part of some of the 30 

described steps. The system can present in a first user 
interface a first input field associated with a first website 
processed via a browser, the first website being a purchasing 
website in which a user searches for products to purchase 
(2102). The system can analyze the input from the user into 35 

the first input field to determine whether the user desires to 
perform a generalized search or to make a purchase to yield 
a determination (2104). An example of a generalized search 
is one that a person might do on Google.com. For example, 
the user might search using the term "North Dakota." In that 40 

case, they are looking for information on that state. How
ever, if the user is at the URL for Amazon.com, entering in 
"North Dakota" would not necessarily mean that they desire 
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phone app can have an enhancer 2204 which is a module or 
a component that can communicate with a database of user 
preferences 2212 for helping to improve the processing of 
input via any input field. The browser 2202 can communi
cate via a network 2206 with a web server 2208 which 
serves up a website or application such as amazon.com. The 
browser and/or enhancer 2204 can also communicate with a 
unified input field server 2210 via a network 2206. This 
unified input field server 2210 can also communicate with 
the database of user preferences 2212 as instructed by the 
browser 2202 to tailor the processing of user input accord-
ingly. Using this approach, the system can process and tum 
any input field served up from any web server 2208, into a 
unified input field by virtue of connecting the processing to 
the unified input field server 2210. In this manner, while the 
user may be on a website such as Amazon.com, which has 
input fields that typically expect items of purchase, and that 
input field can be turned into a more unified input field for 
jumping to other places and performing other functions as 
well. Thus, utilizes the connection to the unified input field 
server 2210, that amazon.com input field can become the 
jumping off point for a generalized search, a phone call, a 
Skype-type call, a video conference, or any other purpose 
which can be achieved through a more flexible and open 
input field processing approach as disclosed herein. 
Searching Via an Application-Based Portal Rather than a 
Website 

FIG. 23 illustrates a method example. This example 
focuses more on applications communication one with 
another rather than websites. The basic concepts are similar, 
however, for searching and including the payment processes 
and APis used between the app and a module configured for 
managing a user interface. For example, a user having a 
tablet or a smartphone may have an application for perform
ing searches. This is different from a browser on the device 
that enables the user to just navigate to a search engine URL. 
The application, which again can be anything such as a 
search app, or a Skype or FaceTime app, a banking appli
cation, etc. Any application of a first type can have an input 
field. The point here is to tum that input field which 
traditionally is associated with a particular purpose of the 
application, into a more generalized input field that can 
process the input and determine whether the user should 
automatically be transitioned to another app. Switching 
between a browser and an application is also possible. For 
example, the user could be on a smartphone using a browser 
application with the URL positioned on www.google.com. 
The user, however, may enter in a product into the search 
field. The system (locally, on a server, or via processing 

to make a real estate purchase of the entire state. That user 
input has a strong indication that they do not want to make 45 

a purchase but rather to perform a generalized search in 
contrast to searching for products to purchase on 
Amazon.com. If the determination indicates that the user 
desires to perform a search, and without any other input 
from the user other than the input, the system can transition, 50 using a combination of both) determines that the user desires 

to make a purchase based on the input. The system could 
automatically launch an Amazon.com application (rather 
than transitioning to amazon.com via the browser), pre
negotiate such that the input and the "state" of the 

at least in part, the user from the first website to a second 
website that can process the search (2106). Transitioning the 
user from the first website to a second website can include 
presenting the second website via a tear in the first user 
interface revealing at least a portion of the second website. 
Then the user can provide an indication through the tear that 
the user desires to navigate to the second website, and based 
on the indication, the system can navigate the user to the 
second website. The system can select a position of the tear 

55 amazon.com application is positioned using the input to 
either present search results as though the user had already 
launched the application and search, or could position the 
application in a "one-click" state where the user simply 
makes the purchase. 

A method includes receiving input from a user via a 
unified input field associated with a first application of a first 
type (2302) and analyzing the input to determine whether a 
process to be carried out on the input should be processed by 
a second application of a second type to yield a determina-

in the first website based on an analysis of a structure of the 60 

first website. The system can prepopulate a second input 
field associated with a second website with the input (2108), 
and can preprocess the second website using the input in the 
second input field such that the user is in a state of viewing 
selectable search results after the transitioning (2110). 65 tion, wherein the first type and the second type are different 

types (2304). If the determination indicates that to carry out 
the intent of the user according to the input, the second 

FIG. 22 illustrates some of the basic components 2200 of 
this example. An application like a browser 2202 or smart-
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application should process the input, then the system com
municates with the second application information including 
the input, wherein the second application is started and 
preprocessed using the input to yield the second application 
in a processed state (2306). Finally, the system presents the 5 

second application to the user in the processed state (2308). 
The presenting occurs without any additional input from 

the user to navigate to the second application. Communi
cating with the second application can further include com
municating at least one of the following to the second 10 

application: user identification information, payment 
account information, delivery address information, and user 
preferences. As noted above, the process can involve switch-
ing between browsers at particular websites to apps on a 
smartphone or tablet, or other devices. An application in this 15 

case is generally known. It is a software product purchased 
or downloaded for free that performs typically a single 
general purpose task like enabling purchases through Ama
zon, or handling video and audio calls like Skype. Such 
applications of course differ from the URL which can be 20 

associated with the same company but provide different 
mechanisms of accessing the services of that company. 

The first application and the second application are one of 
smartphone applications and tablet applications. Again, in 
another aspect, this disclosure provides a description of 25 

switching between a URL (website) and an application. The 
system can automatically close the first application and start 
and present the second application in the processed state on 
a user interface. This enables the user to avoid the process 
of closing one app and manually launching the desired 30 

application. In one example, the first type is a search type 
and the second type is a product purchasing type. The first 
type can, for example, be a type not associated with pur
chasing products and the second type can be associated with 
purchasing products. This provides an example of switching 35 

between contexts, types, applications purpose and so forth, 
but while using a single input field. This approach reduces 
the interactions necessary for a user to get a function 
performed (search, purchase, delivery, call, etc.) because it 
eliminates the need to navigate to a separate URL or a 40 

separate application that performs the desired function. In 
one example, the first application can process a payment for 
an item and coordinate with the second application for 
delivery of the item to a buyer. 
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autochange, a search button morph, a drop up menu, a drop 
down menu, a processing indictor morph and multiple 
reduced size one-click enabled windows. A "tear" represents 
an opening in a first interface that makes it appear that the 
first interface is tearing open to reveal another interface 
below it. So if the first application was google.com, and the 
user entered a search term that was determined to indicate 
that the user desires to make a purchase, an opening or a tear 
in the white space of the google.com page could appear and 
through that opening would appear a portion of an amazon
.com webpage, preprocessed with the search term, such that 
the user can click on the opening space and easily transition 
from google.com to amazon.com with the input field data 
also transitioning as well. This approach reduces the number 
of necessary clicks. The autochange feature automatically 
replaces the URL from google.com to amazon.com ( or 
whatever the two different websites are) without user input 
such that when the system determines that a switch is 
needed, it automatically does it and perhaps further process
ing to place the destination website in a one-click purchasing 
state based on the user input. The search button (the button 
that indicates what process is performed if a user clicks 
"enter") can morph in its functionality based on the user 
input. A notification of the function to be processed can also 
morph as well. Drop up, drop down, extension menus can 
also be provided which not only do auto complete but also 
present one-click purchasing options, calling options, video 
conferencing options, etc. These various modes present 
alternate mechanisms of transitioning automatically to a new 
webpage, application or function. However, given that there 
are different ways of making such a transition, the user can 
present and store preferences of how to make that transition. 
Alternately, various options could be presented and user 
history, previous searching and internet or application usage 
or other factors outside of or in connection with the user 
profile could be used to make the decision of the chosen 
mode. 

The "tear" open to another page can include a one-click 
option that the user can click to make a one-click purchase. 
The system can maintain that tear view of the other page on 
the search interface while executing additional searches, 
exploring other search results, or browsing to other websites. 
For example, the user can "pin" the tear in place so it 
remains available while the user conducts additional brows
ing activity. Thus, the user could hold the one-click-pur
chase tear while reviewing, studying, searching around the 
web, and the user can still use the tear to make a purchase 
later on. 

Transitioning the user can include transitioning the user 

The payment processes disclosed herein also apply to 45 

apps such that the various ways that a website can obtain 
payment can also apply to apps and the functionality that is 
built into the app and into a module configured to manage a 
user interface can be implemented to simplify the payment 
process within an app. 50 without the user navigating manually to the second appli

cation. Transitioning the user can be achieved through the 
user performing a single click action to initiate and complete 
the transitioning. Transitioning the user from the first appli-

Selecting a Transition Type Between Search Interfaces 
FIG. 24 illustrates a method example. This example 

focuses on choosing the mode of transitioning from one 
interface to another. A method includes receiving input from 
a user via a unified input field on a first application that 55 

enables multiple different processing types (2402) and ana
lyzing the input to determine an intent of the user (2404). 
Based on a user profile, the method includes determining a 
mode of transitioning the user from the first application to a 
second application to yield a chosen mode (2406), the mode 60 

being chosen from a group of modes and, based on the 
chosen mode, transitioning the user from the first application 
to the second application (2408). 

The first application can be one of a first website and a 
first smartphone/tablet application and the second applica- 65 

tion is one of a second website and a second smartphone/ 
tablet application. The group of modes can include: a tear, an 

cation to the second application can further include prepro
cessing the second application using at least one of the input, 
user identification, user account information, user delivery 
information and user preferences, to yield the second appli
cation in a one-click purchasing state. For example, the first 
application can process the payment and coordinate neces
sary data to the second application for delivery. Determining 
the mode can further be based on a screen configuration of 
a device running the first application. The mode may also be 
changing from one type of application (like a website 
accessed via a browser) to another type of application, like 
a smartphone/tablet application. All of the preprocessing and 
so forth can occur in any transition such that the user is 
positioned in a state within the destination that enables them 
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to either browse search results (say on Amazon where the 
input provided on google.com is used to present search 
results) or in a one-click state where the user can just click 
to purchase an item. 
Advertisements 

FIG. 25 illustrates a method example. This example 
relates to how various advertisements can be presented in 
connection with the use of a unified input field disclosed 
herein. A method includes receiving input from a user via a 
unified input field in a first website that can process the input 
in a number of different ways (2502). The first website could 
also be a first application or first user interface. The method 
includes identifying an advertisement associated with a 
second website or application (2504) and presenting the 
advertisement in a way associated with a mode of transi
tioning from one website (application) to another website 
(application). There are various ways of transitioning 
smoothly and the advertising can be tailored to the mode of 
transition. For example, the ad can be presented one of the 
following ways or associated with one of the following 
transitions: a tear within the first website that reveals at least 
a portion of the second website, in a manner associated with 
an extension menu identifying the second website and 
available for selection by the user, in a manner associated 
with a morphed search button that alternates its function 
based on an intent identified from the input, in a manner 
associated with an automatic transition from the first website 
to the second website without user direct navigation and in 

186 
For example, presenting a small version of amazon.com 
featuring the product associated with the input and prepro
cessed such that the user can touch a "one-click" button and 
make a purchase. A method example includes receiving 

5 input from a user via a unified input field associated with a 
first website of a first type (2602) and analyzing the input to 
determine whether a process to be carried out on the input 
should be processed by a second website of a second type to 
yield a determination, wherein the first type and the second 

10 type are different types (2604). If the determination indicates 
that to carry out the intent of the user according to the input, 
the second website should process the input, then the method 
causes a processor to perform the operation of communi
cating to the second website information including the input, 

15 wherein the second website is started and preprocessed 
using the input to yield the second website in a processed 
state (2606). The processed state could be a search results 
state which is the equivalent of the user navigating to the 
other website and entering in the input and searching for 

20 products. The processed state can be a best and most likely 
resulting product that the user desires to buy, based on their 
input and other factors, in connection with a one-click option 
to purchase that product. The buy option, when interacted 
with by a user, can result in the system processing a payment 

25 via payment data stored with the first application and 
coordinating delivery of the item via a second application. 
The method includes presenting the second website to the 
user in the processed state in an area on a user interface in 

a manner associated with a negotiated version of the second 
website which places the second website into a one-click 30 

purchasing state for selection by the user (2506). 

a position around the unified input field (2608). 
The presenting can occur without any additional input 

from the user to navigate to the second website. In other 
words, the user just types in the input into the input field and 
the preprocessing of the other websites and presentation of 
those websites in one of a number of possible preprocessed 

There are a number of different ways of transitioning from 
a first input field context or environment to another without 
the need of the user actively navigating to the destination 
environment. In this example, since the system knows the 
intent of the user based on the analysis of the input data of 
the user, the system can use that intent and the knowledge of 
the destination site to present advertisements at some point 
during the transition. 

For example, if the user is on google.com and enters 
"iPhone 5s 64 GB silver" the system may determine that the 
intent is to make a purchase. A tear could open up in the 
white space of the webpage revealing a portion of an 
amazon.com page in a purchase state where the user can just 
"one-click" and buy the iPhone and have it delivered. 
However, elsewhere on the white space, the system could 
present a Samsung device advertisement, which also could 

35 states is performed automatically and without any naviga
tion input from the user. The number of alternate websites 
presented in processed states could be also done based on the 
amount of disambiguation information needed. If the user 
only puts in "iPhone 5s" then many alternate preprocessed 

40 websites could be presented for 32 GB one-click purchase, 
gold 64 GB one-click purchase, etc. The user can see these 
various offerings and disambiguate by simply typing in 
disambiguation data such as "32" and "silver". The presen
tation then of the other website can automatically morph 

45 such that it narrows down the offerings to perhaps a one
click from Amazon and a one-click from Apple. FIG. 27 
illustrates the interface 2700 with the search field 2702, 
search button 2704 and various alternate destination sites be positioned in a one-click state to tempt the user to 

purchase a different product or to explore a different product. 
Presenting the advertisement could be based on a price paid 50 

for the advertisement. A position within an extension menu 

such as one from Amazon or Google 2706 for a one-click 
purchase, and Apple website 2708 for a one-click purchase. 
In this case, feature 2706 can represent a type of advertise-

of the second website or application of the advertisement 
could also be based on a negotiated price. In this case, when 
an extension menu is presented, a highest paid advertiser 
could be positioned closest to the input field. Presenting the 55 

advertisement in one of the ways identified can be chosen 
based on a negotiated price. The method can include tran
sitioning the user from the first website (or application) to 
the second website ( or application) based on an intent 
identified from the input and without manual user naviga- 60 

tion. 
Presenting Previews of Destination Websites in a Universal 
Search Interface 

ment of a plurality of advertisements in which a one-click or 
a simplified payment process is available in which the user 
does not transition away from the search entity but in which 
a payment is handled using payment data stored at the search 
entity. Apple one this scenario of course can represent any 
merchant that communicates via an API with the search 
engine/social media/non-merchant site. The one-click or buy 
option button 2714 can be an indication that the advertise
ment 2708 is configured to enable an improved payment 
processing in which stored payment information at the site, 
a search entity related site, or via a server like Apple Pay can 
be used to process the payment and the delivery is managed 
and completed by the merchant. Thus, the user may click on FIG. 26 illustrates a method example. This example 

focuses on presenting one or more miniature versions of 
destination websites or modified versions of other websites 
as a result of processing the input of the unified input field. 

65 the ad 2706 or 2708 or the button 2714 and be asked to 
complete the purchasing process according to this improved 
set of steps which reduces the pain of fully being transferred 
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to the merchant website to again enter in payment informa
tion. Thus, in this sense, the "one-click" button 2714 can 
mean literally one-click or an indication that the user desires 

188 
website URL (such as www.amazon.com). In other words, 
clicking on the "one-click" button ( or other function button 
such as "search results") not only processes the purchase and 

to make the purchase using this new payment processing/ 
delivery approach disclosed herein. A few more clicks might 5 

be necessary, including biometric identification, but the user 
does not have to enter credit card, address or other purchase 
related information. This can represent a first type of pur
chasing in a search result of a plurality of search results in 
which the user is not transitioned to a merchant site but 10 

delivery but also, in some cases, causes the transition to the 
other website. In other cases, the user does not transition to 
the merchant site but has the purchase processed by the 
search entity using stored payment data at the search entity. 
If a user had navigated to www.amazon.com initially and 
searched until they click on the one-click purchasing button, 
then they would see at www.amazon.com the notice "Thank 
you for your I-click purchase, it is being processed." At that remains with the search engine entity which handles the 

payment to simplify the payment process. The search entity 
then notifies the merchant of the sale and delivery details. 

An eBay website 2710 with a one-click purchase or a 
one-click bid button and an Amazon search results offering 
2712 wherein if the user click that button, the URL switches 
to amazon.com and is preprocessed as though the user had 
entered in "iPhone 5s 32 GB" and hit "search" directly on 
Amazon.com. This represents a different type or a second 
type of search result in the plurality of search results in 
which the user is transitioned in the more traditional fashion 
to the merchant site for completing the purchase. As can be 
appreciated, preprocessing the input in this way reduces the 
number of interactions necessary by the user to navigate 
from a search website like Google.com to a product pur
chasing website like Amazon.com and then provide input to 
search and make a purchase. In another aspect, the transi
tioning to the second site like Amazon.com can utilize data 
stored in a browser such as one-click settings such that the 
user lands on the destination site in a deep link state where 
they can purchase the produce in one click. The approach 
disclosed in FIG. 27 provides the improvement of presenting 
multiple different types of search results in which one type 
enables the user to not transition to the merchant site but 
process a payment for a product using payment data stored 
with the search entity. Another type of search result for a 
product can, when clicked on, transition the user to the 
merchant site for completing or finalizing the purchase. 
These multiple results are returned simultaneously from the 
same search input on a generalized search input field or other 
field. Some search results may be accessed as well by 
clicking on an object which produces additional search 
results. For example, there may be 8 product results from the 
search in FIG. 27 with results 1-4 shown. The user may need 
to click on an arrow or "additional results" object to view the 
other results. 

stage, the user could go to their account and change or cancel 
the order, track the order etc. Feature 2706 can represent a 
transition to a merchant site or can represent a maintenance 

15 of the user at the search entity site for processing the 
payment. In one example, by clicking on the one-click 
button, presented in feature 2706 of FIG. 27, which is 
presented on the URL www.google.com, the system auto
matically causes the URL to change to www.amazon.com in 

20 such a processed states as to present that message: "Thank 
you for your I-click purchase, it is being processed." At that 
stage, there is no difference in essence between the initial 
navigation to www.amazon.com and this automatic transi
tion from www.google.com. Of course, the navigation can 

25 be from any website or application to any other website or 
application. The transition can also include separating the 
processing of payment and managing delivery. For example, 
google.com could handle payment for an item without 
transitioning the user to the merchant site (i.e., maintaining 

30 the user at a google.com site or related site to google.com for 
processing the payment) but coordinate at the back end with 
www.merchant.com for delivery of the order. The search 
entity might also have another website used for processing 
payments but that is related to and managed by Google. In 

35 this manner, the user can have a choice in their search result 
advertisement options between ads that enable them to stay 
within a Google environment and make a simple payment 
(without the need of manually inputting data at a merchant 
site) using payment data stored with Google, or they can 

40 choose an advertisement of a traditional type in which they 
are transitioned to the merchant website. Both types of 
advertisements can be presented in the same search result 
set. Some of the results may be also not shown initially 
because of the number of search results and thereby 

45 retrieved through a user interaction with the user interface to 
see additional search results. In some cases, the additional 
search results include advertisements of a particular type or 
both types. At least one of a first product advertisement and 
a second product advertisement can be viewed by the user on 

The processed state can include one of a state wherein the 
user could perform a single click which would cause a 
purchase and delivery of an item associated with the input 
without transitioning to a merchant site (such as, for 
example, staying with the search entity site for managing the 
purchase) or wherein the user could perform a single click 
and view search results on the second website as though the 
user had navigated to the second website and entered in the 
input for a search. The method can include identifying a 55 

third website that could process the input and presenting the 
third website in the area on the user interface in a second 
position around the unified input field. FIG. 27 illustrates 
this approach. The second website and the third website can 

50 a user interface after the user interacts with the user interface 
to view additional advertisements from an initial set of 
advertisements presented to the user in direct response to the 
user input. In order to achieve the coordination between 
merchants and the generalized search entity to provide the 
alternate payment approach, the merchants can coordinate 
via APis, contracts, and other technical mechanisms to make 
their products available to the search entity to present search 
results with these different types of configurations. Search 
results and also be presented in more than two types of 
configurations, such as traditional transitions, payment pro
cesses managed by the search entity, payment request API 
payment processes, app-based processes, cryptocurrency 
processes, and so forth. 

be in different states. Further, a position of the second 60 

website and the third website relative to the unified input 
field can be dependent on which of the second website and 
the third website has a most likely intent based on the input. 
Clicking on the "one-click" or the "search" button in one of 
the destination sites not only causes the purchase and 65 

delivery but also causes an automatic transitioning from the 
first website URL (such as www.google.com) to the chosen 

FIG. 28A illustrates another example related to the pro
cessing disclosed herein. A system can present an input field 
on a user interface, wherein the input field is associated with 
a generalized Internet search engine that serves search 
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intent, the method includes presenting a purchase-related 
search result including a buy option associated with the 
query (2834). The purchase-related search result can be 
configured such that when a user interacts with the purchase-

results based on crawling and indexing web pages from at 
least 25,000 individual domains (2800). This number of 
course can change but it is meant to distinguish between an 
Internet search via Google or Yahoo versus a search on a 
single website like searching www.newyorktimes.com. The 
method includes receiving user input from a user in the input 
field (2802) and presenting a user-selectable option on the 
user interface, the user-selectable option being associated 
with processing a purchase of an item associated with the 
user input, wherein the purchase is processed and completed 

s related search result and confirms a purchase via interacting 
with the buy option, the generalized search entity ( or a 
separate payment service, separate from the merchant) ini
tiates processing of the purchase of an item. The method can 
include optionally receiving an interaction from the user 

10 associated with the purchase-related search result (2836). 
via a process-purchasing engine (which can be operated by 
the input field entity) and based on a single interaction 
between the user and the user-selectable option, the single 
interaction being a first interaction after receiving the user 
input (2804). The delivery of the item can be accomplished 15 

via a separate merchant from the input field entity. 
As an example, a user enters in the iPhone 6 into the 

search field, thus the "user input" is "iPhone 6". The user 
types in the text and hits "enter" or "search". The system 
processes that input and constructs an interaction for the user 20 

that enables the user, without performing any further inter
actions after hitting "enter" (i.e., no need to navigate to 
another website or jump to another application), such that 
the next interaction can be ( does not have to be but is 
structured such that it can be) a user interaction with the 25 

user-selectable option to buy (purchase and/or deliver) the 
iPhone 6. Thus, the method includes receiving the single 
interaction with the user-selectable option from the user 
(2806) and processing, based on the single interaction, the 
purchase of the item associated with the user input (2808). 30 

Of course the processing can include purchase and delivery. 
Other options available to the user of course could include 
tailoring the purchasing process to be a delivery to a relative 
or friend ( someone other than the purchaser), or to pay in a 
different way that is preferable set on the user profile. Much 35 

like purchasing processes and capabilities with outlets like 
Amazon.com, the present disclosure encompasses all such 
functionality at this stage as well. For example, the interac
tion with the buy option can result in the first entity 
associated with the unified input field processing a payment 40 

of an item and coordinating with a separate merchant for 
filling or finalizing the order by delivering the item to the 
buyer. The first entity would then handle making a payment 
to the merchant. 

FIG. 28B illustrates another example which does not 45 

require the user to actually make a purchase. A method 
includes presenting an input field on a user interface of a 
generalized search entity, wherein the generalized search 
entity processes data using a generalized search engine that 
indexes and searches both merchant sites and non-merchant so 
sites (2820), receiving a query (such as, for example, a 
text-based query, although other input modes are contem
plated) in the input field (2822), and correlating the text
based query against a product database of products for sale 
from merchants to yield a correlation (2824). The correlation 55 

can simply mean accessing a database of products to deter
mine whether a product is in inventory which could be 
presented as part of a search result with a buy option. 

The method includes determining, based at least in part on 
the correlation, that the query is associated with one of a 60 

search intent and a purchase intent to yield a determination 
(2826). When the determination indicates the search intent, 
the method includes presenting a search result including a 
non-merchant site (2828), receiving a search interaction 
associated with the non-merchant site (2830) and transition- 65 

ing, based on the search interaction, to the non-merchant site 
(2832). When the determination indicates the purchase 

The structure of the search result having the buy option is 
part of this aspect. The user interacting with the search result 
and/or completing a purchasing transaction are optional 
features. 

The method can include receiving, from the user, an 
interaction with the buy option and managing the purchase 
of the item based on payment information stored at the 
generalized search entity, a browser, or another payment 
service, wherein delivery of the item is handled via a 
merchant site separate from the generalized search entity. 
The user can have a pre-existing account storing preferences 
governing how one of the search result, the purchase-related 
search result and the buy option is presented. The purchase
related search result can include an option selectable by a 
user to receive further search results. The user interface can 
in one aspect be on a mobile device. In another aspect, the 
purchase-related search result can be further configured such 
that when the user interacts with the purchase-related search 
result indicating a desire to transition to a merchant site, the 
method further includes transitioning to the merchant site 
associated with the purchase-related search result. In this 
case, typically the merchant would proceed with processing 
the payment. In other words, the search result can include a 
buy option but can also include an option of transitioning to 
the merchant site for continued searching and/or to make the 
purchase. The generalized search entity and the merchant 
site can communicate via an application programming inter
face for managing the purchase and delivery of the item. 

In another aspect, the steps can be performed by the 
merchant. In this case, the merchant establishes, from a 
merchant site, communication between the merchant site 
and a generalized search entity via a communication inter
face. The generalized search entity processes inquiries in the 
manner set forth above. The merchant provides access to 
product inventory and through an API will provide product 
offerings and receive payments from the generalized search 
entity or other payment service as well as data about 
purchases such that the merchant can process and manage 
delivery. 
Social Media 

The disclosure now returns to social media or search sites 
functionality. FIG. 29 illustrates a general example of a 
method which can apply across different sites between a 
search site like www.google.com and social networking 
sites. The concept is to change the conventional processing 
of any of these sites to technically determine through the use 
of unconventional steps whether the user has included in the 
input to the site (text, image, video, tweet, etc.) that has a 
purchase/sale intent. The first step is to receive user input 
into the site (2902). The system evaluates the user input for 
data that points to a product database (2904). The system 
may determine that no intent exists or may not identify a link 
to a product database or any reference to a product that may 
match products listed in a product database. When there is 
no reference to a product database, the system processes the 
user input in the conventional fashion for the respective site 
(Google, Twitter, Facebook, Instagram, Pinterest) (2906). 



US 10,643,266 B2 
191 

When there is some kind of data within the user input that 
links to a product database, the system changes to uncon
ventional processing to present a buy option associated with 
recipients of the further processing of the user input (2908). 
Recipients of tweets, Facebook posts, Instagram pictures, 
results of a Google search, etc., and the like, will see a buy 
option and be enabled to purchase the product within the site 
through a service like Apple Pay or through the site storing 
and processing payment data for a user. When the user 
interacts with the buy option, new processing occurs to 
process the payment and/or delivery of the item. For 
example, a smooth transition from the site to a deep-link into 
a merchant or seller site that posted the user input can occur 
such that the user can easily purchase the item from the 
merchant site (2910). Alternately, the site can store payment 
information or a separate payment service can be utilized to 
process payment generally at the site and not by the mer
chant directly or through the merchant site. 

FIG. 30 illustrates an example related to social media and 
particularly to Facebook. An example method includes 
receiving a posting of at least one of text, an image or a video 
through a social networking site, wherein the social net
working site receives and transmits posted items from a 
posting entity to receiving entities (3000), and identifying 
data associated with the posting (3002), determining 
whether the data identifies a product within a database of 
products for sale from the posting entity to yield a determi
nation (3004). When the determination indicates that there is 
no reference to the product in the database of products, the 
method includes transmitting the posting through the social 
networking site without an option to buy (3006). When the 
determination indicates that the posting references the prod
uct in the database of products, and thus indicating a 
sale-related intent, the method includes transmitting the 
posting through the social networking site with a buy option 
associated with the product and receiving a purchase inter
action from a buyer associated with the buy option (3008). 
This can simply include a user or recipient viewing or 
clicking on a posting to cause further processing to occur. 
Optionally, the method includes processing a purchase of the 
product based on the purchase interaction, such that pro
cessing the purchase occurs within the social networking site 
or a webview presented version of the site. Processing the 
purchase within the social networking site can be accom
plished through payment information stored at the social 
media site or through another payment service like Pay Pal® 
or Apple Pay®. The browser API could also be used to 
process a payment via a user interface. These services are 
integrated with the site such that user interaction with the 
buy button triggers a payment from one of the services 
which is integrated into the process between the social 
media site and the merchant. 

Determining whether the posting is associated with the 
product in the database of products from the posting entity 
can further include communicating between the social net
working site and the database of products via an application 
programming interface. The step of processing delivery of 
the product can include informing the posting entity selling 
the product through an application programming interface to 
ship the product. A user can have a pre-existing account 
storing preferences governing how the image or the video 
and the buy option are presented and processed. 

In another aspect, rather than processing the payment at 
the site as described above, the method can include transi
tioning the buyer from the social networking site to a deep 
link in a site operated by the posting entity. In this manner, 
the merchant can receive the user at a preconfigured position 
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and state within the merchant site for viewing and purchas
ing a product through the merchant site directly. 

In another aspect, the method is practiced from the 
standpoint of the merchant. The merchant submits, as a 

5 posting entity, at least one of text, an image or a video 
through a social networking site to yield a posting. The site 
then processes the posting as outlined above. If a user clicks 
on the posting or initiates processing towards a purchase of 
an item in the posting, then the processing can include 

10 processing, by the posting entity, a delivery of the product 
based on the purchase interaction. The posting entity can 
also receive the deep link transition from the social media 
site to its own site for continuing to shop, process the 
payment and delivery of the item, and so forth. This process 

15 outlined above provides various aspects for managing buy 
buttons through social media sites like Facebook and others. 

FIG. 31 illustrates another example social media aspect 
which can be applicable to such media as Pinterest, Insta
gram, Youtube, etc. The social networking site can be one of 

20 a video or image sharing site, or a pinboard site. The method 
includes receiving, from a posting entity, a posting of an 
image or a video through a social networking site, wherein 
the social networking site receives and transmits posted 
items from the posting entity to receiving entities (3100), 

25 analyzing, via a processor, the posting of the image or the 
video for associated text-based data (3102), and determining 
whether the associated text-based data identifies a product 
within a product database for sale from the posting entity to 
yield a determination (3104). When the determination indi-

30 cates that there is no reference to the product in the product 
database, the method includes transmitting the posting of the 
image or the video through the social networking site 
without a buy now button (3106). When the determination 
indicates that the posting of the image or the video refer-

35 ences the product in the product database, and thus indicat
ing a sale-related intent, the method includes transmitting 
the posting of the image or the video through the social 
networking site with a buy option associated with the 
posting of the image or the video, wherein the buy option 

40 can include one of a button, a drop-down menu, or a 
hyperlink (3108) and receiving a purchase interaction asso
ciated with the buy option (3110). Optionally, the method 
can include processing a purchase of an item based on the 
purchase interaction. This occurs when the recipient actually 

45 clicks on the posting and completes the purchase. Notably, 
the concept here generally involves the novel structure of the 
posting and not necessarily the payment processing when a 
user makes a purchase. The posting with a buy button could 
also simply be initiated by the posting entity as an adver-

50 tisement type posting with a buy button as part of the 
posting. 

Determining whether the posting of the image or the 
video is associated with the product in the product database 
from the posting entity can include communicating between 

55 the social networking site and the product database via an 
application programming interface. Processing delivery of 
the item can include managing a payment for the item via a 
payment account associated with the social networking site 
(i.e., stored at the site or integrated with a separate payment 

60 service) in which the payment account is not stored with the 
posting entity and informing the posting entity selling the 
item through an application programming interface to ship 
the item. The user can have a pre-existing account storing 
preferences governing how the posting of the image or the 

65 video and the buy option are presented. 
As with the Facebook example above, another aspect of 

the method can be practiced from the standpoint of the 
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merchant. The merchant submits, as a posting entity, at least 
one of text, an image or a video through a social networking 
site to yield a posting. The site then processes the posting as 
outlined above. If a user clicks on the posting or initiates 
processing towards a purchase of an item in the posting, then 5 

the processing can include processing, by the posting entity, 
a delivery of the product based on the purchase interaction. 
The posting entity can also receive the deep link transition 
from the social media site to its own site for continuing to 
shop, process the payment and delivery of the item, and so 10 

forth. This process outlined above provides various aspects 
for managing buy buttons through social media sites like 
Pinterest, Instagram, Twitter, YouTube and others. 
Product Management Engine 

This disclosure now turns to a product management 15 

engine, purchase manager or an engine that manages product 
purchase across multiple platforms. 

FIG. 32 illustrates a general environment 3200 which the 
present disclosure addresses. Feature 3202 illustrates vari-
ous systems for making purchases. For example, Amazon- 20 

.com can provide purchases through the Internet 3204 from 
merchants 3206 using a payment method as is shown. 
Similarly, as disclosed above, other entities such as search 
engines or social media applications can provide buy buttons 
in which payments can be processed 3202 and communica- 25 

tions via the Internet 3204 with merchant 3202 can enable 
the delivery of such purchased products. Similarly, social 
media sites such as Facebook can also provide buy buttons 

194 
through a search engine 3302, the search engine can com
municate via the API 3304 with the purchase managing 
system 3302. Similarly, the merchants 3314 that sell prod-
ucts through a search engine 3312, can communicate infor
mation through the APL In a similar way, purchases made on 
social media 3316 through their respective merchants 3318 
can also communicate via the Internet 3306 and the API 
3304 with the purchase management system 3302. Delivery 
services 3320 also are integrated with various merchants 
3310, 3314, 3318 and can also communicate via the API 
3304 with the purchase managing system 3302. Further-
more, advertisers 3322 can communicate through the API 
3304 or through other means with the purchase managing 
system 3302 to receive valuable purchasing behavior infor
mation which can enable improvements to providing adver
tisements through any of the outlet or for any of the 
merchants. Thus, any of the merchants 3310, 3314, 3318 can 
have not only access to sell their products through the 
various means shown in FIG. 33 but may also have their own 
separate websites and the business intelligent data 3322 can 
be utilized and provided to any of these avenues for making 
purchases and improving the advertisements for users. The 
API can be structured such that standardized calls and 
communication protocols can be used to identify and 
exchange between the engine or other agent handling the 
aggregation and management and merchants or users all of 
the various types of data needed to perform this process. 
This can include such data as product purchased, delivery 
address, whether the product is a gift, messages associated in which payments are processed 3202 and communication 

through the Internet 3204 with merchant 3206. As is illus
trated, however, in FIG. 2, there is no coordination between 
these various types of methodologies in which purchases can 
be made by users over the Internet. Because of the disparate 
offerings of the ability to buy products across multiple 
platforms on the Internet and mobile applications, people 
can easily forget what they bought and where they bought it 
from. For example, a person may have bought an umbrella 

30 with delivery, delivery scheduled time, current delivery 
status, predicated delivery time, warranty information, pay
ment status, backorder status, return status and/or informa
tion, and so forth. These and any other data useful for 
managing purchases can be requested, transmitted, received 

35 or otherwise communicated between the API and any of the 
components communicating through the APL 

off of a one-click offering a week ago, it may not have 
arrived, and they may not remember whether they bought it 
off Twitter, Google.com, or Facebook. With one system like 40 

Amazon.com, it is easy to go to the user's account and 
manage the purchase history. With the new buy button 
environment, accessing the purchase history becomes much 
more difficult. Accordingly, the present disclosure addresses 
this issue and seeks to provide an enhanced user account via 45 

a product purchase managing system or engine. 
FIG. 33 illustrates this approach. The overall ecosystem 

3300 involves a purchase management system 3302 or a 
product purchase history management engine. AnAPI 3304 

The API can also include such features as when and how 
to present an interactive button or graphic for accessing the 
engine. For example, the use of this management engine is 
in the context of users making one-click or other purchases 
across disparate applications or websites. A payment request 
API is also disclosed herein. A merchant may, for example, 
request when submitting a call to a payment request API, or 
other API or through its own processing, that a produce 
purchase management access button be also presented in the 
interaction. In this manner, the ability to access the user's 
account is presented where the user is-on a social media 
site, making a purchase at any location, and so forth. The call 
to request the access button could include a request for an 
analysis or the results of an analysis about the user's account 
which could indicate that there is a probability that the user 
might desire to make some kind of change or check their 
account. For example, a merchant may request that if the 
users had regular account access and/or changes and the 

is provided which enables communication from a number of 50 

disparate entities with a goal of harmonizing and receiving 
various purchasing data, correlating that data and harmo
nizing that data, and presenting a unified purchase history 
and management user account such that is accessible 
through a number of disparate purchasing platforms. 55 timing is such that the user might be accessing their account 

again soon, that an account access button be presented while 
or after they make a buy button purchase. Then the user 
could see the current purchase and review their other pur-

For example, the API 3304 can communicate information 
to and from a merchant aggregator site 3308 such as 
Amazon.com and the like. Thus, consider that all of the 
information found in a user's account and purchase history 
can be communicated through the API 3304. Amazon sells 60 

products for merchants 3310. Such merchants in a similar 
manner to which they communicate with Amazon.com 3308 
their purchases, prices products and so forth, can also 
communicate through API 3304 with the purchase manage
ment system 3302. 

In a similar manner, with the advent of the buy button and 
various different environments, when purchases are made 

chases while they are "in the zone" of making purchases. 
The analysis could determine that the user has in their 
account a similar product to what they are about to purchase 
or have just purchased and they might want to review their 
overall account to insure that they are not double buying. 
Thus, the system can provide an intelligent consideration of 

65 whether to include an access button to the purchase history 
and management engine for the user purchases. This access 
button can be offered up by request from the merchant, by 



US 10,643,266 B2 
195 

user profile considerations, or via a separate entity. For 
example, the user may place in their profile indicators that 
they don't want to see the access button every time unless 
the purchase they are about to make conflicts with or is a 
duplicate of a previous purchase. The user may desire to see 5 

the purchase history after every purchase or have an option 
presented to them to access their account history. The access 
button can be visually and/or audibly configured (i.e., 
brighter, flashing, making a certain sound) to give notice if 
there might be something abnormal (a double purchase just 10 

happened, or a late delivery is expected of an item) in the 
purchase history and that the user should check. In this 
scenario, given the limited display space for example in 
mobile purchasing, the system can more intelligently deter
mine when to present an access button (or other access 15 

mechanism such as audibly) to the user such that its display 
is connected to a likely need for the user to review or make 
changes in the purchase history. 

Machine learning engines can also be applied to the user's 
actual usage and accessing of their account. Thus, the system 20 

could start by offering up the button every time or every 
other time or under some other strategy and learn how and 
when the user accesses their account. For example, the 
system may learn that the user only accesses their account 
through Amazon.com and thus the system stops presenting 25 

access buttons on social media or search engine sites. Or the 
system may learn that usually within 2 weeks of any 
purchase the user accesses their account to check the status. 
Thus, the machine learning algorithm learns and applies new 
rules for presenting the access button within two weeks after 30 

a purchase and for 3 days and if the user does not access their 
account, the access button disappears. Of course, access can 
always be achieved through a tab or account button which is 
always available but the "one-click" access to their purchase 
history and management system can be managed as dis- 35 

closed herein. Alternately, the access to the purchase history 
management system can be offered through other means as 
well, such as through a link in a text or an email, or a voice 
activated system, and so forth. The user profile, machine 
learning algorithm, or through other triggering events can 40 

cause, for example, the system to notify the user that they 
should access their account to check something. If, for 
example, a package that is scheduled for delivery the next 
day is going to be late, the system can provide a notification 
through any outlets such as email, text, social media mes- 45 

sage or posting, or a notification to where the user "is" such 
as when they are making a Google.com search or on 
Face book. 
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Thus, via the search engine or a social media site or some 
other site that perhaps does not even sell products, a corre
lated user account can be accessed in which the three 
Amazon purchases and the one search engine purchase 
could all be viewed and managed completely or near com
pletely, thus simplifying the overall process for the end 
users. 

FIG. 34A illustrates an interface 3400 which includes a 
presentation of a product 3406 (a hat) and a buy now button 
3402 and a "manage purchases" button 3404. This interface 
3400 can represent any interface on any of the approaches 
for buying products. Thus, the interface 3400 could repre
sent a buy now advertisement as a part of search results on 
Google.com, or a Pinterest post which enables a user to buy 
the present product, and so forth. In any of these outlets, a 
manage purchases button 3404 can be interacted with by the 
user to access their user account. 

FIG. 34B illustrates an example user account 3410. Here, 
an illustration of Google purchases 3412, Facebook pur
chases 3414 and Amazon purchases 3416 are presented in a 
simplified marmer. The user is given the option to list these 
purchases 3418 in various ways. The user could, for 
example, organize these purchases by virtue of media, cost, 
time, delivery date, returns, discounts, and so forth. 

FIG. 35 illustrates a more detailed user account 3500. 
Here, various tabs 3502 are presented for the user to be able 
to review orders, open orders, digital orders, or cancel 
orders. Various options 3504 enable the user to manage their 
orders placed in the last six months ( or any period of time), 
by media, by cost, by merchant, by delivery date, and so on. 
Information 3506 can include such information as the pur-
chases made by Google and the merchant is Joe's Sporting 
Goods. The user has the option to buy the product again 
3510 or includes other options 3508 such as tracking the 
package, returning or replacing the items, leaving package 
feedback, writing a product review, archiving the order, and 
so forth. As can be appreciated, the addition of purchase 
details from other traditionally non-merchant sites provides 
an improvement over the previous operating and manage
ment of user accounts to enable users to more easily manage 
their purchases. The data for the listing of orders could be 
stored on the browser or local user device as well and 
received and/or transmitted via a browser interface or API as 
is shown in FIG. 171. In other words, the browser API of 
FIG. 171 could be also implemented not just to store a 
shopping cart of items across multiple sites but also to 
maintain a persistent listing of products purchased for later 
retrieval and processing or tracking of progress. Such a 
retrieval could also then occur just from a browser object if Furthermore, FIG. 33 shows communication in both 

directions between the API 3304 and the respective purchas 50 all of the purchasing history data is stored in the browser. 
FIG. 36 illustrates a method aspect of the product man

agement engine. The method includes receiving, at a server 
or other location, first conversion data from a first site, the 
first site including one of a generalized search engine, a 

55 merchant site, and a social media site, wherein the first 
conversion data can include first data associated with a first 

ing avenues. Thus, an example shall illustrate the point. 
Assume that a user has an Amazon account and has made 
three purchases from different merchants through Amazon
.com 3308. That user could go into their account and handle 
various matters associated with their purchases such as 
tracking, delivery, cancelling the purchase and so forth. 
However, that account is limited to only purchases made on 
Amazon. Using the principles disclosed herein, if a user 
were to purchase a widget via a search engine 3312 from a 
merchant 3314, that information would be provided through 60 

API 3304 to the purchase management system 3302 and 
then combined with the existing purchases on the Amazon
.com user account. In this account, a user could go into their 
user account on Amazon.com 3308 and be able to also view 
the widget purchase via the search engine 3312 and manage 
that purchase as well. Additionally, that correlated data 
could also be presented to all of the outlets 3312 and 3316. 

purchase of a first product based on interaction with a first 
buy option presented to a user of the first site (3602), 
receiving, at the server, second conversion data from a 
second site, the second site including one of a generalized 
search engine, a merchant site and a social media site, 
wherein the second conversion data can include second data 
associated with a second purchase of a second product based 
on interaction with a second buy option presented to a user 

65 of the second site, wherein the first site differs from the 
second site (3604). The method includes correlating the first 
data and the second data to yield correlated data (3606) and 
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receiving a request from the user for the correlated data, 
wherein the request is received from one of the first site and 
the second site to yield a requesting site (3608). The method 
can include transmitting the correlated data to the requesting 
site (3610). As can be appreciated, this approach enables the 5 

"micro-moments" to not only encompass purchasing deci
sions but purchase history management decisions. This 
disclosure places access to a broad user purchasing account 
at the fingertips of users wherever they happen to be
whether on Facebook, Instagram, Pinterest, Twitter, etc. The 10 

transmission of the user account data does not have to only 
be to a purchasing site but could be to any location, any 
application. Thus, the user might be using their outlook for 
emails and have an option to access their purchasing account 
via an API and accessible to an option selectable via the 15 

Outlook application, even if no "buy now" buttons or 
options are available to Outlook. Even if outlets like Twitter 
were to pull away from the buy button feature, users still 
spend time on such social networking sites and the access to 
the purchase history management engine could be granted 20 

there. 
The social media site can include one of a site for 

exchanging images, a site for posting images and comments, 
a site for exchanging short text messages, and a site for 
posting videos. The first site mentioned above can include a 25 

generalized search engine that determines an intent of a user 
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site and the second site. The server can communicate with 
the first site and the second site via an application program
ing interface. The user account in one aspect can be corre-
lated with a merchant aggregation site having a merchant 
aggregation site user account that manages purchases from 
the merchant aggregation site. 

The method can also include receiving, at the server, third 
conversion data from a merchant site, wherein the correlated 
data further includes the third conversion data. The merchant 
site can be not a merchant aggregator site but an individual 
merchant site. In other words, Amazon.com aggregates 
many merchants for managing the sale of products, but 
individual merchants can also provide and receive data from 
the product management engine. 
Cryptocurrency 

It is noted that any of the APis or financial transactions 
disclosed herein could be implemented through blockchain 
technology. Thus, any communication between a buyer and 
a seller or products could be implemented through a contract 
on a blockchain and payment could be submitted through 
user addresses according to blockchain technology. For 
example, a smart contract programmed and implemented on 
a blockchain could receive and implement items in the 
transactions. 

Another aspect of this disclosure is how to implement a 
"one-click" or buy button purchasing opportunity on a 
search engine result, an interface to a merchant site where a 
purchase can be made, or a buy button posting on a social 
network. The concept could also work simply from any 

by analyzing textual user input as being one of a purchase 
intent and a search intent. When the intent of the user is the 
purchase intent, the generalized search engine can respond 
to the textual user input with a response including a buy 
option associated with the first product. Transmitting the 
correlated data to the requesting site further can further 
include transmitting an interface to the requesting site that 
enables the user to perform one or more of the following 
operations: (1) cancel the first purchase of the first product 
or the second purchase of the second product; (2) replace the 
first purchase of the first product or the second purchase of 

30 application or website where a purchase of an item or service 
is possible. In these contexts, to make the purchasing 
process more efficient, the payment/delivery information is 
stored at the search entity, social networking entity, a sepa
rate agent, a browser, or in any other location so that the data 

the second product; (3) track a shipment of the first product 
or the second product; ( 4) read reviews of the first product 
or the second product; (5) purchase more of the first product 
or the second product; ( 6) modify a purchasing account used 
to purchase the first product or the second product; (7) 
modify an address to which the first product or the second 
product will be delivered; (8) modify a date upon which the 
first product or the second product should be delivered to a 
recipient address; (9) write a product review for the first 
product or the second product; (10) organize a respective 
presentation of the first product and the second product by 
one of (1) which respective site was used to purchase the 
first product and the second product; (2) a respective cost of 

35 can be applied to a purchasing transaction in such a way that 
the user does not need to manually fill out fields (such as 
address, credit card number, etc.) to complete a purchase. 
Filling out these fields prevent more purchasing conver
sions. The approach disclosed herein can be done through 

40 APis or other protocols to request data, retrieve the data, and 
fill in the payment forms and give the user a more "one
click" type of experience. This is implemented for example 
through the W3C Payment RequestAPI or Android Pay API, 
the details of which are described in the priority applications 

45 to the present application. The browser or the payment API 
can also communicate with a payment app on the user's 
device to handle the payment process as well according to 
the payment app's functionality. 

However, with a blockchain approach used for altcoin 
50 payments, there is no entity that "holds" the payment 

account like a credit card. There are three elements to the the first product and the second product; (3) a respective 
merchant that sold or delivered the first product and the 
second product; ( 4) a respective date of purchase of the first 
product and the second product; (5) a respective delivery 
data associated with the first product and the second product; 55 

(6) a discount rate or percentage of the first product and the 
second product; (7) cancelled orders; (8) digital orders; (9) 
open orders; and (10) a user customizable category. The user 
could also purchase a warranty for one of the first product 
and the second product. 

blockchain and using cryptocurrency to make purchases. 
There is an address, a private key and wallet software. The 
address is where others can send bit coin to the person or 
entity. The private key is the cryptographic secret by which 
a person can send Bitcoin (or any altcoin) to others. When-
ever a particular altcoin like "Bitcoin" is referenced, it could 
apply to any type of cryptocurrency. The wallet can also 
store a record of the amount of altcoin you control on the 

60 blockchain ledger. 
The correlated data can be made available to the first site 

and the second site via receiving an interaction from the user 
with an option to access a user account that maintains the 
correlated data and manages purchase across multiple dif
ferent types of sites including at least the first site and the 
second site. The option to access the user account can 
include a button or drop down menu presented on the first 

Wallet software is the software that a person runs on their 
own computer to manage their Bitcoin. Wallet projects are 
provided by companies such as Chroma Wallet, CoinSpark 
and CounterWallet. Other companies include Coinprism, 

65 Meiotic and OneWallet. Typically, to send someone or an 
entity an altcoin, the sender scans the wallet address QR 
code or otherwise obtains the address characters for the 
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address now belong to the new address. The operating is 
authorized by the sender's private key. The sender may enter 
in their private key or a password or fingerprint, voiceprint, 
or other authorization may be used to retrieve the sender's 

rec1p1ent via email or other means. The sender uses the 
wallet application to enter additional information about the 
transaction such as the amount, fee, delivery costs, etc. 
When the sender confirms the transaction using their private 
key, a message is broadcast from the owner of the sending 
address to the network that x number of coins from that 
address now belong to the new address. It is authorized by 

5 private key. The transaction is received almost immediately 
at the receiver's wallet application, with an "unconfirmed" 
status and after about 10 minutes, the transaction is con
firmed and can be inscribed in the blockchain per blockchain 
mmers. 

the sender's private key. After a few minutes, the transaction 
will be inscribed in the blockchain per blockchain miners 
and a confirmation notice can be sent. An altcoin address as 10 

well as a public and private key is generated automatically 
when a user set up their wallet. The altcoin address is 
typically an identifier of 26-34 alphanumeric characters, 
beginning with 1 or 3, the represents a possible destination 
for an altcoin payment. Sometimes the address is repre- 15 

sented as a QR code. It can operate like an email address. 
People with a user's public-key wallet address can send the 
person altcoins. 

The present disclosure incorporates this functionality and 
simplifies it in the context of making purchases on the web 20 

or a mobile application. What will occur when using Bitcoin, 
Litecoin (or any cryptocurrency) is, in one example, a new 
API that coordinates the altcoin payment through an indi
vidual's wallet stored on their device and the purchasing 
interface (i.e., a buy button search result, a purchase option 25 

on a merchant site or a buy now item posted on a social 
media site). Components such as storage, messaging, wallet 
interactions, mobile payments, identity confirmation, secu
rity, and reputation can be managed using tokens and proper 
communication protocols of the necessary information to 30 

integrate altcoin payments into the Payment Request API 
widely adopted. 

It is assumed that a merchant will accept cryptocurrency 
in this scenario. Thus, when the circumstances disclosed 
herein are applicable, and a buy button is presented to a user, 35 

the user will be enabled to make the purchase using their 
private key to access their altcoin, and the address of the 
merchant to be able to receive the payment of the altcoin. 
The wallet software can keep a copy of the blockchain-the 
record of all the transactions that have occurred in the 40 

Applying the basic altcoin operation to the current sce
nario, several modifications and novel features must be 
implemented. The goal is to enable in a simple and easy 
fashion the ability of a user to choose an altcoin payment as 
though it was a Visa payment or a Mastercard payment 
managed through the payment request API, although the 
altcoin is processed in a completely separate way. Currently, 
for example, in a user's Amazon.com account, several credit 
cards can be listed and one can be chosen for a payment. 
This approach will enable an altcoin payment for a purchase 
as well. 

Enabling a simple "one-click" ability to choose an altcoin 
payment process and then handle the payment has some 
issues. If a user is on a mobile device and wants to make a 
purchase, they will not be able to scan a QR code of the 
merchant address. Plus, not all buyers will have bitcoin type 
wallets. Thus, through an API a merchant advertising or 
posting an interface that a user can ultimately interact with 
to make a purchase can receive data that the person viewing 
the advertisement or interface has a cybercurrency wallet set 
up and has a profile that indicates that they might make the 
purchase through bitcoin or other currency. An API can 
exchange the necessary requirements and data such that in 
the context of an advertisement or other interface in which 
the user is in a state in which a purchase intent is indicated 
or can take place, the same kind of authentication used by 
the buyer's altcoin wallet can be integrated into the interface 
such that the user will just need to perform the same kind of 
function to access their private key. This might be through 
biometrics, a password, and so forth. The integration can 
include retrieving an amount of money, address of delivery, 
date, merchant, and all of such data with the application and 
retrieval or receipt of the buyer's private key and use of their 
cryptocurrency wallet so that the payment can be made in 
cryptocurrency but the delivery, management of the life 

particular currency-as part of the decentralized scheme by 
which coin transactions are verified. The wallet can be 
browser-based, application based, or can be a separate 
application or smartphone wallet from Blockchain.info, 
Mycelium, Coinbased, Electrum or other provider. In other 
words, one aspect of this disclosure is to incorporate the 
wallet into a browser such that the user's credit/debit/other 
payment account is stored, their address, as well as their 
altcoin wallet. Alternately, a protocol can communicate data 
between a browser (which uses the API between the browser 
and the merchant) and the altcoin wallet. For example, the 
wallet may share the address and the private key to perform 
a payment but then receive the details to add the payment to 
the blockchain. 

45 cycle of the product purchase and delivery and potential 
return, etc. is handled in the normal fashion by the merchant. 

As noted above, for a user to send altcoins to a merchant 
to make a purchase of an item, the user needs the address of 
the merchant and the private-key part of the buyer's wallet 
where the software will check that they have control over the 
altcoins to be paid to the merchant. In some cases people 
scan a QR code for the wallet address. Usually, the sender 
(buyer) scans the QR code of the recipient's address and 
uses the wallet application to enter additional information 
about the transaction, such as amount, transaction fee (af
firming an amount prespecified by the wallet software), or 
any other parameters. When the sender submits the trans
action, a message is broadcast from the owner of the sending 
address to the network that x number of coins from that 

In this regard, assuming that the data indicates that a 
wallet exists or a user preference notifies a merchant that 
altcoins will/can be used to buy products, the advertisement 

50 or the graphical presentation will include as part of its data 
the merchant address to which altcoins can be addressed. In 
one scenario, the "buy button" could include options to use 
a stored credit/debit card or any other traditional payment 
account or the user could choose a cryptocurrency account. 

55 If a traditional payment account is chosen, then the pro
cesses disclosed herein to utilize the payment account stored 
at the search entity, social media site, browser, other pay
ment agent or other location to either process the purchase 
or transmit payment data to the merchant site through the 

60 API for providing the necessary data for the merchant to 
process the payment (i.e., so the user does not have to fill in 
the forms). The various requests and responses exchanged 
through the API enables the payment information/delivery 
information and/or other information to be communicated to 

65 the merchant site such that the purchasing process is simply 
and does not require the user to fill out fields in a payment 
form. 
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The process disclosed herein adds the cryptocurrency 
payment opportunity. If an altcoin payment is chosen, then 
the interface interacts through an API or other protocol with 
the user's wallet to retrieve the user's private key or enable 
the user to enter the private key so that the cryptocurrency 
transaction can occur and the merchant can be paid. For 
example, a one-time use token could be generated which 
provides the address and/or private key to the merchant site 
such that it can perform the payment function. Or, the API 
can receive from the merchant site the amount, merchant 
address, any other data such as tax, fees, etc., and the API 
can receive that data and communicate with the wallet or 
browser to process the payment from the user's altcoin 
wallet. The altcoin wallet could be integrated into the 
browser such that the processing is performed by Chrome, 
Mozilla, Internet Explorer, etc. If the API is between the 
merchant and the browser, a separate API or protocol could 
communicate the data between the browser and a user's 
altcoin wallet on their device. Again, the actual transfer of 
altcoin to the merchant can occur in any component that is 
workable. It could be through the user's altcoin wallet, an 
instance of the altcoin wallet incorporated into a browser, or 
through the merchant making the transfer. 

Typically, the amount of the purchase in altcoin will have 
to be calculated because it originally will likely be set in 
dollars but will need to be converted into the corresponding 
value of the respective cryptocurrency that the buyer will 
use. The process in this regard could include accessing a data 
feed which provides a current value of the cryptocurrency in 
terms of dollars ( or any other currency that the merchant is 
using). This access could be done in real time or near real 
time such that when the buyer makes the purchase, the 
proper value of the cryptocurrency is applied to the pur
chase. That value and data feed could be presented to the 
user at the time of purchase and could be part of the buying 
interface. 

The buy button and follow on screens that are part of the 
purchasing process can include a blending of the interface 
with access to the cyptocurrency wallet for the buyer. Thus, 
the interface could include a portion that is connected to or 
triggers payment through a traditional payment account, and 
another portion that is associated with the buyer's wallet for 
cryptocurrency. The user could be presented with a buy 
option to pay with Visa, Mastercard or Bitcoin. If the user 
chooses the cryptocurrency, then the system enables the 
interaction with the wallet such that through accessing 
automatically or manually, the user's private key is provided 
or accessed. Passwords, fingerprint authorization, or manual 
entry of the private key can occur through the purchasing 
interface for the item, whether is it part of a merchant site, 
an advertisement, a Google Shopping graphic, a Purchases 
on Google interface ( or any search entity interface), any 
browser image or application interface, or the use of a 
Payment Request API developed by W3C.org. The merchant 
can provide their address and once the buyer provides their 
private key, the transmission of the cryptocurrency from the 
buyer to the seller for the appropriate amount for the product 
can be achieved. All of the processes then can follow for the 
product as normal, such as tracking, product delivery, com
munication of delivery information, cancellation, modifica
tion, etc. can occur. 

In one example, to maintain the user's private key on their 
device in their wallet, the process could include receiving a 
confirmation that the user wants to provide the payment 
through bitcoin. Through an API, the merchant application 
can provide cost information, a transaction ID, merchant ID, 
merchant address, delivery charges, taxes, and/or discount 

202 
data, etc. The API can communicate the data to the user's 
wallet directly or through a browser or a combination of 
both. The wallet can confirm and populate its fields neces
sary for a transaction such as the merchant address, the 

5 amount, notes, etc. The typical wallet can be modified to 
include transaction ID, merchant ID, user preferences (2 day 
shipping) etc. Much of this information, however, can also 
be provided through the API from an agent, the browser, a 
search engine, etc. Once the user's wallet is populated with 

10 the data for performing a transaction, the interface at the 
merchant site or app that the user is interacting with can then 
request a password or biometric confirmation to complete 
the transaction. Alternately, although less secure, the user 
could opt for just an automatic processing when the user 

15 clicks "pay" or a similarly styled button. With this interac
tion with the buying interface, through the API, a confirma
tion command instructs the wallet to carry out the transac
tion and transfer the altcoin(s) to the merchant or recipient. 

Currently, the payment processing systems for credit 
20 cards, debit cards and so forth are set up for use by 

merchants. Thus, in the standard payment approach through 
the API, the payment account information is passed from the 
browser or other agent to the merchant site through the API 
for payment processing. The payment account data can be 

25 transmitted to the merchant in a secure, one-time use fashion 
and configured such that the payment can be processed but 
the merchant carmot store the user's payment account data. 
However, if the user chooses an altcoin payment approach, 
it is unlikely they will want to send their private key to the 

30 merchant. Processing the altcoin payment differs from a 
standard Visa/Mastercard type of transaction. Accordingly, 
in one aspect, the API will receive from the merchant their 
address, amount, and/or any other data needed to complete 
an altcoin payment. The API can then provide that data to the 

35 user's altcoin wallet, whether the wallet is separate from a 
browser or other agent or integrated into the browser or other 
agent. The altcoin wallet then can make a payment to the 
merchant address of the amount of altcoin to pay for the 
product/service. A transaction ID can be associated with the 

40 product purchased. Notifications can then proceed to be 
communicated through the API back to the merchant. The 
user through the interface can be notified of the progress and 
of what is happening at the back end ("Amazon is sending 
data to your Bitcoin wallet for processing a payment" ... 

45 "Payment confirmed of 1.2 Bitcoin for the Television"). If 
the user has multiple different altcoin wallets, they could be 
processed in a similar fashion in parallel. I.e., the user may 
be able to choose whether to pay with Bitcoin or Litecoin ( or 
any other altcoins that they own). Depending on which is 

50 chosen, the particular processing to access that respective 
altcoin wallet is carried out for payment. 

The above approach enables an integration of the use of 
cryptocurrency, even with its completely separate block
chain based payment process, with other standard forms of 

55 payment and payment processing through an API such as the 
Payment Request API which simplifies the purchasing pro
cess by removing the need of a user to fill in payment form 
fields with name, address, payment account data, etc. 

An example method of this approach can include receiv-
60 ing an indication that a purchaser has an altcoin account, 

presenting an option to make a payment using an altcoin 
account, and receiving a confirmation to use altcoin. The 
method includes communicating from a merchant site 
through an API with a browser or agent to provide infor-

65 mation about a purchase of an item. The altcoin wallet can 
be configured as a separate application or integrated into a 
browser or other agent process or component. The altcoin 
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wallet receives the data about the purchase and processes the 
payment to the merchant. The wallet can populate its data 
fields with the information received through the API from 

204 
the merchant address, altcoins payments could flow both 
ways. Thus, small incentives could flow to users. Currently, 
if an advertisement is clicked on as part of a search engine 
result, the search engine gets paid. Integrating the user's the merchant. The altcoin wallet can include the ability to 

communicate the payment details through a protocol to the 
browser or through an API back to the merchant. The 
merchant site interface can communicate updates to the 
purchaser of the success/failure of using their altcoin 
account to make the purchase. A data feed can be accessed 

5 wallet into the process could enable the advertiser to pay the 
buyer that clicks on their advertisement some altcoin. 
Graphics could show for example how much altcoins a user 
generates by clicking on the advertisement and browsing 
content on the merchant's site. When the user arrived at the 

to provide current pricing in terms of dollars. If the item is 10 

$20 to buy, then at the time of the purchase, the user can see 
that it would cost say 0.02 Bitcoin to make the purchase and 
they have 5 Bitcoin currently. The embodiments can include 
the processing as disclosed herein from the viewpoint of the 
altcoin wallet, the browser, an agent, a smart contract, either 15 

side of the API or APis, and/or the merchant site. Therefore, 
claims can be directed to any component in this process and 
in any configuration (i.e, the altcoin wallet separate, or 
integrated into the browser, etc.). The ultimate goal is to 
make payment through altcoin as easy as a "one-click" 20 

purchase is for a Visa type payment. 
The processing for such payments could also be achieved 

through the use of a smart contract. The smart contract is a 
program that can be implemented on the blockchain and that 
performs certain actions in a trustless manner. In other 25 

words, it performs its operations in a known and transparent 
way using the distributed approach of the blockchain tech
nology. Smart contracts are autonomous, self-sufficient and 
decentralized. They automatically run and perform the pro
grammed functions. There is no need to "trust" a human to 30 

perform one part of the contract. In one example, a smart 
contract can be used for all or part of the processing 
disclosed herein. For example, assume that the user interface 
of a merchant site provides an option for a user to buy an 
item using their altcoin. The user confirms the purchase with 35 

a "pay" button. The amount say is 1 Bitcoin. The instruction 
or confirmation of that commitment by the purchaser can be 
transmitted with 1 Bitcoin to a smart contract, operating on 
a blockchain technology. The seller of the item can perhaps 
confirm that they have the product and can deliver tomor- 40 

row. The smart contract can transfer the 1 Bitcoin to the 
merchant and send a notice to the buyer that the item is on 

state in the navigation where a purchase is made, the user 
could apply the altcoins they made via browsing to the 
purchase or keep them. All balances and adjustments at the 
conclusion of the purchase could be implemented in any 
fashion, including through submission to a smart contract. 
Special rates, discounts, incentives, etc. could be provided 
through credits to the user's altcoins wallet which are 
completed or finalized at the conclusion of a sale. Such 
credits could also automatically be made throughout the 
process. Thus, when a user clicks on an advertisement, 
altcoins could be transferred to their altcoin wallet automati
cally through the integration of their address with the 
browser/agent, or a promise to transfer altcoins of a certain 
amount could exist or be presented such that the final actual 
transfer occurs if the user clicks through and buys a product 
on the site. The transfer could even occur if the user does not 
buy with altcoins but with dollars or some other currency. 
This aspect covers all the variations on how a merchant 
would provide altcoins back to buyers as they interact with 
their site or through other means such as texting, emailing, 
social media interactions, and so forth. If a user likes a 
merchant or non-merchant site, that site can send altcoins to 
the user's wallet. This will enhance the user's experience 
and encourage them to engage more with the merchant or 
other site. 

Another aspect could be using the blockchain to store and 
maintain knowledge about browser API transactions. A 
blockchain is a distributed database that maintains a con
tinuously growing list of ordered records called blocks. Each 
block contains a timestamp and a link to a previous block. 
By design, blockchains are inherently resistant to modifica
tion of the data-once recorded, the data in a block cannot 
be altered retroactively. Through the use of a peer-to-peer 
network and a distributed timestamping server, a blockchain 
database is managed autonomously. Blockchains are "an 

the way. Or, the smart contract could be progrannned to 
deliver the 1 bitcoin to the merchant when a delivery 
confirmation occurs. At some stage, the communication and 
tracking of the packet can transition to a normal tracking and 
notification process such as is operated by Amazon.com for 
managing purchases made, return policies, etc. If a return is 

45 open, distributed ledger that can record transactions between 
two parties efficiently and in a verifiable and permanent way. 
The ledger itself can also be programmed to trigger trans
actions automatically." 

Blockchains are secure by design and an example of a 
50 distributed computing system with high byzantine fault 

tolerance. Decentralized consensus can therefore be 
achieved with a blockchain. This makes blockchains suit
able for the recording of events such as purchasing trans
actions as disclosed herein. 

to be made, the merchant can transfer lBitcoin to the smart 
contract which can then make a payment according to its 
protocol to the purchaser. Thus, in this respect, the disclo
sure covers all communications, requests, responses, and 
data communicated between a merchant site, through an 
API, to a browser, altcoin wallet, smart contract and/or other 
agent to achieve a one-click purchasing option of using 55 

altcoins for payment in the same fashion as a regular 
payment account. Because of the different way that altcoins 
are used, current API' s like the Payment Request API must 
be modified to accommodate the alternate payment structure 
of altcoins. By extending the API and including the com- 60 

ponents of the altcoin wallet and/or smart contract to carry 
out functions in the process, an improvement to the way 
purchases are made can be implemented to add the ability to 
pay through altcoins. 

Yet another aspect of this approach could be payments to 65 

the user's altcoins wallet. For example, with the altcoins 
structure in place which can include the buyer's address and 

The first blockchain was conceptualized by Satoshi Naka
moto in 2008 and implemented the following year as a core 
component of the digital currency bitcoin, where it serves as 
the public ledger for all transactions. The invention of the 
blockchain for bitcoin made it the first digital currency to 
solve the double spending problem, without the use of a 
trusted authority or central server. The bitcoin design has 
been the inspiration for other applications. 

For example, one could develop a blockchain record of all 
purchases made through a particular browser, for a particular 
user. The blockchain could also be narrowed down to 
tracking transactions using one payment account available 
through the browser APL So if a user has a VISA account 
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available and Apple Pay, all payments using the visa account 
could be maintained on the blockchain. Or it could be 
purchases made through the API that are stored. In this 
regard, the API could be modified so that the data associated 
with the transaction, which could use one or more of the 
pieces of information associated with the transaction (name, 
address, payment account, product, price, discounts pro
vided, time of order, time of delivery, taxes paid, etc., 
whether it was a gift, returned items, follow on history of the 
purchase, context of purchase such as advertisement on 
Face book, or transition from a Google ad, etc.) The structure 

206 
The blockchain could be built from browser API pur

chases or any other purchase including brick and mortar 
purchases. A user could sign up for a service that would 
cause each purchase using their various accounts that they 

5 use to be reported to a blockchain service such that the user 
can access all of those purchases from a single user inter
face, similar to how users can access and manage the history 
of purchases. A blockchain service can be established with 
an API that companies interact with whenever the user 

10 makes a purchase, whether it is on line, at Amazon.com, 
through the browser API, etc. A parameter could be set 
associated with the payment account or user account such 
that a certain set of details associated with the purchase are 

of such a blockchain could be accessible to other services. 
The management system that utilizes information about 
purchases to help a user can draw upon information in the 
blockchain for that transaction or for that browser. Other 15 

communicated to the blockchain service APL Thus, if a 
person purchases a book on Amazon.com using their stored 
VISA account, the details of that purchased can be commu-transactions such as Amazon.com purchases could also be 

input to the blockchain for that user or that account. 
The claim could cover receiving information about a 

purchase made via the Internet and creating a blockchain 
record utilizing the information. As later purchases are made 
using the account, API, browser, PWA, App., person, etc. 
can be added to that blockchain to record and make available 
the information. 

The problem to be solved is as you buy products across 
the web using the browser API, how does one access the ease 
of managing those purchases, tracking the purchases, can
celling a purchase, changing parameters (shipping model), 
and so forth. There is no mechanism for a person to go to one 
place where they can see all of their various purchases. If 
each purchase for a user is added to a blockchain, private or 
public, and there is an API or mechanism for reporting 
purchases across the internet to a blockchain that is con
tinually built based on each purchase then this disclosure 
also provides the ability to then access that data for an 
individual. Access to the blockchain for that individual 
could be granted as part of the authorization for a purchase 
(fingerprint for Apple Pay or eve code for a VISA pur
chase), an agreement could include that when the user 
authorizes the payment that includes an authorization to add 
to or access their blockchain of purchases. 

nicated through an API to a blockchain service provider who 
creates a block for that purchase. Next, the person buys a 
hanimer at Home Depot using the VISA card. Because the 

20 parameter is set, the details of the purchase including one or 
more of the purchase of the hammer, the time, the location, 
etc. can be communicated to the service via the API and that 
purchase can be added to the blockchain. Next, the question 
is how does the user gain access to the data of all those 

25 purchases? The user may want to go back and return the 
book. Where people are making purchases across different 
merchants and different payment approaches (some mer
chants will use a shopping cart, others will use the browser 
API, Amazon.com, in person, etc.) users will desire to have 

30 all of their purchases available for management at one 
location. The blockchain service can offer a management 
user interface which presents to the user the purchasing 
history and status. The blockchain service can also receive 
tracking information from distribution entities (FedEX, 

35 UPS, etc.) through anAPI that can associate a tracking status 
with the particular product and include updated data on the 
block chain. Thus, in this respect, the blockchain can be 
continually updated. The blockchain service can present the 
information via the user interface. The access to the user 

40 interface can be via a website, an app, a browser API 
interface, a selectable object or a selectable menu via social 
media, in a digital wallet interface, or an Apple Pay interface 
or Android pay interface, etc. In other words, at any virtual 

If the user is basically accessing their purchase history to 
make changes or track a purchase, the user could authorize 
access to their data through a user interface and when that 
access is granted, information on the block chain can be 
converted into a user interface similar to the listing of 45 

products purchased on Amazon.com but across merchants 
and/or apps. In one aspect, too, a user could sell access to 
their blockchain. Users may make money by offering people 
access to their blockchain. Some information in that case 

location where the user "is", a selectable object can be 
presented which enables the user access to the purchase 
management interface. The selectable object can also be 
presented at multiple locations available to the user includ
ing options within the browser. For example, in Amazon 
Assistant or another plugin to a browser, the service can 
provide an updated listing of previous purchases and their 
status. The underlying data for this status update can be 

could be anatomized such as their name and address. The 50 

data could be provided on an anonymous basis such that the 
data is provided for product, time, context, and zip code but 
not name, address, account number, etc. 

In one aspect, a merchant site will receive the payment 
information through the API as a tokenized payment or as a 55 

payment account number, name, expiration date, etc. The 
process with the blockchain can use that information in 
whatever form it is to identify which blockchain to access to 
append the data of the current transaction. It could also be 
accessed through some other mechanism like the user's 60 

name or another ID number associated with the browser. 
Further, the blockchain may be identified by the user 

identity and thus multiple accounts could be associated with 
the user and stored on the same blockchain. Other data such 
as the user's body model which stores their shirt, pants, shoe 65 

sizes and other body related data can also be stored in the 
blockchain. 

based on the blockchain. 
Further, the information that can be stored in the browser, 

such as payment account, address, etc., can be stored on the 
blockchain and accessed from the browser. A separate API 
could also be called to a service which stores that informa-
tion on the blockchain and returns the payment account data, 
a token, address information, name, etc. Thus, the block
chain could hold the information rather than the browser, 
and once the browser receives an API request for payment 
information and/or other information associated with a pur-
chase, the browser can access from the blockchain the 
necessary information. This can occur in several steps as 
well. Further, the merchant site could also access the infor
mation from the blockchain as well through an API directly 
to the blockchain rather than through the browser function-
ality. 
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Using this approach, an individual could store in one 
blockchain their payment information, address, etc. and any 

208 
the user could click on the bitcoin object in the API interface 
which will accept the selection of the method as well as 
initiate the payment process without the need of clicking 
again on a "pay" button. The API would, based on the 

5 clicking of the "choose and pay" button, initiate the com
munication of data between merchant.com and the browser 

site that needed that payment information could securely 
access it through the appropriate APL A digital wallet on a 
device could be the mechanism to access the blockchain 
with the information. The browser (any time "browser" is 
used it also can cover a user interface or an agent for the 
merchant), once it receives an API request, could identify 
that rather than having a visa account stored in the browser, 
that the blockchain digital wallet (or access agent) is to be 10 

used to obtain the information. The browser communicates 
with the access agent to retrieve the information from the 
blockchain and return it to the browser. The browser com
municates the information through the browser API to the 
merchant site for payment processing. 

and the buyer wallet. For example, after clicking on bitcoin 
in the API interface, the API could request from the mer
chant.com site the public key or data to identify the mer
chant.com wallet. This could be a package of data that 
include a public key, a transaction ID, user search history at 
the site, social media data, dynamic public key data, or any 
other data. Included within the data however should be the 
identification of the merchant.com wallet. That data can be 

15 communicated to a buy wallet with the amount of the 
purchase in the cryptocurrency, and any other data. The 
cryptocurrency wallets are programmed to receive data and 
functional instructions from the browser API such that the 

Dynamic Buy Buttons 
The concept of a dynamic object or a dynamic button 

above is discussed above. A concept of a dynamic button or 
a dual purpose button can be provided. This concept 
addresses the scenario where one user with the first account, 20 

which can be associated with a first browser type, navigates 

process of opening the wallet, populating data, initiating a 
transaction and so forth, are performed under the covers and 
automatically based on the user selection of the cryptocur-
rency from the browser API interface. 

One way to enable a more efficient use of a button within 
a browser API interface is to make the user interface, and not 
just a button outside of the interface, capable of reading a 
fingerprint. If the whole interface or selected parts of the 
interface are capable of reading a fingerprint for confirming 
a purchase, then a "choose bitcoin and pay" button could 
receive a finger press that selects bitcoin while the user 

to a merchant site to purchase a product. The merchant site 
can be progranimed to detect one or more of the browser 
type, a browser characteristic, a payment request API type, 
and/or an account type for that user and present a corre- 25 

sponding dynamic buy button. Thus, the buy button pre
sented to the user can be tailored to one or more of these 
factors. If a second user, using a second browser type, or a 
second account type, or based on some other factor, navi
gates to the same merchant site, the merchant site can 
dynamically adapt the object that is presented to that user 
such that the buy button can be tailored for their character
istics. A benefit of this approach is that each user can have 

30 interface reads the finger print of that finger press to confirm 
the user's identity and initiate the payment process with the 
same interaction. The fingerprint reader as well outside of 
the user interface could have a graphical component in 
which the user could see "bitcoin" or "Apple Pay" such that a recognizable and personalized and dynamically modified 

or dynamically presented buy button which they are familiar 
with and trust in terms of branding or a consistent experience 
across websites. In an app context, an app can be pro
grammed to enable calls using an API protocol to a module 
configured to control a user interface to request and then 
receive authorized payment data. The following discussion 
relates to several concepts related to reducing clicks in the 
context of using the payment request API and providing 
dynamic buy buttons. 

The concept disclosed herein relates to how to reduce 
clicks in the context of the browser/user interface payment 
request APL The current process is that the user is on the 
merchant.com website ( any site, or app ), and clicks on a 
"buy" button, add to shopping cart button, or gives some 
other input like voice to initiate a purchase. The 
merchant.com site will communicate with the browser 
through which the site is being viewed to coordinate the 
payment methods accepted by the site and the payment 
methods available to the user. Let's assume Bitcoin and Visa 
are available to both the user and the merchant. The browser 
API, once the overlap of payment methods is determined, 
will present an interface ( or speak or other modalities) from 
which the user can choose bitcoin or Visa. The key is how 
can at this stage the user only need to make one click or one 
command to both choose the payment method and initiate 
the payment process. There are several ways to do this. One 
could be a dynamic button that is coordinated with the 
payment type the user wants to use or a dual-purpose button. 

The browser API can be programmed to present a dual
purpose button in which the user can both choose and initiate 
the payment process. The button may be dynamic as well 
and tailored to the payment type or browser type the user is 
using. For bitcoin or any cryptocurrency payment method, 

35 the user only needs to click on that button with their 
fingerprint to both choose the payment method and confirm 
with a level of security the buyer. The location of the 
fingerprint sensing component can vary in location on a 
touch screen based on a location of an object to be selected 

40 by a user. 
Facial recognition could also be used in connection with 

the selection of a payment method. The user could select or 
say bitcoin and then simply look at the interface for a facial 
recognition step which would then confirm and carry out the 

45 functions disclosed herein. 
In one aspect, only a region of the graphical display may 

include a finger print reader. In this case, the presentation of 
the graphical interface could be coordinated with the finger 
print reader such that the "choose and pay" object could be 

50 presented over the fingerprint reader region. The graphical 
display could include several regions such that the user, if 
they are given an option to either pick Bitcoin or Apple Pay 
on the graphical interface, either one picked with a finger 
touch would also cause the fingerprint to be read and the user 

55 identity affirmed for payment processing. The region can 
change or move to different locations on the touch sensitive 
screen based on a position of a buy button. 

In another aspect, one company might want to pay in a 
currency or cryptocurrency that the other party does not use. 

60 There might be scenarios where there is no overlap between 
accepted payment methods. A service could be provided in 
which if both parties are signed up for the service, they could 
coordinate a payment through the API although it is in a 
different currency. For example, the buyer may want to pay 

65 in dollars but the seller might not want to be paid in dollars 
or may only have a cryptocurrency wallet. A service could 
be provided as a payment method option for the payment 
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request API transaction such that the payor can accept, say 
VISA, for payment through the API, but the payment would 

210 
via the first browser application programming interface, first 
data associated with the first account, the first data being 
associated with processing the purchase (3708). The data 
can be a confirmation that a payment service processed the 
data or can be a token or account data for the site to process 
the purchase or submit the data to a payment processor. The 
data can be also non-currency data but something of value. 

When the determination indicates that the user is using 
either the second browser or can make the purchase using 

go to the service provider who would convert the payment 
from VISA to bitcoin, and then pay the seller or merchant in 
bitcoin. In one scenario, both parties do not need to be 5 

signed up for this approach but perhaps only one party 
would need to be. In this scenario, if a merchant only accepts 
bitcoin, and they are registered with the service, the mer
chant site can be programmed to provide the following 
functionality. 10 the second account, the method includes presenting a 

dynamically modified second buy button which is associated 
with the second account (3710), transmitting, to the second 
browser and via a second browser application programming 

Assume that the merchant accepts bitcoin and a buyer can 
pay in Visa, Mastercard or PayPal. Assume that the service 
is set up to receive Visa and Mastercard payment methods. 
The merchant site can be programmed to present via the 
payment request API that they can receive Visa or Master- 15 

card ( or bitcoin). This is like a proxy notification through the 
APL The approach then enables the API to coordinate the 
payment methods that work for both buyer and seller. 
Because the merchant site will present Visa and Mastercard, 

interface that defines a protocol for communicating infor
mation about purchases between the site and the second 
browser, a second payment request having second informa-
tion associated with the purchase from the site for the user 
(3712) and receiving, from the second browser and via the 
second browser application programming interface, second 
data associated with the second account, the second data 
being associated with processing the purchase (3714). 

the buyer can select Visa for the payment and confirm the 20 

payment. A button can dynamically change based on these 
account types. The payment can be made to the site or to the 
service provider, who then converts the payment to bitcoin 
and transfers the bitcoin to the merchant wallet. The buyer 
may have no idea that the ultimate payment is in bitcoin but 25 

should not care as long as the payment process is "one-click" 

The first browser and the second browser can be different 
browser types and the first browser can operate on a first 
device and the second browser can operate on a second 
device. The first browser application programming interface 
and the second browser application programming interface 

in nature. 
For example, the site may receive a token via the API with 

the payment data for the transaction. The site, since it does 
not accept VISA or credit card payments, can forward the 
token to a service provider that processes the payment and 
returns a different currency from the original currency to the 
site. Thus, a visa payment can be processed and bitcoin 
returned. This processing can be done in whole or in part at 

can each be associated with operations of the first browser 
and the second browser, respectively. The second data 
associated with the second account can include payment 

30 data that confirms that a payment to purchase a product was 
performed by a payment service. The first data associated 
with the first account can include payment data that confirms 
that a payment to purchase a product was performed by a 
payment service. 

The method can further include receiving a communica-
tion, from the first browser and based on data communicat
ing via a browser payment handler application programming 
interface which defines a protocol for communicating data 
between the first browser and a payment service, informa-

the merchant site or by a separate service provider. In the 35 

above scenario, where the merchant accepts bitcoin and the 
buyer can pay in bitcoin, there is no need for a proxy 
presentation or the service provider to convert dollars to 
bitcoin. The transaction can occur in the standard fashion. 
However, if there is no currency match for the parties, then 40 tion confirming that the payment service processed the 

payment. a proxy approach can be utilized where a currency conver
sion can occur for one or both of the parties through a proxy 
presentation via the API that enables a payment to be made 
in a payment method that works for the buyer such that the 
payment can be received, converted to a new currency 
acceptable to the seller, and then transmitted or provided to 
the seller. The process could include a directive through the 
API that the buyer's payment should be transmitted to a 
URL identified location or network based payment proces
sor rather than through the API as in a token. Any rail could 
be used to transmit data, a token, public/private keys, etc. 

FIG. 37 illustrates an aspect of this method with respect 
to dynamically modifying the buy button. A method includes 
determining, at a site, whether a user accessing the site via 
a browser (1) is using one of a first browser or a second 
browser or (2) can make a purchase using a first account or 
a second account to yield a determination (3702). When the 
determination indicates that the user is using either the first 
browser or can make the purchase using the first account, the 
method includes presenting a dynamically modified first buy 
button which is associated with the first account (3704), 
transmitting, to the first browser and via a first browser 
application programming interface that defines a protocol 
for communicating information about purchases between 
the site and the first browser, a first payment request having 
first information associated with the purchase from the site 
for the user (3706) and receiving, from the first browser and 

FIG. 38 can illustrate another method aspect of this 
disclosure. A method can include determining whether a 
user interfacing with a site via a browser can make a 

45 payment via a first browser application programming inter
face or a second browser payment request application pro
gramming interface to yield a selected browser and a 
selected browser application programming interface, 
wherein the selected browser application programming 

50 interface defines a protocol for communicating data between 
a site and the selected browser for managing payments 
(3802), presenting a dynamically modified buy button that is 
associated with the selected browser or a user payment 
account enabled via the selected browser (3804), transmit-

55 ting, in connection with an interaction with the dynamically 
modified buy button, a payment request to the selected 
browser and via the selected browser application program
ming interface (3806) and receiving, in response to the 
payment request, from the selected browser and via the 

60 selected browser application programming interface, pay
ment information at the site (3808). 

Dynamically modified buy button can be associated with 
the user payment account. The site programming can be 
configured to accept, say, different payment mechanisms and 

65 the API simply identifies from the browser which ones the 
user has available. The payment information can include a 
confirmation that the payment has been processed by a 
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payment service or a payment app on the device. The 
method can also include receiving confirmation information 
from the selected browser and via the selected browser 
application programming interface. The confirmation can 
confirm that a payment service has successfully made a 
payment for a product to the site. Coupons, discounts, 
points, and so forth can be also incorporated into payments 
through these APis. 

These embodiments can be described in terms of meth
ods, systems, and computer readable media and can occur 
from the standpoint of the merchant site, the browser, the 
browser maker, and a service provider as well. 

Other APis can provide a site with data about the par
ticular user that is browsing to make a purchase as well. For 
example, location, age, income level, purchasing habits, 
social media data, browsing history, types of accounts the 
user uses, how much money is in a user account or accounts, 
or other information about the user can be provided to a site 
such that the data can be incorporated into the decision 
making process of how to present a payment button or how 
to modify the payment flow for that user. Machine learning, 
artificial intelligence, rule-based logic, or any other such 
approach can utilize training data with respect to how users 
react to payment flows to dynamically present a particular 
flow for a particular user such that their experience can be 
consistent across payment platforms. This can include NFC 
POS purchases, on-line, in-app, and mobile purchasing. 
Embodiments can include claims from the standpoint of a 
merchant site sending and receiving data as described above, 
claims from the standpoint of a server or cloud-based service 
that receives requests and provides responses to help sites 
configure their payment interface for users, browser-based 
claims where the API is updated to receive requests and 
provide responses from the browser acting as an agent to 
give parameters or data to a site to improve the interface for 
less friction in the purchasing process. The browser can also 
use another API that communicates with a network based 
application to send data back to the browser, which can then 
send data back to the site for dynamically presenting the 
interface. 
In-App Purchases 

As noted above, another aspect of this disclosure is how 
to use the APis in the context of apps that a user has 
downloaded to a device. The same general principles 
described above with respect to the flow of requests, 
responses and providing authorized payment data apply in 
the same manner. The provisional application 61/972,879, 
filed Mar. 31, 2014, explains that the user can be performing 
a product search from any location such as a website or an 
application downloaded on a user device. Much of the 
discussion above focuses on the website aspect of the 
disclosure. The following focuses on applying the concepts 
disclosed to applications. 

The principles disclosed herein related to browser APis 
used for communicating with sites can also be applied in 
terms of the basic functionality to a software module that is 
programmed to interface with an application on a user 
device. In the app scenario, a browser might not be used to 
view the application as the visual aspects of the experience 
are built into the application itself. In such a case, a software 
module that may or may not control some aspects of a visual 
experience with the application can be programmed to 
perform all of the functionality disclosed herein with respect 
to payments, clothing or body models, etc. The application 
communicates with the software module in the same or 
similar basic way as the site communicates with the browser 
in that scenario. The software module can handle requests 
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from the application, obtain payment data from the device, 
from the software module, from a network-based entity, or 
any combination thereof, and receive authorized payment 
data such as a one-time use token, encrypted payment 

5 credentials, or other payment or confirmation data. The 
software module and manage the process and provide 
through the protocol of the API, the authorized payment data 
for use in making a payment, confirming a payment or 
completing a payment. The app can process the data or 

10 provide the data to its payment processor for handling the 
payment. 

One example method in this regard is a method that 
includes transmitting, from an application operating on a 
device, to a module (such as a software module acting as an 

15 agent to manage the process) on the device and according to 
an application programming interface that defines a protocol 
for communicating data between the application and the 
module on the device, a request associated with a potential 
purchase, wherein the request includes information about 

20 the potential purchase. The method includes receiving, at the 
application, from the module and according to the applica
tion programming interface, authorized payment data, 
wherein the module retrieved, based on the request, the 
authorized payment data for the potential purchase from one 

25 or more of the module, the device operating the module or 
a network-based entity separate from the device. This 
method is from the standpoint of the application operating 
on the device and the steps that it performs. The software 
module may or may not that control a user interface. For 

30 example, an authorization sheet or user interface might be 
presented to enable the user to confirm the purchase and pass 
the payment data according to the protocol of the API to the 
application. 

Another aspect is from the standpoint of the device or the 
35 software module. The method includes receiving, at a mod

ule operating on a device, from an application operating on 
the device, and according to an application programming 
interface that defines a protocol for communicating data 
between the application and the module, a request associated 

40 with a potential purchase, wherein the request includes 
information about the potential purchase and transmitting, 
from the module and to the application, according to the 
application programming interface, authorized payment 
data, wherein the module retrieved, based on the request, the 

45 authorized payment data for the potential purchase from one 
of the module, the device operating the module or a net
work-based entity separate from the device. 

Yet another aspect includes the process from the stand
point of a payment service or a network-based server that 

50 participates in the payment process. A method in this regard 
includes receiving, at a network-based server, from a module 
operating on a device and according to an application 
programming interface that defines a protocol for commu
nicating data between the module and the network-based 

55 server, a communication associated with a potential pur
chase within an application operating on the device, wherein 
the communication includes information about the potential 
purchase based on a request transmitted from the application 
operating on the device to the module. The method further 

60 includes transmitting, from the network-based server and to 
the module, according to the application programming inter
face, authorized payment data, wherein the module transmits 
the authorized payment data for the potential purchase to the 
application. All of the other aspects of the disclosure with 

65 respect to a browser-based approach can also apply, where 
possible, in an app context, where a user downloads an app 
which is programmed to take advantage of the APis 
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described herein for a simplified, secure and safe payment 
process in connection with a module. The app may operate 
exclusively on the local client device or may have a portion 
of the presentation of data from a local app and a portion 
from a web-based app. 

In another example, a device can include a processor, a 
computer-readable storage device and a software module 
stored on the computer-readable storage device. The soft
ware module can be configured with a software module 
application programming interface programmed that defines 
a protocol for communicating data between an application 
on the device and the software module. In one aspect, this 
can be termed a full client API in that it is built into a 
software module operating on the device. This can be built 
into a browser, into the operating system or be a separate 
module for managing the flow of requests and responses for 
providing payment data to apps. The software module 
further can be configured to utilize the software module 
application programming interface to manage (1) a request 
from the application on the device for authorized payment 
data for a purchase associated with the application, (2) 
operations including receiving first data from the device and 
second data from a network-based entity to yield the autho
rized payment data and (3) deliverance of the authorized 
payment data to the application. 

The software module, when executed by the processor, 
causes the processor perform operations including receiving, 
from the application operating on the device, the request 
associated with the purchase, wherein the request includes 
information about the purchase, transmitting, according to 
the software module application programming interface and 
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from the software module and according to the user interface 
application programming interface, authorized payment 
data, wherein the software module accesses or receives, 
based on the request, the authorized payment data for the 

5 potential purchase from a device operating the software 
module, a network-based entity, or the software module. 

The software module can further include a full client 
software module which is programmed to enable implemen
tation of the user interface application programming inter-

10 face. 
Another device example can include a processor and a 

computer-readable storage device storing instructions 
which, when executed by the processor, cause the processor 
perform operations including transmitting, from an applica-

15 tion operating on the device, to a software module and via 
a user interface application programming interface that 
defines a protocol for communicating data between the 
application and the software module, a request associated 
with a payment to the application, wherein the request 

20 includes information about the payment and receiving, at the 
application, from the software module and via the user 
interface application programming interface, authorized 
payment data, wherein the software module accesses or 
receives, based on the request, the authorized payment data 

25 for the potential purchase from the device or the software 
module. The authorized data can be an encrypted token for 
one time use of a re-encryption of an encrypted token. 

The processes or software module can also present an 
authorization interface enabling the user to confirm a pur-

30 chase ( or any other data transmitted as disclosed above). 

to the application, the authorized payment data. The appli
cation can manage the purchase by transmitting the autho
rized payment data to a server for processing a payment. The 
authorized payment data can be represented by an encrypted 35 

token. The authorized payment data is encrypted based on 
one or more of the first data and the second data. 

Examples within the scope of the present disclosure may 
also include tangible and/or non-transitory computer-read
able storage devices for carrying or having computer-ex
ecutable instructions or data structures stored thereon. Such 
tangible computer-readable storage devices can be any 
available device that can be accessed by a general purpose 
or special purpose computer, including the functional design 
of any special purpose processor as described above. By way 
of example, and not limitation, such tangible computer-

In another aspect, a device includes a processor, a com
puter-readable storage device and a software module stored 
on the computer-readable storage device. The software 
module can be configured with a software module applica
tion programming interface programmed that defines a pro
tocol for communicating data between an application on the 
device and the software module. The software module, when 
executed by the processor, causes the processor perform 
operations including receiving, from the application operat
ing on the device, a request associated with a purchase from 
the application, wherein the request includes information 
about the purchase, receiving first data from the device and 
receiving second data from a network-based entity to yield 
authorized payment data and transmitting, via the software 
module application programming interface and to the appli
cation, the authorized payment data. The authorized pay
ment data can be the first data or the second data and can be 

40 readable devices can include RAM, ROM, EEPROM, CD
ROM or other optical disk storage, magnetic disk storage or 
other magnetic storage devices, or any other device which 
can be used to carry or store desired program code in the 
form of computer-executable instructions, data structures, or 

45 processor chip design. When information or instructions are 
provided via a network or another communications connec
tion ( either hardwired, wireless, or combination thereof) to 
a computer, the computer properly views the connection as 
a computer-readable medium. Thus, any such connection is 

50 properly termed a computer-readable medium. Combina
tions of the above should also be included within the scope 
of the computer-readable storage devices. 

based on one or more of the first data and/or the second data. 55 

Computer-executable instructions include, for example, 
instructions and data which cause a general purpose com
puter, special purpose computer, or special purpose process
ing device to perform a certain function or group of func-Method examples can also be implemented using the 

operations described above. The operations can include one 
or more of the software module retrieving data from the 
device such as a secure memory location and/or receiving 
encrypted data from a network device for security purposes. 

An example method includes transmitting, from an appli
cation, to a software module and via or according to a user 
interface application programming interface that defines a 
protocol for communicating data between the application 
and the software module, a request associated with a pay
ment to the application, wherein the request includes infor
mation about the payment and receiving, at the application, 

tions. Computer-executable instructions also include 
program modules that are executed by computers in stand
alone or network environments. Generally, program mod-

60 ules include routines, programs, components, data struc
tures, objects, and the functions inherent in the design of 
special-purpose processors, etc. that perform particular tasks 
or implement particular abstract data types. Computer-ex
ecutable instructions, associated data structures, and pro-

65 gram modules represent examples of the program code 
means for executing steps of the methods disclosed herein. 
The particular sequence of such executable instructions or 
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associated data structures represents examples of corre
sponding acts for implementing the functions described in 
such steps. 

Other examples of the disclosure may be practiced in 
network computing environments with many types of com- 5 

puter system configurations, including personal computers, 
hand-held devices, multi-processor systems, microproces
sor-based or programmable consumer electronics, network 
PCs, minicomputers, mainframe computers, and the like. 
Examples may also be practiced in distributed computing 10 

environments where tasks are performed by local and 
remote processing devices that are linked (either by hard
wired links, wireless links, or by a combination thereof) 
through a communications network. In a distributed com
puting environment, program modules may be located in 15 

both local and remote memory storage devices. 
The various examples described above are provided by 

way of illustration only and should not be construed to limit 
the scope of the disclosure. Various modifications and 
changes may be made to the principles described herein 20 

without following the example examples and applications 
illustrated and described herein, and without departing from 
the spirit and scope of the disclosure. Claim language 
reciting "at least one of' a set indicates that one member of 
the set or multiple members of the set satisfy the claim. 25 

Notably, any feature described in any example or embodi
ment can be combined with any other feature of any example 
of embodiment. For example, any feature discussed with 
respect to a search engine example can be applicable and 
interchangeable with a social media example, or a product 30 

purchase management engine example. 

We claim: 
1. A method comprising: 
transmitting, from an application, to a software module on 35 

a mobile device, a request associated with a payment to 
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user payment data stored on the first non-transitory com

puter-readable storage medium; and 
a software module stored on the second non-transitory 

computer-readable storage medium, the software mod
ule operating on the mobile device and comprising a 
software module application programming interface 
that defines a protocol for communicating data between 
an application on the mobile device and the software 
module, wherein the application comprises a graphical 
user interface, wherein the software module, when 
executed by the processor, causes the processor to 
perform operations comprising: 
receiving, from the application and based on a user 

input via the graphical user interface, a payment 
request associated with a potential purchase, wherein 
the payment request comprises information about the 
potential purchase; 

receiving, from a user, an authorization confirmation 
for a payment for the potential purchase; 

receiving, based on the authorization confirmation, 
authorized payment data for the potential purchase 
from one of the mobile device or a network-based 
entity, wherein at least a portion of the authorized 
payment data is based on the user payment data; and 

transmitting, via the software module application pro
gramming interface and to the application, the autho
rized payment data, wherein the application can use 
the authorized payment data in at least part of a 
payment process. 

7. The mobile device of claim 6, wherein the application 
can transmit the authorized payment data to a server. 

8. The mobile device of claim 6, wherein the authorized 
payment data is encrypted based at least in part on the user 
payment data. 

9. The mobile device of claim 6, wherein the software 
module is further configured to present a payment authori
zation graphical user interface in connection with receiving 
the authorization confirmation. 

the application for a potential purchase, wherein the 
request comprises information about the payment, and 
wherein the software module comprises a software 
module application programming interface that defines 
a protocol for communicating data between the appli
cation and the software module; and 

10. The mobile device of claim 6, wherein the payment 
40 request requests a shipping address or a billing address. 

receiving, at the application, from the software module 
and via the software module application programming 
interface, authorized payment data, wherein the soft- 45 

ware module accesses or receives, based on the request, 
authorized payment data for the potential purchase 
from the mobile device or a network-based entity, 
wherein the authorized payment data comprises at least 
user payment data from a memory of the mobile device 50 

and wherein the authorized payment data can be used 
in at least part of a payment process. 

2. The method of claim 1, wherein the application trans
mits the authorized payment data to a server. 

3. The method of claim 1, wherein the authorized payment 55 

data is represented by an encrypted token. 
4. The method of claim 1, wherein the authorized payment 

data is encrypted based at least in part on the user payment 
data. 

5. The method of claim 1, wherein the software module 60 

presents a payment authorization graphical user interface 
capable of presenting purchase transaction data. 

6. A mobile device comprising: 
a processor; 
a first non-transitory computer-readable storage medium; 65 

a second non-transitory computer-readable storage 
medium; 

11. A method comprising: 
storing data associated with payments on a mobile device 

to yield user payment data; 
receiving, at a software module and based on user input 

via a graphical user interface of an application on the 
mobile device, a payment request associated with a 
potential purchase from the application, wherein the 
payment request comprises information about the 
potential purchase and wherein the software module is 
on the mobile device and comprises a software module 
application programming interface that defines a pro-
tocol for communicating data between the application 
and the software module; 

receiving, from a user, an authorization confirmation for 
a payment for the potential purchase; 

receiving, based on the authorization confirmation, autho
rized payment data for the potential purchase from one 
of the mobile device or a network-based entity, wherein 
at least a portion of the authorized payment data 
comprises the user payment data; and 

transmitting, according to the software module applica
tion programming interface and to the application, the 
authorized payment data, wherein the application can 
use the authorized payment data in at least part of a 
payment process. 

12. The method of claim 11, wherein the application can 
transmit the authorized payment data to a server. 
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13. The method of claim 11, wherein the authorized 
payment data is represented by an encrypted token. 

14. The method of claim 11, wherein the authorized 
payment data is encrypted based at least on the user payment 
~a 5 

15. The method of claim 11, wherein the payment request 
requests a shipping address or a billing address. 

16. The method of claim 11, 
wherein the receiving of the authorized payment data for 

the potential purchase is based on the authorization 10 

confirmation. 
17. The method of claim 11, wherein the software module 

presents a payment authorization graphical user interface 
that is capable of presenting purchase transaction data. 

18. The method of claim 17, wherein the purchase trans- 15 

action data comprises one or more of a payment method, a 
shipping method, a price, or an address. 

19. The method of claim 5, wherein the purchase trans
action data comprises one or more of a payment method, a 
shipping method, a price, or an address. 20 

20. The mobile device of claim 6, wherein the authorized 
payment data is represented by an encrypted token. 

* * * * * 


