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ABSTRACT

Management of configurable applications programs on a
network is provided by using two program files for each
configurable application program. The two program files are
provided to a network server station which operates as the
on-demand server for software deployment and may also act
as the application server. The on-demand server makes the
first (configuration manager) program available to an administrator to obtain preferences for the configurable preferences of the application program which have been designated as administrator preferences. The on-demand server
also provides a second (application launcher) program to its
client stations. The application launcher program not only
provides for a user interface to execute the application
program itself but also allows a user to specify one or more
of the configurable parameters of the application program.
An icon is displayed on the screen of the client station
through which a user may initiate execution of the application program. The application launcher program provides
the identity of the user to the server along with the request
to initiate execution of the application program. The
on-demand server then initiates execution of the application
program using stored values for the user and administrator
set preferences or, if no preferences have yet been obtained
for the particular user, obtains user preferences before initiating execution of the application program.
46 Claims, 5 Drawing Sheets
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created by a system administrator for each different version
to be installed. Furthermore, once installed at a client, a user
must typically use that specific client station. The application generally cannot be automatically deleted from the
5 client station's desktop or automatically upgraded the next
time the user starts the application. Similarly, the Tivoli
Management Environment (TME) 10™ system from Tivoli
CROSS REFERENCE TO RELATED
Systems, Inc. provides a software distribution feature which
APPLICATIONS
may be used to transmit a file package to client and server
This application is related to the following application 10 stations on a network from a central Tivoli™ server.
filed concurrently herewith: METHODS, SYSTEMS AND
A further complication in network systems is that,
COMPUTER PROGRAM PRODUCTS FOR CENTRALtypically, these systems include combinations of network
IZED MANAGEMENT OF APPLICATION PROGRAMS
applications and native applications as well as combinations
ON A NETWORK. This application is also related to U.S.
of different connection types and hardware devices. As used
patent application Ser. No. 09/072,597 filed May 5, 1998 15 herein "native applications" refers to applications which are
and entitled: Client-Server System for Maintaining a user
installed locally on a workstation such that characteristics
Desktop Consistent with Server Application User Access
associated with the native application are stored on the
Permissions which is incorporated herein by reference in its
workstation. The combinations of network connections,
entirety.
differing hardware, native applications and network appli20 cations makes portability of preferences or operating enviFIELD OF THE INVENTION
ronment characteristics which provide consistency from
workstation to workstation difficult. Furthermore, differThe present invention relates to network management in
ences in hardware or connections may create inefficiencies
general and in particular to application program manageas users move from workstation to workstation. For
ment on a computer network.
25 example, a user may, in a first session, access the network
utilizing a high speed connection and a workstation with a
BACKGROUND OF THE INVENTION
high resolution color monitor to execute an application and
Traditional mainframe computer configurations provided
then, in a later session, access the network to execute the
for user interface to the computer through computer termisame application from a mobile computer with a mononals which were directly connected by wires to ports of the 30 chrome display and a low speed modem connection to the
mainframe computer. As computing technology has
network. Thus, session content, such as color display data or
evolved, processing power has typically evolved from a
preferences associated with the application, which may have
central processing center with a number of relatively lowbeen appropriate for the first session, may be inappropriate
processing power terminals to a distributed environment of
or inefficient in a later session.
networked processors. Examples of this shift in processing 35
Efforts to address mobility of uses in a network have
include local or wide area computer networks which interincluded efforts to provide preference mobility such as, for
connect individual work stations where each workstation has
example, Novell's Z.E.N.works™, Microsoft's "Zero
substantial independent processing capabilities. This shift
Administration" initiative for Windows® and International
may be further seen in the popularity of the Internet which
Business Machines Corporation's (IBM's) Workspace On
interconnects many processors and networks of processors 40 Demand™. However, these solutions each typically require
through devices such as, for example, routers. This type of
pre-installation of software at the workstation to support
network environment is often referred to as a client-server
their services. For example, Novell's Z.E.N. and IBM's
environment with client stations coupled to and supported
Workspace On Demand utilize a designer-supplied support
by a server station.
layer in the operating system to enable their services. In
In the modern distributed processing computer 45 addition to modifying the workstations operating system at
environment, control over software, such as application
startup to setup tasks to customize the user's environment,
programs, is more difficult than where a mainframe operated
the Microsoft Zero Administration solution may be limited
by an administrator is used, particularly for large organizato a homogeneous environment where the workstation and
tions with numerous client stations and servers distributed
the server are utilizing the same operating system.
widely geographically and utilized by a large number of 50
Another approach to centralized management is the trausers. Furthermore, individual users may move from locaditional mainframe model, such as with the IBM 3270
tion to location and need to access the network from
system, or an X Windows environment. However, in each of
different client stations at different times. The networked
these approaches, the client device is treated as a dumb
environment increases the challenges for a network adminterminal with execution of the applications occurring at the
istrator in maintaining proper licenses for existing software 55 server rather than the client. Accordingly, the communicaand deploying new or updated applications programs across
tion between the server and the client is typically presenting
the network.
characters for a display screen of the client and/or receiving
key strokes from the client. Windows Zero Administration,
One approach to reducing software distribution and conas described above, is client rather than user oriented and
trol problems is to use an application server in which the
application programs are installed and maintained on a 60 installs applications on client stations which do not fully
support roaming by users. The JAVATM environment utilized
centralized server which supports a plurality of client stations. In addition, the Systems Management Server (SMS)
on the Internet for web applications provides an ability for
hardware independent application development but fails to
program from Microsoft Corporation provides an ability to
provide an integrated framework for presenting multiple
transmit an application program from a server to a number
of clients. The SMS system typically allows installation of 65 independent applications to a user. While various web
applications do allow personalizing of a specific application
programs and associated icons at client stations for SMSenabled applications. A customized install generally must be
display by user, this capability is generally not managed
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across applications for a user. Furthermore, it typically
on the screen of the client station through which a user may
initiate execution of the application program. The
associates personalized screen information with an Internet
on-demand application launcher may also obtain a license
address which is client device rather than user associated,
for the requesting user before initiating execution thereby
therefore limiting its ability to support roaming by users.
Each of these "mobility" systems typically do not address 5 providing centralized license management support.
the full range of complications which may arise in a hetThe application launcher program first determines the
erogeneous network utilizing differing devices and connecuser identity (ID) and provides the user information to the
server along with the request to initiate execution of the
tions. The systems typically will not present application
application program. The application program is then
choices associated with the user and for which the user is
authorized but instead present information associated with 10 executed using stored values for the user and administrator
set preferences or, if no preferences have yet been obtained
the particular client workstation. Users would typically have
to manually define session characteristics at each differing
for the particular user (or new preferences are desired), user
workstation they used in the network or maintain local
preferences are obtained before initiating execution of the
application program itself. A profile manager program on the
characteristic definitions which may be inappropriate for
particular applications a user is executing and may substan- 15 on-demand server provides a user interface and maintains
profile information for each client (hardware related) and
tially reduced the administrative convenience of a centrally
user (preferences) for all managed configurable application
controlled network. Thus, these various approaches fail to
programs available on the on-demand server. The profile
provide a seamless integration of application access and
session characteristics across heterogeneous networks. Such
manager program may also control access to various applisolutions may, at most, reduce network administration only 20 cations based on user authorization information.
after initial installation on each workstation. In addition,
In one embodiment of the present invention methods,
control over access to applications by users is difficult to
systems and computer program products are provided for
accomplish in a mobile environment.
management of configurable application programs on a
network. An application program having a plurality of
An additional user based application management capability not fully supported by these various approaches is 25 configurable preferences and a plurality of authorized users
license use management. License use management typically
is installed on a server coupled to the network. An application launcher program associated with the application proinvolves controlling how many users can use an application.
gram is distributed to a client coupled to the network. A user
A distributed network environment with a plurality of client
stations and a plurality of different users accessing the
set of the plurality of configurable preferences associated
applications from different clients increases the challenge 30 with one of the plurality of authorized users executing the
application launcher program is obtained and an adminisassociated with managing license use to insure compliance
trator set of the plurality of configurable preferences is
with limitations established by software designers. These
environments also typically require various steps in the
obtained from an administrator. The application program is
installation process to occur at different locations rather than
then executed using the obtained user set and the obtained
allowing the entire process to be controlled from a single 35 administrator set of the plurality of configurable preferences
point for an entire managed network environment.
responsive to a request from the one of the plurality of
authorized users. The request may be received from the one
SUMMARY OF THE INVENTION
of the plurality of authorized users through the application
Accordingly, it is an object of the present invention to 40 launcher program.
In another embodiment of the present invention, a conprovide methods, systems and computer program products
figuration manager program associated with the application
for management of configurable application programs on a
program is distributed to a second client coupled to the
computer network which allow a mix of user and system
network and the administrator set of the plurality of configadministrator defined configurable preferences to be assourable
preferences is obtained from an administrator executciated with specific application programs.
45
ing the configuration manager program. The administrator
It is a further object of the present invention to provide
may be one of the plurality of authorized users who is
such methods, systems and computer program products that
authorized to execute the configuration manager program. In
can accommodate various types of hardware operating under
one
embodiment of the present invention, an icon associated
different operating systems across client stations.
These and other objects are provided, according to the 50 with the application program is displayed on a screen of the
client and an authorized user may execute the application
present invention, by providing two program files for each
launcher program by selecting the displayed icon.
configurable application program which are provided to a
In one embodiment of the present invention, obtained user
network server station which operates as an on-demand
sets and obtained administrator sets are stored on a storage
server for software deployment and may also act as the
application server. The on-demand server makes the first, or 55 device coupled to the server and retrieved from the storage
device then initiating execution of the application program.
configuration manager, program available to an administraDefault preference values may be provided and used for any
tor classified user (either remotely at a client station or at a
of the plurality of configurable preferences which are not
direct interface to the server station) to provide an interface
specified by the user set or the administrator set.
to establish preferences for the configurable preferences of
the application program which have been designated as 60 Furthermore, the default preference values may be also be
stored on the storage device coupled to the server.
administrator only settable. The on-demand server also
provides a second, or application launcher, program to client
In a further aspect of the present invention, security may
stations on the network and served by the on-demand server.
be provided by determining if a user requesting execution of
the application program is one of the plurality of authorized
The application launcher program not only provides for a
user interface to execute the application program itself but 65 users. This aspect may also be combined with the license use
also allows a user to specify one or more of the configurable
management aspects of the present invention to further
parameters of the application program. An icon is displayed
control access to managed application programs.
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In another embodiment of the present invention, addiallowing for user preferences to be tracked independent of
hardware location of the user. This provides for reduced
tional application programs are managed according to the
costs and increased uniformity in managing software in a
teachings of the present invention along with user preferences obtained from a plurality of users. Furthermore, for
network environment by delivering configured applications
each application program, associated application launcher 5 when demanded by a user. It further provides an essentially
hardware transparent ability for an individual user to interprograms may be distributed to a plurality of client stations
and obtain user preferences from a plurality of users.
face to an on-demand server supported client station while
maintaining the user's personal preferences for each appliIn a further embodiment of the present invention,
cation program.
methods, systems and computer program products are provided for management of configurable application programs 10
BRIEF DESCRIPTION OF THE DRAWINGS
on a network. An application program having a plurality of
configurable preferences and a plurality of authorized users
FIG. 1 is a schematic diagram of a computer network with
is installed on a server and an application launcher program
configurable application program management according to
associated with the application program is distributed to a
an embodiment of the present invention;
client. A user set of the plurality of configurable preferences 15
FIG. 2 is a flowchart illustrating operations for application
is obtained from one of the plurality of authorized users
program distribution to clients on a computer network
executing the application launcher program and an adminaccording to an embodiment of the present invention;
istrator set of the plurality of configurable preferences is
FIG. 3 is a flowchart illustrating operations for application
obtained from an administrator. The application program is
then executed using a stored user set and the administrator 20 program distribution and execution from the server perspective according to an embodiment of the present invention;
set of the plurality of configurable preferences responsive to
FIG. 4 is a flowchart illustrating operations for application
a request from the one of the plurality of authorized users.
program distribution and execution from the client and user
In another embodiment of the present invention, methods,
perspective according to an embodiment of the present
systems and computer program products are provided for
management of configurable application programs on a 25 invention; and
FIG. 5 is a flowchart illustrating license use management
network including receiving an application launcher proaccording to an embodiment of the present invention.
gram associated with an application program having a
plurality of configurable preferences from a server. A user
DETAILED DESCRIPTION OF PREFERRED
set of the plurality of configurable preferences from one of
EMBODIMENTS
the plurality of authorized users executing the application 30
launcher program is provided to the server. The server is also
The present invention now will be described more fully
requested to provide an instance of the application program
hereinafter with reference to the accompanying drawings, in
and a stored user set and an administrator set of the plurality
which preferred embodiments of the invention are shown.
of configurable preferences for use in executing the appli35 This invention may, however, be embodied in many different
cation program responsive to a request from the one of the
forms and should not be construed as limited to the embodiplurality of authorized users.
ments set forth herein; rather, these embodiments are proIn a further aspect of the present invention, methods,
vided so that this disclosure will be thorough and complete,
systems and computer program products are provided for
and will fully convey the scope of the invention to those
management of license use for a network. License manage- 40 skilled in the art. As will be appreciated by one of skill in the
ment policy information for a plurality of application proart, the present invention may be embodied as methods,
grams is maintained at a license management server.
systems or computer program products. Accordingly, the
Requests are received at the license management server for
present invention may take the form of a hardware
a license availability of a selected one of the plurality of
embodiment, a software embodiment or an embodiment
application programs from a user at a client. The license 45 combining software and hardware aspects.
management server determines the license availability for
FIG. 1 illustrates an embodiment of a computer network
the selected one of the plurality of application programs for
including configurable application program management
the user based on the maintained license management policy
capabilities according to an embodiment of the present
information and provides an unavailability indication to the
invention. Computer network system 10 includes a network
client responsive to the selection if the license availability 50 management server such as a Tivoli™ server 20 and
indicates that a license is not available for the user or an
on-demand servers 22, 22'. As used herein, "on-demand"
availability indication if the licensed availability indicates
refers to a server delivering applications as needed responthat a license is available for the user. The request may be
sive to user requests as requests are received. System 10
received from an application launcher program associated
further includes client stations 24, 24', 26, 26'. As illustrated,
with the selected one of the plurality of application programs 55 on-demand servers 22, 22' are connected to Tivoli™ server
and the availability or unavailability indication may be
20 over a first network segment 10'. Client stations 24, 24'
provided to the application launcher program. In one
are served by on-demand server 22 and communicate over
embodiment, the license management server is an on
network 10". Similarly, clients 26, 26' are served by server
demand server associated with the client which provides an
22' and communicate over network 10"'. As schematically
instance of the selected one of the application programs to 60 illustrated in FIG. 1, client stations 24, 24', 26, 26' may be
the client for execution.
hardware from a variety of designers operating a variety of
While the invention has been described above primarily
different operating systems.
with respect to the method aspects of the invention, both
System 10, as illustrated in FIG. 1, is a centrally managed
systems and computer program products are also provided.
computer network with Tivoli™ server 20, acting as the
Accordingly, the present invention provides for manage- 65 central administration station executing network management software such as TME 10™ from Tivoli Systems, Inc.
ment of configurable application programs in a network
environment from a central on-demand server location while
Servers 22, 22' act as on-demand servers for their respective
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associated client stations 24, 24', 26, 26' and provide for
launcher and a configuration manager. As described herein,
application program management is provided in a JAVA TM
client/server application support. It is further to be under(Sun Microsystems, Inc.) programming environment and the
stood that networks 10', 10", 10"' may be separate physical
networks, separate partitions of a single physical network or
application launcher and configuration manager are each
may be a single network. Furthermore, Tivoli™ server 20 5 "applets" available to on-demand server 22 from the application program CD. It is further to be understood that, in the
may be configured to allow for direct communication
between server 20 and clients 24, 24', 26, 26'.
JAVA™ environment, currently available web browser
applications are known to those of skill in the art which
Tivoli™ server 20 provides a means for software distriprovide a user interface and allow hardware independent
bution and management in computer network system 10.
Furthermore, on-demand servers 22, 22' each provide an 10 communication such as that currently specified by Internet
protocols. Thus, the application launcher programs may be
application management system for managing configurable
applets which display the icon which are associated with a
application programs using both user and administrative
web browser Universal Resource Locator (URL) which
preferences for various application programs. More
points to the location of the applet to be executed. Upon
particularly, as described in the embodiments herein,
on-demand servers 22, 22' are configured to operate within 15 selection of the icon displayed by the application launcher,
the selected application is "launched" by requesting the URL
the eNetwork™ environment available from International
of the application from the on-demand server. Such requests
Business Machines Corporation (IBM). An on-demand
may be made utilizing conventional Hyper-Text Transfer
server which may be modified according to the present
Protocol (HTTP) communications or other suitable protoinvention is described in U.S. patent application Ser. No.
09/211,528 which is incorporated herein by reference in its 20 cols.
entirety. However, while the present invention may be
At block 52, the application launcher applet is distributed
implemented in this environment, it is also suitable for use
by server 22 to specified supported clients 24, 24'. Various
with other client/server and network management environlevels of access control may be provided for each applicaments.
tion program according to the present invention. For
Operations of the present invention will now be described 25 example, the application launcher applet may be distributed
to each supported client of server 22. Similarly, all users may
with respect to the flowcharts of FIGS. 2 through 5. It will
be considered authorized users for any particular application
be understood that each block of the flowchart illustrations,
or a subset of the user known to server 22 may be designated
and combinations of blocks in the flowchart illustrations,
as authorized users for a particular application program.
can be implemented by computer program instructions.
These program instructions may be provided to a processor 30 Accordingly, access to an application program may be
limited to only specific users regardless of hardware location
to produce a machine, such that the instructions which
on which the application launcher is initiated. Optionally,
execute on the processor create means for implementing the
access may also be limited to only specific hardware locafunctions specified in the flowchart block or blocks. The
tions regardless of user.
computer program instructions may be executed by a processor to cause a series of operational steps to be performed 35
Furthermore, it is to be understood that the application
by the processor to produce a computer implemented prolauncher may be distributed when the user desktop is
cess such that the instructions which execute on the procesinitiated and may only contain code required to obtain the
sor provide steps for implementing the functions specified in
application program's executable code and the appropriate
code to obtain preferences (such as a URL for the application
the flowchart block or blocks.
40
program and an associated icon for display) from the server
Accordingly, blocks of the flowchart illustrations support
on-demand (i.e., when execution is requested by a user). The
combinations of means for performing the specified
application launcher program is then fully distributed to the
functions, combinations of steps for performing the speciclient when execution of the application program is
fied functions and program instruction means for performing
the specified functions. It will also be understood that each 45 requested by the user. This minimizes the memory required
at clients 24, 24', 26, 26'. Alternatively, the application
block of the flowchart illustrations, and combinations of
launcher may contain all the executable code before execublocks in the flowchart illustrations, can be implemented by
tion is requested.
special purpose hardware-based systems which perform the
specified functions or steps, or combinations of special
At block 54, the configuration manager applet is distrib50 uted to one of the supported client stations 24, 24'.
purpose hardware and computer instructions.
Alternatively, the configuration manager applet may be
Referring now to the flowchart of FIG. 2, operations for
installed only locally at server 22 in which case an admindistribution of a application program having configurable
istrator may only access the configuration manager to update
preferences and implementing management of configurable
preferences from the user interface of server 22.
application programs on a network according to an embodiment of the present invention will now be described. At 55
At block 56, a user set of the plurality of configurable
preferences is obtained which is associated with one of the
block 50, an application program having a plurality of
plurality of authorized users of the application program. In
configurable preferences and a plurality of authorized users
is installed on server 22 coupled to network 10". This may
particular, preferences are obtained which are associated
with the user executing the application launcher applet at
be accomplished, for example, by placing the application
program compact disc (CD) in a compact disc read only 60 one of the client stations 24, 24'.
memory (CD ROM) drive coupled to on-demand server 22.
An administrator set of a plurality of configurable prefAlternatively, as is described in U.S. patent application Ser.
erences for the application program is obtained from an
No. 09/211,528 with reference to FIGS. 5-7, the application
administrator at block 58. The administrator is typically an
program may be provided to on-demand server 22 from a
authorized user who is designated by on-demand server 22
central location such as Tivoli™ server 20.
65 as being an administrator authorized user. The administrator
provides the administrator set of preferences by executing
The application program file packet installed at block 50
according to the present invention includes an application
the configuration manager applet at a client 24, 24' or
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directly at server 22. Control over setting of the adminison a storage device coupled to server 22. In addition, default
trator set of preferences may be provided by only authorizvalues for the various preferences may be obtained and
ing a designated administrator to execute the configuration
stored as the initial preference values at block 76 for user
preferences for all authorized users and for administrator
manager applet.
The designation of user versus administrator settable 5 only preference settings.
On-demand server 22 receives a request to initiate execupreferences may be established by the software designer
tion of the application program at block 78. The request
providing the configurable application program. This may
received by server 22 includes an identification of the user
be accomplished, for example, by only providing a user
interface to a limited number of preferences in the applicawho initiated the request. This allows server 22 to determine
tion launcher applet distributed as part of the application file 10 if the user is an authorized user for the application program
packet. An interface to obtain input of the remaining prefbefore providing an instance of the application program for
erences may only be provided in the configuration manager
execution. It is also used by server 22 to obtain the correct
user specified preferences and provide a stored set of user
applet. For example, a designer of a terminal emulator
application program may provide a preference setting for
and/or administrator preferences for the application program
available host computers as an administrator level setting 15 for a particular user.
while providing keyboard mapping, screen configuration
At block 80, server 22 determines if the user requesting
and destination host preference values as user settable.
execution of the application program is requesting execution
Furthermore, the configuration manager applet may include
for the first time or if a new set of user preferences is being
only a configuration screen allowing setting of preferences
provided by the user. If a requesting user is a new user, at
without including the user interface and code access allow- 20 block 82, the user's preferences for the application program
ing the administrator to run the application program itself. In
are obtained from the user and stored on a storage device
other words, an administrator would need to initiate execucoupled to server 22. As will be described further with
tion of the application launcher applet in order to obtain
reference to FIG. 4, the preferences are provided by the user
access to the terminal emulator and would use the configuexecuting the application launcher program at a client staration manager applet only to set administrator preferences. 25 tion. If new user preference settings are not required, stored
The application launcher is able to read all preferences
user preference values associated with the authorized user as
needed for execution of an instance of the application
well as stored administrator and, when necessary, default
program although, typically, only some of the preferences
values are obtained from memory as indicated at block 84.
will be user configurable.
The application program is then executed at block 86
30
Under certain circumstances, preference values required
using the retrieved user set and administrator set of configto execute the application program itself may not be propurable preferences. Accordingly, regardless of what client
erly provided by either the user or the administrator.
station 24, 24' an authorized user initiates the application
Accordingly, as illustrated at block 60 of the embodiment of
launcher program through, the application will execute
FIG. 2, server 22 determines if any default values are
using
an individual user's own preferences, thereby providrequired for any of the preferences. If default values are 35 ing a substantially uniform interface to a user across a
required, they are obtained at block 62. The default values
variety of hardware locations. Furthermore, while the
may be obtained from a storage device coupled to server 22.
description herein has been directed to operations with
Various approaches may be utilized for specifying default
respect to a single server 22, it is to be understood that the
values. For example, an application vendor may ship a file
present invention may also be provided utilizing a storage
40
with the application program that specifies the default valdevice that is shared between a plurality of servers 22, 22' or
ues. Alternatively, an administrator could store preferences
by separate but synchronized databases of preferences valat the all user group level providing default values for all
ues at each of the two servers, thereby allowing an indiusers and/or groups. In another embodiment, the application
vidual authorized user to obtain execution of an application
itself may contain default values coded into the application
program using their own preferences at any of workstations
allowing the application itself to provide default values if no 45 24, 24', 26, 26'.
stored default values are available.
Referring now to FIG. 4, operations according to an
If no additional application programs are to be distributed
embodiment of the present invention will be described from
as determined at block 64, software distribution is complete.
the perspective of the application launcher program executIf it is desired to distribute additional application programs, 50 ing in a client station 24, 24'. At block 90, client 24 receives
operations return to block 50 and continue as described
the application launcher program which performs the main
above.
end-user function of the application program and further
provides an interface allowing the end-user to configure a set
Referring now to FIG. 3, operations for blocks 50-58 of
FIG. 2 and further for initiation of execution of the appliof preferences. The client 24 displays an icon associated
cation program will be described from the perspective of 55 with the application program on a screen of the client station
as illustrated at block 92. For the JAVATM based embodiment
on-demand server 22 for an embodiment of the present
invention. At block 70, on-demand server 22 receives the
of the present invention described herein, a browser interface is used between on-demand server 22 and client 24. The
application program file packet as described previously. At
block 72, on-demand server 22 identifies which clients 24,
display icon is displayed through the browser's graphic user
24' are to receive the application launcher program and the 60 interface representing the users' desktop and allowing an
authorized user to execute an application program by selectconfiguration manager program. On-demand server 22 further determines which users are authorized to access the
ing the displayed icon of the application launcher program,
application program at block 72. At block 74, server 22
typically through use of a mouse.
distributes the application launcher and the configuration
With the browser program executing on the client 24, the
manager.
65 client awaits selection of an icon as illustrated at block 94.
The administrator set of preferences for the application
Once a user selects the application launcher icon at block 94,
program is obtained by server 22 at block 76 and is stored
a user identifier is obtained by client 24 as illustrated at
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block 96. (This identifier may be obtained at the start of a
tion. The appropriate configurable user preference informasession and stored for later use or requested each time an
tion for the selected application program may then be
application launcher program icon is selected.) In the client/
obtained from the server system 22 by execution of the
server application environment of the illustrated embodirelated portion of the downloaded code for use in executing
ment of the present invention, client 24 then requests ini- 5 the instance of the application program at the clients 24, 24',
26, 26'. Accordingly, it is to be understood that the prefertiation of execution on server 22 with a request including the
user identifier to allow server 22 to determine both user
ence information is obtained by the application launcher
preferences and confirm the authorized status of the user.
which further includes the application program itself for
execution at the client. As with the initial split in downloadAt block 98, client 24 determines if user preferences have
been requested by on-demand server 22 (or the user has 10 ing code, the code for obtaining preference information may
be separately downloaded before the code for the application
requested new preferences). If user preferences are
program itself.
requested, the application launcher program obtains the
preferences from the user and provides them to server 22 at
Accordingly, as used herein, it is to be understood that the
block 100. The client/server application program is then run
term "application program" generally refers to the code
as illustrated at block 102 using the user preferences and the 15 associated with the underlying program functions, for
example, Lotus Notes or a terminal emulator program.
administrative preferences (or default preferences). It is to
However, it is to be understood that the application program
be understood that a user may update his preferences at
will preferably be included as part of the application
blocks 96 and 98 regardless of whether preferences have
previously been provided for the application program by the
launcher which will further include the code associated with
user. Accordingly, users may update their preference values 20 managing usage of configurable application programs on a
at any point and the new preference values will, in turn, be
network according to the teachings of the present invention.
stored for future use by on-demand server 22.
Further it is to be understood that, as used herein, the term
"application launcher program" may refer to the entire
While the description above was generally provided for a
program provided by a software vendor or to merely a
particular sequence and distribution of operations between a
server and a client, it is to be understood that functions may 25 portion thereof distributed to a client to perform particular
operations. For example, the application launcher program
be divided differently and at different times according to the
distributed to initially populate the user desktop preferably
teachings of the present invention. Alternative preferred
does not include the code associated with the underlying
embodiments are described in U.S. patent application Ser.
application program and obtaining preferences which may
No. 09/211,528 which has been incorporated herein by
reference in its entirety. One of these alternatives will now 30 only be distributed to the client later when execution of the
application program is requested. The application launcher
be generally described again herein.
program distributed to populate the user desktop may only
In one embodiment, the application launchers for indiinclude a URL and an associated ICON and, possibly, code
vidual application programs are distributed when a user
to allow obtaining of user identification and password infordesktop is initiated (populated) and may only contain code
required to obtain user preferences and/or license inform a- 35 mation. Memory usage on the client stations may thereby be
limited.
tion and the application program's executable code from the
One further aspect of a managed application environment
server on-demand (i.e., when execution is requested by a
according to the present invention is the ability to provide
user). This minimizes the memory required at clients 24, 24',
for license use management. License use management
26, 26'. Alternatively, the application launcher may contain,
at the client, all the executable code comprising the appli- 40 involves controlling how many users can use a particular
application. License use, according to the present invention,
cation program itself before execution is requested. As the
is managed by setting certain policies, such as the limit of
application program supported by server system 22 may be
the number of users, whether crossing the limit of users is
executable via a variety of users concurrently, server system
allowed or not and how users are counted (simultaneous
22 provides an instance of the selected one of the plurality
of application programs to populate the application launcher 45 number logged on, total number of clients that can use the
application, and so on). For many applications, the license
to clients 24, 24', 26, 26' for execution responsive to a
use policy is initially defined by the software designer for the
selection of the application program from the user.
application that may or may not allow these policies to be
Alternatively, while it is not a preferred approach, the
modified by a purchaser.
application program code itself may be included in the
application launcher at the time the user desktop interface is 50
Pursuant to the teachings of the present invention, server
system 22 stores license use management policy information
populated allowing an instance of the application program to
be executed with less communication traffic between the
in a hierarchal centralized preference database 208. This
network and the server associated with the request to initiate
provides flexibility in management of licenses. For example,
an instance of the application program.
the application being managed may retrieve its license use
The application launcher program, as described above, is 55 policy based on the user that is requesting initiation of an
instance of the application. Furthermore, as a separate
distributed for each authorized application program to the
configuration framework is provided for an administrator,
clients 24, 24', 26, 26' at the time of establishment of the user
the administrator may configure any non-default policies
desktop interface without including all of the executable
that are allowed to be configured by the software designer.
code of each application as part of the application launchers
at the time of distribution. The application launcher applet 60 The software designer further may establish default policies
and define which policies, if any, can be changed by the
then detects selection by the user of the application proadministrator and/or an end user.
gram's associated icon from the user desktop interface at
clients 24, 24', 26, 26' and requests an instance of the
As with the control of the user preferences described
selected one of the plurality of application programs assoherein, a software designer for an application supported by
ciated with the icon from server system 22. The application 65 managed application server system 22 provides two separate
launcher program then populates clients 24, 24', 26, 26' with
programs for each application. The first is the application
itself provided as an application launcher applet. The applithe instance of the selected application program for execu-
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cation launcher is configured to read a set of license policies,
of users to insure, for example, adequate response time, for
for example, by using the preference Application Program
measuring and reacting to usage rates (such as by rebalancInterface (API) for the user that is requesting initiation of an
ing server capacity) and so on. In addition, a software
designer may provide an application allowing administrators
instance of the application. The application launcher may
then initiate appropriate calls to register the kind of license 5 to change license use policies depending upon the requesting
specified by the policy with server system 22 for centralized
user. For example, users associated with the headquarters
operations or network management department could be
storage and management. Each time an instance of an
made exempt from license count limits while everyone else
application is initiated by a user request to the system server
is subject to license count limits. Accordingly, license policy
22, license information is provided to the application as will
be described further with reference to FIG. 5. As described 10 management may be provided by a centralized server system
22 of the present invention in a manner analogous to that
previously, if any end-user customizable license policy
previously described for user preferences.
information is authorized, the application launcher applet
As was described above with respect to FIGS. 2-5, the
would further support a user interface for obtaining this
configurable application program aspects of the present
information as described previously with respect to various
user configurable preferences. Typically, no such interface 15 invention support separate user preferences for a plurality of
users and license policy management. Accordingly, operafor end users will be required for a license use management
tions as described may be repeated for additional users to
and no user interface will be provided to modify a license
obtain
additional user sets of preferences which may be
policy. Instead, license information will be provided as read
saved by on-demand server 22 for execution of the applionly information to the end user application launcher.
cation program for the various users with their personalized
The second program provided by the application writer 20 information. The application launcher distributed to the
provides the configuration management application for use
various client hardware locations provides the appropriate
by an administrator as discussed previously. This application
interface for not only execution of the application program
may allow the administrator to customize for the specific
itself, but for the user preference selection input. User
application the policy information for the global default,
preferences obtained through the application launcher prospecific users or specific groups. The software designer may 25 gram at any individual client station may then be made
limit which license policy parameters may be changed by
available by on-demand server 22 to that user regardless of
the administrator by the appropriate formatting of the conthe particular client station at which the particular user is
figuration management application. Preferably, the software
working. Furthermore, while the descriptions above were
primarily limited to the example of a single application
designer also provides and ships with the application the
default policies. The default policies may be configured to 30 program, it is to be understood that the methods and systems
of the present invention will typically be utilized to support
be overwritten depending upon whether the software
a plurality of different applications which are distributed and
designer has provided for either administrator or user overmade available for use on computer network system 10.
rides to licensed policy.
Preferably, individual software developers will provide
Referring now to FIG. 5, operations utilizing centralized
appropriate application launcher program and configuration
licensed management according to the present invention will 35
management programs with a specification of user and
now be further described. The server system 22 receives a
administrator settable preference sets suitable for use
license request prior to initiating execution of an instance of
according to the methods and systems of the present inventhe application responsive to a user request (block 186). The
tion.
default license management policies are initially established
As will be appreciated by those of skill in this art, the
responsive to a received request using default values which 40 above-described aspects of the present invention in the
would typically be provided by the software designer with
figures may be provided by hardware, software, or a comthe application (block 188). If any administrator settable
bination of the above. Various components of the application
policies are supported and available, the administrator overmanagement system of the present invention may, in
rides are applied to the default license policy (block 190).
practice, be implemented by a microcontroller including
Finally, if any user settable license policies are enabled for 45 input and output ports and running software code, by custom
a particular application, the user license policy preferences
or hybrid integrated circuits, by discrete components or by
are used to override the default values (block 192). The
a combination of the above. Similarly, various of the
customized license policies determinations are then returned
operations, may be implemented as software programs, such
as JAVATM applets, executing on a workstation, such as
back to the initiated instance of the application.
Accordingly, the license management aspects of the 50 servers 22, 22' or clients 24, 24', 26, 26". More generally, as
described above, operations according to the present invenpresent invention provide flexibility both to software designtion may be realized in the hardware of existing on-demand
ers writing applications and to administrators to change
servers 22, 22' which, when so configured, provide an
policies but are not otherwise readily modified without
application management system for a network according to
rewriting the application. For example, a software designer
could provide applications for sale at different prices based 55 the present invention.
on fixed unchangeable license counts as contrasted with
In the drawings and specification, there have been disdifferent pricing for versions of the application allowing
closed typical preferred embodiments of the invention and,
customer modifiable policy and/or license count configuraalthough specific terms are employed, they are used in a
tion. Different default sets could be provided for copies of
generic and descriptive sense only and not for purposes of
the same application sold to original equipment manufac- 60 limitation, the scope of the invention being set forth in the
turers who could then set their own policies and license
following claims.
counts.
That which is claimed:
1. A method for management of configurable application
In addition to centralized establishment of license manprograms on a network comprising the steps of:
agement policies, the license management aspects of the
installing an application program having a plurality of
present invention further provide for tracking and/or moni- 65
taring license usage (block 194). Licenses may be counted
configurable preferences and a plurality of authorized
and managed by administrators for different users or groups
users on a server coupled to the network;
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distributing an application launcher program associated
of configurable preferences responsive to a request
with the application program to a client coupled to the
from the second one of the plurality of authorized users.
12. A method according to claim 11 wherein the step of
network;
installing an application program is followed by the step of
obtaining a user set of the plurality of configurable
preferences associated with one of the plurality of 5 distributing the application launcher program associated
with the application program to a second client coupled to
authorized users executing the application launcher
the network and wherein the step of obtaining a second user
program;
set comprises the step of obtaining a second user set of the
obtaining an administrator set of the plurality of configurable preferences from an administrator; and
plurality of configurable preferences from a second one of
executing the application program using the obtained user 10 the plurality of authorized users executing the application
launcher program on the second client.
set and the obtained administrator set of the plurality of
configurable preferences responsive to a request from
13. A method according to claim 1 wherein the step of
installing an application program is followed by the step of
the one of the plurality of authorized users.
2. A method according to claim 1 wherein the step of
distributing the application launcher program associated
obtaining an administrator set is preceded by the step of 15 with the application program to a second client coupled to
distributing a configuration manager program associated
the network and wherein the obtaining a user set step
with the application program to a second client coupled to
comprises the step of obtaining the user set of the plurality
of configurable preferences from one of the plurality of
the network and wherein the step of obtaining an adminisauthorized users executing the application launcher program
trator set comprises the step of obtaining an administrator set
of the plurality of configurable preferences from an admin- 20 on the second client.
istrator executing the configuration manager program.
14. A method according to claim 1 further comprising the
3. A method according to claim 2 wherein one of the
steps of:
plurality of authorized users is an administrator authorized
installing a second application program having a second
to execute the configuration manager program.
plurality of configurable preferences and a second
4. A method according to claim 2 wherein the step of 25
plurality of authorized users on the server;
executing the application program comprises the step of
distributing a second application launcher program assoexecuting the application program using the obtained user
ciated with the second application program to the client
set and the administrator set of the plurality of configurable
coupled to the network;
preferences responsive to a request from the one of the
obtaining a second user set of the second plurality of
plurality of authorized users through the application 30
configurable preferences from one of the second plulauncher program.
rality of authorized users executing the second appli5. A method according to claim 4 wherein the distributing
cation launcher program;
an application launcher program step includes the step of
obtaining a second administrator set of the second pludisplaying an icon associated with the application program
rality of configurable preferences from the administraon a screen of the client and wherein the one of the plurality 35
tor; and
of authorized users executes the application launcher proexecuting the second application program using the
gram by selecting the displayed icon.
obtained second user set and the second administrator
6. A method according to claim 1 wherein the step of
set of the second plurality of configurable preferences
executing is preceded by the step of storing the obtained user
responsive to a request from the one of the second
set and the obtained administrator set on a storage device 40
plurality of authorized users.
coupled to the server and wherein the initiating execution
15. A method for management of configurable application
step includes the step of retrieving the stored user set and the
programs on a network comprising the steps of:
stored administrator set from the storage device.
receiving an application launcher program associated
7. A method according to claim 1 wherein the executing
with an application program having a plurality of
step includes the step of determining if a user requesting 45
configurable preferences from a server;
execution of the application program is one of the plurality
providing a user set of the plurality of configurable
of authorized users.
preferences from one of the plurality of authorized
8. A method according to claim 1 wherein the initiating
users executing the application launcher program to the
execution step includes the step of obtaining default prefserver; and
erence values for any of the plurality of configurable pref- 50
requesting that the server provide an instance of the
erences which are not specified by the user set or the
application program and a stored user set and an
administrator set.
administrator set of the plurality of configurable pref9. A method according to claim 1 wherein the default
erences for use in executing the application program
preference values are stored on a storage device coupled to
responsive to a request from the one of the plurality of
the server.
55
authorized users.
10. A method according to claim 1 wherein one of the
16. An application management system for a network
plurality of authorized users is an administrator and is
including a server and a client,
authorized to define the administrator set of the plurality of
the server comprising:
configurable preferences.
11. A method according to claim 1 further comprising the 60
means for installing an application program having a
following steps:
plurality of configurable preferences and a plurality of
authorized users on the server;
obtaining a second user set of the plurality of configurable
means for distributing an application launcher program
preferences from a second one of the plurality of
authorized users executing the application launcher
associated with the application program to the client;
program; and
65
means for obtaining a user set of the plurality of configurable preferences from one of the plurality of authoexecuting the application program using the obtained
rized users executing the application launcher program;
second user set and the administrator set of the plurality
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means for obtaining an administrator set of the plurality of
administer set on a storage device coupled to the server and
wherein the means for initiating execution includes means
configurable preferences from an administrator; and
for retrieving the stored user set and the stored administrator
means for providing an instance of the application proset from the storage device.
gram and a stored user set and the administrator set of
23. An apparatus according to claim 17 wherein the means
the plurality of configurable preferences for use in 5
for executing includes means for determining if a user
executing the application program responsive to a
requesting execution of the application program is one of the
request from the one of the plurality of authorized
plurality of authorized users.
users; and
24. An apparatus according to claim 17 wherein the means
the client comprising:
for initiating execution includes means for obtaining default
means for receiving an application launcher program 10 preference values for any of the plurality of configurable
associated with the application program from the
preferences which are not specified by the user set or the
server;
administrator set.
25. An apparatus according to claim 17 wherein the
means for providing to the server a user set of the plurality
default preference values are stored on a storage device
of configurable preferences from one of the plurality of
authorized users executing the application launcher 15 coupled to the server.
26. An apparatus according to claim 17 wherein one of the
program; and
plurality of authorized users is an administrator and is
means for requesting that the server initiate execution of
authorized to define the administrator set of the plurality of
the application program using the obtained user set and
configurable preferences.
the administrator set of the plurality of configurable
20
27. An apparatus according to claim 17 further comprispreferences responsive to a request from the one of the
ing:
plurality of authorized users.
means for obtaining a second user set of the plurality of
17. An application management system for a network
configurable preferences from a second one of the
comprising:
plurality of authorized users executing the application
means for installing an application program having a 25
launcher program; and
plurality of configurable preferences and a plurality of
means for executing the application program using the
authorized users on a server coupled to the network;
obtained second user set and the administrator set of the
means for distributing an application launcher program
plurality of configurable preferences responsive to a
associated with the application program to a client
request from the second one of the plurality of authocoupled to the network;
30
rized users.
means for obtaining a user set of the plurality of config28. An apparatus according to claim 27 further comprisurable preferences from one of the plurality of authoing means for distributing the application launcher program
rized users executing the application launcher program;
associated with the application program to a second client
means for obtaining an administrator set of the plurality of
coupled
to the network and wherein the means for obtaining
configurable preferences from an administrator; and
35
a second user set comprises means for obtaining a second
means for providing an instance of the application prouser set of the plurality of configurable preferences from a
gram and a stored user set and the administrator set of
second one of the plurality of authorized users executing the
the plurality of configurable preferences for use in
application launcher program on the second client.
executing the application program responsive to a
29. An apparatus according to claim 17 further comprisrequest from the one of the plurality of authorized 40
ing means for distributing the application launcher program
users.
associated with the application program to a second client
18. An apparatus according to claim 17 further compriscoupled to the network and wherein the means for obtaining
ing means for of distributing a configuration manager proa user set comprises means for obtaining the user set of the
gram associated with the application program to a second
plurality of configurable preferences from one of the pluclient coupled to the network and wherein the means for 45
rality of authorized users executing the application launcher
obtaining an administrator set comprises means for obtainprogram on the second client.
ing an administrator set of the plurality of configurable
30. An apparatus according to claim 17 further comprispreferences from an administrator executing the configuraing:
tion manager program.
means for installing a second application program having
19. An apparatus according to claim 18 wherein one of the 50
a second plurality of configurable preferences and a
plurality of authorized users is an administrator authorized
second plurality of authorized users on the server;
to execute the configuration manager program.
means for distributing a second application launcher
20. An apparatus according to claim 18 wherein the means
program associated with the second application profor executing the application program comprises means for
gram to the client coupled to the network;
executing the application program using the obtained user 55
means for obtaining a second user set of the second
set and the administrator set of the plurality of configurable
plurality of configurable preferences from one of the
preferences responsive to a request from the one of the
second plurality of authorized users executing the secplurality of authorized users through the application
ond application launcher program;
launcher program.
means for obtaining a second administrator set of the
21. An apparatus according to claim 20 wherein the means 60
second plurality of configurable preferences from the
for distributing an application launcher program includes
administrator; and
means for displaying an icon associated with the application
program on a screen of the client and wherein the one of the
means for executing the second application program using
the obtained second user set and the second adminisplurality of authorized users executes the application
65
launcher program by selecting the displayed icon.
trator set of the second plurality of configurable pref22. An apparatus according to claim 17 further compriserences responsive to a request from the one of the
ing means for storing the obtained user set and the obtained
second plurality of authorized users.
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distributing an application launcher program includes comcomprising:
puter readable program code means for displaying an icon
associated with the application program on a screen of the
means for receiving an application launcher program
client and wherein the one of the plurality of authorized
associated with an application program having a plurality of configurable preferences from a server coupled 5 users executes the application launcher program by selecting
the displayed icon.
to the network;
37. A computer program product according to claim 32
means for providing a user set of the plurality of configfurther comprising computer readable program code means
urable preferences from one of a plurality of authorized
for storing the obtained user set and the obtained adminisusers executing the application launcher program to the
10 trator set on a storage device coupled to the server and
server; and
wherein the computer readable program code means for
means for requesting that the server provide and instance
initiating execution includes computer readable program
of the application program and a stored user set and an
code means for retrieving the stored user set and the stored
administrator set of the plurality of configurable prefadministrator set from the storage device.
erences for use in executing the application program
38. A computer program product according to claim 32
responsive to a request from the one of the plurality of 15
wherein the computer readable program code means for
authorized users.
executing includes computer readable program code means
32. A computer program product for application managefor determining if a user requesting execution of the appliment for a network, the computer program product comcation program is one of the plurality of authorized users.
prising:
39. A computer program product according to claim 32
a computer readable storage medium having computer20 wherein the computer readable program code means for
readable program code means embodied in said
initiating execution includes computer readable program
medium, said computer-readable program code means
code means for obtaining default preference values for any
comprising:
of the plurality of configurable preferences which are not
computer readable program code means for installing an
specified by the user set or the administrator set.
application program having a plurality of configurable 25
40. A computer program product according to claim 32
preferences and a plurality of authorized users on a
wherein the default preference values are stored on a storage
server coupled to the network;
device coupled to the server.
computer readable program code means for distributing
41. A computer program product according to claim 32
wherein one of the plurality of authorized users is an
an application launcher program associated with the
application program to a client coupled to the network; 30 administrator and is authorized to define the administrator
set of the plurality of configurable preferences.
computer readable program code means for obtaining a
42. A computer program product according to claim 32
user set of the plurality of configurable preferences
further comprising:
from one of the plurality of authorized users executing
the application launcher program;
computer readable program code means for obtaining a
second user set of the plurality of configurable prefercomputer readable program code means for obtaining an 35
ences from a second one of the plurality of authorized
administrator set of the plurality of configurable prefusers executing the application launcher program; and
erences from an administrator; and
computer readable program code means for executing the
computer readable program code means for providing an
application program using the obtained second user set
instance of the application program using a stored user
and the administrator set of the plurality of configurable
set and the administrator set of the plurality of config- 40
preferences responsive to a request from the second one
urable preferences for use in executing the application
of the plurality of authorized users.
program responsive to a request from the one of the
43. A computer program product according to claim 42
plurality of authorized users.
further comprising computer readable program code means
33. A computer program product according to claim 32
further comprising computer readable program code means 45 for distributing the application launcher program associated
with the application program to a second client coupled to
for of distributing a configuration manager program associthe network and wherein the computer readable program
ated with the application program to a second client coupled
code means for obtaining a second user set comprises
to the network and wherein the computer readable program
computer readable program code means for obtaining a
code means for obtaining an administrator set comprises
computer readable program code means for obtaining an 50 second user set of the plurality of configurable preferences
from a second one of the plurality of authorized users
administrator set of the plurality of configurable preferences
executing the application launcher program on the second
from an administrator executing the configuration manager
client.
program.
44. A computer program product according to claim 32
34. A computer program product according to claim 33
wherein one of the plurality of authorized users is an 55 further comprising computer readable program code means
for distributing the application launcher program associated
administrator authorized to execute the configuration manwith the application program to a second client coupled to
ager program.
the network and wherein the computer readable program
35. A computer program product according to claim 33
code means for obtaining a user set comprises computer
wherein the computer readable program code means for
executing the application program comprises computer 60 readable program code means for obtaining the user set of
the plurality of configurable preferences from one of the
readable program code means for executing the application
plurality of authorized users executing the application
program using the obtained user set and the administrator set
launcher program on the second client.
of the plurality of configurable preferences responsive to a
45. A computer program product according to claim 32
request from the one of the plurality of authorized users
65 further comprising:
through the application launcher program.
computer readable program code means for installing a
36. A computer program product according to claim 35
wherein the computer readable program code means for
second application program having a second plurality
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of configurable preferences and a second plurality of
authorized users on the server;
computer readable program code means for distributing a
second application launcher program associated with
the second application program to the client coupled to 5
the network;
computer readable program code means for obtaining a
second user set of the second plurality of configurable
preferences from one of the second plurality of authorized users executing the second application launcher 10
program;
computer readable program code means for obtaining a
second administrator set of the second plurality of
configurable preferences from the administrator; and 15
computer readable program code means for executing the
second application program using the obtained second
user set and the second administrator set of the second
plurality of configurable preferences responsive to a
request from the one of the second plurality of autho- 20
rized users.
46. A computer program product for application management for a network, the computer program product comprising:

22
a computer readable storage medium having computerreadable program code means embodied in said
medium, said computer-readable program code means
comprising:
computer readable program code means for receiving an
application launcher program associated with an application program having a plurality of configurable preferences from a server coupled to the network;
computer readable program code means for providing a
user set of the plurality of configurable preferences
from one of a plurality of authorized users executing
the application launcher program to the server; and
computer readable program code means for requesting
that the server provide an instance of the application
program and a stored user set and an administrator set
of the plurality of configurable preferences for use in
executing the application program responsive to a
request from the one of the plurality of authorized
users.

* * * * *

