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(57) ABSTRACT 

An electronic bill presentation and payment (EBPP) system 
that is able to obtain bills for its customers from scrape­
enabled biller Web sites. The EBPP system has an interface 
which permits a customer to specify that the customer 
wishes the EBPP system to retrieve a customer's bills from 
a biller Web site at which the customer may access them. 
The customer provides his or her access information for the 
biller Web site to the EBPP system, which then uses a 
software agent to make scheduled scrapes of the biller Web 
site to obtain the customer's bill. The software agent scrapes 
not only bill summary information such as the account 
number, the statement date, the bill amount, the payment due 
date, the minimum amount and/or total amount due from the 
biller Web site, but also scrapes display information for the 
bill. The display information is the HTML that the biller 
Web site itself uses to display the bill. The agent cleans the 
HTML so that it can be displayed in the enviroument 
provided by the EBPP system. Both the bill summary 
information and the display information are incorporated 
into databases maintained by the EBPP system, which treats 
bills obtained from scrape-enabled Web sites in the same 
fashion as bills obtained from other sources. 
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FIG7A 

Statement 

Name: 705JOHN R DOE Minimum Amount Due: 

Account Number: 709 XXXX- XXXX- XXXX- XXXX Payment Due Date•: 

StatemenUClosing Date: 713 09/2012001 

707 $20.00 

71110110/2001 

*Payment must be received by I :OOpm local time on I 0/10/200 I 

$10,500 $9,886 $5,300 $5,300 $613.57 

$0.00 $0.00 $20.00 $10.00 

08/30 08/30 LJRZM4XQ EDDIE BAUER 0433 NEW YORK NY -29.39 

09/07 09/07 79ZSXP30 LORD&T AYLOR BANDOLINO LAURENCEVILLE NJ -59.00 

08/22 08/22 BMB*YZT6 WILLIAMS-SONOMA M/0 800-5411262 CA 98.06 

08/24 OR/24 J9KSY6KJ VICTORIAS SECROOOI1007 NEW YORK NY 142.00 

08/29 08/29 Ll9MMWD3 MERCURY BAR NEW YORK NY 39.00 

08/30 08/30 J58SY6KJ VICTORIAS SECR00011007 NEW YORK NY 90.50 

09/04 09/04 BFCL I FOO n;o4 NY PENN STATION NEW YORK NY 171.00 

09109 09/09 KTTZ266S TOTO DRY CLEANERS EDISON NJ 46.80 

09/10 09/10 DK03Ll44 PHILLIPS CLUB NEW YORK NY 94.60 

09/12 09/12 CLOISTJO MTA VENDING MACHINE SA 212-METROCARD NY 
-- } entry 
20.00 719 

721 723 725 727 729 

*Transaction details arc available by clicking on the dollar amount for the transaction. 
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message 
731 

summary~ 
733 

FIG. 78 

.IQ1 

Sign up for AllzElectronic today. 

732 You'll get your statement online and pay your bill 
electronically, too. No more paper statements ... or checks. 
We'll notify you by email when your statement is ready 
each month. 

PURCHASES $324.03 $701.96 $412.42 $0.00 

ADVANCES $0.00 $0.00 $0.00 $0.00 

TOTAL $324.03 $701.96 $412.42 $0.00 

741 743 745 747 

$613.57 735 

$0.00 737 

$613.57 739 
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FIG. 8 

Name: 

Account Number: 

StatemenUCiosing Date: 

Your Citibank Card Services Statement 

John R Doe Minimum Amount Due: 

XXXX· XXXX· XXXX· XXXX Payment Due Date": 

09/20/2001 

$20.00 

10/10/2001 

*Payment must be received by 1:00pm local time on 10/10/2001 

;_;:, 
2~~· '. 

$10,500 

$0.00 

09/11 09/11 R4394726 
08/30 08/30 LJRZM4XQ 
09/07 09/07 79ZSXP30 
08/22 08/22 BMB"YZT6 
08/24 08/24 J9KSY6KJ 
08/29 08/29 l19MMWD3 
08/30 08/30 J58SY6KJ 
09/04 09/04 BFCL1 FOO 
09/09 09/09 KTIZ266S 
09/10 09/10 DK03L144 
09/12 09112 CL01ST30 

$9,886 $5,300 

$0.00 $20.00 

ELECTRONIC PAYMENT-THANK YOU 
EDDIE BAUER 0433 NEW YORK NY 
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<html> 
<head> 

<title>Cardmember Central Account Online - Statement Transactions 
</title> 

<link rel='stylesheet' href='/CB/styles/citi_iestyle.css• type='teKt/ces'> 

--------<SCRIPT Language=Javascript> 
function popUp(pPage,winOpts) 
{ 

if (popupwin!=null) { popUpWin.close(); 
var options = 

'resizable=no,scrollbars=yes,menubar=no,toolbar=no' + winOpts; 
var popUpWin = window.open(pPage, 'popWin',options); 
popUpWin.focus(); 

</SCRIPT> 
</head> 
<body bgcolor=#ffffff marginheight=O marginwidth=O topmargin=O leftmargin=O> 

<div id- 11 rnaincontentS 11 > 

<table width=770 cellspacing=O cellpadding=O border=O> 

905 <tr> 
" ~td valign=top align=left width=23><img 
s~="/scrapedu/20010921/32/Shared_files/-1288661497arr_sec.gif" width=23 
height=19 border=O></td> 

<td valign=top align=left> 
<!---------main contents -----------> 

<span class=pageheading>Statement</span><br:.<br> 

<html> 
<head> 

<title>Cardmember Central Account Online - Statement Transactions</title> 
<link ~·stylesheet' href='citi_iestyle.css' type='text/css'> 

909~ 

<SCRIPT Language=Javascript> 
function popUp(pPage,winOpts) 
{ 

if (popUpWin!=null) ( popUpWin.close(); 
var options = 'resizable=no,scrollbars=yes,menubar=no,toolbar=no' + 

winOpts; 
var popUpWin = window.open(pPage, 'popWin' ,options); 
popUpWin.focus(); 

</SCRIPT> 
</head> 
<BODY><div align=center> 
<h><FONT FACE="Arial" COLOR="DarkBlue" SIZE="4">Your Citibank Card Services 
Statement<br></FONT></b><hr> I 

911 

<di v id=',maincontents n > 

<table width=770 cellspacing=O cellpadding=O border=O> 

I 
913~r> 

<td valign=top align=left width=23></td> 

L <t~~~~=~=~==~pm:~~g~~!~!~~s -----------> 

<hr><hr> 
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<TD VALIGN=TOP ALIGN=LEFT> 
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&TRANSACTION_AMOUNT= 
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&FOREIGN_CURRENCY= 
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&MERCHANT_ DESCRIPTION= 
MTA+VENDING+MACHINE+SA+212-METROCARD+NY+ 
&SIC_DESCRIPTION= 
LOCAL%2FSUBURBAN+COMMUTER+PASSENGER+TRANS+ 
&STATEMENT_DATE= 
091r2F20%2F2001" 

<TR:> 

ONMOUSEOVER=" window. status=' see about this transaction' ; 
return true 11 

ONMOUSEOUT="window. status=' '; 
return true'' 

TARGET= 11 DBTAIL1t> 

</A> 
</TD> 

</TR> 

20.00 

<TD VALIGN=TOP ALIGN=LEFT> 
09/12 

</TD> 
<TD VALIGN=TOP ALIGN=LEFT> 

09/12 
</TD> 
<TD VALIGN=TOP ALIGN=LEFT> 

CL01ST30 
</TD> 
<TD VALIGN=TOP ALIGN=LEFT> 

MTA VENDING MACHINE SA 212-METROCARD NY 
</TD> 
<TD VALIGN=TOP ALIGN=RIGHT> 

</TD> 
</TR> 
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ELECTRONIC BILL PRESENTMENT AND 
PAYMENT SYSTEM THAT OBTAINS USER 
BILL INFORMATION FROM BILLER WEB 

SITES 

2 
An assumption made in the original design of the Paytrust 

EBPP system was that many billers would change their 
billing procedures so that they could provide either elec­
tronic bills or paper bills. That has not happened as quickly 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 
The invention relates to electronic bill presentation and 

payment (EBPP) systems and more particularly to EBPP 
systems that aggregate items of bill data for a user from a 
number of different kinds of sources. The invention further 
relates to techniques for obtaining data from Web pages. 

5 as originally anticipated. On the other hand, many billers are 
now maintaining Web sites at which their customers can 
access their current statements. These Web sites provide the 
customer with "electronic bills", albeit in the form of 
information contained in HTML pages rather than in the 

2. Description of Related Art 

10 form used in the standard electronic bills for which the 
Paytrust system was originally designed. What was needed 
was a way of obtaining the HTML forms of the electronic 
bills from the billers' Web sites, extracting an image of the 
bill and the item of bill datafrom the HTML forms, and 

Electronic Bill Presentation and Payment Systems 
15 adding this information to the Paytrust system's bill data­

bases. 
Electronic bill presentation and payment systems are 

systems that automate bill paying for users of networked 
computers. An example of such a system is the Paytrust 
EBPP system, operated under the trademark Paytrust.com™ 20 
by Paytru$t, Inc., 101 Grover's Mill Rd., Lawrenceville, 
N.J. 08648. 

In the Paytrust EBPP system as it existed before the 
invention described in the present patent application was 
incorporated into it, a Paytrust customer directed his or her 25 

billers to send the customer's bills to Paytrust instead of to 
the customer. For most billers, this simply means mailing the 
bill to Paytrust instead of to the customer. When Paytrust 
receives a customer's bill in the mail, Paytrust scans the bill 
to obtain an image of the bill and applies optical character 30 

recognition (OCR) technology to the scanned bill to read an 
item of bill data from the image. An item of bill data will 
typically include the account number, the statement date, the 
bill amount, the payment due date, minimum amount due, 
and/or total amount due. The image and the item of bill data 35 

are then input to the Paytrust EBPP system, which adds the 
image and the item of bill data to a database of bills that is 
maintained by the Paytrust EBPP system. The bills in the 
database are locatable by the name of the customer who 
received the bill and the name of the biller who sent the bill. 40 

"Scraping" Data from HTML Pages 
The information which a user receives from a Web site is 

in the form of an HTML page. The user's Web browser 
interprets the HTML page to produce the display that 
appears on the user's display device. The HTML page is 
made up of a sequence of elements which may be nested. 
Each element has the form: 

<html_tag> element content <lhtml_tag> 
The tags determine how the browser displays the content 

of the element. The tags' meanings are defined in the HTML 
standard. As is apparent from the foregoing description of an 
HTML page, if one knows the location of an element in the 
HTML page, one can go to that location in the page and read 
the content of the element. What's more, a program can be 
written that will do the same thing. The technique of using 
a program to locate an element on an HTML page and read 
that element's content is termed screen scraping. Of course, 
the program that does the screen scraping is specific to the 
HTML page or pages from which the content is being read. 

One example of the use of screen scraping is Paytrust's 
SmartBalance feature. The feature provides Paytrust cus­
tomers with bank balances that take into account the bills 
that the customer has selected for payment. SmartBalance 
takes advantage of the fact that many financial institutions 
now have Web sites where their customers can securely 
access their account balances. The Paytrust interactive dis­
play that displays the lists of bills and payments includes a 

The database also includes information about the billers 
including the address to which payment is to be sent and 
information about the customers including the bank or other 
accounts from which the customer's bills are to be paid. 
Some billers are able to provide their bills to Paytrust 
electronically, either directly or via a biller service provider. 
The electronic bill includes an image of the bill and the item 
of bill data. With these bills, the steps of scanning the bill 
and using OCR to obtain the bill information are not 
necessary; instead the electronic bills are added directly to 
the database. 

45 button that takes the customer to a page of banks. The page 
includes a list of banks for which Paytrust has developed 
scraping programs to read the banks' account balance Web 
pages. The SmartBalance feature only works with these 
banks. When the Paytrust customer enters his or her user 

Paytrust customers interact with the Paytrust EBPP sys­
tem by means of the World Wide Web. The system maintains 

50 identification and clicks on a login button, the Paytrust 
system acts as a proxy for the Paytrust customer: it employs 
the customer's user identification to access the customer's 
account balance information at the financial institution's 

a Web site to which the customer has secure access. Using 
the secure access, the customer can request that Paytrust 55 

display a Web page that contains a list of the bills presently 
owed by the customer. The customer can use a pointing 
device to see the image of a bill on the list and to select a bill 
from the list for payment. When a bill has been selected, 
Paytrust pays the biller from the bank account specified by 60 

the customer. Other features of the Paytrust EBPP system 
include notification of the customer by email of the arrival 
of a bill, notification by email that an unpaid bill has come 
due, tracking of bill payment history, customer-specified 
reports based on the bill history, and the SmartBalance™ 65 

bank account balance feature, which will be explained in 
detail below. 

Web site, scrapes the HTML page on which the balance 
information occurs, and returns the scraped data to the 
Paytrust System. The scraped data includes the time and date 
at which the account balance on the Web site was last 
updated and the balance. Using this information, the Pay­
trust system then computes a current balance (the Smart­
Balance) by subtracting from the account balance the 
amounts of bills paid using Paytrust since the last time the 
account balance was updated. Finally, the Paytrust system 
displays the SmartBalance to the customer. 

Another use of screen scraping is aggregation of account 
balances for all of a user's accounts at a single site. Yodlee­
.com, Inc., of Surmyvale, Calif. is a provider of one such 
services, called My Yodlee. Techniques used in the My 
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an item of bill data in the EBPP system corresponding to the 
item of bill data obtained from the Web site, and in that case, 
not adding the obtained item of bill data to the EBPP system. 

Another aspect of the invention is providing biller bill 
display data associated with the item of bill data in the 
biller's Web site to the EBPP system so that the EBPP 
system can display the biller bill display data. The EBPP 
system may modifY the biller display data for display by the 
EBPP system. Modifications include adding information, 

Yodlee service are further the subject of U.S. Pat. No. 
6,199,077B12, Inala, eta!., Server-side Web summary gen­
eration and presentation, issued Mar. 6, 2001. My Yodlee 
aggregates account information from a large number of 
financial institutions. When a user wishes to use the My 5 

Yodlee service, he or she provides the service with account 
identification and user identification information for each of 
the accounts whose balances the user wants to appear on the 
Web page that My Yodlee provides to the user. The My 
Yodlee services includes a software agent, familiarly terms 10 replacing references in the biller display data to information 

in the biller Web site with references to information in the 
EBPP system, and removing interactive elements. These 
techniques are applicable not only in the context of EBPP 
systems, but generally to the problem of scraping informa-

a bot, for each of the financial institutions from which My 
Yodlee aggregates account information. The bot does the 
scraping on the HTML provided by the financial institution's 
Web site. 

A bot for a given financial institution is run periodically. 15 tion used to make a display from a Web site. 
On each run, the bot has the user identification information 
for all of the users for which My Yodlee is aggregating 
account information from that financial institution. The bot 
uses the user identification information to access the Web 
page for each user on the list, scrapes the account balance 20 

information from the Web page, and returns it to My 
Yodlee's Web site, which stores it in a database under the 
user's name. When the user wishes to see his or her account 
balances, My Yodlee creates a Web page for the user upon 
which the balances currently listed in the database for the 25 

user are displayed. 
The techniques of screen scraping may be employed 

generally to make an HTML page a source of "electronic 
data", Paytrust's SmartBalance technique shows how a 
system may use account and user identification information 30 

provided by a user to gain access to a Web page for purposes 
of screen scraping, and My Yodlee's software agents show 
how screen scraping may be done without direct user 
intervention. However, none of these techniques are appli­
cable as they stand to the problem of integrating statement 35 

information that is available to a customer of an EBPP 
system at the biller's Web site with the statement informa­
tion that is available to the EBPP system from sources such 
as mailed paper bills or bills provided directly to the EBPP 
system in electronic form. It is an object of the present 40 

invention to provide methods and apparatus for integrating 
statement information from biller Web sites with statement 
information available to the EBPP from other sources. It is 
a further object of the invention to provide a technique for 
obtaining information from a biller Web site that permits 45 

display of a bill by the EBPP system. 

SUMMARY OF THE INVENTION 

Other objects and advantages will be apparent to those 
skilled in the arts to which the invention pertains upon 
perusal of the following Detailed Description and drawing, 
wherein: 

BRIEF DESCRIPTION OF THE DRAWING 

FIG. 1 is an overview block diagram of the EBPP system 
of the invention; 

FIG. 2 shows the Bill Center display of the EBPP system 
of the invention; 

FIG. 3 shows the display used to begin including bills 
from a biller's statement Web site in the EBPP system of the 
invention; 

FIG. 4 shows the display used to edit biller information in 
the EBPP system of the invention; 

FIG. 5 is an overview of the structure of information in 
databases 119 and 121 

FIG. 6 shows scheduling data for Bill Bot 117; 
FIG. 7A shows a first portion of a display made by a 

browser from an HTML page from site 129; 
FIG. 7B shows a second portion of the display; 
FIG. 8 shows a portion of a display made by a browser 

from a cleaned HTML page from site 129; 
FIG. 9 shows portions ofHTML from the scraped HTML 

page and the cleaned HTML page; 
FIG. 10 shows other portions of HTML from the scraped 

HTML page and the cleaned HTML page; 
FIG. 11 is a flowchart of operation of bill bot 117 in a 

preferred embodiment; 
FIG. 12 is a flowchart of acquiring customer access 

information for a biller's Web site in a preferred embodi­
ment; and 

FIG. 13 is an overview of the architecture of bill bot 
50 program 117. The object of the invention is achieved by providing an 

EBPP system in which a customer of the EBPP system 
inputs access information to the EBPP system which the 
customer uses to access the biller's Web site. The EBPP 
system then uses the access information to make scheduled 
accesses to the biller's Web site via the network and thereby 
provide a bill displayed on the Web site for the customer to 
the EBPP system, which incorporates information from the 
bill into the items of bill data that it maintains for the 
customer. The EBPP system treats item of bill data that is 
obtained from the Web site in exactly the same way as the 60 

items of bill data the EBPP system obtains in other ways. 
Other aspects of the invention include scheduling the 

accesses according to the statement dates on the bills, 
checking validity of an item of bill data and incorporating 
the item only if it is valid, responding to an invalid item of 
bill data by modifYing how items of bill data are read from 
the biller's Web site, and checking whether there is already 

Reference numbers in the drawing have three or more 
digits: the two right-hand digits are reference numbers in the 
drawing indicated by the remaining digits. Thus, an item 
with the reference number 203 first appears as item 203 in 

55 FIG. 2. 

DETAILED DESCRIPTION 

The following Detailed Description will first present an 
overview of the EBPP system in which the invention is 
embodied, will then present an overview of the user inter­
face for the invention, and will finally present details of the 
implementation. 

65 Overview of the EBPP System: FIG. 1 
FIG. 1 is a high-level block diagram ofEBPP system 101 

in which the invention is embodied. Major components of 
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the system are billers 105, EBPP customers 131, customer 
bank 133, and EBPP server 103. The customers communi­
cate with EBPP server 103 via World-wide Web 127. The 
customers and EBPP server 103 interact according to the 
well-known https protocol. EBPP server 103 is a Web site, 5 

that is, it is identified by an Internet address, and when a 
customer 131 who is operating a Web browser in a computer 
which is connected to the Internet provides the server's 
Internet address to the browser, the browser sends a message 
to server 103 to which the server responds with an HTML 10 

page that the browser displays on the computer's monitor. 
The user can interact with the displayed HTML page, and as 
a result of the interaction, the browser returns information to 
the EBPP server, which processes the information and 
provides another HTML page that reflects the result of the 15 

processing to the customer. The process as described above 
continues until the user chooses to interact with another site 
on the Web. 

The major components of EBPP server 103 are EBPP 
20 

service 123, bill information database 119, and bill image 
database 121. EBPPP service 123 is the software that 
interacts with the customers' browsers. Bill information 
database 119 is a database of information about customers 
131, billers 105, the financial institutions 133 that the 

25 
customers use to pay their bills, and about the bills them­
selves. The information about the bills includes for each 
customer, information about individual bills that have not 
yet been paid, information about bills that the system will 
automatically pay unless the customer indicates otherwise, 

30 
and a history of the bills paid by the customer. Each item of 
per-customer bill information about an individual bill that 
has not yet been paid will be termed an item of bill data in 
the following discussion. As already pointed out, an item of 
bill data typically includes the biller's account number, the 

35 
statement date, the bill amount, the payment due date, 
minimum amount due, and/or total amount due. Bill image 
database 121 contains information such as an image or the 
HTML for the bill. EBPP service 123 uses this information 
to provide an HTML page which displays the bill corre-

40 
sponding to an item of bill data to the customer's browser. 

Bill info collector 115 obtains bill information from 
billers 105 and stores it in bill database 119 and/or bill image 
database 121. The bill information comes from billers in 
three forms: paper bills, shown coming from biller 105(a), 45 
electronic bills, shown coming from biller 105(b), who uses 
either the Biller Service Provider or Biller Direct approach 
to electronic billing, and bills scraped from the biller's 
statement Web site 129, shown coming from biller 105(c). 
With paper bills, the biller sends the paper bill by a paper bill 50 
delivery system 106 such as the Post Office to paper bill 
processing center 107, which is run as part of EBPP system 
101. At paper bill processing center 107, each bill is scanned 
to produce a digital image and the digital image is read by 
OCR software to obtain the item of bill data corresponding 55 
to the bill. The bill data 113 and the image data 111 are then 
sent via network 109(a) to bill info collector 115, which 
provides the item of bill data and the image data to databases 
119 and 121 respectively. 

With billers such as biller 105(b) who use electronic 60 

billing, the billers are connected by network 109(b) directly 

6 
collector 115 processes the electronic bills on the media in 
the same fashion as it does electronic bills received via the 
network. 

EBPP server 103 maintains a list of billers 105(c) for 
which EBPP server 103 can obtain items of bill data from the 
biller's Web site 129. These billers will be termed in the 
following scrape-enabled billers. For each such biller, EBPP 
server 103 is able to read the HTML provided by the biller's 
Web site 129 to obtain the item of bill data corresponding to 
the bill and to make a version of the HTML which EBPP 
server can use to display the bill on the customer's browser. 
The HTML required to display the bill and any images 
required for that HTML are stored in bill image database 
121. If a customer 131 so specifies, EBPP server 103 may 
obtain the customer's bills from one or more of these Web 
sites 129. This is done as follows: 

1. The customer 131 provides EBPP server 103 with the 
information EBPP server 103 needs to access the custom­
er's statements on a scrape-enabled biller's Web site 123; 
this information is termed hereinafter customer access 
information. EBPP service stores the customer access 
information along with an identification of the biller in the 
customer's information in bill data database 119. 

2. EBPP service 123 thereupon provides the customer access 
information and the biller identification to bill bot 117, a 
software agent which uses the biller identification and the 
customer access information to access the customer's 
Web page on Web site 129 and scrape the item of bill data 
and the bill's HTML from Web site 129. 

3. Bill bot 117 returns the scraped bill data and the bill's 
HTML to bill info collector 115, which provides the item 
of bill data to bill info database 119 and the HTML to 
image database 121. Included in the scraped item of bill 
data is the bill's statement date. 

4. After the first such fetch of an item of bill data from Web 
site 129 for a customer, bot scheduler 118 reads the bill's 
statement date and uses it to determine the biller's billing 
cycle for the customer. It then adds this information to 
schedules it maintains for bill bot 117 for each of the 
scrape-enabled billers 105(c). The schedule ensures that 
bill bot 117 will collect an item of bill data for a given 
customer and biller shortly after the biller has posted a 
new statement for the customer. 

5. Scheduler 118 then causes bill bot 117 to run as scheduled 
for each scrape-enabled biller 105(c); each time bill bot 
117 runs, it obtains items of bill data from a given biller 
1 05( c) for a list of customers and provides the items of bill 
data for the customers to bill info collector 115. 
Account info proxy 124, finally, permits a customer of 

EBPP system 101 to obtain his or her account balance 
information for accounts maintained for the customer by 
bank 133 from the bank's account balance Web site 135 
while remaining in EBPP system 101. EBPP system 101 
then combines the account balance information with infor­
mation in database 119 about payments the customer has 
made to compute a current bank balance 135. 

It should be pointed out here that EBPP server 103 may 
be implemented using several different computer systems. In 
particular, EBPP service 123, proxy 124, and databases 119 
and 121 may be implemented in a separate system from bill 
bot 117, scheduler 118, and bill info collector 115. Further-

to bill info collector 115 and provide the electronic bills to 
bill info collector 115, which in tum provides the items of 
bill data and images from the electronic bills to databases 
119 and 121. With electronic billing, the electronic bills may 
also be contained in storage media such as tapes that the 
biller provides to be loaded into EBPP server 103. Bill info 

65 more, a number of instances of bill bot program 117 may be 
executing simultaneously, either to fetch items of bill data 
from different Web sites 129 or from the same Web site 129. 
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Customer Interface to the EBPP System: FIGS. 2-4 
8 

may click to register for access to the biller's statement Web 
site 129 and obtain the customer access information that is 
necessary to access his or her account information on Web 
site 129. At 305, the user is asked for the customer access 
information required to access the biller's Web site 129. The 
actual customer access information will of course be specific 
to the customer and will vary with the biller's Web site. The 
customer enters the customer access information at 313. 
Here, the customer access information 308 required by the 

FIG. 2 shows the bill center Web page 201 for the EBPP 
system of the preferred embodiment. The bill center is the 
interface that the customer uses to see what bills need to be 
paid and to select bills for payment. The customer reaches 
bill center Web page 201 by clicking on my bills button 203. 
The window has two main components: bill inbox 205, 
which contains a list of bills awaiting payment, and payment 
outbox 209, which contains a list of bills which EBPP 
system 101 has scheduled to automatically pay for the 
customer unless the customer indicates otherwise. 

Bill inbox 205 contains entries 207 for all of the bills 
currently awaiting payment, regardless of whether the bill 
was received as a paper bill from the biller, was received in 
electronic form, or was scraped from the biller's statement 
Web site by bill bot 117. Each entry contains summary 
information for the bill that indicates the due date, the biller 
(payee), the total due, and the minimum payment. The 
summary information is made from the item of bill data for 
the bill. Totals at 208 indicate the total amount presently due 
and the total minimum amount due. There are three buttons 
to the right of the summary information; if the customer 
wishes the EBPP system to pay the bill, he or she clicks on 
the button with a $ sign; if the customer wishes to see an 
image of the bill, the customer clicks on the button with the 
magnifYing glass; if the customer wishes to file the bill, the 
customer clicks on the third button. In each case, the result 

10 biller consists of a user ID, which the customer enters at 307, 
and a password, which the customer enters at 309. The 
password is entered a second time at 311 for verification 
purposes. Buttons at the bottom permit the customer to move 
to the previous HTML page (315), to cancel the change 

15 (317) and to continue editing. If the customer clicks on the 
latter button, service 123 initiates the process of setting up 
EBPP system 101 to obtain the customer's items of bill data 
from the biller by scraping. If the process is successful, the 
fact that the customer has elected to obtain items of bill data 

20 from the biller by scraping and the customer access infor­
mation 308 input at 317 are added to the information which 
EBPP server 103 maintains about the customer. Bill bot 117 
then uses the customer access information as described 
above to periodically access biller statement web site 129 for 

25 the customer. 

of clicking is a new HTML page for the desired operation. 
Payment outbox contains entries 211 for all of the cus­

tomer's bills for which the EBPP system has scheduled 30 

automatic payment but has not yet paid. Each entry specifies 
summary information for the payment including the date the 
payment is due, the name of the biller (payee), the check 
number or mode of payment if not by check, and the amount 
paid. With regard to the buttons to the right of the entry, the 35 

$ sign button lets the customer pay the bill immediately, the 
magnifYing glass lets the customer see the bill's image, and 
the button with the hand lets the customer stop the scheduled 
payment. 

FIG. 4 shows the HTML page 401 that lists the customer's 40 

billers (payees). The payees are divided into two classes: 
business billers and personal billers. To reach HTML page 
401, the customer clicks on my payees button 404. Message 
405 indicates that three of the business payees have been 
added to the list of scrape-enabled billers. Each entry 407 for 45 

a biller lists the biller's name, a category to which the biller 
belongs, and any payment rule for the biller's bills. A 
payment rule may for example specifY that EBPP system 
101 pay a bill automatically if it is below a certain amount 
or that a bill be paid at specific intervals. Again, there are 50 

three buttons: The $ button lets the customer pay the current 
bill for the payee; button 409 with the image of a pencil on 
it lets the customer edit the information which EBPP system 
101 maintains about customer's relationship to the biller, 
and the button with the trash can permits the customer to 55 

remove the biller from the list. 

Details of Bill Information in EBPP System 101: FIG. 5 
As shown in FIG. 1, the bill information needed for EBPP 

system 101 to operate is primarily contained in bill infor­
mation database 119, which contains the non-image bill 
information, and bill image database 121, which contains the 
HTML and any image information needed to provide the 
customer with a detailed view of a bill. FIG. 5 is a concep­
tual overview of these databases in a preferred embodiment. 
FIG. 5 looks at the information in these databases as it 
relates to a single customer. Of course, the customer is one 
of many in a database table of customers, and the informa­
tion for the customers is similarly contained in database 
tables that have information for many customers. An entry 
503 for a single customer in a table of customers contains the 
customer's name, address, access information for gaining 
access to the EBPP system, and profile. Corresponding to 
each entry 503 is a list of paying institutions 507 upon which 
EBPP system 101 writes checks to pay the customer's bills 
as specified by the customer for each biller. Each entry in the 
list of paying institutions indicates the paying institution's 
account number, routing number, institution name, and so 
forth. 

Also corresponding to each customer entry 503 is a list 
509 of that customer's billers. There is a biller entry 511 for 
each biller in list 509, and the entry for a given biller 
specifies the biller's name and address, the customer's 
account number with the biller, and any payment rules for 
paying bills from the biller for the customer. If the biller is 
scrape enabled and the customer has specified that EBPP 
system 101 is to use scraping to obtain the customer's items 
of bill data, the entry will also include the customer's access 
information for that biller's statement web site 129. 

EBPP system 101 divides its billers into business payees 

When a biller is scrape enabled, a customer may edit the 
information which EBPP maintains about the customer's 
relationship to the biller to specify that the customer wishes 
EBPP system 101 to obtain his or her items of bill data from 
the biller by scraping the biller's statement Web site 129. 
FIG. 3 shows the HTML page 301 that EBPP service 123 
provides to the customer's browser when the customer 
indicates that he or she wishes EBPP system 101 to scrape 
his or her items of bill data from the biller's Web site 129. 
In the actual page the name of the selected scrape-enabled 
biller appears at <BILLER NAME>. At 303, the customer 

60 and personal payees. Since a great many customers ofEBPP 
system 101 may receive bills from the same business payee, 
EBPP system 101 's bill information in database 119 includes 
a global biller list 523, which includes information for each 
biller on the list that is relevant to all of the bills for that 

65 biller. Included in the global biller entry 525 for a biller on 
list 523 are the biller's name and address, electronic funds 
transfer information, if relevant, and if the biller is scrape-
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enabled, the billing interval and the scraping strategy that 
bill bot 117 uses when scraping the biller's Web site 129. 
Scraping strategy will be explained in more detail below. 
Given a global biller entry 525, EBPP system 101 can also 
find per-biller image information 513 in bill image database 5 

121. This information includes images and/or HTML and 
related data which system 101 uses to produce an image of 
the biller's statement. 

Finally, there is a list of current bills 515 for each 
customer. Bill entry 517 contains biller information for the 10 

bill, the bill summary information, and status flags. Given 
bill entry 517, EBPP system 101 can also locate per-bill 
image information 521 and bill event list 519. For a personal 
payee, the per-bill image information is simply an image of 
the payee's invoice; for a scrape-enabled biller, it is a 15 

cleaned version of the HTML for the bill that bill bot 117 

10 
the different enviroument of EBPP system 101. Among the 
reasons why it will not work are the following: 

The scraped HTML may refer to files or other resources 
that are not available in EBPP system 101; 

The scraped HTML may include functions that carmot be 
duplicated in EBPP system 101; and 

The customer may need information that is not included 
in the scraped HTML if the display produced by EBPP 
system 101 is to be useful to him or her. 

In order to deal with these problems, EBPP system 101 
modifies the scraped HTML it obtains from web site 129 to 
make cleaned HTML for display on the customer's browser. 

The Displays: FIGS. 7A, 7B, and 8 
FIGS. 7A and 7B show the display 701 that is produced 

when a customer of a particular biller that has a biller 
statement web site 129 accesses the web site. The display 
includes a header 703, which contains most of the bill 
sunmwry data, three tables, table 715, which contains credit 

scraped from the biller's Web site 129. Events in bill event 
list 519 include when the bill was received, when the 
customer authorized payment of the bill, and when it was 
actually paid. 

As may be seen from the foregoing discussion, given a 
customer entry, EBPP system 101 may find the customer's 
bill list; given a bill entry 517, system 101 may find the 
customer biller entry 511 for the biller, and given customer 
biller entry 511, system 101 may find the global biller entry 
for the biller. From the customer biller entry 511, system 101 
can retrieve the information needed to access the customer's 
account with a scrape-enabled biller and from global biller 
entry 525, system 101 can retrieve the information needed to 
do the scraping and to display the bill's image. 

20 
line info 715, account detail table 717, which has an entry 
719 for each transaction that lists the sale date (721), 
transaction date (723), reference number (725), vendor 
(727), and amount (729) for each transaction, and summary 
table 733, which has a summary of the activities, with entries 

25 
for purchases (735), advances (737), and totals (739). In 
addition, there is a message section 731, which may contain 
messages from the biller to the customer. As is generally the 
case with displays made from HTML pages, display 701 
includes active areas, indicated in the display by underlines 
shown at 729 and 732. When the customer clicks on the 

30 

Scheduling Information: FIG. 6 

active area, the customer receives another HTML page. As 
indicated on the display itself, when a customer clicks on an 
amount 729, the result is a Web page showing the details of 
the transaction; when the customer clicks on active area 732, 

35 
the result is a Web page explaining the details of the biller's 
all-electronic billing service. 

FIG. 6 shows the information used to schedule bill bot 
117. As indicated above, each time EBPP system 101 
scrapes a biller statement web site 129 for a customer who 
has agreed that the customer's bills from the biller should be 
obtained from web site 129, scheduler 118 reads the billing 
date from the customer's bill and uses the biller's billing 
interval to schedule the next scrape. Schedule 601 has an 
entry for each scrape that has been scheduled for a given 
customer and biller. Entry 603 contains information includ­
ing the date of the next scrape, biller information 607 
including a specifier for the scraping strategy, customer 
information 609, and the customer's access information for 
the Web site 611. When preparing the schedule for an 45 

execution of bill bot 117 on a given date, scheduler 118 
queries schedule 601 by date and scrape-enabled biller. The 
result is for each biller a schedule 613 of the scrapings to be 
done on that date. The schedule includes an entry for each 
customer for which the scraping is to be done. Contained in 50 

the entry is the information that bill bot 117 needs to access 
web site 129 for the customer. 

Scraping and Cleaning Items of Bill Data and Bill Image 
Information: FIGS. 7-10 

With regard to scraped bills, EBPP system 101 must be 
able to combine the biller's per-biller image info 513 and the 
customer's per-bill image info 521 to produce a display on 
the customer's browser in response to a click on the bill 
image button that looks like the bill the customer would see 
when he or she accessed biller statement web site 129, but 
which has been produced by EBPP system 101 instead of 
web site 129. Simply making a copy of the HTML that was 
scraped from statement web site 129 and providing the copy 

FIG. 8 shows a portion 801 of the display produced by the 
cleaned HTML produced from the scraped HTML. The 
portion shown includes header 703, credit line info 715, 

40 
account detail 717, and the first line of the message in 
message section 731. As may be seen by comparing FIG. 8 
with the corresponding portions of FIGS. 7A and 7B, there 
are three differences in the displays: 

The label Your Citibank Card Services Statement (803) 
has been added. This is necessary because system 101 
displays statements from many different billers, 
whereas statement web site 129 displays statements 
from only a single biller. 

As shown at 805, the amounts in entries 719 are no longer 
active. 

As shown at 807, neither is the word All-Electronic in 
message 731. 

The modification of the cleaned HTML to eliminate the 
active areas is necessary because the customer of system 101 

55 
is interacting with server 103, not with the server at Web site 
129. Because the amounts and All-Electronic are not longer 
active, display 801, though produced using HTML, behaves 
in exactly the same fashion as a scarmed image of a bill that 
the customer of system 101 otherwise sees when he or she 

60 
clicks on the image button. 

The HTML for the Displays: FIGS. 9 and 10 

to the customer's browser is not sufficient because the 65 

HTML from web site 129 is intended to work in the 
enviroument provided by web site 129 and will not work in 

FIG. 9 and FIG. 10 each show corresponding portions of 
the HTML as scraped from the biller and the cleaned HTML. 
Beginning with FIG. 9, this figure shows the HTML that sets 
up the environment for the rest of the HTML page. The 
HTML at 901 is from the scraped HTML; the HTML at 907 
is from the cleaned HTML. At 903 and 905 are shown 
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references to files that contain material that is relevant to the 
HTML page. The reference at 903 is a reference to a 
stylesheet file that determines how the information con­
tained in the HTML will be rendered when it is displayed; 
the reference at 905 is to an image file that contains an image 5 

that will be displayed at a point in the displayed HTML page 
that corresponds to the point where the reference occurs. In 
the HTML page as scraped, both of these references are to 
files on Web site 129; in order to ensure that the engineers 
who maintain EBPP server 103 can see the scraped HTML 10 

exactly as it appears in Web site 129, corresponding files 
have been set up in EBPP server 103 and the scraped HTML 
has been modified to refer to these local files. It is these 
modified file references that appear at 903 and 905. 

12 
If the Web site does not respond, EBPP service 123 takes 

branch 1211, in which it provides a Web page informing the 
customer that the Web site did not respond, queues the 
access information for a later login attempt, and ends the 
processing of flowchart 1201. EBPP service 123 processes 
the later login attempt essentially as shown in FIG. 12 
starting at 1209, except that the later login attempt is not 
interactive, so email messages to the customer replace the 
Web pages. The number of times the login attempt is queued 
can of course be regulated by a parameter. 

If the Web site did respond, EBPP service 123 takes 
branch 1213 and attempts to login using the customer's 
access information for Web site 129 (1219). If the login does 
not succeed, service 123 takes branch 1221, provides a Web 

The corresponding part of the cleaned HTML is shown at 
907. As shown at 909, reference 903 to the stylesheet file has 
been replaced by reference 909 to a stylesheet file that is 
specific to the cleaned HTML. In a preferred embodiment, 
this stylesheet file is part of per-biller image info 513. The 
HTML for the Your Citibank Card Services Statement that 
appears in the display 801 made from HTML portion 907 
appears at 911; there is nothing corresponding to this HTML 

15 page that indicates to the customer that the login failed and 
asks the customer to again enter the access information 
(1223), and returns via 1225 to block 1205. If the customer 
does not wish to try again, the customer can use a cancel 
button in the Web page to exit the processing of flowchart 

20 1201. 

in HTML portion 901. Finally, as shown at 913, there is 
nothing in cleaned HTML 907 corresponding to the image 
referenced at 905 in the scraped HTML. 25 

FIG. 10 shows the portion 1001 of the scraped HTML and 
the portion 1011 of the cleaned HTML that correspond to 
entry 719 in account detail 717. As already noted, the 
difference between entry 719 in display 701 made from the 

30 
scraped HTML and entry 719 in display 801 made from the 
cleaned HTML is the absence of the active area in amount 
729. As shown at 1003, each field in entry 719 is specified 
by a <TD> ... <lTD> construct which contains the value 
that is to appear in the field and format specifiers for the 

35 
field. The <TD> ... <lTD> construct for amount field 729 

If the login does succeed, service 123 takes branch 1222. 
It adds the customer access information to customer biller 
entry 511 for the customer who desires scraping and the 
biller to whom Web site 129 belongs (1227) and then outputs 
a login information verified page to the customer's browser, 
completing the processing of flowchart 1201. 

Details of Scraping Bills: FIG. 11 
FIG.11 is a flowchart 1101 of the operation of bill bot 117 

when it is scraping items of bill data from a given biller 
statement Web site 129. As already mentioned, bill bot 117 
scrapes bill data according to a schedule provided to it by 
scheduler 118. The schedule for a given operation of bill bot 
117 for a given scrape-enabled biller is organized as shown 
at 613 in FIG. 6. Scheduler 118 schedules a first scrape of a 
biller's Web site 129 for a given customer of EBPP system 
101 when EBPP system 101 has received and verified the 
given customer's access information; scheduler 118 uses the 
statement date obtained in the first scrape, together with 

appears at 1005; in addition to the field value and formatting 
information, it contains at 1009 an external reference, 
defined by <A> ... <lA>, to a Java server page ICBI 
amount.jsp. The reference includes a list of arguments that 
the code in the Java server page uses to generate the HTML 
for a Web page containing the transaction details when the 
customer of Web site 129 clicks on amount 729. As would 

40 information about the billing interval used by the biller, to 
schedule the next scrape and then schedules each successive 
scrape using the statement date obtained in the previous 
scrape. 

be expected from the foregoing discussion of the differences 
between the display of FIGS. 7A and 7B and the display of 

45 
FIG. 8, the external reference is completely lacking in 
HTML 1011 and amount field 729 is handled like all of the 
other fields in entry 719. 

On calling bill bot 117 to scrape bill data from a given 
Web site 129, scheduler 118 specifies the configuration of 
bill bot 117 required to do the scraping. Each web site 129 
may of course have its own statement format and there must 
be a configuration of bill bot 117 for each of the different 
statement formats that bill bot 117 must deal with. Config-Detailed Description of Operation: FIGS. 11 and 12 

Details of Getting Customer Access Information: FIG. 12 
50 ured bill bot 117 then fetches a list of accounts for the biller 

FIG. 12 is a flowchart 1201 showing the details of how 
EBPP service 123 obtains a customer's access information 
for a biller from the customer. As previously pointed out, a 
preferred embodiment ofEBPP system 101 does scraping of 55 

Biller's Web site 129 to obtain items of bill data only on the 
Web sites of scrape-enabled billers. As further seen in FIG. 
3 and at 1203 in the flowchart, the customer has already 
selected a biller from a list of scrape-enabled billers before 
he or she inputs the access information. At 1204, EBPP 60 

service 123 provides Web page 301 to the customer's 
browser to receive the customer's access information for the 
biller's Web site 129; at 1205, the customer inputs the access 
information. At 1207, EBPP service 123 provides another 
Web page which indicates that verification is in process and 65 

asks the customer to wait. EBPP service 123 then attempts 
to access Web site 129 (1209). 

Web site that is to be scraped. Information in the list includes 
the customer's account number with the biller and the 
customer's access information for Web site 129. At 1111, bill 
bot 117 gets the next account; as shown at 1113, if there is 
no next account, scraping of that biller Web site 129 is done 
(branch 1115). Otherwise, bill bot 117 gets the customer 
access information (1121) and logs in at the biller Web site 
for the customer (1123). If the login is not successful (branch 
1127), bill bot 117 logs an invalid login exception to bill 
information database 119 (1131), emails a notification of the 
problem to the customer (1133), and returns via 1109 to 
block 1111. 

If the login is successful, bill bot 117 reads the account 
number from the Web site and compares it with the account 
number from the customer's customer information 609 
(1135). If they are different, bill bot 117 takes branch 1137, 
logs an account number match exception (1141), notifies the 
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customer via email (1142), logs the customer out of biller 
Web site 129, and returns via 1109 to block 111. If the 
account numbers match, bill bot 117 takes branch 1139 and 
scrapes the HTML for the bill from Web site 129 (1145). 

Bill bot 117 processes the scraped HTML as follows: first 5 

it extracts the summary bill data (1147). The summary bill 
data contains the information needed for the item of bill data 
being scraped. If the summary data caunot be extracted 
(1149), the biller has changed the format of the Web pages 

14 
Bill Center, but the customer will have to refer to the paper 
bill the customer received at home for the due date, amount 
due, and other statement details. 

When a customer returns to the Bill Center and updates 
his or her access information, the customer's account is 
scheduled for scraping during the next scrape session. If the 
login is successful, then the customer's most recent state­
ment is retrieved and processed as already described. If the 
login is still unsuccessful, another email notice is delivered 
to the customer and EBPP system 101 will wait until the 
customer has updated his or her login information before 
again attempting to access the biller's Web site for the 
customer. 

on site 129 and a new configuration must be made so that bill 10 

bot 117 can scrape the new format. In this case, bill bot 117 
takes branch 1151, logs a Web site change exception (1155), 
logs the customer out of the biller Web site (1156), and goes 
via 1109 to block 1111. Bill bot 117 does this instead of 
going to end 117 after logging out the customer because a 
given change may affect only a relatively small number of 
customers on a given scrape of site 129. Provision is made 

15 Account Number Match Exception 
In the event that EBPP system 101 is successful in 

obtaining a customer's statement from the biller's Web site, 
bill bot 117 compares the account number that is displayed 
on the bill with the account number that the customer 

in EBPP system 101 for ending the scrape if it is noticed that 
there has been a change in site 129 which affects a great 
many customers. 

Next, bill bot 117 uses the summary data to check whether 
EBPP server 103 has already received a paper copy of the 
scraped bill (1157). It does this by using the summary data 

20 provided to system 101. If the account numbers do not 
match, an email notification is delivered to the customer 
notifying the customer of this discrepancy. The notification 
also states that the customer will not be able to receive this 

to make a query for the bill which it applies to bill info 
database 119. If the bill is already in the database, a paper 25 

copy has been received and bill bot 117 returns to block 1111 
via branch 1159, block 1160, block 1162, and branch 1109. 

particular bill online until he or she updates the account 
information. The customer will be able to issue payments to 
this biller through Bill Center 201, but will have to refer to 
the paper bill the customer receives at home for the due date, 
amount due, and other statement details. 

When a customer returns to the Bill Center and updates 
his or her account information, the account is scheduled for 
bill bot 117's next scrape of the biller's Web site 129. If the 
account number on the bill matches the account number in 
database 119 on that scrape, then the bill is staged for posting 
via the normal cycle. If the account numbers still do not 

In block 1160, bill bot 117 updates the scrape date for the 
customer and biller in schedule entry 603 to specify the next 
time the biller should be scraped for the customer and places 30 

the new scrape date in customer biller entry 511 for the 
customer and biller. If no paper copy has been received 
(branch 1161 ), bill bot 117 cleans the scraped HTML to get 
rid of references in the HTML local to biller Web site 129 
and to get rid of behavior which only works if the customer 35 match, another email notice is delivered to the customer and 

system 101 will wait until the customer has updated the 
account information again before re-attempting to access the 
biller's Web site for the customer. 

is interacting with the biller's Web site (1163). 
Once bill bot 117 has cleaned the HTML, it logs the 

customer out from the biller's web site (1165) and stores the 
scraped bill information in the databases. The cleaned 
HTML goes into per-bill image info 521 in bill image 40 

database 121 (1167), while the bill summary information 
goes into a bill entry 517 in bill info database 119. Then bill 
bot 117 updates the scrape date for the customer (1171) 
Finally, bot 117 logs a bill received event in bill event list 
519 for the customer and bill (1173), sends the customer 45 

email notifYing him or her of the arrival of the new bill 
(1175), and returns via 1107 to box 

Details Concerning Exceptions 

Web Site Change Exception 

Bill bot 117 is designed to report any changes to the 
format of the HTML on the pages which it receives from 
Biller web site 135. Bill bot 117 looks for bill summary 
information in specific areas of the HTML of the bill. The 
bill summary information that bill bot 117 looks for in a 
preferred embodiment is: Statement Date, Payment Due 
Date, Minimum Amount Due, and/or Total Amount Due. If 
any of these elements is missing, or has been moved or 
altered in the HTML, bill bot 117 generates an exception As shown in FIG. 11, three exceptions may occur when 

bill bot 117 is scraping information for an account from Web 
site 129: 

an invalid login exception, shown at 1131; 
an account number match exception. shown at 1141; and 
a Web site change exception, shown at 1155. 

50 report. The exception report is stored in DB 119 and is 
delivered to the team of software engineers responsible for 
maintaining bill bot 117. The team responds to the exception 
report by reviewing all of the bills for that particular biller 
in order to identifY the changes that have taken place on the 

Details concerning these exceptions follow. 

Invalid Login Exception 

55 HTML of the bill. Any significant changes that are made to 
the biller's Web site require a change to bill bot 117. Once 
the changes have been put in place, bill bot 117 is resched­
uled for that biller in order to retrieve the set of customer Invalid login exceptions occur when a customer enters 

customer access information that is not recognized by the 
biller's Web site. When this occurs, the customer is notified 60 

via email that the access information he or she provided was 
not recognized by the biller's Web site. The customer is 
asked to return to the Bill Center of FIG. 2 and re-enter the 
proper information. The notification also states that the 
customer will not be able to receive this particular bill online 65 

until he or she enters valid login information. The customer 
will still be able to issue payments to this biller through the 

bills. The new bills are scrutinized for accuracy, and if they 
are accurate, are then posted to customers' accounts. The 
team can generally adapt bill bot 117 to a change to a biller's 
Web site within 24 hours. 

Details of Bill Bot 117: FIGS. 13-15 

Bill bot 117 is a program that is written in the well-known 
Java™ programming language. The program is imple­
mented using may Java libraries, including the following: 
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1. Libraries provided 
They include 
XML Parser and 
JDBC API. 

15 
as freeware by Sun Microsystems. 

2. A free version of the HTTP Client available under the 
GNU Lesser General Public 
License (HTTP Client). 

16 
of concern, and there is a subclass for each of the pages. 
Each of the subclasses has a constructor and two methods 
1318: getSignature, which adds a character string to the 
scraped Web page which identifies it to other components of 
bill bot program 117 and of EBPP server 103, and evalu­
atePage, which retrieves information from the page. The 
signature and the information go into an object that is 
defined by the subclass. A user of Web site 129(i) may 
encounter a login page, whose corresponding subclass is 

3. The SSL layer for making https requests comes from a 
licensed copy of Baltimore Technologies' KeyTools SSL 
version 5.0. 

4. Apache Software Foundation's regular expression pack­
age called Regexp. 
FIG. 13 provides an overview of the architecture of bill 

bot program 117. A prograrmner who is writing a program 
in the Java language defines the program's data objects and 
the operations that manipulate them by making class defi­
nitions. An operation is defined by writing a method for the 
operation, i.e, code that performs the operation. One kind of 
method is a constructor, a method that constructs an instance 

10 subclass 1317, a page that permits the user to change his or 
her profile information, whose subclass is 1319, a home 
page for the user's account, whose subclass is 1321, a page 
which permits the user to select which statement he or she 
would like to view, whose subclass is 1323, a page which 

15 permits the user to see the detail for the selected statement, 
whose subclass is 1325, and a page that permits the user to 
select an account, whose subclass is 1325. 

of the data object defined by the class. One way of making 20 

a class definition is to extend an existing class definition by 
changing the definition of the data objects and/or the meth­
ods. The class that has thus been extended is a subclass of 
the original class. 

CONCLUSION 

The foregoing Detailed Description has disclosed to those 
skilled in the relevant technologies the best mode known to 
the inventors of making and using the EBPP system of the 
invention and of employing the technique of scraping to 

Billbot main program 1303 is invoked by scheduler 118 
with a specification of a list of accounts and access infor­
mation 613 for a given biller Web site 129(i) and a speci­
fication of the strategy that bill bot program 103 is to use to 
read the biller Web site 129(i). Main program 1303 gets the 
account list and selects the strategy required for the Web site 
where the accounts are located. The strategy is implemented 
as a Java class and main program 1303 uses methods 
belonging to the strategy's class to access the Web site and 
read the Web pages for each account. 

25 extract display information. It will be immediately apparent 
to those skilled in the relevant technologies that the prin­
ciples of the invention may be applied not only in the context 
of the Web, but in any context where a customer of the EBPP 
has access to other information via a network, and that the 

30 technique of scraping to extract display information may be 
used for any kind of display information, not just HTML 
pages. In particular, the technique may be applied to XML 
pages. 

In the preferred embodiment, the classes that define the 35 

strategies are subclasses of the class StatementSiteStrategy 
1305, which is the superclass for the subclasses. The class­
subclass relationship is shown by the fact that the boxes 
representing the subclasses 1307 are contained within the 
box representing their superclass 1305. All of the strategy 40 

classes make the same set of methods available to main 
program 1303, but a given method does what is required for 
the Web site 129 it is used with. Unless two biller Web sites 
129 are identical with regard to how they are accessed and 
with regard to their Web pages, separate strategies are 45 

required for the Web sites. There will thus in most cases be 

Additionally, the EBPP system of the invention may be 
implemented in many different ways. As already pointed 
out, the components of the system may be distributed across 
a number of systems. In some embodiments, the bill bot may 
retrieve only items of bill data; in others, it may retrieve only 
image data. The behavior of the bill bot will of course 
depend on what it is retrieving and on the characteristics of 
the Web site from which the bill bot is retrieving informa-
tion. Moreover, while it is particularly advantageous to 
implement the bill bot using the Java language, the bill bot 
may be implemented in any prograrmning language. 

For all of the foregoing reasons, the Detailed Description 
is to be regarded as being in all respects exemplary and not 
restrictive, and the breadth of the invention disclosed herein 
is to be determined not from the Detailed Description, but 
rather from the claims as interpreted with the full breadth 

a strategy subclass 1307(i) for each scrape-enabled biller's 
Web site 129(i). Moreover, if the biller changes the Web site 
with regard to how it is accessed or with regard to its Web 
pages, the strategy for the biller's Web site must be modified 
so that it works with the pages received from the modified 
Web site. 

50 permitted by the patent laws. 

A single strategy subclass 1307(i) for the MBNAAmerica 
Web site appears in more detail in FIG. 13. The methods of 
particular interest are Execute method 1311 and PostEx- 55 

ecuteCleanUp method 1313. Execute method 1311 creates 
page handler objects to contain the scraped pages, logs in 
and gets the login page, and then handles the Web site's 
pages as required to access the account and get the account 
summary and account detail information. PostExecute- 60 

CleanUp method 1313 cleans the previously-scraped 
account detail page. 

MBNAAmerica strategy subclass 307(i) in tum uses a set 
of subclasses of the class StatementPageHandler that have 
been extended to deal with the pages which a user of Web 65 

site 129(i) will encounter when he or she logs in to view an 
account. In Web site 129(i), there are six Web pages that are 

What is claimed is: 
1. A method for aggregating bills from a biller website via 

the Internet to provide items of bill data to a user and to 
facilitate payments of the items of bill data for the user, the 
method comprising the steps of: 

configuring a bot to operate as an agent for the user, said 
bot accessing said biller website and gathering bill data 
for said user; 

providing an interface for the user to enter user access 
information required to access said biller website; 

receiving said user access information from the user; 
validating said user access information at said biller 

website by logging in at said biller website; 
notifYing the user if the validation of said user access 

information fails; 
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accessing said biller website with said bot using said user 
access information to scrape user bill data from said 
biller website; 

using said user access information to access the biller 
website at scheduled times to provide an additional 5 

item of bill data for the user, wherein the additional 
item of bill data includes a statement date; 

incorporating the additional item of bill data into the items 

18 
9. The method set forth in claim 8, wherein the step of 

modifYing includes the step of removing an interactive 
element from the biller display data. 

10. The method set forth in claim 8, wherein 

the step of modifying includes the step of replacing a 
reference in the biller display data to information 
external thereto in the biller website. 

of bill data; and 11. An electronic bill presentment and payment system, 
providing an interface for the user to enter bill payment 10 the system comprising: 

information necessary to pay a bill. 
2. The method set forth in claim 1, further comprising the 

steps of: 
receiving electronic items of bill data from a biller over a 

network; and 
allowing the user to perform operations on items of bill 

data including at least indicating payment of a bill that 
corresponds to an item of bill data. 

3. The method set forth in claim 1, further comprises the 

15 

step of: 20 

using the statement date to schedule the step of using the 
received user access information to access the biller 
website. 

4. The method set forth in claim 1, further comprising the 
step of: 25 

determining validity of the provided additional item of 
bill data, wherein the step of incorporating the provided 
additional item of bill data into the items of bill data is 
initiated when the provided additional item of bill data 

30 
is determined valid. 

5. The method set forth in claim 1, 
further comprising the steps of: 
determining whether a Web page provided by the biller 

website is different from a Web page previously pro- 35 
vided by the biller website; and 

modifying the manner in which the additional bill data is 
scraped to read the different Web page of the biller 

a user interface for enabling a user to enter user financial 
account information and user access information for 
use in accessing a biller website for scraping bill data 
at said biller website; 

a bill information database that contains the user's items 
of bill data and user access information for the user that 
is accessible to the user; 

a bill bot using the user access information to access the 
biller website at scheduled times to provide an addi­
tional item of bill data for the user, said bill bot scraping 
said biller website to obtain bill data for said user, said 
bill bot returning said user bill data from said biller 
website to said bill information database; 

a bill center having an interface for allowing the user to 
view which bills need to be paid and to select bills for 
payment, said bill center using said user financial 
account information to initiate payment on behalf of the 
user; and 

a scheduling component enabling the user to schedule a 
payment initiation date, said scheduling component 
allowing the user to define payment rules. 

12. The EBPP system set forth in claim 11, wherein 

said scheduling component reads the billing date from the 
scraped bill data to calculate a billing interval and to 
schedule a next scrape date for said bill bot using said 
billing interval. 

website. 
6. The method set forth in claim 1, further comprising the 

steps of: 

13. The system set forth in claim 11, wherein said 

40 scheduling component allows the user to schedule the bill 
bot's access of the biller website. 

receiving items of bill data from a biller in ways other 
than from a biller website; 

determining whether the provided item of bill data dupli­
cates an item of bill data is already contained in the 45 

items of bill data; and 
maintaining a single copy of the duplicate item ofbill data 

in the items of bill data. 
7. The method set forth in claim 1, further comprising the 

steps of: 50 

maintaining user bill display data associated with the item 
of bill data, the user bill display data being used to 
display the individual bill corresponding to the item of 
bill data to the user; 

55 
maintaining biller bill display data associated with the 

additional item of bill data; 
using the received user access information to periodically 

access the biller website to further provides the biller 
bill display data associated with the provided additional 60 
item of bill data; and 

incorporating the biller bill display data into the main­
tained user bill display data. 

8. The method set forth in claim 7, further comprising the 
step of: 

modifying the biller bill display data to make user bill 
display data thereof. 

65 

14. The system set forth in claim 13, wherein 

the additional item of bill data includes a statement date; 
and 

said scheduling component uses the statement date to 
schedule the bill bot's access of the biller website. 

15. The system set forth in claim 11, wherein 

the bill bot determines validity of the additional item of 
bill data and does not provide an invalid additional item 
of data. 

16. The system set forth in claim 11, wherein 

the bill information database receives items of bill data 
from a biller in ways other than from a biller website; 
and 

the bill bot provides the additional item of bill data only 
when the bill bot has determined that the additional 
item of bill data does not duplicate an item of bill data 
that is already contained in the items of bill data. 

17. The system set forth in claim 11, wherein: 

said bill information database maintains user bill display 
data associated with the item of bill data, the bill 
display data being used to display the individual bill 
corresponding to the item of bill data to the user; 

the biller website further maintains biller bill display data 
associated with the additional item of bill data; and 
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the bill bot further provides the biller bill display data 
associated with the received additional item of bill data, 
the bill information database incorporating the pro­
vided biller bill display data into the bill display data. 

18. The system set forth in claim 17, wherein 
the bill bot further modifies the biller display data to make 

user bill display data thereof. 
19. The system set forth in claim 18, wherein 
the bill bot modifies the biller display data to remove an 

interactive element therefrom. 

20 
20. The system set forth in claim 18, wherein 

the bill bot modifies the biller display data by replacing a 
reference in the biller display data to information 
external thereto in the biller website. 

21. The system set forth in claim 18, wherein 

the bill bot modifies the biller display data by adding an 
identification of the biller thereto. 

* * * * * 



UNITED STATES PATENT AND TRADEMARK OFFICE 

CERTIFICATE OF CORRECTION 

PATENT NO. : 7,370,014 Bl 
APPLICATION NO. :09/999311 
DATED : May 6, 2008 
INVENTOR(S) : Dhaval Vasavada, Alex Kosowski and Eric Jamison 

Page 1 of 1 

It is certified that error appears in the above-identified patent and that said Letters Patent is 
hereby corrected as shown below: 

Col. 13, Line 47: "returns via 1117 to box" should be-- returns via 1117 to box 1111 --

Col. 18, Line 31: "The EBPP system" should be -- The system --

Signed and Sealed this 

Sixth Day of January, 2009 

JONW.DUDAS 
Director of the United States Patent and Trademark Office 


