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(57) ABSTRACT 

System and method for generating modifiable representa­
tions of system hardware and software configurations and for 
transferring a system to another system using the configura­
tion representations. A configuration representation may 
include a backup of a system's files. A configuration repre­
sentation may be modified, and may be used to restore the 
system to hardware that may be different than the original 
system's hardware. In one embodiment, a configuration 
transfer mechanism is provided to perform the transfer of a 
configuration representation from a source system to a target 
system. One embodiment of a configuration transfer mecha­
nism may use one or more servers coupled to the source and 
target systems via a network. Another embodiment of a con­
figuration transfer mechanism may be used to restore a source 
system's configuration and files from a source system directly 
to a target system coupled to the source system without using 
servers. 
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COMPUTER SYSTEM CONFIGURATION 
REPRESENTATION AND TRANSFER 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 
This invention is related to the field of computer systems 

and, more particularly, to software used in computer system 
restores. 

2 
configuration representation. A configuration representation 
may include a backup set of a system's files. 

A configuration representation may be generated for a 
system and stored as data in computer memory. In one 
embodiment, a configuration representation stores the con­
figuration of a computer system so that it may be managed 
and manipulated, if necessary or desired. A configuration 
representation may be stored, viewed and modified, if neces­
sary, and may be used to restore the original system to the 

2. Description of the Related Art 
In the computer industry, it may sometimes be desirable to 

migrate one system to another. If the source and target sys­
tems have identical hardware, this may not be a problem. 
However, if the source and target systems have dissimilar 
hardware, the task of migrating the source system to the target 
system may be difficult and time-consuming, if not impos­
sible. The reasons a direct restoration of a source system's 
files to a target system with different hardware may fail may 
include, but are not limited to, the following. The source 
system's backup image does not always have the device driv­
ers for the new hardware. The source system's backup image 
may include configuration information that pertains to the old 
hardware and is not applicable to the new. The quantity of 
hardware components (disk, mass storage controllers, net­
work interface cards, processors, etc.) may change, requiring 
additional configuration. 

10 original system hardware or to another system with hardware 
that may be, but is not necessarily, different than the original 
system's hardware. In one embodiment, a configuration 
transfer mechanism is provided to perform the transfer of a 
configuration representation from a source system to a target 

15 system. In one embodiment, a configuration representation 
may be compared to a configuration collected from a target 
system to verifY that a restore of the configuration represen­
tation to the target system will be successful, for example. 

In one embodiment, the configuration representations of 
20 two or more computer systems may be merged to form one 

configuration representation that may then be moved or 
restored to a single computer system or even to two or more 
computer systems. Configuration information and settings 
for hardware and data of each system may be captured into a 

25 configuration representation for each system. After capturing 
the configuration representations, the configuration represen­
tations may be merged to form a merged configuration rep­
resentation. 

IBM creates a partial system configuration in their AIX 
"mksysb" image. This partial system configuration cannot be 
modified. HP does something similar in their ignite product. 
Both are tightly associated with the original system hardware 30 

and with a backup image. Inventory capturing software (e.g. 
Tivoli's Configuration Manager) catalogs a computer sys­
tem's hardware and software configuration. However, this 
catalog is not sufficient for reproducing the computer system 
on other hardware. For example, it does not include the com- 35 

puter's data files. The purpose of these inventory systems is to 
enumerate pieces of hardware and software or to identify 
computer systems for software distribution. 

Cloning products that work with images (e.g. mksysb for 
AIX, Symantec's Ghost for PCs) typically require similar 40 

hardware. At a minimum, they require the same mass storage 
device or they cannot boot. Backup/restore packages perform 
file backup of data files, but typically do not include hardware 
configurations and settings. System image packages (e.g. 
Symantec's Ghost) generate an image of both configuration 45 

and data, but are not editable. These images cannot be moved 
or placed on other types or configurations of systems. 

Therefore, it is desirable to provide a backup and restore 
mechanism that captures both hardware configuration and 
settings and data (files) from a system. It is also desirable that 50 

the hardware configuration be movable to other target sys­
tems with potentially dissimilar hardware, and editable to fix 
discrepancies in hardware configurations between the source 
and target systems. 

In one embodiment, a configuration transfer mechanism 
may be used to backup and restore configuration representa­
tions and files using one or more servers coupled to the source 
and target systems via a network. In one embodiment, this 
configuration transfer mechanism, referred to as a network 
restore mechanism, may include a restore server configured 
to capture system configuration information of a source 
device into a configuration representation, modify the con-
figuration representation to generate a modified version of the 
configuration representation, and configure the target device 
according to the modified version of the configuration repre­
sentation. The network restore mechanism may also include a 
backup server configured to back up and store file data of the 
source device. In one embodiment, the source device may 
include an agent of the configuration transfer mechanism 
configured to provide the system configuration information to 
the restore server. 

In one embodiment, a configuration transfer mechanism 
may be used to restore a source system's configuration and 
files from a source system directly to a target system coupled 
to the source system, and with a potentially different hard­
ware configuration, without using servers. This configuration 
transfer mechanism may also be referred to as a direct restore 
mechanism. In one embodiment, system configuration infor­
mation of the source system may be modified. In one embodi­
ment, a configuration representation of the source device may 

SUMMARY 
55 be generated and may include the system configuration infor­

mation and the file data. In this embodiment, the system 
configuration information may be modified in the configura­
tion representation. The target system may be configured 
according to the modified system configuration information. 

Embodiments of a system and method for generating 
modifiable representations of system hardware and software 
configurations and for transferring a system on a source 
device to a target using a configuration representation of the 
source device are described. Embodiments may be used to 
generate representations of computer system hardware and 
software configurations ("configuration representations"). A 
configuration representation may be defined as a representa- 65 

tion of a computer system's software and hardware configu­
ration, and may also include a rule set used to manipulate the 

60 Files of the source system may be copied to the target system. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The following detailed description makes reference to the 
accompanying drawings, which are now briefly described. 

FIG. 1 illustrates a system restore using a configuration 
representation according to one embodiment. 
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FIG. 2 illustrates components of a computer system 
according to one embodiment. 

FIG. 3 illustrates merging two configuration representa­
tions according to one embodiment. 

FIG. 4A illustrates a network restore mechanism for cap­
turing and restoring configuration representations using serv­
ers in a network environment according to one embodiment. 

FIG. 4B illustrates a network restore mechanism using the 
configuration information stored in a configuration represen­
tation to configure a target client system according to one 
embodiment. 

FIG. 5 is a flowchart illustrating a method of performing a 
system restore from one client to another using a network 
restore mechanism according to one embodiment. 

FIG. 6 illustrates two exemplary dissimilar systems for 
which a direct restore may be performed according to one 
embodiment. 

FIG. 7 is a flowchart illustrating a configuration transfer 
mechanism for transferring a configuration directly from a 
source system to a destination system according to one 
embodiment. 

FIG. 8 illustrates setup and restore using a direct restore 
mechanism according to one embodiment. 

While the invention is described herein by way of example 
for several embodiments and illustrative drawings, those 
skilled in the art will recognize that the invention is not 
limited to the embodiments or drawings described. It should 

4 
viewed and changed before it is used to configure another 
system, e.g. a replacement system, which may include dis­
similar hardware. A captured configuration representation 
may be modified, if necessary, and used to restore the original 
system (including hardware and software configuration infor­
mation, operating system, applications and data) to the origi­
nal system or to another system with hardware that may be, 
but is not necessarily, different than the original system's 
hardware. In one embodiment, a configuration transfer 

10 mechanism is provided to perform the transfer of a configu­
ration representation from a source system to a target system. 

From both the programmer and user's perspective, con­
figuration representations allow the configurations of many 
systems to be stored and managed. Configuration represen-

15 tations may allow configurations that are running on one 
system with one set of hardware, but that are to be used to 
configure one or more different systems with potentially dif­
ferent hardware, to be captured and modified if necessary or 
desired. A configuration representation may be compared to a 

20 configuration collected from a target system to verify that a 
restore of the configuration representation to the target sys­
tem will be successful, for example. 

In one embodiment, one or more rule sets may be applied 
(e.g. using a utility application) to a configuration represen-

25 tation to determine one or more of, but not limited to: 
whether the configuration representation can be moved to 

another computer system including dissimilar hardware. 
what is different between two configurations. 
whether two configuration representations can be merged. 
whether the configuration representation is complete. 
what details of the configuration representation can be 

modified. 
Configuration representations may be used in a variety of 

applications including one or more of, but not limited to, 
system restore applications, disaster recovery directors, 
change managers, and capacity plarming tools. 

One application in which embodiments of a configuration 
representation may be used is in disaster recovery solutions 
where replacement hardware may not be identical to original 

be understood, that the drawings and detailed description 
thereto are not intended to limit the invention to the particular 
form disclosed, but on the contrary, the intention is to cover all 30 

modifications, equivalents and alternatives falling within the 
spirit and scope of the present invention as defined by the 
appended claims. The headings used herein are for organiza­
tional purposes only and are not meant to be used to limit the 
scope of the description or the claims. As used throughout this 35 

application, the word "may" is used in a permissive sense 
(i.e., meaning having the potential to), rather than the man­
datory sense (i.e., meaning must). Similarly, the words 
"include", "including", and "includes" mean including, but 
not limited to. 40 hardware in its makeup, vendor or quantity. Disaster recovery 

solutions need a way to restore a system to hardware that may 
be similar to but different than the original hardware. The 
differences may include one or more of, but are not limited to, 
different types of mass storage devices and network interface 

DETAILED DESCRIPTION OF EMBODIMENTS 

Embodiments of a system and method for generating 
modifiable representations of system hardware and software 
configurations and for transferring a system on a source 
device to a target using a configuration representation of the 
source device are described. Embodiments may be used to 
generate representations of computer system hardware and 
software configurations (which may be referred to collec­
tively as "configurations" or "configuration representa­
tions"). A configuration representation may be defined as a 
representation of a computer system's software and hardware 
configuration and may also include a rule set used to manipu­
late the configuration representation. A configuration repre­
sentation may include a backup set of a system (every file, 
including system files, and hardware and software configu­
ration information and settings) but not the hardware itself. In 
one embodiment, an enterprise backup and restore utility, 
such as NetBackup, may be leveraged to provide backup and 
restore capabilities for files. 

A configuration representation may be generated for a 
system and stored as data in computer memory (e.g. local or 
remote disk, RAM, tape, etc.). In one embodiment, a configu­
ration representation stores the configuration of a computer 
system so that it may be managed and manipulated, if neces­
sary or desired. A configuration representation may be stored, 

45 cards. 
FIGS. 1-8 and their descriptions illustrate means for cap­

turing a configuration representation of the source device, 
means for modifying the configuration representation to gen­
erate a modified version of the configuration representation, 

50 and means for configuring the target device according to the 
modified version of the configuration representation. 

FIG. 1 illustrates a system restore using a configuration 
transfer mechanism to transfer a configuration representation 
from a source system to a target system according to one 

55 embodiment. Systems 100 may be any of various types of 
devices, including, but not limited to, a personal computer 
system, desktop computer, laptop or notebook computer, 
mainframe computer system, workstation, network com­
puter, or other device. Systems 100 may run any of a variety 

60 of operating systems, including, but not limited to, 
Microsoft's Windows (e.g. Windows 2000, NT, etc.), Sun's 
Solaris, Unix, Linux, IBM'sAIX, etc. Systems 100 may each 
include at least one processor. The processor may be coupled 
to a memory, which may include various types of possible 

65 memory media, also referred to as "computer readable 
media." Hard disk storage, floppy disk storage, removable 
disk storage, flash memory and random access memory 
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(RAM) are examples of memory media. The terms "memory" 
and "memory medium" may include an installation medium, 
e.g., a CD-ROM or floppy disk, a computer system memory 
such as DRAM, SRAM, EDO RAM, SDRAM, DDR 
SDRAM, Rambus RAM, etc., or a non-volatile memory such 
as a magnetic media, e.g., a hard drive or optical storage. The 
memory medium may include other types of memory as well, 
or combinations thereof. Systems 100 may couple over a 
network to one or more other devices via one or more wired or 
wireless network interfaces. 

A configuration representation 102 may be generated for a 
system 100A and stored as data in computer memory (e.g. 
local or remote disk, RAM, tape, etc.). The configuration 
representation 102 may then be modified, if necessary, and 
used to restore the original system (including hardware and 
software configuration information, operating system, appli­
cations and data) to target system 102B with hardware that 
may be, but is not necessarily, different than the original 
system 102A's hardware. In one embodiment, a network 
restore mechanism may be used to backup and restore con­
figuration representations and files using one or more servers 
coupled to the source and target systems via a network. In one 
embodiment, a direct restore mechanism may be used to 
restore a source system's configuration representation and 
files from one system directly to a target system coupled to the 
source system. 

FIG. 2 illustrates components of a computer system 
according to one embodiment. A computer system 200 gen­
erally includes hardware settings 208, operating system soft­
ware 206, application software 204, and user data 202. Oper­
ating system software 206 and application software 204 may 
have associated configuration information and settings. In 
one embodiment, a configuration representation may include 
all of the information required to configure a new system from 
scratch, including, but not limited to, the software (both oper­
ating system and application) and hardware and software 
configuration information and settings. When a configuration 
representation is captured, a backup of user data 202 may also 
be performed (e.g. using a network backup program). In one 
embodiment, the data backup may be stored separately from 
the configuration representation. In another embodiment, the 
data backup may be stored with or included in the configura­
tion representation. Once a computer's configuration is cap­
tured into a configuration representation, the configuration 
representation may be moved to another location and/or 
restored to another, potentially dissimilar computer system, 
as illustrated in FIG. 1. 

6 
ment, the set of files on the system may be backed up, e.g. by 
a storage manager or a network backup utility. 

Collected hardware configuration information may be used 
to acquire same or equivalent hardware, and also may be used 
to select device drivers for a target system. Collected volume 
configuration information may be used to partition one or 
more disks of a target system. Collected non-volatile memory 
settings may be used to set up hardware of a target system. 
Collected OS information may be used to acquire and/or 

10 configure OS software with appropriate patches on a target 
system. Collected application information may be used to 
acquire and/or configure application software with patches on 
a target system. The collected system state may include what 
processes are running and how much storage space is required 

15 to backup the system. 
This collection of data in a configuration representation 

may be moved, copied or modified, and may be used, for 
example, to verify a target system, be compared with other 
configuration representations, merged with one or more other 

20 configuration representations from other systems, and/or to 
restore the system to a target system. The target system may 
be the original system or another system with a potentially 
different hardware configuration. 

As illustrated in FIG. 3, in one embodiment, the configu-
25 ration representations of two or more computer systems may 

be merged to form one configuration representation that may 
then be moved or restored to a single computer system or even 
to two or more computer systems. Configuration information 
and settings for hardware 208 and data 210 of each system 

30 200 (e.g. hardware settings 208A and 208B and data 210A 
and 210B) may be captured into a configuration representa­
tion 212 for each system 200. Data 210 may include, but is not 
limited to, user data files, system software and other system 
files, application software and other files, configuration infor-

35 mation and settings for system and application software, and 
other information that may be necessary to restore the system. 
After capturing configuration representations 212A and 
212B, the configuration representations may be merged to 
form a merged configuration representation 212C. In one 

40 embodiment, merging two configuration representations 212 
may be performed automatically. In one embodiment, merg­
ing two configuration representations 212 may be performed 
manually. In one embodiment, merging two configuration 
representations 212 may be performed using a combination 

45 of manual and automatic merging mechanisms. The merged 
configuration representation 212C may then be restored to 
either one or both of systems 200A and 200B, or to one or 
more other systems 200 not shown. Merged configuration 
representation 212C may be modified if necessary or desired 

In one embodiment, the information in the configuration 
representation may be collected automatically, e.g. using 
agents running on a system. In one embodiment, a portion of 
the information may be manually entered by a user. In one 
embodiment, a combination of automatic collection and 
manual entry of the information may be used. In one embodi­
ment, a computer system's configuration may be captured 
into a configuration representation at intervals, and, for 55 

example, hardware and software changes made between any 
two such intervals may be identified by comparing the con­
figuration representations captured at the intervals. 

50 during restore to a system 200. Merged configuration repre­
sentation 212C may be, for example, compared to other con­
figuration representations 212, modified if necessary, merged 
with other configuration representations, and generally used 
like any other configuration representation. 

Embodiments may allow users to restore a system (e.g. a 
Windows-based system) to target hardware that is different 
from the source hardware. A representation of a computer 
system's software and hardware configuration may be used to 
restore a system backup to dissimilar hardware. For example, In one embodiment, a configuration representation may 

include, but is not limited to, one or more of the following: a 
hardware inventory, non-volatilememory (e.g. NVRAM) set­
tings, volume configuration, device driver versions, operating 
system (OS) version, OS patch information, OS configura­
tion, application software inventory, application patches, 
application configuration, a system state at a point in time 
(e.g. running processes, used disk space, etc.) and a backed­
up set of files (e.g. data files) from the system. In one embodi-

60 a single-processor IDE-based system from Gateway may be 
restored to a multi-processor SCSI-RAID system from 
DELL, or vice versa. Before, during or after the system's data 
files are restored from a backup (e.g. a backup produced using 
NetBackup ), the restored system configuration may be modi-

65 fied to reflect the differences in hardware components. 
Embodiments preferably allow a server or client system to be 
brought back up quickly on a different computer system. 
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Source and target systems may be from different vendors, 
different makes, and/or have dissimilar hardware sets. 

In one embodiment, an agent installed on a system collects 
and stores configuration information on file system sizes, disk 
geometry, network cards, disk controllers, device drivers and 
other software and hardware-related information sufficient to 
restore a system configuration. The configuration informa­
tion may include disk partition information (e.g. a table) that 
may read from one or more disks, and active bit information. 
In one embodiment, network information may be stored as 
part of the configuration representation. In one embodiment, 
everything stored on and all information about the hardware 
of a system may be collected and stored in a configuration 
representation. In one embodiment, an agent may be used to 
collect configuration information using API calls or other 
appropriate methods. In one embodiment, a network backup 
utility such as NetBackup may be used to back up the data 
(files) of a system. In one embodiment, the configuration 
information and files may be captured "hot" from a running 
system. 

8 
from client system 100A may be backed up, for example to a 
backup server 110 using a network backup utility such as 
NetBackup. In one embodiment, client software for the 
appropriate network backup utility may be included on client 
systems 100 to enable network backup. 

Note that, while FIG. 4A illustrates configuration informa­
tion 114 and files 116 being backed up for client system 100A, 
configuration information and files for client system 100B 
may be backed up as well. In one embodiment, backups from 

1 o two or more client systems may be merged and restored to one 
or more client systems. For example, backups of client sys­
tems 100A and 100B may be merged and restored to client 
system 100B. 

The following describes one embodiment of a setup pro-
15 cess for a network configured to perform restores of systems 

using configuration representations as described herein. A 
backup server 110 may be installed and configured. A client 
storage area may be created on the backup server 110. Client 
classes for the network backup utility may be created. Restore 

20 server 108 and file server 106 may be installed and config­
ured. In one embodiment, a representation of a computer sys­

tem's hardware and software configuration may be captured 
and stored on a server. The configuration representation may 
then be compared to the hardware configuration of the target 
hardware (the hardware of a system that will be restored to) 25 

and modified appropriately, if necessary or desired. For 
example, device drivers may be added or removed from the 
configuration, and/or interface settings may be changed. 
Once the modifications are complete, the restore process may 
use the configuration representation to create a working 30 

restore environment in which files may be restored, e.g. from 

In one embodiment, a network file system such as SAMBA 
maybe installed on file server 106. SAMBA allows end users 
to access and use files, printers, and other commonly shared 
resources on an intranet or on the Internet. SAMBA may be 
installed on a variety of operating system platforms, includ-
ing, but not limited to: Linux, most common Unix platforms, 
OpenVMS, and OS/2. In one embodiment, one or more 
Shared Root Trees (SRT) from Windows 20000S may be 
created on file server 106. 

One or more client systems 100 may be installed and con­
figured. Network backup utility client software and agents 
112 may be installed on client systems 100. Client system 
may be from different vendors and/or of different models, 
configurations, etc. For example, in FIG. 4A, client system 
1 OOA may be an IBM system and client system 1 OOB may be 

a network backup. Once the files are restored, the configura­
tionrepresentation may be used to modifY the restored system 
so that it will function properly after it is rebooted. 

FIGS. 4A and 4B illustrate a network restore mechanism 35 

for capturing and restoring configuration representations 
using servers in a network environment according to one 
embodiment. Configuration representations may be used to 
perform system restores of a system's (e.g. client system 
100A) backup image to a target system (e.g. client system 
100B) that may have different hardware than the original 
system had at the time of backup. A captured configuration 
representation may be modified or edited prior to or during 
restore to a target system, enabling a user to change the 
configuration if necessary or desired. 

a Dell system. 
After setup is complete, one or more of client systems 100 

may be backed up. A backup may include backup of files 116 
40 to backup system 110 and capturing of configuration infor­

mation 114 to restore server 108. In one embodiment, restore 
server 108 may coordinate the capturing and storing of con­
figuration information 114 from one or more of client systems 
100 to restore server 108 and files 116 to backup system 110. 

45 Backups may, for example, be scheduled to be performed 
periodically, for example once a day. In one embodiment, a 
backup may be manually initiated by a user. In one embodi­
ment, stored configuration information 114 may be modified, 

As illustrated in FIG. 4A, in one embodiment, agents 112 
may be deployed on client systems 100 to capture configura­
tion information for the client systems 100. In one embodi­
ment, an agent 112 may transfer configuration information 
114 for client system 100A to restore server 108 via network 50 

104. Network 104 may be any kind of network, including 
wired or wireless networks. In one embodiment, the configu­
ration information 114 may be stored in a configuration rep­
resentation on restore server 108. In one embodiment, one or 
more utilities, which may be provided by the restore server 
108, may provide the ability to edit the stored configuration 
representations. In one embodiment, these utilities may be 
accessed directly on restore server 108. In another embodi­
ment, these utilities may be accessed remotely from another 
system coupled to restore server 108 via network 104. 

for example using a utility provided by restore server 108. 
As illustrated in FIG. 4B, a network restore mechanism 

may use the configuration information 114 stored in a con­
figuration representation to configure a client system such as 
client system 100B during and/or post-restore. In one 
embodiment, as a system is being restored to a target system 

55 (e.g. client system 100A to client system 100B), a restore 
environment may be created that allows files 116 of the sys­
tem to be restored to the target system (e.g. client system 
100B) from backup server 110. The files 116 may be restored 
to one or more local disks 130 and/or to one or more remote 

60 disks 128, in this example local disks 130B and remote disks 
128B. After the system's original files are restored to the 
target system, the files may be modified (e.g. device driver 
files may be added, network settings changes, etc.) so that the 

While FIG. 4A shows file server 106, restore server 108, 
and backup server 110 as separate systems, note that in other 
embodiments one or more of the servers may be included in 
one system. For example, restore server 108 and file server 
106 may be combined into one server. 

Client system files 116 may be located on one or more local 
disks 130 and/or on one or more remote disks 128. Files 116 

65 

target system will operate correctly after it is rebooted. 
The following describes one embodiment of a restore pro­

cess for a network configured to perform restores of systems 
using configuration representations as described herein. Cli-
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ent systems 100 may be backed up. Backing up may include 
backing up files to the backup server 110 and capturing con­
figuration information to configuration representations on the 
file server 106. 

To restore client system 100A to client system 100B, a boot 
image 134 (e.g. a floppy or other boot medium, such as a CD) 
may be created. In one embodiment, the stored configuration 
representations of client systems 100A and client system 
1 OOB may be merged, if necessary or desired. In one embodi-

10 
ment, if a configuration representation of client system 1 OOB 
has not been performed, hardware configuration information 
for system 100B may be discovered. A "prepare to restore" 
may be performed for client system 100B on or by restore 
server 108. Client system 100B may be booted using boot 15 

image 134. A restore environment may be created on client 
system 100B. Configuration information 114 may be copied 
from restore server 108 to client system 100B. One or more 
disks on client system 100B may be repartitioned and/or 
formatted, if necessary. Files 116 from client system 100A 20 

may then be restored from backup server 110 to client system 
100B. In one embodiment, registry and/or boot.ini system 
files may be modified on client system 100B. One or more 
other restore tasks may be performed, for example, copying 
files. Client system 100B may then be rebooted. After this 25 

process, client system 100B has client system 100A's oper­
ating system and hardware configuration, applications, set­
tings and user files. 

FIG. 5 is a flowchart illustrating a method of performing a 30 
system restore from one client to another using a network 
restore mechanism such as illustrated in FIGS. 4A-4B 
according to one embodiment. Servers and clients may first 
be installed and set up. As indicated at 300, the hardware 
configuration for a first client system may be captured and 35 
stored as a configuration representation. Files for the first 
system may also be backed up, for example using a network 
backup utility. As indicated at 302, a boot image for a second 
system (the target system) may be generated. As indicated at 
3 04, configuration information for the second system may be 40 
discovered. Low-level configuration information for the sec­
ond system may be discovered (e.g. plug-and-play IDs, etc.). 
Discover may be performed manually, automatically, or using 
a combination of manual and automatic mechanisms. This 
discovered information may be compared to the configura- 45 
tion representation captured from the first system. As indi­
cated at 306, a "prepare to restore" may be performed on the 
second system. During prepare to restore, the configuration 
representation may be modified based on the comparison of 
the configuration representation captured from the first sys- 50 
tern with the discovered configuration information from the 
second system. Modification of the configuration representa­
tion may include one or more of, but is not limited to, chang­
ing MAC address, IP address( es ), adding or changing device 
drivers, etc. As indicated at 308, the second system may be 55 
booted with the boot image. As indicated at 310, the configu­
ration representation may be restored to the second system. 
Any discovered differences or incompatibilities may be fixed 
manually or automatically, or using a combination of the two. 
Files from the first system may then be restored to the second 60 
system. Disk partition mapping may then be performed. 

Embodiments may provide the capability to restore a client 
backup image (e.g. a Windows client backup image) to hard­
ware that is different from the hardware from which the client 
backup image was taken. Embodiments of the restore process 65 

using configuration representations as described herein may 
be used to reconcile differences including one or more of, but 

10 
not limited to, disk controllers, network cards, and mother­
board changes that require a different Hardware Abstraction 
Layer (HAL) and/or kernel. 

Examples of when a source system may need to be restored 
to a target system with dissimilar hardware may include one 
or more of, but are not limited to: 

When changing the preferred vendor for a class of systems 
in an enterprise. 

When migrating an application from older hardware to the 
latest available hardware. 

When a system has suffered critical hardware failure and 
similar hardware is not available for replacement (i.e., 
no longer provided by the vendor). 

When a disaster recovery provider does not have identical 
hardware at the disaster recovery site. 

When staging and verifYing an application at a test site with 
different hardware from the production site (an applica­
tion can be migrated from test to production). 

Examples of conditions when the restore mechanism 
described herein may be used to restore a source system to a 
target system with dissimilar hardware may include one or 
more of, but are not limited to: 

The target system has a disk controller that the source 
system did not have. 

The source system had a disk controller that the target 
system does not have. 

The target system has a network card that the source system 
did not have. 

The source system had a network card that the target sys­
tem does not have. 

The target system requires a different HAL/kernel than the 
source system. The case of a different HAL/kernel may 
require special consideration when Windows Service 
Packs are installed on the client. A Service Pack is pref­
erably used during the restore that exactly matches the 
Service Pack level of the client. 

The target system will have different TCP/IP settings than 
the source system had. 

In one embodiment, during the restore process, the con­
figuration of the source system may be saved (e.g. to a con­
figuration representation). In one embodiment, the restore 
process uses the configuration information saved by a save 
configuration process. In one embodiment, the save configu­
ration process may run with every server-initiated backup. 
Hardware differences between the target system and the 
source system may be determined. The hardware differences 
may include one or more of, but are not limited to, disk 
controller, network card, HAL/kernel, TCP/IP settings, spe­
cific media (audio/video drivers), and hardware (MAC) 
address. Determining these differences may help to deter­
mine what drivers may need to be added to the source sys­
tem's saved configuration representation before performing 
the restore to the target system. 

In one embodiment, to perform a restore to a dissimilar 
system, the exact hardware (MAC) address of the target sys­
tem is required. Without this MAC address, the restore pro­
cedure may not be able to restore the network properties of the 
target system to that of the source system. How this informa­
tion is determined may depend on the status of the target 
system. The following are some examples of the status, and 
are not intended to be limiting: 

Target system is new from the factory: use the manufactur­
er's website to determine the drivers used by this 
machine. 

Target system has same base Operating System as the 
source client: install the agent on the target system, 
register the agent with the restore server, and run the save 



US 7,680,957 Bl 
11 

configuration process on the target client. This will cap­
ture the target system's configuration, including device 
drivers. 

12 
On the first logon of the restored system, cleanup of the 

restore may be performed if necessary. In one embodiment, 
after the system has been restored, an administrator logon 
may be required to complete the changes. In one embodi­
ment, the restore mechanism may display a status box detail­
ing the steps. While the status box is visible, one or more 
indications that new hardware has been found may be dis­
played by the operating system. 

FIGS. 6 through 8 illustrate embodiments of a configura-

Drivers may be added to the source system's saved con­
figuration representation if necessary. Once the drivers that 
are necessary for the target system are determined, the drivers 
may be added to the configuration representation of the 
source system. Methods to add the necessary drivers to the 
source client's saved configuration may include one or more 
of, but are not limited to: adding individual drivers and copy­
ing another client's configuration. In one embodiment, a 
combination of these two methods may be used. 

To add an individual driver, the specific required driver is 
located, for example on a CD-ROM or another installation 
medium, on a manufacturer's website, or on another client 
system. In one embodiment, if on another client system, a 
wizard or other utility may be used to add a driver to the 
restore server. When the necessary drivers have been added to 
the restore server, the drivers may be added to an editable 
copy of the source system's configuration representation. In 
one embodiment, a GUI may be provided to perform these 
tasks. 

10 tion transfer mechanism for directly restoring one system to 
another potentially dissimilar system without using servers 
on a network. This configuration transfer mechanism may be 
referred to as a direct restore mechanism. FIGS. 6 through 8 
and their descriptions represent means for modifYing system 

15 configuration information of a source device, means for con­
figuring a target device according to the modified system 
configuration information, and means for copying file data of 
the source device to the target device. 

FIG. 6 illustrates two exemplary dissimilar systems for 

In one embodiment, a separate client system may be used 
to create the driver package using a copy of the needed driver 

20 which a direct restore may be performed according to one 
embodiment. System 400A includes one or more IDE storage 
devices, and system 400B includes one or more SCSI storage 
devices. Other hardware differences, as previously described, 
may exist between the two systems. Using the direct restore 

25 mechanism, one of the systems may be migrated to the other 
system despite the dissimilar hardware between the two sys-

(s) (e.g. from CD-ROM, manufacturer's website, or another 
client system). To add the driver(s) to the source system's 
configuration representation on the restore server, the driver 
package may be pushed to the restore server, where it can be 
added to the source system's configuration representation. In 
one embodiment, a GUI may be provided on the restore server 30 

through which the created driver package( s) may be added to 
the source system's configuration representation. 

If there is another client system with a hardware configu­
ration that closely matches the configuration of the target 
system, that configuration may be copied to the source system 35 

configuration representation. One embodiment may provide 
a GUI to copy the desired configuration to the source system 
configuration representation. An editable copy may be cre­
ated to add or remove individual drivers as necessary. In one 
embodiment, after copying the hardware configuration from a 40 

separate client system and assigning it to the source system 
configuration representation, it may be necessary to add or 
remove one or more drivers to or from the configuration 
representation. 

In one embodiment, the Service Pack the source system 45 

originally used may be added to the source system's saved 
configuration representation if necessary. In order for a 
restore to a dissimilar system to work successfully, the con­
figuration representation used for the restore must have the 
same Service Pack as the source client. If a Service Pack has 50 

already been added to the file server, the Service Pack in the 
configuration representation prior to the restore may be 
selected. 

terns. 
FIG. 7 is a flowchart illustrating a configuration transfer 

mechanism for transferring a configuration directly from a 
source system to a destination system according to one 
embodiment. As indicated at 500, system configuration infor-
mation of the source system may be modified. In one embodi­
ment, the system configuration information may include 
hardware and software configuration information. In one 
embodiment, a configuration representation of the source 
device may be generated and may include the system con-
figuration information and the file data. In this embodiment, 
the system configuration information may be modified in the 
configuration representation. As indicated at 502, the target 
system may be configured according to the modified system 
configuration information. In one embodiment, the target 
system may have a different hardware configuration than the 
source system. As indicated at 504, files of the source system 
may be copied to the target system. 

In one embodiment, a direct restore may be performed over 
a connection between the source and target systems, e.g. a 
network connection as illustrated in FIG. 6 or a direct con­
nection. In one embodiment, a direct restore may be per­
formed by backing up the source system to a storage medium 
(e.g. an external disk, tape, or removable medium) and then 
restoring from the storage medium to the target system. 

Embodiments of a direct restore mechanism may be used, 
for example, to migrate one system (e.g. PC) to another sys­
tem (e.g. PC) of a different manufacturer and with different If a Service Pack for the source system was not created, but 

one is required, the Service Pack may be created from another 
client system. One embodiment may provide a wizard or 
other utility to add the Service Pack to the file server. The 
Service Pack may then be selected, for example from an Edit 
Configuration screen of a configuration representation edit­
ing utility. 

55 hardware. In one embodiment, this may be performed using 
one or more CDs or other removable media and without any 
supporting backup applications, boot or file servers. For 
example, end users canmigratetheir applications (system and 
data) from an existing IBM Netfinity server to a Dell Power-

The source system may then be restored to the target sys­
tem using the configuration representation from the source 
system. After the previously described actions have been 
performed, the restore process may proceed as a normal 
restore. In one embodiment, the source system and its edited 
configuration representation may be selected from a GUI 
(e.g. provided on the restore server) and the restore initiated. 

60 Edge. The DELL does not need to be installed. With embodi­
ments of a direct restore mechanism, this may be performed 
without existing backups. After the restore, the target system 
(e.g. the Dell) may "look" exactly like the target system (e.g. 
the IBM) or may be modified as desired or required. Modifi-

65 cations may include one or more of, but are not limited to, 
different network identity, different storage layouts (e.g. 
RAIDS from SIMPLE volumes), etc. 
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In one embodiment, direct restore mechanism software 
may be installed on the source system. In one embodiment, 
this software has a small footprint. The target system is 
booted with a direct restore mechanism boot medium (e.g. 
CD). The boot medium may be generated at the end user's site 
as it may include the operating system (e.g. the Windows 
2000 operating system). The boot medium may also include 
software to perform the mapping from the source system's 
hardware to the target system's hardware. 

14 
new ones. For example, the database maybe using a raw 
partition on the IBM but the user wants to use RAIDS 
dynamic disk instead. Once the mapping is done, the disk 
layouts are created and the user may be asked to reboot the 
target system (e.g. Dell). 

In one embodiment, when prompted, an operating system 
(e.g. Windows 2000) CD or other medium may be inserted 
into the Dell. In one embodiment, the end user supplies the 
operating system CD 414 (e.g. a Microsoft 2000 System CD). 

When prompted, upgrades to the drive, network, or other 
hardware configuration may be optionally performed. The 
user may then be prompted for a final reboot (from the 
installed system drive, not one of the CDs ). The IBM may be 
taken off the network, if desired. The target system (e.g. Dell) 

In one embodiment, the boot medium may install a tern- 10 

porary operating system (e.g. the Windows 2000 operating 
system) on the target system and ask the source system for its 
hardware configuration. Software on the boot medium may 
then perform user-directed mappings of the source system's 
configuration or alternatively create an exact clone of the 
source system. Once completed, software on the boot 
medium may ask the source system for its, Registry, System 
files and all other files. Once completed, further mappings 
may be performed automatically, and the target system is 
ready for reboot. Once rebooted, the migration is complete. 20 

15 reboots and the migration is finished. 

CONCLUSION 

Various embodiments may further include receiving, send­
ing or storing instructions and/or data implemented in accor­
dance with the foregoing description upon a carrier medium. 
Generally speaking, a carrier medium may include storage 
media or memory media such as magnetic or optical media, 
e.g., disk or CD-ROM, volatile or non-volatile media such as 
RAM (e.g. SDRAM, DDR SDRAM, RDRAM, SRAM, etc.), 
ROM, etc. as well as transmission media or signals such as 
electrical, electromagnetic, or digital signals, conveyed via a 
communication medium such as network and/or a wireless 
link. 

The various methods as illustrated in the Figures and 
described herein represent exemplary embodiments of meth­
ods. The methods may be implemented in software, hard­
ware, or a combination thereof. The order of method may be 
changed, and various elements may be added, reordered, 
combined, omitted, modified, etc. 

Various modifications and changes may be made as would 
be obvious to a person skilled in the art having the benefit of 
this disclosure. It is intended that the invention embrace all 

FIG. 8 illustrates setup and restore using a direct restore 
mechanism according to one embodiment. In one embodi­
ment, to set up and restore a source system 400A to a target 
system 400B, direct restore mechanism software may be 
installed on the source system 400A. A boot medium 416 (e.g. 25 

a boot floppy or CD) may then be created on the source 
system 400A. An operating system (e.g. Windows 2000) 
medium (e.g. CD) may then be inserted on the target system 
400B. The MAC address of the target system may then be 
configured. The target system may then be booted from the 30 

boot medium 416. A repair enviroument may be created on 
the target system from the source system. The source sys­
tem's files may then be copied to the target system. In one 
embodiment, the registry and boot.ini on the target system 
may then be modified as necessary or desired. One or more 35 

other restore tasks may then be performed, similar to the 
network restore mechanism as described above. The target 
system may then be rebooted. The target system reboots with 
the source system's files, operating system, hardware con­
figuration and settings, etc. 

such modifications and changes and, accordingly, the above 
40 description to be regarded in an illustrative rather than a 

As an example, an end user desires to migrate the applica­
tion and OS configuration from a source system (e.g. IBM 
Netfinity) to a target system (e.g. Dell PowerEdge). The IBM 
Netfinity may run a Web application with an Oracle database 
on some 10 Mg IDE drives. Direct restore mechanism soft- 45 

ware may be installed on the target system (e.g. IBM). In one 
embodiment, direct restore mechanism software may include 
one daemon and two commands. In one embodiment, the 
daemon performs a backup. In one embodiment, this backup 
is performed using a subset of NetBackup client software. 50 

One command performs a "save configuration" to generate 
configuration representation 420. The other command allows 
the user to input basic configuration for the target system 
including, but not limited to, networking configuration. 

A boatable direct restore mechanism CD (or other boot 55 

medium) may be inserted into the target system (e.g. Dell) 
and the target system may be booted from the CD. The direct 
restore mechanism CD (or other boot medium) inserted into 
the target system is a boatable CD that lays down a repair 
kernel used to stage the migration. The repair kernel is con- 60 

figured to use the proper network settings. The target system 
is booted into the repair kernel and runs a direct restore 
process. The direct restore process gets the source system 
(e.g. IBM Netfinity) configuration and compares it to the 
target system (e.g. Dell PowerEdge) configuration. In one 65 

embodiment, the direct restore process performs a best-fit 
mapping and then lets the user change these mappings or add 

restrictive sense. 
What is claimed is: 
1. A system, comprising: 
a source device; and 
a target device having a different hardware configuration 

than the source device; 
a configuration transfer mechanism configured to: 

capture a configuration representation of the source 
device, wherein the configuration representation 
comprises system configuration information and file 
data of the source device; 

generate, remotely from the target device, a modified 
version of the captured configuration representation 
of the source device to account for differences in 
hardware configurations between the source device 
and the target device; and 

after generating the modified version of the configuration 
representation, configure the target device according to 
the modified version of the configuration representation. 

2. The system as recited in claim 1, wherein the configu­
ration transfer mechanism comprises: 

a restore server configured to: 
capture the system configuration information into the 

configuration representation; 
modifY the configuration representation to generate the 

modified version of the configuration representation; 
and 
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after generating the modified version of the configura­
tion representation, configure the target device 
according to the modified version of the configuration 
representation; and 

a backup server configured to back up and store the file data 
of the source device. 

3. The system as recited in claim 2, wherein the source 
device comprises an agent of the configuration transfer 
mechanism configured to provide the system configuration 
information to the restore server. 10 

4. The system as recited in claim 1, wherein the target 
device is configured to couple to the source device, and 
wherein the configuration transfer mechanism comprises a 
first software component on the source device and a second 
software component on the target device. 15 

5. The system as recited in claim 1, wherein the system 
configuration information comprises hardware and software 
configuration information. 

6. The system as recited in claim 1, wherein, to configure 20 
the target device according to a modified version of the con­
figuration representation, the configuration transfer mecha­
nism is further configured to: 

16 
12. The method as recited in claim 8, wherein, in said 

configuring a target device according to the modified version 
of the configuration representation, the method further com­
prises: 

configuring the target device according to the system con­
figuration information from the modified version of the 
configuration representation; and 

restoring the file data of the source device to the target 
device. 

13. A computer-accessible storage medium, comprising 
program instructions, wherein the program instructions are 
configured to implement: 

capturing a configuration representation of a source device, 
wherein the configuration representation comprises sys­
tem configuration information and file data of the source 
device; 

generating, remotely from a target device, a modified ver­
sion of the captured configuration representation of the 
source device to account for differences in system con­
figuration including differences in hardware configura­
tions between the source device and the target device; 
and 

after generating the modified version of the configuration 
representation, configuring the target device according 
to the modified version of the configuration representa­
tion. 

after generating the modified version of the configuration 
representation, configure the target device according to 25 

the system configuration information from the modified 
version of the configuration representation; and 

14. The computer-accessible storage medium as recited in 
claim 13, wherein said capturing, said modifying, and said 

30 configuring are performed by one or more servers on a net­
work. 

restore the file data of the source device to the target device. 
7. A system for transferring a configuration from a source 

device to a target device, comprising: 
means for capturing a configuration representation of the 

source device, wherein the configuration representation 
comprises system configuration information and file 
data of the source device; 

means for generating, remotely from the target device, a 
modified version of the captured configuration represen­
tation of the source device to account for differences in 
hardware configurations between the source device and 
the target device; and 

means for configuring the target device according to the 
modified version of the configuration representation 
after generating the modified version of the configura-
tion representation. 

8. A method, comprising: 

capturing a configuration representation of a source device, 
wherein the configuration representation comprises sys­
tem configuration information and file data of the source 
device; 

35 

15. The computer-accessible storage medium as recited in 
claim 13, wherein said capturing and said modifying are 
performed by the source device. 

16. The computer-accessible storage medium as recited in 
claim 13, wherein the system configuration information com­
prises hardware and software configuration information. 

17. The computer-accessible storage medium as recited in 
claim 13, wherein, in said configuring a target device accord-

40 ing to the modified version of the configuration representa­
tion, the program instructions are further configured to imple­
ment: 

45 

configuring the target device according to the system con­
figuration information from the modified version of the 
configuration representation; and 

restoring the file data of the source device to the target 
device. 

18. A system, comprising: 
a source device; and 

generating, remotely from a target device, a modified ver- 50 

sian of the captured configuration representation of the 
source device to account for differences in hardware 
configurations between the source device and the target 
device; and 

a target device configured to couple to the source device, 
wherein the target device has a different hardware con­
figuration than the source device; 

a configuration transfer mechanism configured to: 
generate, remotely from the target device, a modified ver­

sion of captured system configuration information of the 
source device to account for differences in hardware 
configurations between the source device and the target 
device; 

after generating the modified version of the configuration 55 

representation, configuring the target device according 
to the modified version of the configuration representa­
tion. 

9. The method as recited in claim 8, wherein said capturing, 
60 

said modifying, and said configuring are performed by one or 
more servers on a network. 

after generating the modified version of the configuration 
representation, configure the target device according to 
the modified system configuration information; and 

copy file data of the source device to the target device. 
19. The system as recited in claim 18, wherein the configu-

65 ration transfer mechanism comprises a first software compo­

10. The method as recited in claim 8, wherein said captur­
ing and said modifying are performed by the source device. 

11. The method as recited in claim 8, wherein the system 
configuration information comprises hardware and software 
configuration information. 

nent on the source device and a second software component 
on the target device. 
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20. The system as recited in claim 18, wherein the system 
configuration information comprises hardware and software 
configuration information. 

21. The system as recited in claim 18, wherein the configu­
ration transfer mechanism is further configured to: 

generate a configuration representation for the source 
device, wherein the configuration representation com­
prises the system configuration information and the file 
data; and 

to modify system configuration information of the source 10 

device, modifY the system configuration information in 
the configuration representation. 

22. A system for transferring a configuration from a source 
device to a target device, comprising: 

means for generating, remotely from the target device, a 15 

modified version of captured system configuration 
information of the source device to account for differ­
ences in hardware configurations between the source 
device and the target device; and 

means for configuring the target device according to the 20 

modified system configuration information after gener­
ating the modified system configuration information; 
and 

18 
26. The method as recited in claim 23, further comprising: 
generating a configuration representation for the source 

device, wherein the configuration representation com­
prises the system configuration information and the file 
data; and 

wherein said modifYing system configuration information 
of a source device comprises modifying the system con­
figuration information in the configuration representa­
tion. 

27. A computer-accessible storage medium, comprising 
program instructions, wherein the program instructions are 
configured to implement: 

generating, remotely from a target device, a modified ver­
sion of captured system configuration information of a 
source device to account for differences in hardware 
configurations between the source device and the target 
device; 

after generating the modified system configuration infor­
mation, configuring the target device according to the 
modified system configuration information; and 

copying file data of the source device to the target device. 
28. The computer-accessible storage medium as recited in 

claim 27, wherein the source device is coupled to the second 
means for copying file data of the source device to the 

target device. 
23. A method, comprising: 
generating, remotely from a target device, a modified ver­

sion of captured system configuration information of a 
source device to account for differences in hardware 
configurations between the source device and the target 
device; and 

25 
device, wherein said modifYing is performed by a first soft­
ware component on the source device, and wherein said con­
figuring and said copying are performed by the first software 
component on the source device and a second software com­
ponent on the target device. 

30 
29. The computer-accessible storage medium as recited in 

claim 27, wherein the system configuration information com­
prises hardware and software configuration information. after generating the modified system configuration infor­

mation, configuring the target device according to the 
modified system configuration information; and 

copying file data of the source device to the target device. 35 

24. The method as recited in claim 23, wherein the source 
device is coupled to the second device, wherein said modifY­
ing is performed by a first software component on the source 
device, and wherein said configuring and said copying are 
performed by the first software component on the source 40 

device and a second software component on the target device. 
25. The method as recited in claim 23, wherein the system 

configuration information comprises hardware and software 
configuration information. 

30. The computer-accessible storage medium as recited in 
claim 27, further comprising: 

generating a configuration representation for the source 
device, wherein the configuration representation com­
prises the system configuration information and the file 
data; and 

wherein, in said modifying system configuration informa­
tion of a source device, the program instructions are 
configured to implement modifYing the system configu­
ration information in the configuration representation. 

* * * * * 




