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1 

SYSTEM AND METHOD FOR FACILITATING 
SECURE SELF PAYMENT TRANSACTIONS 

OF RETAIL GOODS 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

This application is a continuation of, and claims the benefit 
of, U.S. patent application Ser. No. 13/801,132 filed on Mar. 

2 
purchase. It is more likely that a consumer will forget his or 
her wallet than mobile device when he or she leaves the home. 

Modem technologies are rapidly becoming a part of the 
connection between customers and retailers, and this new 

5 relationship calls for new approaches. Today, more than four 
billion people own mobile devices. Many people are moving 
from standard cell phones to internet-enabled smart phones, 
tablets and other e-devices that are as powerful as computers. 
Customers are a click away from buying products. For cus-

10 tamers, the benefit is all about convenience. Using modem 
technologies makes life easier. The massive growth of social 
media, e-commerce and mobile commerce has shifted cus­
tomers' expectations of their shopping and paying experi-

13, 2013, which claims the benefit ofU.S. Provisional Patent 
Application No. 61/615,140 filed Mar. 23, 2012; U.S. Provi­
sional Patent Application No. 61/732,268 filed Nov. 30, 2012; 
and U.S. Provisional Patent Application No. 61/751,653 filed 
Jan. 11, 2013; the disclosures of which are hereby incorpo-

15 
rated by reference in their entirety. 

ence. 
Today there are systems that exist in the marketplace that 

allow a consumer to pay for his or her purchase in-aisle, 
however these systems typically require the consumer to 
interact with either a mobile-device-carrying personal retail 
associate that processes the transaction using the consumers' 

FIELD OF THE INVENTION 

The present invention relates generally to systems and 
methods for the payment and verification of payment of 
goods and services for use with mobile devices. More spe­
cifically, the invention relates to systems and methods for 
paying and verifying the payment of goods and services for 
use with mobile devices wherein a unique coded receipt is 
generated to verify the valid purchase of goods and services. 

20 physical plastic payment card in combination with a propri­
etary hardware device or that requires the consumer to stop at 
a self-service kiosk, scan a code using his or her mobile 
device at a kiosk and print out a paper receipt verifying the 
transaction which is then to be shown by the consumer at the 

BACKGROUND OF THE INVENTION 

25 exit to a retail sales associate who would first examine the 
paper receipt and if necessary enter the receipt transaction 
details to confirm that the transaction was successful. These 
systems typically use proprietary software and hardware, 
such as a mobile device magnetic card or EMV (chip) reader 

Retailers generally have the same goals: to increase sales 
and profit. Retailers can increase revenue and profit by acquir­
ing more customers, and by persuading each customer to buy 
more products, more expensive products, or more profitable 
products. Retailers generally focus on their customers in 
order to increase sales. They try to improve customer service 
and offer a unique and pleasant shopping experience. Cus­
tomers respond positively to businesses that try to understand 
their needs, and who offer better and faster services. 

30 attachment or a kiosk that is used to either take final payment 
or that provides the consumer with a paper receipt which then 
needs to be displayed as the consumer leaves the store. Gen­
erally speaking, the currently existing systems require the use 
of a physical payment card and/or that requires an interaction 

35 with an actual store associate to process the payment. 
Such existing mobile shopping applications do not provide 

a complete and secure solution for in-store mobile payment 
and self-checkout. For example, methods involving visual 
inspection of a paper receipt are vulnerable to duplication and Some factors affecting in-store sales are the number of 

customers willing to purchase a product at the store and the 
time that is required to process customers' purchases at the 
store. Time is often a critical factor. Customers do not like to 
wait. 

40 falsification and generally slow down the customer's shop­
ping process. 

If a consumer visits a store looking for a particular product, 

In view of the above, it would be beneficial to provide a 
system that allows a consumer to proceed with a transaction 
for goods on demand, and to do so in a secure fashion that is 

45 acceptable to both the consumer and the retailer. he or she has to: find a store, physically access the store, find 
the desired products in the store, interact with a sales associ­
ate, and then purchase his or her product. To complete a 
purchase, the consumer has to first find a checkout inside a 
store, and then visit a register to complete his or her purchase. 
Sometimes this can be a long process, and consumers may 50 

experience a lot of difficulties when they shop and pay for 
their desired items. 

The delays and difficulties associated with locating and 
purchasing an item can have a negative effect on a retailer's 
sales. If customers are forced to wait for assistance to locate 55 

or purchase an item, they may become frustrated and leave the 
store without making the purchase, leading to lost revenue. In 
addition, a customer who leaves due to delays in checking out 
may fail to return the item to the proper stock location, leading 
to additional overhead. Delays and lack of attention may 60 

further lead to an overall poor shopping experience, discour­
aging customers from shopping at that store again. These two 
aspects-being forced to wait and a poor shopping experi­
ences-can lead to lost sales for a retailer. 

In addition, to complete a purchase transaction, consumers 65 

usually must carry cash or a debit/credit card. Forgetting a 
wallet means that a consumer has to postpone his or her 

SUMMARY OF THE INVENTION 

Disclosed herein are various embodiments for systems and 
methods for facilitating self-payment and verification of the 
purchase of retail goods and services. 

According to an embodiment of the invention, a method for 
verifying the purchase using a mobile electronic device in 
wireless communication with a payment verification system 
and a code generating system is provided, the method com­
prising the steps of: receiving from a consumer information 
identifying an item for purchase; receiving from a consumer 
information identifying payment means for purchasing the 
item for purchase; processing the information identifying the 
item for purchase and information identifying payment 
means and generating a unique QR code indicating a pur­
chase of the item; sending the unique QR code to a mobile 
device for display by a consumer to the vendor of the item for 
purchase. 

According to an embodiment of the invention, a computer­
implemented method is provided for verifying the purchase 
of goods and services between a consumer and a retailer, said 
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consumer having a mobile device capable of communicating 
with a server, and said retailer having an electronic device 
capable of communicating with the server and with the con­
sumer's mobile device, the method comprising the following 
steps: receiving a first set of data from the consumer's mobile 
device, said first set of data identifying one or more goods or 
services to be purchased; receiving a second set of data from 
the consumer's mobile device, said second set of data iden­
tifying payment means for the purchase of said one or more 
goods or services; creating a data record in a database repre­
senting the purchase of said one or more goods or services by 
said consumer; generating in response to the successful pur­
chase of said one or more goods or services via the identified 
payment means a unique code, said unique code associated 
with said data record such that said unique code contains a 
link to said data record; transmitting said unique code to the 
consumer's mobile device for use by the consumer to verify 
to the retailer the purchase of said one or more goods or 
services; and wherein the steps of receiving the first set of 
data, receiving a first set of data, receiving a second set of 
data, creating a data record, generating a unique code, asso­
ciating said unique code, and transmitting said unique code 
are performed by the server. 

In a related embodiment, the unique code is in the form of 
a quick response ("QR") code. 

In another related embodiment, the data record includes the 
following data: the goods or services purchased, the method 
of payment used to purchase the goods or services, the date of 
the purchase, and a consumer ID. 

In another related embodiment, the step of generating in 
response to the successful purchase of said one or more goods 
or services via the identified means of payment a unique code 
comprises the steps of transmitting to a third-party server a 
request for a unique code, the request containing information 
to be embedded in the unique code; and receiving from the 
third-party server a unique code in response to the second 
request. 

In another related embodiment, the method further com­
prises the steps of determining whether any of the one or more 
goods or services identified in the first set of data are currently 
unavailable; and transmitting a notification to the consumer's 
mobile device indicating whether any of the one or more 
goods or services identified in the first set of data are currently 
unavailable. 

In another related embodiment, the first set of data is input 
by the consumer into the consumer's mobile device when the 
consumer is outside of the retailer location containing the 
goods and services, and the method further comprises the 
steps of creating a data entry in the data record to indicate the 
portion of the goods identified in the first set of data that have 
already been collected from the retailer by the consumer. 

In another related embodiment, the method further com­
prises the following steps: capturing via the retailer's elec­
tronic device said unique code contained on the consumer's 
mobile device; verifying the validity of the unique code dis­
played on the consumer's mobile device; and displaying via 
the retailer device whether or not the unique code displayed 
on the consumer's mobile device is valid. 

4 
ware for processing captured images, and the step of reading 
via the retailer's electronic device said unique code comprises 
optically scanning the unique code. 

In another related embodiment, the step of verifying the 
5 validity of the unique code displayed on the consumer's 

mobile device comprises transmitting said unique code to the 
server; retrieving embedded information from said unique 
code; comparing the embedded information from said unique 
code to entries in a table containing valid purchase informa-

10 tion; and indicating whether the embedded information in 
said unique code matches an entry in the table containing 
valid purchase information. 

In another embodiment, a system is provided which pro­
vides for implementing the above methods. In particular, a 

15 system is provided for verifying the purchase of goods and 
services between a consumer and a retailer, said consumer 
having a mobile device capable of communicating with one 
or more servers, the system comprising: a server comprising 
one or more processors and a non-transitory storage medium 

20 in communication with said one or more processors, said 
non-transitory storage medium having instructions thereon 
which, when executed by the one or more processors, causes 
the one or more processors to execute the steps of: receiving 
a first set of data from the consumer's mobile device, said first 

25 set of data identifying one or more goods or services to be 
purchased; receiving a second set of data from the consumer's 
mobile device, said second set of data identifying payment 
means for the purchase of said one or more goods or services; 
creating a data record in a database representing the purchase 

30 of said one or more goods or services by said consumer; 
generating in response to the successful purchase of said one 
or more goods or services via the identified payment means a 
unique code, said unique code associated with said data 
record such that said unique code contains a link to said data 

35 record; transmitting said unique code to the consumer's 
mo bile device for use by the consumer to verify to the retailer 
the purchase of said one or more goods or services. 

In another embodiment, a computer-implemented method 
is provided for verifying the purchase of goods and services 

40 between a consumer and a retailer, said consumer having a 
mobile device capable of communicating with a server, and 
said retailer having an electronic device capable of commu­
nicating with the consumer's mobile device and with the 
server, the method comprising the following steps: scanning 

45 a code displayed on the consumer's mobile device; transmit­
ting a request to the server to verify that the code displayed on 
the consumer's mobile device is valid; receiving a response 
from the server indicating whether the code displayed on the 
consumer's mobile device represents a valid purchase; dis-

50 playing whether or not the code displayed on the consumer's 
mobile device is valid; and wherein the steps of reading a 
code, transmitting a request, receiving a response, and dis­
playing are performed by the electronic device. 

In a related embodiment, the code is in the form of a quick 
55 response ("QR") code. 

In another related embodiment, the method further com­
prises the steps of retrieving from a database a data record 60 

associated with said unique code; obtaining from said data 
record the identity of the goods or services purchased by the 
consumer; transmitting to the retailer device the goods or 
services purchased by the consumer; and displaying on the 
retailer device the goods or services purchased. 65 

In a related embodiment, the data record includes the fol­
lowing data: the goods or services purchased, the method of 
payment used to purchase the goods or services, the date of 
the purchase, and a consumer ID. 

In a related embodiment, the method further comprises the 
steps of receiving from the server a list of goods or services 
purchased by the consumer associated with the code; and 
displaying on the retailer electronic device the goods or ser­
vices purchased. 

In another embodiment, a system is provided which pro­
vides for implementing the above methods. In particular, a 
system is provided for verifying the purchase of goods and 

In another related embodiment, the retailer's electronic 
device includes an optical capture device and associated soft-
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FIG. 5B is a relational diagram showing the interactions 
between databases and system components used in the self­
payment system and method, according to another embodi­
ment of the invention; 

FIG. 6 is a diagram illustrating the devices that may be used 
in the secure self-payment system and method, according to 
an embodiment of the invention; 

services between a consumer and a retailer, said consumer 
having a mobile device capable of communicating with a 
server, the system comprising: a retailer electronic device 
comprising one or more processors and a non-transitory stor­
age medium in communication with said one or more proces- 5 

sors, said non-transitory storage medium having instructions 
thereon which, when executed by the one or more processors, 
cause the one or more processors to execute the steps of: 
scanning a code displayed on the consumer's mobile device; 
transmitting a request to the server to verify that the code 
displayed on the consumer's mobile device is valid; and 
receiving a response from the server indicating whether the 
code displayed on the consumer's mobile device represents a 
valid purchase; displaying whether or not the code displayed 
on the consumer's mobile device is valid. 

FIG. 7 is a diagram showing the process steps involved in 
fulfilling a request from the self-payment web API to the 

10 retailer network, according to an embodiment of the inven-
tion; 

FIG. 8 is a diagram showing the process steps involved in 
fulfilling a request from a consumer device submitted to the 
self-payment system server, according to an embodiment of 

15 the invention; 
These and other aspects and advantages will become 

apparent to those of ordinary skill in the art by reading the 
following detailed description, with reference where appro­
priate to the accompanying drawings. While the present 
invention is capable of being embodied in various forms, for 20 

simplicity and illustrative purposes, the principles of the 
invention are described by referring to several embodiments 
thereof. It is understood, however, that the present disclosure 

FIG. 9 is a diagram showing components of a consumer 
mobile device to be used with the secure self-payment system 
and method, according to an embodiment of the invention; 

FIG. 10 is a diagram of a type ofretailer point-of-service 
("POS") system which may be used with the secure self­
payment system and method, according to an embodiment of 
the invention; 

FIG. 11 is a diagram of a type of retailer network which 
may be used with the secure self-payment system and 
method, according to an embodiment of the invention; 

FIG. 12 is a diagram of the service provider network to be 
used with the secure self-payment system and method, 
according to an embodiment of the invention; 

FIG. 13 is a screenshot diagram demonstrating the process 
involved in successfully verifying a consumer purchase 
through use of the retailer self-payment verification applica­
tion, according to an embodiment of the invention; 

is to be considered as an exemplification of the claimed sub­
ject matter, and is not intended to limit the appended claims to 25 

the specific embodiments illustrated. It will be apparent to 
one of ordinary skill in the art that the invention may be 
practiced without limitation to these specific details. In other 
instances, well-known methods and structures have not been 
described in detail so as not to unnecessarily obscure the 30 

invention. Further, it should be understood that the foregoing 
summary is merely illustrative and is not intended to limit in 
any manner the scope or range of equivalents to which the 
appended claims are lawfully entitled. 

FIG. 14 is an example menu interface which may be dis­
played on the consumer's device via the consumer's secure 

35 self-payment application, according to an embodiment of the 
BRIEF DESCRIPTION OF THE DRAWINGS invention; 

The invention is described below in connection with the 
following illustrative figures, wherein like reference numbers 
refer to like elements throughout, and wherein: 

FIG. 15 is an example payment method interface which 
may be displayed on the consumer's device via the consum­
er's secure self-payment application, according to an 

40 embodiment of the invention; 
FIG.1 is a high-level communications flow diagram show­

ing the parties involved and their relationships in the process 
of performing a secure self-payment transaction, according to 
an embodiment of the invention; 

FIG. lA is a high-level communications flow diagram 45 

showing the parties involved and their relationships in the 
process of performing higher security steps in the secure 
self-payment transaction involving the retailer server, accord­
ing to an embodiment of the invention; 

FIG. 2 is a process flow diagram showing the steps for a 50 

secure self-payment transaction, according to an embodiment 
of the invention; 

FIG. 16 is an example QR-coded receipt as displayed on 
the consumer's device via the consumer's secure self-pay­
ment application, according to an embodiment of the inven­
tion; 

FIG. 17 is an example device lock screen displayed on the 
consumer's mobile device when the consumer's secure self­
payment application is integrated with Apple Passbook, 
according to an embodiment of the invention; 

FIG. 18 is an example interface displayed on the consum­
er's mobile device and viewed in the Apple Passbook app 
when the consumer's secure self-payment application is inte­
grated with Apple Passbook, according to an embodiment of 
the invention; and FIG. 3 is a process flow diagram showing the consumer 

steps to completing an in-aisle secure self-payment transac­
tion, according to an embodiment of the invention; 

FIGS. 4A and 4B are a process flow diagram showing 
certain steps undertaken in the self-payment transaction using 

FIG. 19 is an example QR code illustrating certain charac-
55 teristics thereof, according to an embodiment of the inven­

tion. 

a secure self-payment application and related system compo­
nents, according to an embodiment of the invention; 

FIG. 4C is a process flow diagram showing certain steps 60 

undertaken in the secure self-payment transaction using a 
secure self-payment application and related system compo­
nents, according to another embodiment of the invention; 

FIG. SA is a relational diagram showing the interactions 
between databases and system components used in the self- 65 

payment transaction system, according to an embodiment of 
the invention; 

DETAILED DESCRIPTION 

Described herein are systems and methods for facilitating 
in-store and mobile retail purchases for goods and services, 
including a payment verification process that utilizes the con­
sumer's mobile device. As part of the systems and methods, a 
consumer can use the secure self-payment system and 
method described herein-which may be embodied in soft­
ware (web, application software ("app"), or otherwise)-to 
add items designated with a barcode or other identifying 
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shopping bag. As discussed below, the retailer verification 
application can automatically verify a consumer's transaction 
based on the code displayed on the consumer's mobile 
device. This automatic verification helps to eliminate human 

feature to a virtual shopping cart and to purchase these items 
while in-store without the need to wait in a traditional check­
out line. The self-payment system includes a consumer-fac­
ing self-payment application (or self payment "app"), a 
retailer-facing verification application ( or verification "app") 
a service provider web API that uses proprietary as well as 
third-party functionality, and a service provider server. 

The self-payment systems and methods described herein 
do not require a retailer to utilize third-party proprietary hard­
ware systems and interactions. Moreover, the self-payment 
systems and methods described herein give the consumer 
control over where and when payment is performed in-store 

5 error in the first instance. In addition, in certain embodiments 
the retailer verification application provides visual cues to the 
retail associate if the secure self-payment system cannot 
retrieve a legitimate data record corresponding to the dis­
played QR coded receipt as shown on the consumer's mobile 

10 device. These visual cues can further supplement a retailer's 
fraud prevention process. 

In the preferred embodiment the communications involved 
in the secure self-payment process are exchanged between 
four main parties: the consumer, the retailer, the application 

as well as control over the handling of his or her payment at 
every step of the purchase process. There is no need for live 
interaction with a retailer for the purpose of taking payment, 
which may introduce delays and result in frustration to the 
consumer. Instead, the consumer conducts the payment trans­
action at his or her leisure using a self-payment consumer 
application installed on the consumers' own personal mobile 
device. 

15 service provider, and third-parties that provide various ser­
vices related to the self-payment application, such as payment 
processing, payment card data capture, product barcode 
information capture, and social media updates. Methods of 
communication include the use of both wired and wireless 

20 networks using well-known standards and protocols. Com­
munications involved in the secure self-payment process also 
include real world physical interactions between the con­
sumer-facing self-payment application and the retailer-facing 

The payment processing step of the self-payment applica­
tion may involve a variety of third-party payment processors. 
This is due to the fact that while a service provider may have 
preferred processing partners, a given retailer may be incom­
patible or unwilling to use certain partner's services. As a 25 

result, the selection of a third-party payment processor and 
the corresponding method of processing payments is subject 

verification application or other compatible device, and 
include such interactions directed to capturing information 
displayed or transmitted by these devices. 

to the particular needs of the service provider and its retail 
partner. The method of payment processing selected does not 
affect the overall secure self-payment application. 

Unlike existing services, the verification component 
described herein does not require a manual keyed entry of a 
purchase ID by the retailer into a point-of-service ("POS") 
system or other similar device or interaction with a physical 
kiosk to print a physical receipt. 

In the preferred embodiment, the self-payment application 
is one of 21 shopper activity-based software modules that 
comprise a suite of white label branded mobile shopping 

30 "apps" (i.e., software programs) brand-customized for an 
individual retailer. Alternatively, the self-payment applica­
tion is the only module in the suite of apps. 

In another embodiment, in addition or as an alternative to 
being part of a separate suite of apps for the consumer mobile 

According to the systems and methods described herein, 
upon payment of goods or services, the service provider pro­
vides the consumer with a token or code that can be provided 

35 device, the self-payment application is included in a third­
party app through a web interface. The self-payment applica­
tion is also designed to work with other third-party services 
for functions relating to both core and optional features. In 

to the retailer to verify the purchase of such goods or services. those embodiments where the service provider makes its web 
API available to third parties, some features and functions 
may be modified by the third-party, but the payment verifica-
tion aspect remains intact. 

Communications Between Parties 
FIG.1 provides a high-level diagram showing the commu­

nications between parties in the self-payment application, 
according to an embodiment where the retailer operates a 
semi-open network. FIG. 1 explains the communication 
breakdown and parties involved in both the core and optional 
self-payment application functions and activities. Accord-
ingly, not all of the communications need be present in all 
embodiments of the self-secure systems and methods 
described herein. 

In the preferred embodiment, the verification portion of the 40 

payment process uses a QR-coded digital receipt to be dis­
played on the consumer's mobile device. This QR-coded 
digital receipt is scanned for verification by the retailer 
through the use of a companion verification application resid­
ing on the retailer's electronic device. In the preferred 45 

embodiment, the retailer verification component is fully 
mobile and may be used by a live associate anywhere in-store, 
such as at a designated service desk, near the exit doors, or 
throughout the store by an associate while walking around 
tending to shoppers and performing daily tasks. Additionally 50 

or alternatively, the retailer verification application is added 
into existing hardware such as a kiosk or other stationary 
hardware through the service provider's application pro­
gramming interface, or "APL" 

The verification component of the secure self-payment 
systems and methods described herein are used as part of 
retailer loss prevention initiatives. In particular, the verifica­
tion process of the secure self-payment systems and methods 
described herein is designed to complement a retailer's exist­
ing spot check procedures. A spot check procedure is one in 60 

which the retailer physically or visually inspects the con­
sumer or his or her purchase items and receipt after the trans­
action is conducted to ensure that the consumer is not engag­
ing in theft of goods or services. The most common method of 

As shown in FIG. 1, the consumer 102 is the customer, 
shopper or other user running the self-payment application on 

55 his or her mobile device. The mobile device is described in 

a retailer spot check procedure is performed at the exit of a 65 

store and traditionally involves the retail associate physically 
inspecting a paper receipt and looking through a consumer's 

greater detail in the sections below. The consumer may be 
simultaneously running other background processes or sup­
porting software. The retailer 104 is the party who sells goods 
and services and who operates the purchase verification on 
the retailer's electronic device, which is typically also a 
mobile device. The retailer's electronic device is described in 
greater detail in the sections below. The service provider 106 
is the party that provides the secure self-payment web API, 
and that makes available the consumer self-payment applica­
tion and the companion verification application used by the 
retailer. In certain of the illustrative examples described 
herein, the service provider is referred to as "SelfPay." For 
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purposes relating to connnunication and networking, the web 
API is the wide area network accessible progrannning inter­
face through which the self-payment application components 
are accessed. This web API can be accessed by the service 
provider through the self-payment app or other service pro- 5 

vider-developed apps, as well as by third-party software 
developed by a third-party. 

The third-party 108 represents the party or parties that are 
being used to facilitate specific functions of the self-payment 
application that are not performed by the consumer self- 10 

payment app, the retailer companion app, or the web APL 
These functions do not need to be performed in-app by the 
self-payment application, and may instead be performed 
using other hardware and software and then relayed to the 
self-payment application through a network for final confir- 15 

mation or feedback. As used herein, the term "in-app" means 
that the function or functions are performed by or connnuni­
cated through the specified application, or "app." One 
example of a function performed by a third-party 108 is the 
processing of credit card payments. Alternatively, all or por- 20 

tions of these functions may be internalized into a web APL 
The manner of connnunication, including the protocol and 

data content of the communication, may vary depending on 
the purpose of the connnunication and the respective capa­
bilities of the sending and receiving party. As used herein, the 25 

terms "two-way connection" or "two-way data connection" 
are generally used to refer to any of the following: 

(i) a connection initiated by one party with a required or 
expected response; 

(ii) a connection initiated by one party which is one way, 30 

but in practice is responded to with a one-way connec-
tion; or 

(iii) a protocol by which one party sends a regular request 
for information and receives a response. 

10 
tive of a transaction, information is embedded in a QR code 
displayed in-app on the consumer's mobile device, and the 
one-way data connection 110 involves scanning the QR code 
through the use of the retailer's companion verification app 
and the device's scanning component, such as a camera or 
laser code reader. More specifically, this connection is likely 
conducted by the following method: the code is displayed on 
the consumer's mobile device through the use of the secure 
self-payment application, the code is then optically scanned 
by the scanning component of the retailer's electronic device 
through the use of the retailer's verification application. 
Alternatively or additionally, the capturing of the code can be 
performed by other hardware, not necessarily rumiing the 
verification application, but with access to service provider's 
web API, such as a POS system or other hardware with a 
camera or laser code reader. In other embodiments, the QR 
code itself is not scanned or read; instead the underlying link 
encoded in the QR code is captured. An example would be 
through the use of NFC (near-field connnunication) technol­
ogy, in which case connection 110 is used to capture the 
necessary information through a contactless terminal or 
NFC-enabled device. As described in greater detail below, the 
one-way data connection 110 is used verify consumer's pur­
chase through the use of a unique code, such as a unique QR 
code, displayed on the consumer's mobile device. This com­
munication link 110 is used to pass information that is secured 
and verified by connnunication link 114. 

In some embodiments where the technology or implemen­
tation so requires, connection 110 is a two-way data connec­
tion. For example, where the technology used for connection 
110 is based on NFC technology, a two-way data connection 
may be required to establish the connnunication link. 

The consumer 102 and the self-payment service provider 
106 connnunicate via a two-way data connection 112. This 

As used herein, the terms "one-way connection" or "one-way 
data connection" are generally used to refer to any of the 
following: 

(i) a connection initiated by one party that does not require 

35 two-way data connection is performed over a network (such 
as a wireless network, a wired network, or a combination 
thereof) in connnunication with the consumer's mobile 
device on the one hand and the one or more servers that 

a non-trivial response-note that most one-way connec­
tion protocols are at least trivially two-way in that they 40 

generally require an acknowledgement response to 
establish connnunications; for example, a consumer 
using a device using NFC (near field connnunications) 
may initiate a one-way send of a verification URL but 
initiating this one-way send requires two-way connnu- 45 

nications to set up such connnunications; 
(ii) a connection initiated by one party that does not require 

a two-way connection; or 

comprise the service provider network and host the service 
provider's web APL Information exchanged via two-way 
data connection 112 includes consumer-specific information 
such as consumer name, address, payment information, and 
optional social network aliases. Other information, including 
information relevant to the parties involved in the transaction 
as well as information unrelated to these parties, can also be 
exchanged via two-way connnunication 112 in accordance 
with the various embodiments described herein. In the pre­
ferred embodiment, two-way connnunication 112 is prima­
rily initiated by the consumer's mobile device and the service (iii) a connection, which because of the nature of the pro­

tocol by which the connection occurs, sends information 
in only one direction-an example of such a one way 
connection would be a QR code-based information 
exchange from one device to another wherein the QR 
code is scanned. 

50 provider network responds by sending requested information 
back to the consumer's mobile device. 

As illustrated in FIG. 1, the consumer 102 and the retailer 55 

104 connnunicate via a one-way data connection 110 involv­
ing the use of the consumer's self-payment application and 
the retailer's verification application for the purposes of veri­
fying a consumer's purchase. In the preferred embodiment, 
one-way data connection 110 refers to use of the retailer's 60 

electronic device to capture information from the self-pay­
ment application on the consumer's device. The act of cap­
turing this information can encompass a variety of methods, 
including scanning or reading a code containing this infor­
mation, as well as receiving a wireless transmission of the 65 

information. In the preferred embodiment, the information 
comprises a token that is associated with a data record indica-

The service provider 106 and the retailer 104 connnunicate 
via a two-way data connection 114. This two-way data con­
nection is performed over a network between retailer compo­
nents (such as the retailer's network, the retailer's electronic 
devices and the purchase applications running thereon, and 
the retailer's software or other source code on the retailer's 
network servers) and third-party servers. Information 
exchanged via two-way data connection 114 includes data­
base-specific information such as inventory updates, pricing, 
accounts receivable or employee identification. In the pre­
ferred embodiment, this two-way connnunication is initiated 
at regular time intervals by the retailer and the information 
from the service provider is sent entirely in response to these 
queries. This technique of periodically initiating connnuni­
cations with a server to receive updated information is com­
monly referred to in the industry as "polling." 
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Other information, whether relevant to the parties involved 
in the transaction, can also be exchanged via two-way com­
munication 114 in accordance with the various embodiments 
described herein. The most common use of connection 114 is 

12 
depends on the specific third-party service, most typically 
either software running on a separate physical or virtualized 
server, or queries over the web initiated by the service pro-
vider to the third party service. 

The consumer 102, retailer 104, service provider 106, and 
third-party 108 are all parties that may be originating, ending 
or intermediary points of specific data or activity. In some 
cases one party may need to send information to one or 
multiple other parties. Likewise, one party may receive data 

for purposes relating to purchase verification following the 5 

communication of information from the consumer to the 
retailer via connection 110. As noted above, through connec­
tion 110 the consumer's mobile device communicates infor­
mation to the retailer's electronic device, and in the preferred 
embodiment the consumer's mobile device displays a QR 
code and the retailer's verification app is used to scan the QR 
code displayed on the consumers' mobile device. Using two­
way communication 114, the retailer looks for a matching 
data record to the QR code through the use of the service 
provider's web API and if a match is found, the service 
provider's web API retrieves the associated purchase infor­
mation in the data record from the service provider for display 

10 from another party and then pass on some or all of the 
received data to others. One specific example would be a 
method of notifying the retailer that a consumer has 
approached or entered its store. In one embodiment, location 
information is provided by way of a Geofence, GPS, or other 

15 location service. The communication of this location infor­
mation originates at the consumer 102, is sent to the service 
provider 106 via the communication link 112, and is then 
passed off to retailer 104 via the communication link 114 to 
ultimately notify the retailer that the consumer is in-store. At 

on the retailer's electronic device to be used in accordance 
with the retailer's loss prevention initiatives. 

The consumer 102 and one or more third-parties 108 com­
municate via a two-way connection 116 that allows the con­
sumer's self-payment application (or other source code) 
operating on the consumer's mobile device to interact with 
third-party systems in order to achieve a variety of different 
functions. Examples of such functions include card recogni­
tion performed through the device camera, social media 
activities, or other communications. This connection 116 can 
be internal to the operating system (with installed source 
code) for a software development kit (SDK). Communica­
tions over connection 116 may also utilize a polling technique 
for periodic transfers of information. Additionally or alterna­
tively, communications over connection 116 can be initiated 
by the consumer device or be initiated remotely. The pre­
ferred embodiment uses a combination of native software and 
consumer device initiated communications for connection 
116, although the exact implementation of connection 116 
depends on the specific implementation details of the third 
party service. 

The retailer 104 and the third-party 108 communicate via a 
two-way connection 118 that allows the retailer and third­
party to interact in a controlled and secure fashion with some 
or all of: the retailer's network the retailer's electronic 
devices and the purchase applications running thereon, and 
the retailer's software or other source code on the retailer's 
network servers. The reverse is similar for the third-party by 
the retailer. Examples of communications via connection 118 
include controlled API calls over HTTPS (hypertext transfer 
protocol secure), SSH (secure shell) connections, or other 
communication protocols. It is common for these communi­
cations to be based on polling techniques. In the preferred 
embodiment, communications with third party services 
added on the retailer side use polling for communications 
over connection 118, while existing infrastructure would use 
current implementation techniques that could vary from 
retailer to retailer. 

20 that point, either the retailer 104 or the service provider 106 
sends a welcome or promotional offer or message to 102 
using the same channels. To the extent that any of these 
actions require the use of third-party services, communica­
tion links 116, 118, and 120 are utilized as well. Although 

25 direct links have been shown for some communications, it 
should be understood that single communications may be 
accomplished by multi-step communications passing 
through multiple entities either shown or not shown in FIG. 1. 

FIG. lA provides a high-level diagram showing the com-
30 munications between parties in the secure self-payment 

application, according to an embodiment where the retailer 
operates a more secure network. The communication method 
illustrated in FIG. lA is utilized in those embodiments where 
the retailer requires certain communications to be routed 

35 through its own server. This communication method may be 
used with larger retailers which have more strict security 
protocols and/or require a connection to their enterprise soft­
ware for certain purposes, which may include, but are not 
limited to, inventory maintenance, sales tracking, staff and 

40 security monitoring. Some retailers may use the arrangement 
of FIG. lA or similar communication arrangement in order to 
stay compliant with security requirements as specified by 
certain regulatory bodies, such as, for example, to meet cer­
tain the security requirements provided by state or federal 

45 financial regulations. The communication method shown in 
FIG. lA can also be used by the to limit the number of 
connections to the retailer's network or to designate the retail­
er's own restrictions when it comes to allowing specific types 
of connections, networks, IPs, or ISPs are permitted to access 

50 the network. FIG. lA also illustrates that the communication 
methods generally described with respect to FIG. 1 can be 
adapted to permit other parties to be part of the communica­
tions exchanged, in accordance with and as required by the 
various embodiments described herein. 

55 

The service provider 106 and the third-party 108 commu­
nicate via a two-way connection 120 that allows the web API 
and the third-party 108 to interact in a controlled and secure 
fashion. Examples of communications over connection 120 
include API calls to card scanning services, payment method 60 

or identification verification, email lists, social media com­
munications or other protocols. These connections could be 
internal to the server, or could be passed to another server run 

The main difference between the communication methods 
of FIG. 1 and FIG. lA is that some communications in FIG. 
lA are linked directly to the retailer while bypassing alterna­
tive communications channels. The communications network 
in FIG. lA specifically shows retailer network 122 and com­
munications exchanged therewith. The retailer network 122 is 
the entity that controls access to the retailer's resources and 
services. In some embodiments, the retailer network 122 
hosts retailer owned content (such as pricing, financial data, 
images and product descriptions) and controls and routes 
traffic and requests for specific permissions to this content. 

by the service provider which runs the third-party service as 
software. Communications over connection 120 could also be 65 

based on polling techniques, or be based on service provider 
initiated queries for specific tasks. The preferred embodiment 

Communications between the service provider web API 
and the retailer network 122 occur via a two-way communi-
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cation link 124 that routes traffic from the service provider 
web API 106 to the retailer network 122. This connection is 
used when the retailer requires certain control over or access 
to specific data, such as when the retailer needs to be able to 
allow or deny certain connections or permissions for security 
reasons or in rare cases when a third-party service query or 
reply must pass through a retailer's server. In the preferred 
embodiment, all the communications oflink 124 are initiated 

14 
At step 204 the consumer enters a participating physical 

retail store and, using the consumer's mobile device, opens 
the self-payment app containing a module directed specifi­
cally to performing self-payment functions ( referred to herein 

5 as the secure self-payment module). Other aspects of this step 
are discussed below with respect to corresponding elements 
in FIG. 3. 

At step 206 the consumer provides a set of data that con­
tains identifying information regarding the goods or services 
to be purchased. The secure self-payment app may provide 
the consumer with several options for providing such identi-
fying information. Where the consumer's mobile device is a 
smart phone or other mobile device equipped with camera, 
the app may contain functionality that permits the consumer 
to scan the bar code or other unique product identifier of an 
item. Alternatively, the app may contain functionality that 
prompts the consumer to enter identifying information manu­
ally, or permits a consumer to select the item from a list of 
available goods or services. To facilitate the entry of infor-

as outbound communications from the retailer network to the 
web API 122 and operate through a polling technique. This 10 

polling technique involves a process wherein the retailer 
server connects to the service provider network every set 
period of time (for example 5 minutes). This polling tech­
nique is extendable to request information at specific non­
standard times where it might be useful. For instance a retail 15 

POS terminal might perform an item look-up and find that the 
retailer has one item in stock.Using two-way communication 
link 124, the retail POS terminal immediately polls the web 
API to ensure that the item has not been sold through the 
secure self-payment application. 20 mation identifying the goods or services to be purchased, the 

secure self-payment application is capable of connecting to 
and querying a database, either stored with the service pro­
vider or the retailer, in such a way so that the consumer can 
search or browse for the desired product or service. As further 

Communications between the retailer network 122 and the 
third-party services 108 occur via a two-way connection link 
126. The communications exchanged over link 126 may 
include both verbal communications and data. Link 126 is 
used by the retailer to pass on specific data on behalf of the 
self-payment service provider or for the retailer's own pur­
poses due to security related or other issues. Link 126 pro­
vides communications from the retailer to whichever third­
party is being used to perform or support a specific task. In the 
preferred embodiment, these connections operate using poll­
ing. In addition or alternatively, other communication tech­
niques may be used, for example, an inbound connection on 
a retailer server. 

Overview ofUse of Self-Payment Application 
FIG. 2 is a flow chart that lists the steps taken in making a 

purchase according to an embodiment of the secure self­
payment application described herein. The steps are compart­
mentalized into individual sections, but may contain addi­
tional sub-steps, some of which are discussed in greater detail 
with respect to FIG. 3. 

At step 202, the consumer accesses the secure self-pay­
ment app and registers for service under the application. The 
service provider or retailer provides the self-payment app to 
the consumer for access via any suitable method, such as by 
making the app available for download to the consumer's 
mobile device over a network via the service provider or 
retailer's website, or by making the app available for down­
load to the consumer's mobile device via an "app store" or the 
like accessible by the consumer's mobile device. The app 
provides the consumer with a means for providing the service 
provider with information about the consumer that will facili­
tate a secure self-payment transaction. In the preferred 
embodiment, the app initially prompts the consumer to sign 

25 discussed below, once the consumer provides identifying 
information regarding goods or services to be purchased, the 
app can provide the consumer with various information about 
the item, such as product availability either in-store or on­
line, product information and reviews, and permits the con-

30 sumer to add the item to the consumer's virtual shopping cart. 
Other aspects of this step are discussed below with respect to 
corresponding elements in FIG. 3. 

At step 208 the secure self-payment app prompts the con­
sumer to provide a method of payment. The service provider 

35 may accept payment in the form of major credit cards ( e.g., 
VISA, MasterCard,American Express, etc.), debit cards, pre­
paid cards, or gift cards; or by using loyalty points or coupons; 
or through online forms of payment (e.g., Pay Pal, online bank 
payments). Other aspects of this step are discussed below 

40 with respect to corresponding elements in FIG. 3. 
At step 210 the consumer is given the opportunity to con­

firm the transaction before it is completed. The secure self­
payment app displays information about the transaction to be 
completed for review by the consumer, such as the goods or 

45 services to be purchased, the price of each, the total price for 
the transaction, and the proposed method of payment. In 
some embodiments, in connection with step 210 the app 
provides the consumer with additional offers related to the 
proposed transaction, such as the purchase of warranties or 

50 bags. Depending on the level of security and the method of 
payment selected, in certain embodiments the app prompts 
the consumer to enter a personal PIN or password to confirm 
the purchase. In another embodiment, the app prompts the 

up for an account with the service provider by establishing a 
user name and password, and by providing details about the 55 

consumer related to the purchase of goods and services, such 

consumer to enter a card security code for credit card trans­
actions. 

At step 212 data relating to the transaction, or "transaction 
data," is verified and then transmitted by the secure self­
payment app to the service provider web API for verification. 
This transaction data includes information needed for the 

as the consumer's name, loyalty card data, phone, email, 
billing and shipping addresses, and payment information. In 
one embodiment, the app further prompts the consumer to 
provide secure verification information, such as, but not lim- 60 

ited to, a personal identification number (PIN) or other unique 
identifier. In other embodiments, the app permits the con­
sumer to provide information concerning the consumer's 
preferences in using the self-payment app, such as push noti­
fications and location settings. Other aspects of this step are 65 

discussed below with respect to corresponding elements of 
FIG. 3. 

service provider and third parties to process the transaction, 
such as identifying information for the goods/services being 
purchased, the quantity thereof, the consumer's identifying 
information, and information about the method of payment. 
Relevant portions of the transaction data related specifically 
to the amount and method of payment are sent by the service 
provider web API to the retailer and third-party credit card 
processing network to process the financial transaction. Rel-
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evant portions of the transaction data related to the goods or 
services being purchased, the quantity thereof, and the 
method of payment are sent by the service provider web API 
to the retailer. Examples of data that may be sent by the 
service provider web API to each relevant party as a direct 
result of the consumer's inputs into the self-payment app 
include requests for payment authorization to the payment 
processor, credit card issuer, issuing bank or online wallet; 
removal of item(s) from store inventory, consumer details; 
and issuance of a receipt to the consumer for later review. In 
these examples, the payment authorization is sent to a third­
party payment processor, an item removal request is sent to 
the retailer, consumer details are updated and saved in the 
consumer profile and then viewed along with the receipt by 
the consumer once it is generated and sent back to the con­
sumer's device. 

At step 214 the consumer receives a unique code or iden­
tifying element to verify the purchase of goods and services. 
In the preferred embodiment and as described in connection 
with FIG. 2, this code is a QR code. In particular, once all 
transaction items are successfully completed, the service pro­
vider web API returns a unique, transaction specific QR code 
for display on the consumer's mobile device, such as a smart 
phone. As discussed in additional detail below, in a preferred 
embodiment the QR code contains embedded therein a token 
in the form of a Uniform Resource Location (URL) string that 
links to information regarding the purchase of goods and 
services. As an example, such URL may take the following 
general form: https://www.selfpayserviceprovider.com/ 
transactions/34561 where the first portion of the address is 
used to identify the server location, the next portion is used to 
identify the type of view, and the numerical or other value is 
used to represent the unique data record for the purchase. 

At step 216, the consumer presents the unique code to the 
retailer to verify the purchase. Once the service provider web 
API sends the unique code to the consumer, the consumer's 
device makes the code available for capture by the retailer, 
who can then use the code to verify the purchase of goods and 
services. In the preferred embodiment, the app visually dis­
plays the unique code, in this instance a QR code, on the 
shopper's mobile device so that the shopper may exit the store 
with confidence that his or her transaction was successfully 
completed. A retail associate scans the displayed QR code 
with a retailer mobile device that has a retailer verification 
app installed therein, or with another compatible scanner that 
allows the retailer to capture a QR code and view the trans­
action including items purchased and payment verification on 
its scanning device and/or mobile device. In the preferred 
embodiment, once the retailer device captures the QR code, 
the retail device links to a specific dynamically generated data 
feed based on the uniform resource location (URL) embed­
ded as a string in the QR code. This URL is accessed through 
a domain name server lookup that connects the retailer app to 
a specific location on the service provider web APL The 
specific location corresponds to a data record in the database 

16 
captures the QR code as a means of spot checking the trans­
action. This may be done either in-store, immediately outside 
the store, or at the point where a consumer may ask for tag 
removal or bags, if applicable. The place where the retailer 

5 decides to implement its spot check depends on its individual 
in-store physical retail flow preferences. Inventory tag 
removal or desensitizing and bagging is optional but may be 
offered by some retailers. The option to verify the consumer's 
purchase of goods or services through the capture of the code 

10 provided by the service provider web API is a critical option 
in retailer security of the transaction and is in place to mini­
mize theft or shrinkage. In the preferred embodiment, the QR 
code is used only for verification purposes and not payment. 
Depending on the retailer's preferences and desired level of 

15 theft prevention, the verification process of capturing the code 
presented on the consumer's mobile device may be employed 
for all, random or no shoppers as prescribed by specific 
retailer preferences. 

FIG. 3 describes the actions taken by the consumer to 
20 complete a sale or return while using a secure self-payment 

application. 
The process flow 302, "Registration Flow," involves the 

registration steps associated with the first-time use of the 
system by the consumer, including the entry of personal, 

25 payment, and/or optional data. According to the embodiment 
shown in FIG. 3, the registration process flow includes the 
following steps: download app 304, sign up 306, and enter 
profile and preferences 308. 

In step 304, "Download App," the service provider makes 
30 the self-payment application available for download to the 

consumer's device. The download may be triggered through 
a number of different actions taken by the consumer. The 
service provider can make the application available via any 
number of known distribution methods, such as an "app 

35 store" download, web site link, a QR code that contains a link 
to a download location and which may be scanned by a 
camera on a consumer's mo bile device, or other known meth­
ods for sending the application to the consumer's device. 

At step 306, "Sign Up," using the functionality provided by 
40 the self-payment application the service provider allows the 

consumer to sign up for the self-payment service. In connec­
tion with this step the service provider may require that the 
consumer input contact information, such as a valid e-mail 
address for communication and perform an e-mail verifica-

45 tion step. The self-payment application may further prompt 
the consumer to input other personal identification data such 
as name, addresses and phone number, social media informa­
tion such as social sharing usernames, payment data such as 
credit card numbers or e-wallet accounts, verification data 

50 such as a unique PIN or identification code or other data that 
may or may not fall into these categories. Depending on 
whether this data is sensitive and or has specific legal require­
ments for its collection and storage, the service provider may 
store this data on its servers while employing varying levels of 

55 security on a server or with a third-party, or in some cases 
within the app on the consumer's device. The service provider 
may also make the app usable in a limited "browse-only" state 
if little or no required information is entered into the app by 
the consumer. 

of the specific original purchase sent through the self-pay­
ment application. In this context, the terms database and data 
record include not only traditional databases and entries 
therein, but any other structure for storing information in an 
organized fashion and includes, but is not limited to, a col- 60 

lection of log files on a server contained in a folder. The 
capturing of the QR code and underlying string is performed 

At step 308, "Enter Profile and Preferences," the self-pay-
ment application provided by the service provider prompts 
the user to establish a profile and allows the user to enter in 
preferences associated with his or her use of the self-payment 
service. In connection with the sign up step 306, the service 

by the retailer device 104 through the use of communication 
link 110. Request for record retrieval is performed by com­
munication link 114 and then pushed back to the retailer 104 
for display on the retailer device by the self-payment service 
provider 106 using the same link 114 as a reply. The retailer 

65 provider requires the consumer to enter in individual pieces of 
identifying data to create a secure self-payment account, and 
for the service provider to create a unique user ID for the 
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cart with other previously entered items or to purchase the 
item alone. There may be an option to select a desired quantity 
of the item or to add specific promotional codes. The web API 
may also display promotions and suggestions triggered by the 

5 customer's use of the app. To provide the consumer with 
meaningful promotions and suggestions, the secure self-pay­
ment system may track and monitor the consumer's item 
lookup and purchase history as well as use all data entered by 
the customer when setting up or modifying the consumer 

consumer. The consumer profile is characterized by the data 
entered by the consumer in step 306, and is associated with a 
unique user ID. Through the functionality provided by self­
payment application, the service provider may prompt the 
consumer to enter additional data not required in the sign up 
process or to modify the data previously entered. Additional 
data may include additional desired payment methods, iden­
tification, social media information, information on family 
members or other data that may affect the performance or 
usability of the app and the secure self-payment method. 
Some of this information is optional for core functions, but all 
collected information generally has the purpose ofbeing used 
for customer profiling, payment, marketing and item sugges­
tion or third-party functions. The app may also allow the 
consumer to toggle certain settings, which modify the behav- 15 

ior of the service provider web API or the secure self-payment 
application. Preferences may include push notifications, opt-

10 profile. If the consumer chooses to add an item to his or her 
virtual shopping cart and continue shopping, this step repeats 
until the consumer has added all the items he or she wishes to 
purchase. Once the virtual shopping cart contains all the items 
that the consumer wishes to purchase, the purchase may be 
completed as described in subsequent steps. In addition, the 
service provider may offer an optional "shipping" function. 
This shipping function may be used to allow consumers to 
add items to their shopping cart in-app and then have them 
shipped to a physical location instead of taking the items with 
them on their way out of the store. In this case, the web API 
communicates with the retailer that the purchase should be 

in advertising or other custom app behaviors. 
The process flow 310, "Push Notification" is an optional 

process, found in certain embodiments. The push notification 20 

flow involves the process oflaunching the self-payment app 
without the need for the consumer to manually select and 
launch the app using the operating system (OS) of the con­
sumer's device. According to the embodiment shown in FIG. 

shipped to a designated address. 
For many reasons, and in particular for reasons related to 

security and anti-theft concerns, a retailer may create restric­
tions that are implemented by the self-payment app or web 
API that only allow specific items to be added to the shopping 

3, the push notification process flow 310 includes the follow- 25 

ing steps: approach or enter participating store 312, and send 
message that consumer is in store 314. cart or that impose transaction or item value limits. In some 

cases, items may be at high risk of running out of stock, too 
large to carry out of the store and may pose liability issues 

In the approach or enter participating store step 312, the 
web API is notified that the consumer's device is near a 
participating retailer if the device is physically near or in the 
store. The notification may be triggered as the mobile device 
connects to the store Wi-Fi, breaches a "Geofence" or other­
wise triggers another location service that causes the web API 
to send a push notification to the device screen. 

At step 314, "Send message that user is in or near store," the 
web API displays a message on the consumer's device that 
notifies the consumer that he or she is in or near a retailer that 
supports the secure self-payment system. The message greets 
the consumer and displays options to launch the app or to 
acknowledge and dismiss the push notification. The specific 
message text may be determined by a combination of factors 
such as preference settings, item lookup history or desired 
items. 

The process flow 316, "In-Store Flow," describes the 
actions taken by the consumer while in-store to complete a 
secure self-payment transaction. According to the embodi­
ment shown in FIG. 3, the in-store process flow includes the 
following steps: launch app 318, build cart 320, and confirm 
payment 322. 

In the launch app step 318, the app is launched so that 
purchase and item scanning functions can be performed. This 
may be done either by completing the steps described in 310, 
by manually selecting and launching the app in the mobile 
device OS, or from within another app or web browser. 

30 (e.g., a television set), too expensive to purchase within the 
secure self-payment application as deemed by the retailer 
(e.g., a high-end digital camera), or may carry an inventory 
tag that the retailer wishes to remove or de-activate them­
selves. Where the retailer has created such restrictions, the 

35 consumer is notified of the specific restriction in-app once the 
web API retrieves the product information from the item 
database including any associated restrictions. 

At step 322, "Confirm Payment," the shopping cart takes 
the item and price data and displays a total purchase amount 

40 in-app on the consumer's device. The secure self-payment 
application displays the total purchase amount and prompts 
the consumer to select his or her default payment method, or 
to select another saved payment method, or to create a new 
payment method. The secure self-payment application may 

45 also give the consumer options to change quantities, add 
promotional codes, remove items or to go back to step 320 to 
add more items to his or her in-app virtual cart. The secure 
self-payment application attempts a purchase through the 
web API and the payment processor once the consumer con-

50 firms his or her intent to attempt to apply his or her selected 
payment method to the proposed transaction. In the preferred 
embodiment, step 322 is only completed once the consumer 
confirms the purchase amount in-app and agrees to begin the 
checkout process. 

At step 320, "Build Cart," the secure self-payment app 55 

keeps a tally of the items that the consumer wishes to pur­
chase in an electronic in-app shopping cart. The shopping cart 

If the original payment method is declined by the payment 
processor, the confirm payment step 322 can be re-attempted 
by the consumer with another default, stored, or new payment 
method. The in-app virtual shopping cart maintains the same 
items that were added by the consumer until a payment 

is built as the consumer scans an identifying code (such as a 
barcode or other unique item identifier) with the device cam­
era or otherwise looks up and confirms items that he or she 
wishes to purchase or view in-app. The web API displays 
information from a linked database that includes price and 
may include information such as product description, images, 
additional recommendations or other information that may 
aid the consumer in making the purchase decision. The app 
may give the consumer an option to confirm the item for 
purchase and to either store it in an in-app virtual shopping 

60 method is entered that is accepted by the payment processor, 
the consumer leaves the store, a lengthy amount of time has 
passed, or the consumer opts to clear the cart. If there are 
multiple failed purchase attempts either due to a failed or 
declined request sent to a payment processor or other fault 

65 such as an error with generating a unique verification code, 
such as a QR code, the secure self-payment application 
optionally displays a message that directs the consumer to a 
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password, encrypted key authorization, Device Registry 
Checks ( stores of authorized manufacturer serial number) 
and/or biometrics. In the preferred embodiment, the verifica­
tion QR code is visible on all receipts, but exact placement of 

live retail associate or service desk for additional help. The 
secure self-payment method optionally also notifies the 
retailer of a failed purchase attempt via the retailer mobile 
device or POS system for the retailer's own fraud prevention 
measures. Where a consumer or transaction poses a particu­
larly high security risk, the process may not permit the con­
firm payment step 322 to be re-attempted by the consumer 
following a declined payment method, or a specific number of 
declined attempts, as specified by the retailer. 

5 the QR code on the receipt may vary. Once the QR code is 
visible and clearly displayed on the device screen, the con­
sumer may present his or her mobile device to the retailer for 
capture or manual entry of the displayed transaction number. 

The retailer then captures the unique token, such as the QR 
The process flow 324, "In-Store Return Flow" describes 

the consumer process when returning or exchanging an item 
originally purchased in-app. According to the embodiment 
shown in FIG. 3, the in-store return process flow includes the 
following steps: retrieve receipt 326, present QR code 328, 
return or exchange item 330, and refund or exchange honored 
332. 

10 code, or manually enters in a corresponding transaction num­
ber either through the functionality provided by the secure 
self-payment retailer verification app or compatible retailer 
POS system and/or custom conversion software and hard­
ware. Upon successful verification, the retailer verification 

15 app or compatible retailer POS system displays an itemized 
receipt on the retailer's device. In the preferred embodiment, 
the retailer follows its specific return or exchange procedures 
via its mobile device rumiing the retailer verification app or 
POS system. This step 328 requires the retailer to select the 

At step 326, "Retrieve Receipt," the secure self-payment 
application makes the receipt available to the consumer for 
display on his or her device. The receipt can be stored and 
displayed in the self-payment application. In addition, the 
web API is capable of sending the receipt to third-party apps, 
such as Apple Passbook, or to an e-mail account, whereupon 
the receipt can be retrieved and displayed in such third-party 
app or e-mail application. After speaking to a retail associate 
about wishing to initiate a refund, the consumer retrieves the 25 

receipt for display to the retailer to provide verification of the 
original purchase. In the preferred embodiment, receipts are 
stored in a "purchase history" section within the self-payment 
application. Other implementations may be used for storing 
and retrieving receipts, however, and these other implemen- 30 

tations may vary depending on the configuration of the secure 
self-payment application or third-party application. Receipts 
may be organized by date, retailer, types ofitems, geographi-

20 items being returned or exchanged through the use of its 
chosen QR code reading method. The consumer may also be 
asked whether he or she would like the transaction refunded 
to his or her original payment method, store credit or other as 

cal location, payment method and/or other criteria. 

per the retailer and payment method rules. 
At step 330, "Return or Exchange Item," once the token 

and corresponding purchase have been successfully verified 
and the retailer has performed any necessary steps on its end, 
the item is returned or exchanged. As previously discussed, in 
the preferred embodiment the token is provided in the form of 
a link embedded in a QR code that links to a transaction URL 
with transaction information. The transaction URL may con-
tain access restrictions, for instance those of a specific con­
sumer or retailer device. In certain embodiments, a substitu­
tion technique enables the QR code associated with the 
transaction to access more data under stronger security 
restrictions and different user permissions. For example, the 
string https://www.selfpayserviceprovider.com/transactions/ 
34561 could be read and replaced programmatically by 
https://www.selfpayserviceprovider.com/exchanges/34561. 
This access would have stronger access restrictions: not 
accessible by consumer device and only accessible for retail 
devices and accounts authorized to process exchanges. 
Because of the exchange needs, the data attached to this 
information on the service provider server could include the 
original method of payment and a payment transaction id 
token to be sent to the payment processor to handle the refund 
or exchange. The QR-coded receipt and surrounding archi­
tecture is used as part of the secure self-payment method so 
that the return can be made in compliance with financial laws 

At step 328, "Present QR Code," through the self-payment 35 

application the service provider makes available for capture a 
unique token, generally in the form of a URL link, that can be 
used to verify the consumer's purchase of the goods or ser­
vice. In the preferred embodiment, the self-payment app dis­
plays on each receipt a QR code, which is a graphical repre- 40 

sentation of the unique token, such as a unique string code that 
represents a URL of dynamically generated web content, 
corresponding to the database entry containing information 
regarding the purchase of goods and services. In another 
embodiment, the self-payment application makes available 45 

the token or URL for capture by the retailer device via wire­
less data connection, such as NPC. In the preferred embodi­
ment, when the QR code is captured by the retailer device, the 
retail device extracts the embedded URL code and links to the 
service provider's web server and can request data across a 
variety of formats (typically XML or JSON). The capture of 
the token, such as the scanning of the unique QR code or 
transmission of the token via a wireless link, is performed by 
the retailer device 104 through the use of communication link 
110. Request for record retrieval is performed by link 114 and 
then pushed back to the retailer 104 for display on the retailer 
device by the self-payment service provider 106 using the 
same link 114 as a reply. In the case the app is provided by 
web technologies (for instance HTML5, CSS, etc.) a web 
form or page containing information relating to the purchase 
such as time and date, items purchased, consumer identity 
and purchase amount is sent by the web API for display on the 
retailer device. The web view may be accessible as either a 
web page or as a data feed. In addition, the web view may 
require device authorization on the retailer device with one or 65 

more authentication factors to ensure data management. Pos­
sible authentication factors include pre-login password, login 

50 and retailer specific policies without needing the information 
necessary to do so to be present on either the consumer device 
or the retailer device/POS. If the transaction is an equal-value 
exchange, a monetary transaction is not performed. After the 
retailer successfully performs a refund or exchange, a new, 

55 modified receipt is created by the web API and this updated 
receipt and transaction is stored on the server. The next time 
the consumer accesses his or her purchase receipts, the self­
payment application downloads all updated receipts from the 
service provider server, including a new QR code, with the 

60 new string pointing to the revised receipt. This enables both 
the retailer and the consumer to see the new information while 
enabling the service provider to have full records of the trans­
action history as separate transactions stored in the consum­
er's profile with the service provider and may be viewed by 
the consumer in-app. In a non-preferred embodiment, the QR 
code remains the same, but the information being linked to by 
the QR code reflects the changes to the transaction as a result 
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of the return or exchange. These changes to the QR code are 
performed by modifying the existing entries in the data record 
to include additional information regarding the change, such 
as to indicate the return, and generate an updated receipt for 
that return, as opposed to creating a new transaction for the 5 

return and a receipt for that transaction. In this embodiment, 
the updated receipt may also be stored by the retailer and such 
receipt data may be modified in such a way as to reflect the 
details comprising the modified transaction. 

22 
picked up by the consumer, and which items remain for 
pickup. Upon picking up the remainder of the items, a second 
partial receipt is issued. Alternatively, upon picking up the 
reminder of the items the receipts are merged. 

Step 338, "Approach or Enter Participating Store," is simi-
lar to step 312 in the push notification process flow, in that the 
service provider's web API is notified that the consumer is in 
or near the retail store and that the consumer may launch the 
app. In this case, the displayed message is used to notify the 

At step 332, "Refund or Exchange Honored," the secure 
self-payment application makes available an updated elec­
tronic receipt to the consumer. The consumer is then able to 
verify electronically through the use of the secure self-pay­
ment application that his or her purchase of the returned item 
has been marked as returned or exchanged. In certain embodi­
ments, the retailer gives the consumer a paper record of the 
return, or the retailer keeps a paper record for itself. 

10 consumer that he or she has items in-store that have already 
been purchased and which are waiting on a pick up. 

At step 340, "Pick Up Items," once the consumer is in the 
store, he or she may locate the desired items either in-aisle or 
at another retailer specified location. The consumer may take 

15 the items which were paid for in 336 as described in 322 and 
begin to make his or her way out of the physical store. 

At step 342, "Present QR Code," per the retailer's loss 
prevention initiatives, the consumer may be asked to display 
the QR code generated by the secure self-payment applica-

Process flow 334, "Out of Store," is an optional process 
found in certain embodiments. This process flow describes a 
feature provided by the secure self-payment system that some 
retailers may implement to allow consumers to pre-purchase 

20 tion on his or her way out. The QR code is then read by the 
retailer's verification app that generates a purchase lookup 
query for the service provider's web APL Although this step 
is described in connection with the preferred embodiment 
wherein the token is in the form of a URL link embedded in a 

or pre-select items or services before arriving at a physical 
retail location. The out of store process flow includes the 
following steps: add items or services to cart 336, approach or 
enter participating store 338, pick up items 340, and present 25 

QR coded receipt 342. 
QR code that is displayed to the retailer for capture via scan­
ning, it would be appreciated that this step may take other 
forms where the unique token is presented via wireless trans­
mission, such as through NPC communications. For example, 
the consumer may place the consumer device in close prox-
imity to the retailer's electronic device operating the verifi­
cation app ( or other POS device having similar functionality), 
whereupon the consumer device and electronic device estab­
lish a wireless communication link that permits the consumer 
device to transmit the unique token to the retailer's electronic 

Step 336, "Add Items to Cart," is similar to the build cart 
step 320 of the in-store process flow. The main difference 
between steps 336 and 320 is that in step 336 of the out of 
store process flow the secure self-payment application is 30 

opened while the consumer and device are not physically in 
the retail store. The service provider makes it possible to add 
desired items to the in-app shopping cart through the use of 
the same item identification techniques as described in step 
320. 35 device. 

As items are added into the shopping cart, the secure self­
payment application sends out a request to the retailer net­
work to confirm that the retailer carries the item and that it is 
stock. 

As described in greater detail herein, the consumer's 
mobile device and self-payment application may be equipped 
with location service functionality, which permit the device 
and application to determine the consumer's location and 
whether or not the consumer is located within or near a store. 
When such location services are enabled, the secure self­
payment application may display a separate "out of store" 
shopping cart on the retailer's page or section in the applica­
tion when the consumer is not in the store. This out of store 
functionality is launched through a designated section within 
the secure self-payment application. 

FIGS. 4A and 4B are a process flow chart showing the 
technical steps in the secure self-payment system according 
to an embodiment of the invention. This figure describes a 
process that results in a transaction together with the retailer 

40 verification process. This figure mainly describes the behav­
ior and processes of the web API, although certain steps or 
portions thereof can be undertaken by the consumer in-app 
via the self-payment app on the consumer's mobile device. In 
this section all references to a web API or API, unless speci-

45 fled as third-party or other, refer to the service provider's 
self-payment web APL As discussed below, the self-payment 
web API may take the form of one or more servers with 
programming that enable them to perform the functionality 
described herein. The process described in FIGS. 4A and 4B 

50 can be varied based on a variety of factors. For example 
caching may be optional depending on implementation 
details. Furthermore, this process description is designed 
from the perspective of a service provider who is not a pay­
ment provider, and assumes that the service provider stores 

In the preferred embodiment, the retailer allows the secure 
self-payment application to complete the payment using the 
process described in 322 and to generate the QR code before 
the consumer physically arrives at the retail store. In a pre­
ferred embodiment, the self-payment application stores the 
QR-coded receipt in a separate category designated for the 
pick-up of goods and services. This QR-code stores a unique 
string URL token resembling: https://www.selfpaymentpro­
vider.com/pick-up/23451 where the items available for 
pickup would be listed. Upon a successful pick-up of all 60 

items, a receipt of the normal transaction variety is generated 
and stored as an ordinary receipt, and the pick-up receipt is 
erased from the consumer system. In the event of a partial 
pick-up, a revised pick-up receipt is generated for the out­
standing items, and a partial receipt is generated for the items 65 

picked up. This process involves creating a data entry in the 
corresponding record indicating which items have been 

55 tokens that are linked to credit card data on a payment pro­
vider or payment service network rather than directly storing 
credit card data. Those with relevant experience will recog­
nize that these and other minor variations can be made to the 
process, including the addition, exclusion, and variation of 
certain steps, while still remaining within the scope the secure 
self-payment systems and method described herein. 

At step 402 the consumer through the functionality pro-
vided by the self-payment app on the consumer's device 
sends a purchase request by adding items to the virtual shop­
ping cart, making selections that indicate he or she wishes to 
confirm and pay for the specific selected items including 
selecting a specific and personal method of payment. The 



US 9,262,781 B2 
23 

consumer has thus declared his or her intent to purchase the 
items in the in-app shopping cart as described in 322. 

At step 404 the web API caches the purchase request sent 

24 
APL In the preferred embodiment both of these methods are 
implemented and the consumer is offered a choice. Example 
third-party APis may include image recognition via the cam­
era on the mobile device to verify a physical payment card or by the consumer's mobile device. In this step the shopping 

cart data such as items, prices, quantities and final total is 
cached by the web API for use by the secure self-payment 
system. 

5 ID, or other well-known methods of payment entry not relat­
ing to manual in-app data entry. Once the secure self-payment 
application receives payment method information, the same 
shortened verification steps discussed in step 410 may apply At step 406 the web API sends the payment request to the 

secure self-payment application running on the consumer's 
mobile device. A payment request is sent to the consumer's 10 

mobile device from the web API for payment confirmation. 
The request uses the cached data from step 404 but may also 
add in additional data such as tax policies or other discounts 
that were not properly applied at the previous stages. In the 
preferred embodiment this request uses JSON and various 15 

well known encryption technologies including HTTPS while 
ensuring that the secure key matches the service provider's 
secure key, is signed by a valid signing authority, and is 
current. In the preferred embodiment, the consumer can ini­
tiate this automated process by hitting a purchase button. 

in order to verify the payment method. 
At step 414 the self-payment app on the consumer's mo bile 

device sends the payment request data using HTTPS to the 
retailer's web APL The payment data and verification values 
are sent securely over HTTPS to the web API for further 
processing. 

At step 416 the web API receives the payment data and 
verification values and passes this information forward to a 
payment processor. There are four case scenarios in which the 
payment data is sent to a payment processor: (i) the secure 
self-payment system caches credit cards; (ii) the retailer's 

At step 408 the web API, or alternatively the self-payment 
application running on the consumer's mobile device, checks 

20 POS caches credit cards; (iii) the retailer's POS passes pay­
ment to a third-party; and (iv) the secure self-payment system 
passes payment to a third-party. This step involves the passing 
on of payment data for processing. The method in which the 
payment data is processed may be performed using any num-

to determine if the consumer would like to use a saved or 
cached credit card or payment method, and determines 
whether or not the method selected by the consumer is valid. 
Two possible outcomes of the check at step 408 are "Yes" and 
"No". "Yes", step 410, is a result of a stored and valid pay­
ment method being found and selected by the consumer in­
app as his or her method of payment for the current purchase. 
"No", step 412, is a result of either an invalid payment method 30 

being found and selected in-app by the consumer or a result of 

25 ber of well known techniques and may vary based on retailer 
type, agreements, payment method, third-party used or a 
number of different factors. 

no payment information being found or entered in by the 
consumer at any point. Throughout steps 408, 410 and 412, 
"valid" and "invalid" payment methods are from the perspec­
tive of the service provider. Note that a payment processor 35 

may later reject a "valid" payment method. For example, a 
consumer may have selected a "valid" payment method but 
later the payment processor may reject it due to unavailable 
credit. 

If the result of the check at step 408 is "YES" then the 40 

system proceeds to step 410 in which the consumer may enter 
payment or identity verification. If the check at step 408 
comes back with a previously saved and valid payment 
method, the secure self-payment application prompts the 
consumer to verify his or her identity or ownership of the 45 

method through the entry of a unique identifier. This unique 
identifier may depend on the method of payment employed by 
the consumer, and may be a credit card's verification value, a 
custom secure self-payment method or other payment 
method PIN, or a third-party security login or verification 50 

such as Verified by Visa. 
If the result of the check at step 408 is "NO" then the system 

proceeds to step 412 in which the consumer enters payment 
data via the secure self-payment application running on the 
consumer's mobile or via a third-party APL If the check at 55 

step 408 comes back with no previously used or stored pay­
ment method, the self-payment application prompts the con­
sumer to enter in a new payment method along with all 
relevant verification data such as name, address, card verifi­
cation value, birthday or other checks that may be used to 60 

prove ownership of the payment method. Likewise, a similar 
full-entry interface may be presented to the consumer if the 
check at 408 returned with a previously saved, but currently 
expired or invalid, payment method. The secure self-payment 
application may allow the consumer to enter a payment 65 

method either through direct manual entry through the appli­
cation, or through the use of a third-party information capture 

At step 418 the payment provider processes the transaction 
or sends back a warning. This step is the response to the 
payment request sent by the secure self-payment system to 
the payment processor. The three possible outcomes are: (i) 
transaction approved; (ii) transaction declined; and (iii) a 
request for payment info re-entry. Re-entry may be a result of 
an expired payment method, incorrect data entry or other 
factors as determined by the payment processor. 

If the transaction is approved, the system proceeds to step 
420 where the web API processes the previously cached 
purchase data together with the payment approval code and 
saves it to the service provider database as an approved pur­
chase. This database could be a separate database on a sepa­
rate server the service provider uses for payments, a database 
on the same server as the inventory database, a different table 
in the same database as the inventory database, or an exten­
sion of the same table. In this context, the terms database and 
data record include not only traditional databases and entries 
therein, but any other structure for storing information in an 
organized fashion and includes, but is not limited to, a col­
lection of log files on a server contained in a folder. The 
approved purchase transaction may have additional data ele­
ments ( or "data entries") added to the record which does not 
include the sensitive payment data but can include purchase 
data such as: items purchased, total purchase amount, pay­
ment type, location and time of purchase, consumer ID, pay­
ment ID number, or other non-sensitive information relating 
to the purchase. This data is stored for later use for purchase 
verification, returns or exchanges, or marketing initiatives 
corresponding to a successful transaction. The payment query 
returns to the service provider web API and the consumer's 
payment method is charged or debited. At this point, sensitive 
data has been processed and is not stored with the service 
provider's APL 

At step 422, according to the preferred embodiment, a QR 
coded receipt is generated by the web APL The generation 
process for the QR code occurs as follows. A unique token is 
generated that is associated with the approved purchase trans­
action record. The token can be associated with the approved 
purchase transaction record in a number of ways. For 
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example, the token may be associated with the approved 
purchase transaction record by virtue of a lookup table. Alter­
natively, the token may be a URL link ( or portion thereof) that 
links to the approved purchase transaction record. The token 

26 
possible outcomes for step 428: match or no match, corre­
sponding to whether or not there is a match between the data 
record linked by the QR code and a database entry in the 
retailer's and/or service provider's database. 

is transformed into a unique QR code through the use of a QR 5 

code generator, which generally takes the form of a software 
function. This QR code generator may be a module within the 
web API or may be hosted by a third party on a third party 
server in communication with the web API via a network. The 
QR code generator receives as an input the token and returns 
a QR code with the token embedded therein. In this manner, 
the QR code is a representation of a web or network address 
associated with a page and/or data feed connected program­
matically to the database entry corresponding to the consum­
er's purchase. For example, if the transaction ID for a pur­
chase in the database has the unique identifier 34152 then an 
example QR code would be an encoding of the string https:// 
www.selfpaymentserviceprovider.com/transactions/34152. 

If a match is confirmed, then at step 430 the system oper­
ates to indicate on the retailer's device that there is a match 
between the data record linked by the QR code and a database 
entry in the retailer's and/or service provider's database (i.e., 
a "match") such as by displaying the details of the consumer's 

10 transaction on the retailer's device operating the verification 
app. Step 430 follows if the QR code match request from step 
428 finds a transaction in the retailer's and/or service provid­
er's database that is linked to the displayed QR code. The 

15 
retailer's device optionally displays the items purchased, con­
sumer's name, total purchase amount, time and place of pur­
chase or other data that may be used to then verify the pur­
chase visually or through other methods. A positive "match" 
occurs when the QR code displayed by the consumer mobile The retailer devices can determine which web or network 

location to access by capturing this string from the consum­
er's device-through either scanning a QR-coded receipt or 
other capture techniques such as NFC. Data that may be 
represented by the web page or other method of data 
exchange can be loaded using the link provided in the QR 
code together with information embedded in the retailer 25 

application, through the previously described web-view 
methodology. 

20 device is confirmed to point to a database entry that exists in 
the web API and references one specific transaction con­
ducted by a specific consumer at that retailer. The system 
determines that a "match" is made if the web API retrieves 

At step 424 the token is sent to the consumer's mobile 
device for storage. In the preferred embodiment, the token is 
sent in the form of a QR code. The QR code generated in step 30 

422 is sent by the web API to the consumer's mobile device 
for display and storage. 

At step 426 a spot check may be performed by the retailer. 
This step references the act of the retailer verifying the con­
sumer's purchase. In the preferred embodiment, for retail 35 

spot checks the secure self-payment application displays the 
QR code generated in step 422 upon request, by the con­
sumer, if asked by the retailer to provide proof of purchase. In 
an alternative embodiment, the consumer's mobile device is 
brought into proximity of the retailer's device so that the 40 

token associated with a purchase transaction can be wire­
lessly transmitted to the retailer's device for verification pur­
poses. The frequency of spot checks is left at the retailer's 
discretion. This spot check may be performed at random, 
always, sometimes, or not at all. In all purchase cases per- 45 

formed by the self-payment application, the QR code can be 
provided as a method of purchase verification. This QR code 
may be sent by the web API for display either in the secure 
self-payment application, third-party apps or other methods 
of displaying the QR code. There are two outcomes to this 50 

step: yes or no, corresponding to whether a spot check is 
performed, or is not performed, respectively. 

If the outcome of step 426 is a "yes" ( corresponding to a 
spot check being performed) then at step 428 a check for a 
purchase corresponding to the token or displayed QR code is 55 

performed. Through the use of the retailer verification app or 
compatible hardware or software running the service provid­
er's web API such as a POS system, the retailer captures the 
QR code that is displayed on the consumer's device. Once the 
retailer's device captures the QR code, it sends a request to the 60 

service provider web API to determine whether the QR code 
is valid. If the link embedded in the QR code points to a 
service provider database entry representing a valid purchase, 
the web API interprets the QR code as referring to a valid 
purchase receipt (i.e., having a "match") and may further 65 

return the associated purchase information retrieved from the 
data record in the service provider database. There are two 

purchase information from the data record link stored in the 
QR code. If a match occurs, the web API will then send the 
linked purchase receipt containing the purchase information 
stored in a database in 420 to the retailer device over HTTPS, 
SSH, or other encrypted exchange technology which is then 
displayed on a visual interface through the retailer verifica­
tion app. The information that is part of a match reply includes 
data such as the purchase time, the customer profile photo, 
and all the purchased items on the consumer's receipt so that 
the retailer can ensure the valid use-case. It can also have 
geo-tagged information about whether the consumer has left 
the store since purchase, and/or the number of times the 
receipt has been scanned. 

If no matching QR code is found, then at step 432, the 
system operates to indicate that there are no results (i.e., "no 
match") or no purchase transactions referenced by the con­
sumer displayed QR code so that on retailer device, a message 
will appear indicating that no matching transaction was 
found. Step 432 follows if the QR code match request from 
step 428 has not found a transaction in the retailer's and/or 
service provider's database that is linked to the displayed QR 
code. This may be a result of a mis-scan, lack of network 
connectivity, a cracked screen or drained battery on the con-
sumer's mobile device, failure to meet security permissions 
such as an unregistered retailer device or a number of other 
factors. A "No Match" indication is a warning that purchase 
information was not successfully retrieved and sent to the 
retailer's device. This warning can be further divided into a 
number of specific error messages with recommended steps 
to correct for ease of use. The warning message may be 
customized in a variety of ways depending on the implemen­
tation details, the technology partners, the retailer prefer­
ences, the qualifications and training of the loss prevention 
associate and other factors. For example, automated threat 
risk software could flag the fail as a high risk transaction if it 
detects a clear attempt to spoof a receipt, and a low risk 
transaction in the case of identifying a broken or invalid link 
on a server with the correct secure keys or if the retailer device 
loses its internet connection. 

Step 434 follows a "no match" result at step 432, and 
involves the retailer applying its own fraud prevention pro­
cesses for this use case. If the secure self-payment method 
spot-check fails, the retailer may choose to use a number of 
other fraud prevention methods based on that information. 
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These fraud prevention methods may be whichever 
method( s) the retailer currently employs or wishes to employ. 

Step 436 follows the payment processor query at step 418 
resulting in a failure to process the payment information sent 
from the self-payment app at step 418, and serves to notify the 
consumer of the failure. If the result of 418 is a failure, the 
web API notifies the consumer of a transaction decline. The 
web API may further prompt the consumer to re-enter some 
information in the secure self-payment application and to 
retry processing of the payment information. 

At step 438 the web API generates and caches failure data 
for risk analysis. The failure data may include information 
corresponding to the reason that the payment processor indi­
cated a failure to process the payment information it 
received-this may be represented as an error code. The 
failure data may be used for purposes relating to security and 
payment integrity or for other risk related processes and 
activities. 

At step 440 the service provider evaluates risk based on the 
failure data. This step includes the service provider's internal 
analysis and processes relating to risk levels and transactions. 
Processes may include behaviours such as closing or sus­
pending a consumer's account or notifying payment proces­
sors or issuing banks of certain behaviours. This behaviour 
may be driven by many factors and is flexible and dynamic 
depending on the needs of the retailer, self-payment service 
provider, the payment and technology partners, and the con­
sumer. It may be put in place to minimize fraud while avoid­
ing conflict with the consumer. 

At step 442 the secure self-payment method transaction 
concludes. This step is the result of a completed in-app trans­
action. The transaction may be one where a spot check is or is 
not performed by the retailer. This step may also be a result of 
a payment method being declined or the consumer aborting 
the purchase due to the inability to verify certain information 
with the payment processor. 

FIG. 4C shows the steps in the self-payment transaction 
according to another embodiment of the invention. 

FIG. SA describes the general relationships and connectiv-

28 
application to the needs of the consumer and is also a database 
in which the consumer's settings and preferences are stored. 
In the preferred embodiment, this data is used by the service 
provider as a part of the information required to successfully 

5 craft an offer or item suggestion. In another embodiment, 
consumer profile data 502 is used as a means of accessing 
contact information to send the consumer service provider 
messages. The consumer profile data 502 may also include a 
consumer transaction log. The transaction log is the historical 

10 record ofall individual interactions such as item or QR-coded 
receipt captures, sales, returns or exchanges. This transaction 
log, like the consumer settings and preferences, may be used 
for purposes of analyzing consumer browsing and buying 

15 
behaviour as well as for generating consumer item sugges­
tions and offers to be delivered by the secure self-payment 
application. 

In other embodiments, data referenced in consumer profile 
data 502 is shared with third parties so that the third party may 

20 function properly. An example would be a method of export­
ing transaction data into an accounting or budgeting suite. 

Examples of data included in the consumer profile data 502 
include the consumer's name, email address, other contact 
information such as address, age, gender, social media 

25 account info and a transaction log. In other embodiments, the 
consumer profile may contain appointment histories, social 
interactions, and consumer/staff interactions. All such data 
can be carefully collected and managed via consumer prefer­
ences, retailer preferences, laws, industry best practices, and 

30 a variety of other factors. 
The data stored in the consumer profiled data 502 is shared 

with item data descriptors 506 for purposes relating to the 
lookup ofitem descriptions, images orother details relating to 
an item being browsed in-app. A consumer's access to item 

35 data descriptors 506 may also be stored in the form of con­
sumer browsing history in consumer profile data 502. 

Consumer profile data 502 or portions thereof are shared 
with a retailer's local store staff 508 when the consumer 
would like information on specific store staff and may also be 
used to store specific consumer-staff relationships/ratings for 
item or offer recommendation or other marketing purposes. 
The contact history itself may also be used in a variety of ways 
in staff management or HR for the retailer. In the preferred 
embodiment, this contact history data is stored on the service 

ity with respect to the data shared between the various devices 40 

and entities used in the self-payment systems and methods 
described herein. The connections between these entities can 
occur by some combination of connections to databases on 
the same network, direct id links between tables in the same 
databases, network connections to different databases by 
techniques such as polling or POST requests and connections 
using a variety of addressing methods for security to data­
bases on a different virtualized server within the same physi-

45 provider's server. In a non-preferred embodiment the contact 
history data is stored in the retailer server, or across multiple 
locations with some duplication. 

Consumer profile data 502 is shared with promotions data 
512 for purposes relating to promotions, consumer analytics cal server. 

In the preferred embodiment, the data shared between the 
devices and entities is stored in a combination of the follow­
ing: core data instances on iOS devices; postgreSQL 
instances on one or more virtualized servers on one or more 
physical servers as part of a cloud computing solution; a 
retailer's preferred database technology on a network with 
restricted or severely limited outside access. In other embodi­
ments, caching, text logs, or other non-database storage meth­
ods may be used. In the preferred embodiment, the data 
shared between the devices and entities is such that a retail 

50 and demand planning. For example, a promotion may be 
crafted based on the data contained in consumer profile data 
502 which may or may not be unique to the individual con­
sumer. This connection uses data in consumer profile data 502 
relating to the consumer's demographics, browsing and pur-

55 chase history. 

associate has no access to consumer data without the con- 60 

Data 502 is shared with credit card processing sites 514 to 
look up consumer information that is stored by the payment 
processor when required per security practices. This may be a 
required step to completing payment within the secure self­
payment application. Such lookups may be governed by laws, 
standards bodies, and other factors and details of these con-sumer present, analytics data is made anonymous to protect 

user privacy, and consumers are able to modify profile pref­
erences to set restrictions on the uses of their data. 

Consumer profile data 502 includes profiles that are built 
out of preferences and collected consumer information and 
transaction history. Consumer profile data 502 is used as a 
component in the process of tailoring the secure self-payment 

nections may vary in accordance with industry best practices. 
Data 502 is shared with the QR code generator 516 when­

ever a verification QR code is generated and the consumer 
65 must display it as part of the spot check process. In the 

preferred embodiment, the QR codes can be generated 
dynamically and no storage needs exist. In a non-preferred 
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embodiment, the consumer is linked to the service provider's 
QR code storage for QR code retrieval. 

Data 502 is shared with social media sites 518 when a 
consumer needs access to his or her social media account(s) 
or would like to make a social media post. This data may be 5 

stored or analyzed by the service provider and accessed for 
purposes relating to item suggestions through the secure self­
payment application or the social media account. Social net­
work logins may be stored separately from the consumer 
sharing history, which may be connected to a service provider 10 

user account by anonymous id or other method. This would 
enable a higher security on any login and password data for 
social networks than is typically used by the social networks 
themselves. 

30 
Transaction data 510 includes information regarding a 

completed purchase. This data is connected to all other data 
described in FIG. SA. Social media websites 518 may only 
access this data if specifically requested by 518 as a result of 
a user action. 

Transaction data 510 is the data from consumers' pur­
chases and is used in connection with most other data points. 
A purpose of the transaction data is to display specific infor­
mation relating to the purchase on the consumer receipt vis­
ible in the secure self-payment application. Parts of this data 
such as time of transaction, item purchased, payment method 
and retailer may also be used when crafting offers catered to 
the individual consumer. 

Examples of information relating to transaction data 
Store inventory 504 includes data representing the goods 

and services available for sale by a retailer. 
15 include the item purchased, item pricing information, time of 

purchase, location of purchase, quantity of items purchased, 
the name of the retail associate who helped with item selec­
tion (if applicable), discounts received, payment method and 

Store inventory 504 is used as a basic method of item 
lookup. As the consumer scans an item identified within the 
secure self-payment application, 504 is displayed as a means 
ofidentifying the item. In the preferred embodiment, this data 20 

is accessed from a copy of the POS provider's records stored 
in the server architecture and updated through the polling 
technique described in FIG. lA. 

An optional use of this data is to determine whether an item 

the verification QR code associated with the purchase trans­
action. 

is in stock. The secure self-payment application may be able 25 

to dynamically display an available item count as stored in 
504. 

The transaction data 510 consists only of the lower security 
pieces of a transaction. Information such as payment hashes 
and tokens, more detailed credit card information, purchase 
identifiers, and any information requiring a more fully secure 
solution is hosted separately in accordance with industry best 
practices, retailer preferences and a variety of factors. 

Transaction data 510 is used with customer profile data 502 
when the consumer performs any action relating to a past or 
present transaction. This is necessary as part of the data in 502 

An example of this type of data is the item name, UPC and 
in-store count. The store inventory 504 can be stored locally 
or accessed by the service provider web APL 30 directly relates to completed transactions. The service pro­

vider may store consumer transaction history within the con­
sumer profile in order to make item or promotion recommen­
dations. Such information may exist in a broad variety of 

Each item in the store inventory 504 has its own associated 
item data description 506, as well as other related item lookup 
data. 504 and 506 are closely related as each inventory item 
and will have its own description or other lookup data such as 
brand name, images, or category. The detail of this data con- 35 

nection is subject to the details of the POS system, the retailer 
implementation, industry best practices and a broad spectrum 

implementation factors. 
Transaction data 510 is used with store inventory 504 to 

adjust inventory amounts for sales, returns or exchanges. This 
is a step taken as a transaction is completed so that the retailer 
may adjust its inventory item counts. Connection may be 
implemented in a variety of ways depending on data access 

of other factors. In the preferred embodiment the data will be 
mapped to a standard representation on the service provider's 
network, with the mapping occurring through each polling 
connection. 

Store inventory 504 may be linked to promotions data 512 
for purposes relating to tracking promotion usage rates for 
specific items and for promotion adjustment purposes if an 
item receives or loses stock, or for other purposes whenever 
items reflected in the inventory data 504 have an associated 
promotion reflected in promotions data 512. 

Item data descriptors 506 are database entries for informa­
tion requests when regarding a specific item. The purpose of 
the information is to further elaborate on the item in question 
and referred to by the data in 504. These descriptors are 
connected to a transaction for reviewing purchased items and 
for user lookups histories. Item data descriptors 506 may be a 
database stored with the retailer on its POS system or an 
external third party database. 

Examples of the type of information contained in 506 
include brand name, images, written description, item cat­
egory or other information that is not specifically 504. 

40 factors, including through third-party POS integrators, POS 
API access, or direct connections. 

Transaction data 510 is used with item data descriptors 506 
to display item description data when paired with a transac­
tion. The consumer's receipt may display an image of the item 

45 or other data not relating to exact item name and item count 
purchased. Implementation details vary depending upon POS 
preferences, retailer preferences, any relevant API's, SDK's 
and custom software factors, as well as other factors. 

Transaction data 510 may be used in connection with the 
50 local store staff data 508 so that individual store associate's 

transactions are tracked for commission or other purposes 
and to link a transaction to a store associate for the consum­
er's records or other purposes. Implementation details vary 
depending upon POS preferences, retailer preferences, any 

55 relevant AP!' s, SDK' sand custom software factors, as well as 
other factors. 

The local store staff 508 contains information about the 
retailer's store staff that may be located within the physical 60 

store that the consumer is in or is browsing. 

Transaction data 510 is closely connected to promotions 
data 512 as many details in the transaction data trigger the 
behavior of promotions and offers. Transaction data also has 
a direct effect on customer analytics which may be shared 
with the retailer. A practical example of this data is to make a 
specific promotion usable one time only. Once the transaction 
is completed, the specific offered promotion may not be 
accessed again by the individual consumer. 

A purpose of 508 is to let the consumer view available store 
associates and to make contact with an associate through the 
associate's mobile device. Local store staff508 is an optional 
data set and not required for core functionality. 

Data contained in 508 may include the store associate's 
name, contact information and scheduled hours. 

65 Transaction data 510 is closely connected to payment and 
credit card processing sites 514 for reporting and authoriza­
tion purposes. Transaction data is sent directly to the credit 
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card processor for authorization. The amount of the transac­
tion as well as other details such as retailer name may be used 
for display on the consumer's monthly credit card bill. Pur­
chase processing results are stored with transaction data. 

Transaction data 510 is closely connected to QR code 
generator 516 as each transaction is represented by a QR code 
that is used for in-store verification. The QR code generation 
is a product of a successfully completed transaction. 

32 
application. In this case, the secure self-payment application 
may use the login credentials stored in 502. 

Social media websites 518 may access item data descrip­
tors 506 when the consumer wishes to post pre-determined 

5 item information to a social network and would like to access 
item descriptions or information. 

Social media websites 518 may access transaction data 510 

Promotions data 512 includes information related to pro­
motions, demand planning, customer analytics and financial 10 

systems. 

when the consumer would like access to a previous purchase 
for posting to social networks. This allows the consumer to 
post information such as total cost, place of purchase, or other 
information relating to a completed purchase on his or her 

A purpose of 512 is to keep track of all items offered and 
sold during a promotion. The secure self-payment system 
uses this data for many purposes including inventory balanc­
ing, offer crafting, consumer segment characterization, 15 

employee training and for other analytics purposes. The ser­
vice provider may make use of this real time collected data for 

social media account. 
FIG. 5B describes the general relationships and connectiv­

ity according to another embodiment of the secure self-pay­
ment application. 

FIG. 6 is a diagram illustrating the devices that may be used 
in connection with the self-payment system and method 
described herein. The nature of communications between the 
devices may be further explained by FIG. 1 and FIG. lA. 

its promotional initiatives, marketing, advertising, sales and 
other business functions in accordance with retailer and con-
sumer agreements. 20 Descriptions of each of the devices are provided below. 

Consumer Mobile Device 
The consumer mobile device 602 is a small, typically hand-

held device that a user can take with them from location to 
location as he or she moves around during his or her daily 
activities. Specific examples of a consumer mobile device 
include the Apple iPhone, Apple iPod Touch, Apple iPad, 
Samsung Galaxy, or other well-known portable devices. 
These devices are modified to include software in the form of 

Examples of data in 512 include consumer real time brows­
ing and shopping history, service provider promotions, and 
retailer-specific promotions. In addition, 512 organizes and 
stores data in such a way that it may be analyzed for dynamic 
offer crafting. A simple example of this data being used to 25 

craft a suggestion would be a consumer's scan history, but no 
purchase, of 11 shirts over 2 days. It is known that the con­
sumer has scanned 11 shirts but because no purchase was 
made, the secure self-payment system may recommend a 
shirt of a different style or lower price. 

an application or "app" that provides the devices with the 
30 functionality necessary to carry out the self-payment systems 

and methods described herein. Payment and Credit card processing sites 514 refers to 
payment and credit card processing data. A hash is connected 
to customer and transaction. As each consumer has payment 
methods saved in-app and unique purchases, the hash must be 
connected to both. 

The purpose of this data is to verify a transaction as legiti­
mate. In the preferred embodiment, such data will be hosted 
in accordance with industry best practices. The data includes 
the consumer's name, address, credit history and other data 
most often used by the payment processors as a method of 
purchase verification. 

QR code generator 516 is the QR code connected to a 
transaction and individual consumer history. 516 is used to 
represent a transaction. The QR code is created to be used as 
a method of accessing a web form in-app or data for gener­
ating a custom receipt. 

The purpose of 516 is to create a representation of a trans­
action that is used for purchase verification purposes. In the 
preferred embodiment, QR codes do not store purchase data; 
they are rather a method of accessing the corresponding data. 
As described herein, in the preferred embodiment the QR 
code contains embedded therein a token that can be used to 
verify the purchase of goods and services. 

Social media websites 518 includes data related to social 
options connected to customer history such as scanned or 
purchased items and shared promotions. 

The data stored in 518 may include the consumer's social 
media friends list, status updates, shared images or other 
information stored as per the individual social media provider 
agreement. This data is accessed through the social media 
login credentials which may be stored in 502. This is intended 
to represent the data relationships for social media, which can 
be a history of what the customer shared to which networks 
for data analytics, or a variety of other factors. 

Social media websites 518 may access customer profile 
data 502 when the consumer wishes to login to his or her 
social media account while using the secure self-payment 

Generally, the consumer mobile device runs an operating 
system (OS) and can run apps that the user installs through a 
device app store. The device typically uses some sort of 

35 means of inputting information into the device such as a touch 
screen or tactile keyboard. Other typical components include 
a visual display, camera, location sensing component and 
internet connection component. These other components are 
further explained with reference to consumer mobile device 

40 900, as shown in FIG. 9. A mo bile device is generally a phone, 
portable web browser or personal digital assistant used to 
keep track of schedules and daily tasks. In the preferred 
embodiment, this device contains hardware and software 
which provides functionality for: providing an internet con-

45 nection to the web API; providing a visual display for a 
graphic user interface to interact with the consumer and to 
display a QR-coded receipt; providing one or more methods 
of interaction with the functionality provided in the third 
party provider offering; providing a camera for barcode scan-

50 ning; providing a camera for recognition of credit and debit 
cards; and providing a unique device identifier for authenti­
cation reasons. In other embodiments consumer mobile 
device 602 contains hardware and software for: providing a 
local wireless connection to the service provider API; provid-

55 ing a visual, audio, Near-Field Communications or other 
media charmel for transferring a unique token, receipt 
request, and receipt information. 

The purpose of the consumer mobile device for tasks relat­
ing to the secure self-payment method is to allow the con-

60 sumer to interact with the service provider's web API and 
secure self-payment application. The consumer mobile 
device acts as an input method so that information such as 
item identification, and personal data and payment data may 
be entered in-app by the consumer. Likewise, the mobile 

65 device screen is used by the secure self-payment application 
to display the verification QR code so that it may be captured 
by the companion retailer verification app. The app receives 
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to the consumer mobile device 602 regarding consumer 
account information, promotions, QR code verification reply 
or other service provider to consumer communications as 
outlined and explained in FIG. 8. Other interactions involving 

the inputs and then can connect to the web API to perform the 
function desired by the consumer and display the proper 
communications and replies to the consumer on the device 
screen. The mo bile device is the physical access point used by 
the consumer for access to functions performed in-app and by 
thewebAPI. 

Specific examples of interactions performed through the 
use of the consumer mobile device 602 include downloading 
the self-payment app 304; inputting information related to the 
sign up process 306; inputting profile and preference 308; 
launching the secure self-payment application 318; building 

5 the service provider network involve communications with 
the retailer network 606 for purposes of item pricing or con­
sumer information lookup to be pushed to the consumer 
mobile device 602; a link to the retailer electronic device 610 
used to receive an interpretation of the captured QR code in 

10 order to push the appropriate reply to 602 consumer mobile 
device and retailer electronic device 610; and a link to a 
non-mobile consumer device 612 used for some of the same 
communications as with the consumer mobile device 602. 

of a shopping cart 320 and336; entering payment information 
for goods and services 322; receipt storage and lookup 326; 
QR code display 110 and 328 and 426; token storage and 
wireless transfer; as well as location-sensitive actions listed in 15 

310. Some of these interactions are not exclusive to the con­
sumer mobile device and may also be performed by the fixed 
consumer device 612. 

The non-mobile consumer device 612 is explained further. 
All of these communications are two-way likely wireless 
network connections. The service provider does not neces­
sarily require physical access to a server but this is illustrated 
nonetheless as the service provider may be using some sort of The consumer mobile device interacts with the other 

devices through a two-way likely wireless connection to 608 
for purposes likely relating to payment, item lookup, social 
media tasks or other features which may not be performed 
directly by the service provider or are enhanced through the 
use of a third party service, a two-way likely wireless con­
nection to 604 for purposes relating to the retrieval of con­
sumer account information, promotions and service provider 

20 hosting for its web API or other assets. 
Specific examples of the service provider network may 

include: (i) cloud hosted combination of virtual servers 
implemented on one-or-more hardware servers, those servers 
running software pertaining to this application, (ii) the net-

25 work in (i) with the service provider providing it's own serv­
ers rather than relying on cloud hosting. 

to consumer communications, and real world physical inter­
action with 610, involving the use of the consumer's secure 
self-payment application and mobile device screen, and the 
retailer verification app and electronic device camera or other 30 

scanning or image capturing mechanism for the purposes of 
verifying a consumer's purchase. 

Service Provider Network 

Retailer Network 
Retailer network 606 The retailer network is likely oper­

ated on a server or combination of computers and peripherals 
that is used to share information between parties in the secure 
self-payment system. There may be many instances of a 
retailer network. Each instance and description may vary 
from the other as the retailer network is proprietary to each The service provider network 604 is operated on a server or 

combination of computers and peripherals that is used to 
share information between parties in the secure self-payment 
system. 

35 
retail client and some concessions or modifications may need 
to be made. 

A function of the service provider network is to control 
access and permissions to specific information as needed by 
each party. This can be accomplished in part by hosting copies 40 

that can be accessed via the polling technique discussed 
above in connection with FIG. lA. This polling technique is 
the preferred embodiment of communications between the 
retailer network and the service provider network. This poll­
ing implementation could use a 12-factor handshake where 45 

each side verifies the other's signed SSL Certificate. The 
network 604 may route traffic and allow or deny permission 
based on a variety of criteria such as accessing device type or 
IP, account type (consumer, retailer or third party), security 
clearance such as first-time user, regular user or third party, or 50 

other criteria that may be used to describe the accessing 
device for purposes relating to access permission. The service 
provider network 604 also hosts the web APL One embodi­
ment would require a three-factor authentication where the 
first factor is a check of the device IMEI (a unique hardware 55 

identifier) matching the device connecting to the network to 
the user account, and the second would be a user token 
exchanged entirely over HTTPS to verify the user account for 
a user mobile device connection to the Service Provider net­
work, and the third would be a user PIN handled on the local 60 

device. Devices failing the three-factor authentication could 
be denied access to certain functionalities until the user reg­
isters the device: in the event that the user account token fails, 

A purpose of the retailer network in the secure self-pay-
ment system is to provide the service provider network 604 
and third party network( s) 608 with the information required 
to perform secure self-payment system tasks. The retailer 
network may route traffic and allow or deny permission based 
on a variety of criteria. General criteria that the retailer may 
use within its network include accessing device type or IP, 
account type (service provider or third party), security clear­
ance based on third party type (payment service, item lookup 
service, social network, etc), or geographical location of the 
device requesting a query reply. These are examples as the 
retailer is free to set its own network configuration. A com­
mon embodiment would reject all inbound communication 
from consumer devices, the service provider web API, and 
third party services, and synchronize the data with the out-
bound service provider by polling at set or variable intervals 
( for instance every 5 minutes). All incoming data would come 
from replies to outbound requests which would be recognized 
as responses to specific requests and accepted. 

Specific examples of interactions involving the retailer 
network include providing the service provider network 604 
with item lookup data such as inventory status, pricing or 
graphical assets, sharing consumer information, providing 
the service provider network with updated promotions, or 
receiving consumer data based the consumer's shopping hab-
its as well as secure self-payment application purchase 
reports from the service provider network 604. Interactions 
with third party network(s) 608 do not necessarily include the all functionality except registering/changing users could be 

disabled. 
Specific examples of interactions performed by the service 

provider network 604 include communicating query replies 

65 service provider but are likely to relate to information passed 
through by other parties destined for a mutual third party such 
as payment or item information. The exact connection con-



US 9,262,781 B2 
35 

figuration and type of information shared between the retailer 
network 606 and the third party network(s) 608 will rely on 
each retailer's needs. 

The devices interact as illustrated in FIGS. 1 and lA and in 
the corresponding descriptions herein. In the preferred 
embodiment, the interactions feature mostly two-way con­
nections performed through a wireless connection, with the 
exception of the one-way QR-based exchange. The secure 
self-payment system functions or communications do not 
necessarily require physical access to the physical retailer 
server itself or to change the server or network configuration 
but this is illustrated nonetheless as the secure self-payment 
system will be communicating with the retailer network­
although, may be accessed via a delayed polling method as 
described in greater detail above in connection with FIG. lA. 
In a non-preferred embodiment, the one-way QR-based 
exchange can be replaced by an alternative one or two-way 
medium; for instance NFC could be implemented as a bi­
directional exchange. 

One example of the retailer network is a retailer point of 
sale and inventory management system, implemented on 
either standard or custom hardware, with either a local data­
base or a polling or non-polling connection to a cloud data­
base solution. Additionally or alternatively, this network 
could be implemented for e-commerce rather than a local 
solution. The retailer network could also include a cloud­
based inventory management and point of sale system 
wherein most of the processing hardware is located at a 
remote server location and is accessed through a wide-area 
network such as the internet. The retailer network could also 
take the form of a centralized or partially centralized network 
managed by the retailer or third party consisting of aggre­
gated information from across multiple stores, each of which 
has a local point of sale and inventory management system 
with a polling or direct connection to said centralized net­
work. Such a network consists of a combination of routers, 
firewalls, servers, as well as internal and third party software 
solutions. 

Third-Party Network(s) 
Third-party network(s) 608. The third-party network(s) is 

likely operated on a server or combination of computers and 
peripherals that is used to share information between parties 
in the secure self-payment system. The secure self-payment 
system may be connected to many different third-party net­
works. Each third-party network performs a different func­
tion or is an alternate provider of the same function in order to 
enhance the secure self-payment application functionality. 

36 
through use of anAPI and the consumer mobile device cam­
era, and communications with third-party network(s) 608 
relating to payment or item information as required by the 
retailer. It should be noted that the secure self-payment sys-

5 tern functions and communications do not necessarily require 
physical access to the physical retailer server. 

Specific examples of third party networks include: (i) a 
payment provider network accessed through POST requests 
consisting of: XML, JSON or other paradigm for information 

10 exchange; (ii) a payment provider network accessed through 
a series of requests in accordance with an exchange protocol 
or business logic rule-set; (iii) a payment provider network 
accessed through other methods; (iv) a network providing an 
alternative function to payments (for instance OCR on an 

15 image) with access akin to (i), (ii) or (iii). 
Retailer Electronic Device 
Retailer electronic device 610 is typically a handheld or 

stationary piece of hardware that is traditionally used by 
retailers to identify items by scanning a barcode. The retailer 

20 capturing device may be a mobile device, the retailer's POS 
system or any other device that may be used to capture a 
barcode or QR code or to capture the underlying string within 
the QR code. 

The purpose of the retailer scanning device is to verify a 
25 consumer's purchase through a real world interaction. In the 

preferred embodiment, this real world interaction involves 
using the retailer's scanning device to read the QR code 
displayed in-app on the consumer's mobile device. 

In the preferred embodiment, the retailer electronic device 
30 610 is a mobile retailer electronic device with a retailer veri­

fication app which provides the device the functionality 
described herein. One example of such a device is a retailer 
owned iPod Touch augmented with custom hardware, such as 
a Honeywell Captuvo SL-22 sled, that attaches to the phone 

35 and provides a ld-2d imager to augment the camera feed for 
faster capture and processing of optical images. 

In a preferred embodiment, the retailer device has wide are 
network (internet) access and a method of displaying the 
information resulting from the communication protocol ini-

40 tiated by a successful scan of the QR code in concert with the 
verification app running on the retailer device. 

In another embodiment, the retailer electronic device 610 
is an already existing hardware POS barcode reader or other 
device with access to the service provider's web API and a 

45 visual interface such as a screen. In this embodiment, the 
barcode reader is responsible for reading the code displayed 
on the consumer's mobile device, and software within the 
barcode reader provides functionality for extracting informa­
tion from the code, and providing this information to the web 

The purpose of the third-party network(s) in the secure 
self-payment system is to enhance or modify functions per­
formed by the secure self-payment application or to provide 
functionality that the service provider does not provide itself. 
The information controlled and hosted by the third-party 
networks(s) 608 could be social media, payment processing, 
secure payment data storage or other services. The third party 
network(s) may route traffic and allow or deny permission 55 

based on a variety of criteria such as accessing device type or 

50 APL The web API receives the information embedded in the 
code and send a query reply back to the POS system or reader 
to display on the screen. 

In other embodiments the retailer device 610 is any other 
device that supports a video camera or picture camera for 
barcode reading. The retailer device 610 may also be an 
electronic device with hardware and software that support an 
alternative exchange protocol to QR codes, such as NFC 
communications or other types of wireless communications. 

IP, account type (service provider, consumer or retailer), 
security clearance based on query type and accessing device 
(payment service, item lookup service, social network, etc.), 
or geographical location of the device requesting a query 60 

reply. These are examples only as the third party is free to set 
its own network configuration. 

Specific examples of functions performed by the third­
party network include payment processing 418 performed 
through a payment processor network and API, communica- 65 

tions with the consumer mobile device 602 relating to visual 
recognition and interpretation of a consumer's payment card 

In yet another embodiment, the service provider web API 
communicate secure self-payment method sales transactions 
and sales batches for live inventory management. The service 
provider web API may further communicate other informa­
tion for display or storage on the retailer device 610. 

A specific, and most often used, example of the interaction 
performed by the retailer scanning device is the act of veri­
fying a purchase, and includes communication with the con­
sumer mobile device 602, service provider network 604, and 
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possibly the retailer network 606 and/or third-party 
network(s). The QR code displayed on mobile device 602 is 
captured and interpreted by retailer electronic device 610. 
Retailer electronic device 610 sends a query to the service 
provider network 604 asking whether the QR code corre- 5 

sponds to a legitimate purchase (step 428, as discussed in 
connection with FIGS. 4A and 4B, above). A reply is sent 
back to 610 retailer scanning device with an answer. The 
retailer scanning device 610 then displays either a legitimate 
purchase receipt (per step 430) or a request to resend the 10 

information or a "no match" result (per step 432). Depending 

38 
tor. The non-mobile nature of the device relates to the fact that 
typically it does not operate on battery power or is too large to 
be portable by the user from one place to another. 

The purpose of the non-mobile consumer device for secure 
self-payment system functionality is to allow the consumer to 
perform certain tasks that do not necessarily need to be per­
formed in-store. The non-mobile consumer device is not a 
necessary component of the secure self-payment system and 
is used by the consumer as an optional convenience. The 
non-mobile consumer device has access to the service pro­
vider web API via an internet connection and web browser as 
well. While it is unlikely that this device is not intended to be 
used to perform an in-store transaction, it is possible that such 
devices may provide access to a consumer's account or be 

on the retailer's individual needs, the scanning device may 
also transmit some information relating to pricing or inven­
tory updates to the retailer network 606 or third-party 
network(s) 608. 15 able to perform some specific functions in the out of store 

flow 334. In another embodiment, the interaction by the retailer elec­
tronic device 610 may be used to perform an item exchange 
(per step 324). This function makes use of the same connec­
tivity but depending on the retailer's own configuration it may 
require internal retailer connectivity and interactions not 20 

illustrated here. 
In the preferred embodiment the connection between 

retailer electronic device 610 and consumer mobile device 
602 is a physical real world interaction involving the retailer's 
electronic device and the retailer verification app being used 
to capture the displayed QR code directly from the consumer 
mobile device. Connections to the service provider network 
604, retailer network 606, and third-party networks 608 are 
also conducted via two-way likely wireless connections. In a 
non-preferred embodiment this connection may be one-way 
or two-way based on the technologies in use and implemen­
tation details of those technologies. In addition, the nature of 
the QR code can be changed to allow for cases where the 
retailer wireless connection is disabled. 

Specific interactions that may be performed through use of 
the non-mobile consumer device include entering profile and 
preferences 308, and viewing purchase history through the 
use of a web browser, the consumer's login credentials to the 
service provider web API and a connection to service pro-
vider network 604. Other interactions include the ability to 
add items to cart 336 through the use of the fixed device input 
component or camera component and the connection to ser-

25 vice provider network 604. Interactions with third party net­
work( s) 608 may include the request for item information not 
accessible by service provider network 604 or to securely edit 
payment information. Generally, the specific functions of the 
non-mobile consumer device are performed through a login 

30 to the web APL 
In one embodiment it is possible that the non-mobile con­

sumer device initiates a purchase and completes payment for 
an out-of-store purchase with service provider network 604. 
Service provider network 604 sends a verification QR code 
and purchase receipt for display in the consumer's secure 
self-payment application on consumer mobile device 602 for 
display in-store. 

In other embodiments, the connection between the retailer 35 

device 610 and consumer device 602 may still make use of a 
real world physical interaction with the consumer's mobile 
device but the retailer device 610 may be a retailer POS 
system scanning device such as a barcode reader or NFC 
terminal or other hardware. 

The non-mobile consumer device interacts with service 
provider network 604 and third party network(s) 608 using a 

40 wireless connection. The consumer's internet may not be 
wireless itself, but the consumer will not have direct wired 
access to either of these parties. 

In yet other embodiments, the connections between the 
retailer electronic device 610, the service provider network, 
and the third-party network(s) 608 are not wireless. The exact 
configuration of such embodiments is dependent on retailer 
preferences and device capabilities. 

In the preferred embodiment, specific examples of the 
retailer scanning device are mobile devices such as an Apple 
iPhone, Apple iPad, Apple iPod Touch, Samsung Galaxy S3 

Specific examples of a non-mobile consumer device 
include a desktop PC such as a Dell Inspiron, or a smart TV 

45 with a web browser such as an LG Smart TV. 
Request Processing in Networks 
FIG. 7 is a diagram showing the process steps involved in 

or Samsung Galaxy Note. These devices are modified to 
include software in the form of an application or "app" that 50 

provides the devices with the functionality necessary to carry 
out the self-payment systems and methods described herein. 

fulfilling a request from the web API of the service provider 
network to the retailer network, according to an embodiment 
of the invention. Note that in the case of the polling solution 
mentioned in FIG. lA, the process of this figure is not used but 
rather all data entering the retailer network comes as the 
response to an outbound request from the retailer network. In 
such a case, the polling software would run on the retailer 
server and manage a series of business logic rules for direct­
ing messages to and from hardware in a manner akin to this 

In other embodiments, specific examples of the retailer 
scanning device are POS hardware systems such as the IBM 
SurePOS with a compatible barcode/QR code reader and 55 

access to the service provider web APL Again, these devices 
are modified to include software in the form of an application process. 
or "app" that provides the devices with the functionality nec­
essary to carry out the self-payment systems and methods 
described herein. 

Non-Mobile Consumer Device 
Non-Mobile Consumer Device 612 is a device that is typi­

cally not mo bile and cannot be used by a consumer in various 
locations. Generally, the non-mobile consumer device runs 
an OS, can install applications and has internet access. Typi­
cal components include an input device such as a keyboard or 
touch screen and a visual interface such as a screen or moni-

The process begins at step 702, "Request Enters Retailer 
Network." In this step the service provider's web API hosted 

60 on the service provider network 604 generates a request and 
sends it outbound for the retailer network 606 to process. A 
common example, which will be traced throughout this 
description, is an inventory update. Other examples may 
include updating promotions, item prices, consumer profiles 

65 or pushing sales reports to the retailer. This request is routed 
to an appropriate machine on the service provider network 
604 and sent out from a specific internet protocol (IP) address. 
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This request would originate on the service provider server 
and pass to the retailer network through a wide area network. 

40 
rejection rules when coming back through security. In cases 
of delays sub-requests may be sent again, or the entire request 
may timeout to either reprocess or have a timeout result sent 
back to the service provider network 604 for a decision on 

At step 704, "Identified as Service Provider Network 
Request," the request is sent to the IP address for the retailer 
network 606 by using any one of well-known network proto­
col communication standards, such as cURL and HTTPS, in 
a standard process that includes confirming the identity of the 
network, such as by confirming that the network is using a 
signed and verified certificate. The port to which the request 

5 what to do. The requests are processed by one or more retailer 
servers, and may include the use of virtualized and physical 
hardware. 

is sent depends on the specific retailer configuration and 10 

permissions. This identification is executed in a back-and­
forth handshake between the service provider server, the 
retailer server and the signing authority's server. 

At step 706, "Request Comes from Correct IP on Valid 
Port," the router on the retailer network identifies the service 15 

provider network's request as having an IP address permitted 
to use the specific port on which the request is sent and allows 
the request to enter the retailer network on the port. In the 
preferred implementation this step is instead addressed by the 
previous handshake using the Signing Authority to Confirm 20 

the Sender's identity. 

At step 716, "Generates Response," in the event that the 
critical sub-requests conclude successfully the request is 
tagged a success and relevant information is sent back. For 
successful requests where some sub-requests fail, those sub­
requests are re-tried after sending a success message to the 
user. In the event the requests continue to fail, a warning/ 
notification may be sent back to the service provider network, 
typically through a status code on the response to the request. 

At step 718, "Routes Response Outbound," information is 
sent back to the self-payment network using standard com­
munication protocols, such as c URL and HTTPS, confirming 
the service provider's certificate and the retailer connecting to 
the self-payment network on an authorized port, using the 
previously identified confirmed encryption keys (possibly 
reconfirming the identity). 

At 720, "Response Leaves Retailer Network for Service 
Provider Network," the request result is sent to a permitted 
port on the service provider and is routed back to the self­
payment server that made the request. 

At step 708, "Routed to Server Responsible for Request 
from Service Provider" the retailer network routes requests to 
appropriate servers on the network. The retailer network is 
already configured to send these requests. The server to which 25 

the request is sent may confirm the service provider's network 
certificate and evaluate the request. This could be a direct 
connection (already at the server), a connection to a specific 
virtualized server, on the same hardware as the current server, 

FIG. 8 illustrates the detailed steps taken for a consumer 
device request to the self-payment server, according to an 

30 embodiment of the invention. or a physically different server. 
At step 802, "Request Enters Service Provider Network," 

the consumer's mobile device 602 or non-mobile device 612 
generates a request for the service provider's network to 
process. This request is routed to an appropriate server on the 
service provider's network. 

At step 804, "Identified as Request from App," the request 
is passed to a server running the web API on the service 
provider network possibly through any number of the follow­
ing: a firewall, a cache manager, a web request manager, a 

At step 710, "Generates Sub-Requests," the request is pro­
cessed by the appropriate server and this processing generates 
sub-requests to be routed for processing. In the inventory 
update example, the machine to which the service provider 
network's request is sent generates an update command for 35 

the retailer inventory database, which could either be sent to 
the POS API or to the retailer database directly. A specific 
example would be a retailer having its inventory database on 
one server and its transaction database on another server. If 
the inbound request were to add a transaction and an inven­
tory adjustment, this would create two separate requests and 
send each to the appropriate server on the network. 

40 server configuration, an app preloading tool, a load balancing 
tool and sent to an instance of the web API running on the 
service provider network 604 for processing. 

At step 712, "Routes Sub-Requests," sub-requests are sent 
as determined by the processing on the server in 710. For the 
inventory example, the inventory database is updated typi­
cally by a decrement command. For the transaction example, 
the database would be sent a create record instruction in the 
database's preferred implementation language (for instance 
SQ L) with the fields and values matching the information sent 
in the add transaction sub-request. 

At step 806, "Request Comes, is on Correct Port," the 
router on the server identifies the request as valid and allows 

45 the request to enter the service provider's network, routing it 
to a server for processing. 

At step 808, "Processes Request Including Consumer/User 
Identification," the web API checks the consumer ID for 
permissions to the specific data. The web API confirms the 

50 request and begins processing the request. 
At step 810, "Generates Sub-Requests," the service pro­

vider server processes the request and generates sub-requests 
for processing. This could be a local port communication or 
external routing to either third-party network(s) 608 or the 

The above example instructions also have routing informa­
tion and/or security information/encryption over the retailer 
network, or in the cases of third-party services it has routing 
information and encryption to connect to the remote service. 
The request also has information about where to return 
results. 

55 retailer network 606. 

At step 714, "Aggregates Sub-Requests," the results of the 
sub-requests are returned to the retailer network 606 and 
routed to the machine responsible for the specific request by 
the router in a process similar to steps 702-708 in cases where 60 

the request went to an external process, or by permitted con­
nections between machines, such as those with valid security 
certificates and IP addresses, in cases where the request is 
internal. "Returned" as used in this context means "is sent as 
the reply to the request." These returns may be treated as 65 

outbound communications by the retailer server rather than 
inbound, and generally have different processing rules or 

At step 812, "Routes Sub-Requests," sub-requests are sent 
as determined by the self-payment web APL Exact sequences 
of commands will vary depending on the nature of the 
request. The processed request reply is routed back to the 
self-payment server for further processing. 

At step 814, "Aggregates Sub-Requests," the results of the 
sub-requests are returned to the self-payment network and 
routed to the machine responsible for the specific request. In 
case of delays, sub-requests may be sent again, and/or the 
entire request may timeout to either reprocess or have a tim­
eout result sent back to the consumer device for a decision on 
what to do. 
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At step 816, "Generates Response," in the event that the 
critical sub-requests conclude successfully, the request is 
tagged a success and relevant information is sent back to the 
consumer device 602 or 612. For successful requests, where 
some sub-requests fail, those sub-requests are re-tried after 5 

sending a success message to the consumer device. In the 
event those sub-requests continue to fail a warning/notifica­
tion is logged. 

42 
tion, means for detecting physical movements made with the 
device, or a hardware attachment. The most common hard­
ware components used as an input device include a tactile 
keypad or keyboard, or the display itself via a touch screen. 

Location Sensing Components 904. The location sensing 
components 904 are used for what is commonly known as 
"location services." The consumer mobile device 900 via 
installed software and third party services can provide the 
consumer device with the ability to sense a specific geo-At step 818, "Routes Response Outbound," information is 

sent back to the consumer device using standard communi­
cation protocols, such as cURL and HTTPS, confirming the 
ability of the consumer's device connecting to the service 
provider's network on an authorized port, using the previ­
ously identified confirmed encryption keys. 

10 graphical location or area where the consumer's mobile 
physical device is located. In the preferred embodiment, the 
secure self-payment application uses location information 
mainly for purposes relating to sending and crafting geo­
graphically targeted offers and item suggestions, to notify the 

At step 820, "Response Leaves Service Provider Network 
for Consumer Device," the request result is sent to the con­
sumer's mobile device 602 or non-mobile device 612 using a 
permitted port. 

15 consumer that he or she is near or in a secure self-payment 
method-enabled store, orto enable the consumer to search for 
nearby retailers. 

Location sensing components for enabling a mobile con­
sumer device to provide location information are well known 

20 in the art, and the exact component or software responsible for 
this function varies by device manufacturer or use case. Com­
monly used methods of determining a device user's location 
include GPS or Wi-Fi. 

The following describes components of certain physical 
devices that may be used in a secure self-payment method 
transaction. Each device type that is used has many configu­
rations and may include additional components or omit cer­
tain ones listed here. These illustrations are "typical" device 
examples only, and are not intended to limit the invention to 
any particular configuration described below. The descrip- 25 

tions below are best understood with reference to FIGS. 9 
through 12. 

Consumer Mobile Device Example 
FIG. 9 is a diagram showing components of a consumer 

mobile device 620 to be used with the secure self-payment 30 

method, according to an embodiment of the invention. 
Although a smart phone 900 is shown as an illustrative 
embodiment of a consumer mobile device, the consumer 
mobile device is not limited to smart phones and may very 
well be a pair of smart glasses or a watch. The smart phone 35 

900 is displayed as an example of one specific type of device 
that includes all the listed components. In reality, a consumer 
mobile device 620 may include only some of these compo­
nents and may also have additional ones not illustrated. The 
consumer mobile device 900 is the main means through 40 

which the secure self-payment application is made available 

Internet Connection Components 906. Internet connection 
components are used by the mobile consumer device 900 to 
access information that is not stored directly on the mobile 
device. Through the internet connection components 906, and 
with the proper permissions, the consumer mobile device 900 
can access the internet and local or other networks. The 
method of access varies based on case, network, service pro­
vider, hardware or other factors. Common mobile methods of 
access to networks and the internet include 3G, LTE and 
Wi-Fi. The secure self-payment application requires the use 
of this when processing many requests such as item lookups 
and item suggestions. 

Camera(s) 908. The consumer mobile device 908 may have 
more than one camera. The device camera(s) 908 are used to 
capture an image or video of physical items and then create a 
representation of them in an image or video format viewable 
to the user or to be used with certain third-party services. The 
secure self-payment application may use camera components 
for: identification of physical items via barcode or other item 
identifiers so that pricing may be looked up or the item added 
to the shopping cart; to capture payment card information 

to the consumer and is used to perform secure self-payment 
system tasks. The components listed herein may be similar to 
the mobile device that the retailer uses to run the retailer app, 
as further described below. 

Display/Input Components 902. The display is responsible 
for communicating information to the consumer. Through the 
display 902 the consumer views information communicated 
through the secure self-payment application and the device 
OS. The display 902 also gives the consumer feedback based 
on his or her interactions with the device. As a consumer 
enters in data, the display 902 shows a digital representation 

45 through the use of a third party API or SDK or to take an 
image of the consumer so that the image may be associated 
with the consumer's profile 

Light 910. The device light 910 is used to adjust the bright­
ness of the area in front of the device camera(s) 908 to provide 

50 a more suitable environment for image capture. This light 910 
may be used to aid in the capture of an item barcode image for 
item identification purposes. 

NFC Component 912. The NFC, "near field communica­
tions" component is typically used as a method of conducting 

of the data he or she wishes to enter and/or are entering. An 
example of this is the typing in of one's credit card number. As 
each individual number character is selected by the user, the 
display visualizes this input and display it in a designated 
field. 

55 secure transactions between two NFC-enabled devices. Typi­
cally, the NFC component is internal to the device but may 
also be an attachable sticker or tag. To perform a transaction, 
two compatible devices such as a mobile device and a POS 
terminal must be held around 4 inches from each other so that 

The display 902 is also the main method of visualizing the 
inputs made by the user and communicating messages and 
data sent by the service provider's web API or other parties. 60 

In this illustration, the display also serves as a means for 
permitting the consumer to input data into the mobile device, 
and into the mobile OS and the secure self-payment applica­
tion. Other well-known input means may be used for the 
consumer mobile device either in connection with or as an 65 

alternative to the display, such as a tactile device (such as a 
device keypad), means for voice or speech-to-text recogni-

a small packet of data may be transmitted. In some embodi­
ments, these transactions may be data sharing between two 
people such as photos or stored contacts or monetary such as 
a funds transfer between two mobile wallets or an in-store 
purchase of goods or services. The secure self-payment appli-
cation may use the NFC component to read the token, or 
string linking to a database entry which is represented by the 
QR code displayed on the consumer receipt. In embodiments 
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that use NFC to capture the token, the QR code itself may be 
an optional component that provides a standard self-payment 
system feature and provides an alternate reading method for 
non-NFC devices. In this case, the consumer device NFC chip 
is responsible for transmitting the string to the retailer device 5 

NFC chip. 
Retailer System Example 

44 
device 610 capturing and verifying the QR code displayed on 
the consumer mobile device 602 to check for a matching 
transaction. 

As noted herein, the self-payment system and method in its 
various embodiments may rely on one or more networks. 
These networks may generally consist of a local area network 
("LAN") connected to a wide area network ("WAN") through 
one or more routers. Each network may include one or more 
server machines, physical and/or wireless connections, rout-
ers and firewalls. Each server takes the form of a machine with 
a specific local address on the network, and each server 
includes hardware and software that enables it to run pro­
grams, manage information, and process requests. In particu-

FIG. 10 is a diagram of a type ofretailer point-of-service 
("POS") system which may be used with the secure self­
payment method, according to an embodiment of the inven- 10 

tion. The POS system 1000 is a comprehensive hardware and 
software combination that many retailers use for front and 
back office functions. The most common use for a POS sys­
tem is to track sales and identify inventory items. 15 lar, each server runs specific programs that receive, process, 

and forward message requests, as well as to performs tasks 
specific to that particular network ( as further described with 
respect to each network). In addition, each server includes 

For purposes of explanation, the POS system 1000 
described herein is abstracted into four components. It is 
understood, however, that other POS systems with additional 
or fewer components, or with components different from 
those described below may be used in connection with the 20 

secure self-payment systems and methods described herein. 

storage means to process, store, and manage specific infor­
mation (typically through databases and application cach­
ing). 

Each network may further include one or more routers, 
which are devices for directing traffic to specific machines in 
a Local-Area Network (typically a wired network but may 
have wireless links). The servers and routers may further 
include firewall software, which are programs for the restric-
tion of communications to a network (when run on a router) or 
a server ( when run on the server). Each network may utilize or 
include portions of the Internet, which is generally classified 
as a wide area network with relatively open communications 
and low security. 

Retailer Network Example 
FIG. 11 is a diagram of a retailer network 1100 which may 

be used with the secure self-payment method, according to an 

POS System 1000 includes front-end hardware and soft­
ware components 1002. The POS front-end hardware and 
software components 1002 include the hardware and soft­
ware responsible for the standard operation of classical POS 25 

systems, other than the server components 1004 discussed 
below. These hardware and software components may com­
prise well known components that enable the POS system 
1000 to perform standard functions related to, for example, 
tracking sales, identifying inventory items. Specific examples 30 

of POS hardware systems and components include the IBM 
SurePOS system, a Symbol or Honeywell laser barcode scan­
ner, and an APG POS Podium Cash Drawer. Specific POS 
software includes RetailPro 9 POS, Lightspeed POS, and 
Quickbooks POS Pro 13. 

POS system 1000 also includes a server 1004 for inventory, 
transactions, and customer relationship management 
("CRM"). The server 1004 contains a POS database which 
stores sales transaction information, inventory information, 
and customer information. The server 1004 may also contain 40 

a supporting API that permits additional functions such as 
enhanced inventory descriptions, live inventory updates 
between the brick and mortar store and an online web pres­
ence, or web site updates such as shipping information 
through third party integration such as an eCommerce toolkit. 45 

This server will accept read and write requests from both the 
front-end hardware/software 1002 and the service provider 
network 1006. 

35 embodiment of the invention. The retailer network 1100 
includes a wide area network (WAN) portion 1102. This 
WAN portion 1102 can generally be any distributed network 
that is either open access or non-local. In the preferred 
embodiment, the WAN portion of the retailer network 1100 is 
most typically the internet. 

The retailer network also has a local area network (LAN) 
portion that includes one or more routers 1104. Each router is 
a piece of hardware with corresponding software that func­
tions primarily to determine which servers 1106 to send 
requests to. The secondary function of each router is to pro­
vide a software firewall that can reduce traffic internally by 
blocking bad requests before routing them on the LAN. 

The LAN portion of the local area network also includes 
one or more servers 1106. The servers 1106 run software to 
support the network functionalities described herein. In the 
case of a retailer network these servers 1106 typically include 
hardware and software that enables them to perform functions 
related to inventory management, CRM, payment processing, 
returns, and transaction history. As an example, the retailer 
LAN network typically has a server and POS system con­
nected. This server and POS system controls the retailer's 
proprietary information relating to items, pricing, HR, or 
other functions relating to running a brick and mortar store. 
The POS system may be connected to a database with the 

60 above information and may run supporting API to augment 
specific functions such as providing additional item informa­
tion or connecting to other non-internal sources of informa­
tion. 

The service provider network 1006 is the network that runs 
the supporting web API for the secure self-payment applica- 50 

tion. The service provider network 1006 manages requests 
from the secure self-payment application running on the con­
sumer mobile device, including requests for purchases. In 
another embodiment, these purchase requests can be man­
aged by 1004 where the server 1004 is equipped with sup- 55 

porting API functionality. The service provider network 1006 
optionally controls a database to store information that might 
not be contained in the POS, such as information related to 
enhanced item descriptions or secure self payment method 
exclusive promotions. 

Retailer QR verification devices 1008 are examples of the 
retailer electronic devices 610 that the retailer uses to "spot 
check." A spot check is the physical act of the retailer verify­
ing a consumer's purchase. Traditionally this act is done 
through visual inspection of a paper receipt and the items the 65 

consumer is taking out of the store. In the secure self-payment 
system case, this involves the use of the retailer's capturing 

Service Provider Network Example 
FIG. 12 is a diagram of the service provider network to be 

used with the secure self-payment method, according to an 
embodiment of the invention; 
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The service provider network 1200 includes a WAN por­
tion 1202. The WAN can generally be any distributed network 
that is either open access or non-local. In the preferred 
embodiment, the WAN portion of the retailer network 1200 is 
most typically the internet. 

The service provider network also has a LAN portion that 
includes one or more routers 1204. 

The LAN portion of the service provider network also has 
one or more servers 1206 that run software to support the 
specific functionality of the service provider network 1200. In 
the case of the service provider network 1206 these servers 
1206 typically include hardware and software that enables 
them to perform functions related to serving a webpage, an 
API for a mobile device OS application, a webserver for 
domain management, an operating system for managing the 
server configuration, one or more database systems for man­
aging the data generated by these tasks, socket configurations 
for request redirection, deployment infrastructure, remote 
back-up infrastructure, load balancing tools, analytics tools, 
and other functionalities. 

In the preferred embodiment, the secure self-payment 
method is used in combination with a verification app used by 
the retailer, typically a retail sales associate, for the purpose of 
successfully verifying a consumer's purchase. The service 
provider makes this verification app available to its retail 
clients by making the app available for download over a 
network via a secure portion of the service provider's web­
site, or by providing the retailer with storage media contain­
ing the verification app and from which the retailer can install 
the app on retailer POS and mobile devices. For security 
purposes, the service provider generally limits access and use 
of the verification app to retailers. For example, the service 
provider may require that a retailer create a separate, secure 
retailer account with the service provider, and may limit 
access to the verification app to those retailers who have such 

46 
unique code, such as a QR-code, and to scan or otherwise 
capture an image of the code. The retailer device may further 
comprise a display along with hardware and software adapted 
to display a real-time image of the image to be captured by the 

5 camera in order to facilitate scanning of the code. 
Once the retailer has utilized the verification app to capture 

the QR code on the consumer's device, the verification app 
operates at 1306 to send a query regarding the QR code to the 
to service provider's web APL The verification app sends a 

10 query to the service provider's web API to retrieve the pur­
chase information corresponding to the QR code as presented 
by the consumer. This is further explained in FIGS. 4 A and 
4B and is part of the spot check procedure 426 and includes 
428, 43 0 and 432. If the retailer captures the QR coded receipt 

15 displayed on the consumer's mobile device or a paper print 
out of the QR coded consumer receipt, the retailer's device 
displays information that is referenced by the successful 
transaction. It is the matching of the QR code through the use 
of the service provider's web API and the corresponding 

20 display to the retailer device that is the confirming step that 
can give the retailer confidence that the in-aisle consumer 
payment transaction was successful and legitimate. Each 
retailer can customize how and where and whether to verify 
every transaction or can set up his or her own custom business 

25 process for verifying selected transactions based on the 
retailer chosen rules and processes. 

Upon a successful query, the verification app presents the 
retailer with a confirmation screen 1308. The service provid­
er's web API pushes to the retailer verification app the pur-

30 chase information that was recorded when the consumer sub­
mitted payment and the QR code was originally generated 
1310. The retailer verification app displays portions of the 
purchase information that may assist the retailer with verifi­
cation of the purchase, such as the items and the quantity 

35 purchased, along with the consumer's identification informa­
tion. The confirmation screen 1308 provides the retailer with 
an "Approve" function 1312, which the retailer uses to signal 
to the verification app that the retailer has reviewed the pur­
chase and verified the details thereof. 

an account. Limit to the verification app may be securely 
controlled because it serves a different purpose than the self­
payment app made freely available to the public. In contrast, 
the verification app may not be publically available to down­
load on a general "app store." The retailer verification app 40 

may also require the use of login checks in addition to a 
username and password such as verification of the device ID, 

Following activation of the "approval" function, at 1314 
the retailer verification app sends information to service pro­
vider's web API indicating verification and approval of the 
purchase. The retailer verification app notifies the secure 
self-payment system that the retailer has approved and 

a retailer login or geographic information. 
Example Consumer Device and Self-Payment Application 

Screen Views 45 inspected the purchase. At this point, the web API may mark 
the purchase as approved. The web API may also update the 
purchase information in the data record to indicate that the 
purchase has been approved. In addition, the web API may 

FIG. 13 is a diagram illustrating the process involved in 
successfully verifying a consumer purchase through use of 
the retailer self-payment verification app, according to an 
embodiment of the invention. The retailer verification app 
may display an initial welcome screen 1302 once the secure 50 

self-payment system has authenticated the retailer. The main 
function of the welcome screen 1302 is to provide the retailer 
with retailer-specific functions, most notably a method to 
verify and match a code, such as a QR code, on the consum­
er's receipt to a sales transaction. Upon prompting the veri- 55 

fication app to capture a QR coded receipt 1304 the retailer 
verification app presents the retailer with an interface to iden­
tify the QR code displayed on the consumer's device. This 
requires a real-world physical connection involving the 
retailer mobile device running the verification app and the 60 

consumer's mobile device running the secure self-payment 
application and is similar to the method in which the con­
sumer identifies an item in the secure self-payment applica­
tion by scanning a barcode, QR code, orother identifier. In the 
preferred embodiment the retailer device operating the veri- 65 

fication app has a camera, along with a processor and soft­
ware adapted to operate the camera to facilitate scanning of a 

send a notification to the consumer's secure self-payment app 
with a timestamp of approval or receipt verification attempt, 
which the self-payment app may then store in connection 
with the consumer's receipt. In the preferred embodiment the 
QR code is only valid for one purchase transaction and cannot 
be used twice for the same task. For example, if once the QR 
code has been captured and approved originally, the associ­
ated data record is marked as approved and is otherwise 
recorded in the retailer's system; as a result, if a consumer or 
retailer attempts to capture the same QR again, the web API 
will notify the retailer that it cannot be approved again. In this 
case, the web API would return information to the retailer's 
verification device stating that the information linked to by 
the QR code has already been approved and no further action 
relating to the approval process should be taken. In the use 
case where spot checks are not universal, a geofence ( coor­
dinate region on a map) could be used for the same function­
ality. In this case, the action of the device leaving a designated 
area in combination with the location sensing component of 
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the mobile device would internally mark the receipt as having 
left the store. In such a case, the retailer should apply its loss 
prevention procedures if a customer tries to use the receipt 
twice. In this implementation, the QR code itself does not 
change on the consumer device; the database software run­
ning on the service provider server updates the transaction 
with details about the consumer device having left the store 
(where the locations services on the consumer device are 
enabled) or the QR code having been used to complete a spot 
check and no longer being valid for further spot checks. When 
the query for that transaction is sent by the process that occurs 
on the retailer device after capturing the QR code, the updated 
information is sent with the new result. 

After activation of the "approval" function, the verification 
app presents the retailer with an approved screen 1316. The 
web API sends back a message to the verification app that it 
has received the approval and will mark the purchase as 
approved 1318. On subsequent verification attempts by other 
retail associates, the verification app may show the approved 
screen right away instead of requiring an "Approve" 1312 
action. 

Although the functionality of the verification app has been 
described above with respect to a purchase verification, the 
retailer verification app may include a "retailer dashboard" 
which provides additional functionality, such as giving the 
retailer access to data relating to total sales, promotions, and 
consumer behavior. For such functionality, the retailer veri­
fication app may include logic for accessing the retailer's 
POS system and related databases which store and manage 
inventory, sales and transaction information, promotions and 
marketing, and consumer information. 

In some embodiments, the retailer verification app is 
capable of performing an associate-assisted in-store pay­
ment. In this case, the verification app contains similar func­
tionality as the self-payment app of the consumer's mobile 
device, and the retailer mobile device containing the verifi­
cation app is operated in a similar fashion as the consumer's 
mobile device with the self-payment app in order to handle a 
self-checkout process. In certain embodiments involving 
associate-assisted in-store payments, the payment process 
may differ in that the consumer is not required to have a 
secure self-payment account for the most basic payment 
function; instead payments are performed using the retailer's 
service provider account. 

In other embodiments, the retailer verification app contains 
functionality that allows it to be used as an aid for the store 
associate when helping a consumer in-store. In particular, the 
retailer's verification app may be used for item lookup que­
ries, promotions, or to better understand the consumer's past 
shopping and browsing history. 

In yet another embodiment, the retailer verification app is 
not offered as a stand-alone application but is instead bundled 
in with POS software or other retail hardware or software 
through the use of a retailer service provider APL 

Following are descriptions of app screenshots with respect 
to the self-payment app as displayed on the consumer mobile 
device. These screenshots are for illustration purposes only 
and do not represent the full feature set that may be available 
in the final product. 
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purchases, payment methods, or to add personal information 
1404, and the consumer's shopping cart used to view the 
items that the consumer has already identified as those he or 
she wishes to purchase 1406. Other features may include a 

5 variety of functions that may be performed through a third­
party APL On this mock up screenshot these include social 
media links 1408, Map 1410, Directions 1412, Internet 1414, 
and Scan 1402. It is possible that other functions may also 
make use of third-party APis. 

1° FIG. 15 is an example payment method interface which 
may be displayed on the consumer's device in-app, according 
to an embodiment of the invention; this figure provides an 
illustrative screen of some possible payment methods that the 

15 
service provider may offer for use in app. According to the 
embodiment shown, the payment screen is visible upon 
checkout 322. A similar screen may be visible upon the cre­
ation of a consumer profile 308. Due to the wide variety of 
possible payment options it may be necessary that the secure 

20 self-payment method use multiple payment processors. In the 
case illustrated in FIG. 15, the consumer has selected his or 
her Visa credit card as his or her payment card of choice 1502. 
The consumer also has several payment methods available 
1504 that he or she has inputted previously during a checkout 

25 322 or profile update 308, and has the ability to add a new 
payment method 1506. 

FIG. 16 is an example QR-coded receipt as displayed on 
the consumer's device in-app, according to an embodiment of 
the invention. This is an illustrative QR-coded receipt which 

30 is generated by the secure self-payment app after the consum­
er's payment method has been approved and the purchase has 
completed at step 424. This QR-coded receipt is used by the 
consumer as proof of the completed transaction and may also 

35 
be used for record keeping purposes by the consumer and is 
available on demand in the consumer profile section of the 
secure self-payment application. The self-payment web API 
generates a QR code and creates a receipt to be displayed 
in-app that includes the QR code, items purchased, loyalty 

40 information, store information and other information relevant 
to the transaction. 

1602 is an example of an itemized receipt along with a QR 
code 1606 that may be captured by the retailer's device. After 
capturing the QR coded receipt displayed on the consumers' 

45 mobile device and assuming a matching transaction is found 
by the web API in the service provider's network, the retail­
er's device then displays relevant purchase information as 
illustrated in FIG. 13. This code is verified by the retailer in a 
spot check process 426 through the use of a real world physi-

50 cal connection involving the retailer's electronic device run­
ning the retailer verification app, capturing the QR-coded 
receipt from the consumer device and running the secure 
self-payment application and is used for verification purposes 
only. FIG. 13 describes one method in which this may be 

55 done. 

FIG.14 is an example menu which may be displayed on the 60 

consumer's device in-app, according to an embodiment of the 
invention. A retailer branded info screen, such as the one set 
out in FIG. 14, may be a first step to performing many func­
tions possible from the secure self-payment application app. 
Key features displayed in FIG. 14 include item scanning to be 65 

used to identify an item that the consumer wishes to purchase 
1402, a profile section used to view the consumer's previous 

1604 is the same screen viewed on the consumer device 
after the consumer scrolls down. This screen displays addi­
tional information such as the total purchase amount and 
applicable discounts 1608, and applicable loyalty and retailer 
information 1610. 

In one embodiment, the service provider makes available 
the QR coded receipt for use with the Apple Passbook app. 
Apple Passbook integration is beneficial to the consumer in 
that it provides a method of verifying the QR code that allows 
the consumer to take fewer steps to display the QR code. This 
integration is particularly useful if the consumer spends addi­
tional time at the retail store such that his or her device enters 
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"sleep" mode and under normal circumstances the secure 
self-payment application would need to be opened once 
again. 

FIG. 17 is an example device lock screen displayed on the 
consumer's mobile device when the secure self-payment 
method is integrated with Apple Passbook, according to an 
embodiment of the invention; this screen is an example of 
how the secure self-payment application can integrate with 
Apple Passbook. Passbook integration is optional for core 
secure self-payment application functionality but provides 
extra convenience to the consumer while becoming a more 
time saving purchase verification method. Using location 
services, Passbook can determine whether the consumer is 
near or in the retail store and as per the consumer's settings 
will notify them through a screen similar to this one. The 
location-sensing functionality of Passbook allows it to detect 
if the consumer is currently at a GPS coordinate within a 
geofence corresponding to a retailer where the consumer has 
made a purchase and received a receipt through the self­
payment application. Having configured the self-payment 
app to display transactions in Passbook, the consumer may 
designate that the self-payment app should display notifica­
tions for these retailers in Passbook when the consumer 
device is near a physical location for these retailers. In the 
example show in FIG. 17, the consumer has completes a 
transaction with a specific retailer and has configured the 
self-payment app to display notifications from the app in 
Passbook. As a result, when the consumer is near a physical 
store location for the retailer, Passbook displays the self­
payment app notification 1702 on the lock screen of the 
consumer device. 

By swiping left or right on the bar displaying the "SP" logo 
1702, the mobile device opens Passbook and displays the 
most recent QR-coded receipt from that location. If the con­
sumer has multiple purchases, the receipts corresponding to 
those purchases are displayed in reverse order of time of 
purchase in Passbook. In the preferred embodiment, the con­
sumer profile settings in the secure self-payment application 
and Apple Passbook allow only the QR code that corresponds 

50 
Accordingly, the QR code shown in the Passbook display in 
accordance with FIG. 18 may also be scanned by the retailer 
and used as purchase verification. In certain embodiments, 
once the QR code is verified by the retailer's scanning device, 

5 the secure self-payment system will instruct Passbook to 
mark the code as used or keep a tally of how many times the 
QR code was captured. In other embodiments, the outcome of 
the code being used will be displayed on the retailer side, 
mitigating the need to show such information on the con-

10 sumer side. 
FIG. 19 is an example used to define the key characteristics 

of a QR code, according to an embodiment of the invention, 
and in that regard illustrates certain features of QR codes. 

A QR Code is a type of matrix bar code that may store rich 
15 information or link to a web page with information and may 

be read by smart phones, tablets or other mobile or fixed 
scanning devices. The code consists of black or colored mod­
ules arranged in a square pattern on a white background. QR 
codes look like barcodes ( due to their black and white color-

20 ing and square shape), but when captured with a smart phone, 
tablet or other mobile device, they reveal encoded informa­
tion. The QR code can store over 7,000 numeric, or 4,000 
alphabetic characters. 

A QR code which is displayed on a consumers' mobile 
25 device can be read by a smart phone, tablet or other fixed or 

mobile device that is equipped with a camera or scanner, an 
app having functionality or manual entry code that allows it to 
decipher the QR code, and internet or wireless area network 
access. In typical cases, the person deciphering the QR code 

30 only needs to open a code-reading app, scan or take a picture 
of the QR code using a camera which is accessible through a 
code-reading app, and then the code-reading app will retrieve 
the data linked to the QR code such that this data will auto­
matically appear for the person on his or her mobile device. In 

35 the preferred embodiment, the QR code is processed by a 
camera, through progressively attempting to recognize the 
data in the code. The process automatically terminates with 
results when it successfully identifies and decrypts the QR 
code. 

to the purchase to be displayed directly on the device lock 40 

screen. In this case, the retailer uses its scanning device as 
with a regular secure self-payment purchase method transac­
tion but the consumer is not required to unlock his or her 
device and reopen the self-payment application. 

The secure self-payment method requires the retailer to 
capture the QR code displayed on the consumer's device with 
a device with access to a connection to the service provider 
API for purchase information retrieval. In the preferred 
embodiment, this device is a retailer mobile device running 
the retailer verification app. In other embodiments, this may 
be a fixed or mobile scanner equipped with the ability to read 

FIG. 18 is an example interface displayed on the consum- 45 

er's mobile device and viewed in the Apple Passbook app 
when the secure self-payment method is integrated with 
Apple Passbook, according to an embodiment of the inven­
tion. 

Once Apple Passbook is launched, the transaction-specific 50 

QR coded-receipt 1802 is displayed. The method in which 
Apple Passbook is launched determines whether or not other 
retailers or Passbook apps will be visible on the screen. If the 
app is launched from the lock screen while near a secure 
self-payment retailer, only the transaction-specific QR-coded 55 

receipts will be visible. Iflaunched otherwise, other Passbook 
passes may be visible as in FIG. 18. In general, however, once 
the consumer has set the correct options in his or her secure 
self-payment app profile and settings, the secure self-pay­
ment app and Passbook are integrated to provide the func- 60 

tionality described here. The exact appearance of the display 
interface and method of in-app QR code retrieval depend on 
the consumer profile and settings as well as behavior and 
permissions of the third-party Passbook APL 

The screen shown in FIG. 18 displays a functional QR 65 

code, in that it is identical to the QR code on the receipt 
accessible via the non-Passbook secure self-payment app. 

QR codes and to connect to the service provider API either 
directly or through an intermediary such as the retailer's POS 
system. 

Additional Features 
In certain embodiments, the secure self-payment applica­

tion may include optional features. These optional features 
may be implemented in specific cases per the retailer's or 
consumer's request, through the use of third-party APis, or 
through functionality included in some of the remaining 20 
modules in the service provider's suite. The features listed 
below provide an illustration of the flexible and modular 
nature of the secure self-payment application in its entirety. 

Each of the optional features described below is provided 
via one or more optional application-specific modules that 
may be included with the self-payment app. Each of these 
modules contains the requisite software to carry out the func­
tionality described in connection with the features. In addi­
tion, where applicable and as further described below, other 
self-payment system components, including the retailer veri­
fication app, retailer mobile device, service provider network 
(including web API), and retailer network, may contain addi-
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tional hardware and or software to acconnnodate the addi­
tional functionality of the software modules that implement 
the optional features described below. 

52 
the companion retailer verification app or network. The retail 
associate may then reply back with an "available" or "not 
available" response. If the retail associate is available at the 
requested time, the web API may send back a confirmation to Personal Associate. Separate from the self-payment 

method but part of the service provider's self-payment appli­
cation suite is a personal associate option. This personal asso­
ciate option may be used by consumers to contact an associate 
at any time during the shopping experience or from outside 
the store to request a fitting appointment, advice or other 
interaction with a retail associate. Through the personal asso­
ciate option, consumers may confirm a "Personal Shopper 
Assistant" option from the following choices: 

5 the secure self-payment application and the consumer may 
then be guaranteed that a sales associate will be able to meet 
with them to provide all services without having to wait. 

In one embodiment, when a consumer creates an appoint­
ment using the secure self-payment application, the web API 

(a) Choose a personal associate-Used by consumers who 
are familiar with the retailer's store associates. Consumers 

10 may send the sales associate or retailer a "Customer Visit 
Alert" to the retailer electronic device. This alert may contain 
information such as the name of the consumer, the selected 
items, and the date and time of the consumer's expected 
arrival. 

may choose a specific known associate by name. 15 

(b) Choose any sales associate-To be used by first-time 
consumers, or those who do not have a favorite sales associ­
ate. This may display a list of currently available or all retail 
associates for selection. 

( c) Decline the option to have a personal sales associate 20 

connected to your shopping visit(s ). This choice may be used 
by consumers in the store who would like an uninterrupted 
shopping trip. This will notify the retail associates via the 
retailer electronic devices that the consumer does not require 
assistance in selecting items or advice on product selection. 25 

The personal shopper features are provided via a personal 
shopper software module that includes the functionality 
needed to carry out the above steps. The software module 
displays the above choices and prompts the consumer to 
select one of the above choices. Once the consumer selects 30 

one of the above choices the personal associate module makes 
use of a similar or the same service provider API as the secure 
self-payment process. In particular, the personal shopper soft­
ware module utilizes the connnunication capabilities of the 
consumer mobile device to send a message to the web API of 35 

the service provider network indicating the consumer's 
choice. The web API of the service provider network 
responds by processing the message from the personal shop­
per software module and generating one or more messages to 
be pushed to the retailer verification apps operating on retailer 40 

mobile devices and POS systems indicating the consumer's 
choice. 

In one embodiment, a method of identifying retail associ­
ates requires all retail sales associates to carry a QR-coded 
business card or form, or have their personal associate QR 45 

code displayed on their retailer device. If at a point in the 
shopping trip, an associate does provide assistance, and if the 
consumer accepts the option, using the self-payment app the 
consumer can scan a sales associate-specific QR code. Upon 
scanning the sales associate's specific QR code, the secure 50 

self-payment application provides the consumer with the 
option to leave a connnent or fill out a consumer satisfaction 
survey at a later time. In this case, the consumer satisfaction 
survey may be sent to the retailer's eConnnerce website, POS 
system, store manager's email or other online repository. This 55 

feature also allows the retailer to track purchases attributable 
to specific sales associates. 

Consumer Visit Alert. Using the consumer visit alert option 
within the secure self-payment application, consumers may 
make an appointment to visit a store to pick up items that were 60 

previously selected in-app. Upon selecting the option to set 
up a consumer visit, the secure self-payment application pro­
vides the consumer with the ability to select a specific date, 
time, location and personal sales associate. Upon making an 
appointment via the customer visit alert module, the secure 65 

self-payment application sends a request through the service 
provider's web API to the retailer's electronic device running 

The consumer visit alert features are provided via a con­
sumer visit alert software module that includes the function­
ality needed to carry out the above steps. This module 
prompts both consumer and retail associate to input their 
request or reply. This module uses a similar or same service 
provider API as the secure self-payment process. In particu­
lar, the consumer visit alert module utilizes the connnunica-
tion capabilities of the mobile device to send a message to the 
service provider's web API so that it may be routed properly 
to the receiving retailer or consumer device. 

Product Description and Reviews. The web API may con­
nect to a third party database that stores reviews or descrip­
tions of the item that the consumer has identified in-app. The 
item information and review databases may be separate enti­
ties and may be stored with either the service provider, 
retailer, or require a third-party API or connection to an infor­
mation service. Specific examples of third party review plat-
forms that provide an API for integration into systems such as 
the secure self-payment system include PowerReviews and 
Bazaar Voice. 

In one embodiment, the review platforms may serve to 
provide the consumer with additional user generated content 
relating to the product he or she is interested in. 

In another embodiment, the consumer may be able to inter­
act with the item information or reviews service by submit­
ting his or her own content which may then be viewed by 
other consumers. 

The product review features are provided via a reviews 
module that includes the functionality needed to carry out the 
required embodiment. This module will prompt the consumer 
to view reviews as well as provide an option for submitting his 
or her own thoughts on the product. It is intended that the 
reviews feature is used as a method of viewing additional user 
generated information about a product that is not stored with 
the retailer or an item information database. This will likely 
require the reviews module to make contact with a third-party 
review platform web API for retrieval and submission of 
reviews. 

Share Item Over Social Networks. The secure self-pay­
ment application may provide the consumer with an option to 
select a social networking function so that information may 
be posted on his or her profile on social networks such as 
Facebook, Twitter, Pinterest or others. The secure self-pay­
ment application will make use of third-party social network 
APis as well as an in-app interface for this function.Using the 
interface displayed in-app on the consumer's device, the con­
sumer may post information including the price, product 
name, an image of one or more items, and/or images of 
themselves holding or wearing the item(s), and any other 
identifiers. 

The social media features are provided via a social media 
module that includes the functionality needed to carry out the 
required task. It may be that one, some, or all social media 



US 9,262,781 B2 
53 

sites mentioned above are supported by the retailer or the 
secure self-payment application at any given time. As each 
social media site provides its own readily available mobile 
API, the social media module will select the proper API to use 
and display the correct interface. The social media module 5 

may also connect with the consumer profile 502 to retrieve the 
consumer's username and password for faster access to his or 
her social media account. 

Inventory Tag Removal and Bagging. The secure self-pay­
ment application displays an option that allows the consumer 10 

to request item anti-theft tag deactivation, shopping bags or 
help with heavy items. This requires a connection to store 
inventory 504 and requires that the retailer internally mark 
items in its software database which have an inventory tag or 
may be too heavy too lift. The service provider API retrieves 15 

this information and displays it to the consumer as he or she 
retrieves the product information for view on the screen of his 
or her device. 

In one embodiment, the service provider web API sends a 
message to the retailer mobile device running the companion 20 

retailer verification app that a consumer needs assistance with 
tag deactivation and may provide a location where the con­
sumer is by accessing the consumer device location services 
component. 

In another embodiment, the consumer may be directed to a 25 

designated store associate or service desk via an in-app mes­
sage. 

The tag removal, bagging and assistance features are pro­
vided via a software module that includes the functionality 
needed to carry out the required task. It may be that a retailer 30 

does not have the required resources to internally flag items in 
its 504 database as heavy or needing deactivation. When 
possible, the service provider API would retrieve the neces­
sary information from the retailer database and 504 and dis­
play the relevant flags on the consumer's mobile device in- 35 

app. 
Additional Embodiments 

54 
this selection of payment method on the POS or retailer 
mobile electronic device. This confirmation readies the retail­
er's capturing device to capture the consumer/ device-specific 
QR code displayed on the consumer mobile device. 

The consumer opens the service provider technology to the 
payment screen, establishing a network connection to the 
service provider. This network connection is the connection 
112 in FIG. 1 and FIG. lA. This screen initially displays the 
consumer/device specific QR code. 

The consumer/device specific QR code is captured by the 
retailer verification device as embodied by the physical real 
world connection 110 in FIG. 1 and FIG. lA. 

The retailer POS sends the customer and device pair string 
represented by the QR code along with the transaction details 
to the service provider by a regularly established connection 
114 (see FIG. 1 and FIG. lA). 

The self-payment service provider processes the received 
information, and sends a payment authorization request to the 
payment processor corresponding to the retailer's specific 
payment processor. 

The payment processor receives a payment authorization 
request and processes that request, resulting in either a 
granted authorization or an error code. In the event of an error 
code, the code and any corresponding information is sent to 
the service provider, and then to one or both of the consumer 
and the retailer with appropriate additional information, 
depending on the preferences of the service provider. The 
receipt of an error code leads to either termination of the 
process or a restart. 

In the event of a granted authorization, the service provider 
is sent the success message from the payment processor. 

The service provider then generates a companion transac­
tion-specific and unique QR code for the consumer and the 
specific device. The transaction-specific unique QR code is 
sent to the consumer device by look-up of the appropriate 
open connection for response. 

The consumer device receives the transaction-specific QR 
code and updates its currently displayed payment screen dis-

40 play to show the new image. Note that the new QR-code will 
never arrive at the consumer device unless the consumer has 

An alternate use of the invention is based-around a two­
capture process that may be used to ensure that only an 
authorized device can use a code to purchase items. In the 
preferred embodiment of this alternate use, this two-capture 
process can only begin when the consumer using the device 
knows a PIN or password for the consumer application. For 
clarity, and in accordance with industry nomenclature we 
refer to this alternate use as a mobile wallet. This alternate use 45 

does not include the consumer adding items to a virtual cart in 
a physical store but rather the consumer would shop in a 
regular fashion by selecting items in store and bringing them 
to a cash desk. 

For this service provider mobile wallet, a consumer signs­
up for the service provider and is provided with a consumer­
specific QR code which represents a consumer-specific string 
used for identification of the device and consumer. In the 
preferred embodiment, this consumer QR code is unique by 
device-consumer pair but may vary across the consumer's 
multiple devices or if multiple consumers are using the same 
device. After creating an account the consumer could then use 
his or her mobile wallet as follows. 

The consumer engages in a traditional in-store shopping 
experience and brings the items he or she wishes to purchase 
to the retailers point of sale (POS) system. 

The retail associate/cashier enters the presented items into 
the retailer's POS system and builds a corresponding pur­
chase receipt, often by scanning the barcode on the items 
presented by the customer. 

The consumer elects to pay with the service provider's 
alternate self-payment method. The retail associate confirms 

a valid device for the customer-device pair code as the service 
provider server can check the device identifier and other 
properties to ensure the code is only sent to a valid device. In 
the event the code is not received the retailer can abort or 
restart the process. A warning may also be sent to the con-
sumer or retailer device. 

The retailer captures the transaction-specific QR code 
directly from the consumer's device. This transaction specific 

50 code contains a verification key confirming that the real world 
device is not fraudulent. 

The retailer capturing device processes the transaction­
specific QR code and sends the information collected by 
capturing the transaction-specific QR code to the service 

55 provider server. 
If a matching transaction-specific QR code is found on the 

service provider server, for this specific transaction, the pro­
cess continues. If a matching transaction-specific QR code is 
not found, the service provider sends a warning message back 

60 to the retailer and/or the consumer and either or both parties 
may abort or restart the process. 

The service provider server then sends the payment pro­
cessor server the request to complete the previously autho­
rized transaction. 

65 The payment processor attempts to complete the transac-
tion, resulting in either a successful transaction or an error 
code. Upon an error code, the service provider will send 
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appropriate notifications to the retailer or retailer and con­
sumer devices, and will most likely abort the transaction. 

In the event of a successful transaction by the payment 
processor, the service provider notifies all parties. At this 
point, the transaction-specific QR code is marked as used by 
the service provider and no longer works to provide payment. 
The retailer and/or service provider may store the transaction­
specific QR code information to be able to capture again in the 
future for processing returns in a manner similar to that 
described in the Process Return flow 324. The net result of 
this process is a dual capture solution for a mobile wallet, 
where the first scan initiates an authentication check, and the 
second capture verifies the consumer, by confirming the self 
payment mobile wallet service provider has audited the con­
sumer-device pairing and current connection. Note that no 
sensitive information is directly exchanged: the consumer/ 
device QR code only works on that specific device so it cannot 

56 
All references, including publications, patent applications, 

and patents, cited herein are hereby incorporated by reference 
to the same extent as if each reference were individually and 
specifically indicated to be incorporated by reference and 

5 were set forth in its entirety herein. 
The use of the terms "a" and "an" and "the" and similar 

references in the context of this disclosure (especially in the 
context of the following claims) are to be construed to cover 
both the singular and the plural, unless otherwise indicated 

10 herein or clearly contradicted by context. All methods 
described herein can be performed in any suitable order 
unless otherwise indicated herein or otherwise clearly con­
tradicted by context. The use of any and all examples, or 
exemplary language ( e.g., such as, preferred, preferably) pro-

15 vided herein, is intended merely to further illustrate the con­
tent of the disclosure and does not pose a limitation on the 
scope of the claims. No language in the specification should 
be construed as indicating any non-claimed element as essen-

be used on another device, while the unique transaction code 
will only work for the exact purchase that is uniquely identi- 20 

fled in that retailers POS. The above steps need not occur in 
the particular order listed unless otherwise stated. 

tial to the practice of the present disclosure. 
Multiple embodiments are described herein, including the 

best mode known to the inventors for practicing the claimed 
invention. Of these, variations of the disclosed embodiments 
will become apparent to those of ordinary skill in the art upon 
reading the foregoing disclosure. The inventors expect skilled 

The invention can be implemented in digital electronic 
circuitry, or in computer hardware, firmware, software, or in 
combinations of them. The invention can be implemented as 
a computer program product, i.e., a computer program tangi­
bly embodied in an information carrier, e.g., in a machine 
readable storage device or in a propagated signal, for execu­
tion by, or to control the operation of, data processing appa­
ratus, e.g., a programmable processor, a computer, or multiple 
computers. A computer program can be written in any form of 
programming language, including compiled or interpreted 
languages, and it can be deployed in any form, including as a 
stand alone program or as a module, component, subroutine, 
or other unit suitable for use in a computing environment. A 
computer program can be deployed to be executed on one 
computer or on multiple computers at one site or distributed 
across multiple sites and interconnected by a communication 
network. 

Method steps of the invention can be performed by one or 
more programmable processors executing a computer pro­
gram to perform functions of the invention by operating on 
input data and generating output. Method steps can also be 
performed by, and apparatus of the invention can be imple­
mented as, special purpose logic circuitry, e.g., an FPGA 
(field programmable gate array) or anASIC (application spe­
cific integrated circuit). 

Processors suitable for the execution of a computer pro­
gram include, by way of example, both general and special 
purpose microprocessors, and any one or more processors of 
any kind of digital computer. Generally, a processor will 
receive instructions and data from a read only memory or a 
random access memory or both. The essential elements of a 
computer are a processor for executing instructions and one 
or more memory devices for storing instructions and data. 
Generally, a computer will also include, or be operatively 
coupled to receive data from or transfer data to, or both, one 

25 artisans to employ such variations as appropriate (e.g., alter­
ing or combining features or embodiments), and the inventors 
intend for the invention to be practiced otherwise than as 
specifically described herein. 

Accordingly, this invention includes all modifications and 
30 equivalents of the subject matter recited in the claims 

appended hereto as permitted by applicable law. Moreover, 
any combination of the above described elements in all pos­
sible variations thereof is encompassed by the invention 
unless otherwise indicated herein or otherwise clearly con-

35 tradicted by context. 
The use of individual numerical values are stated as 

approximations as though the values were preceded by the 
word "about" or "approximately." Similarly, the numerical 
values in the various ranges specified in this application, 

40 unless expressly indicated otherwise, are stated as approxi­
mations as though the minimum and maximum values within 
the stated ranges were both preceded by the word "about" or 
"approximately." In this manner, variations above and below 
the stated ranges can be used to achieve substantially the same 

45 results as values within the ranges. As used herein, the terms 
"about" and "approximately" when referring to a numerical 
value shall have their plain and ordinary meanings to a person 
of ordinary skill in the art to which the disclosed subject 
matter is most closely related or the art relevant to the range or 

50 element at issue. The amount of broadening from the strict 
numerical boundary depends upon many factors. For 
example, some of the factors which may be considered 
include the criticality of the element and/or the effect a given 
amount of variation will have on the performance of the 

55 claimed subject matter, as well as other considerations known 
to those of skill in the art. As used herein, the use of differing 
amounts of significant digits for different numerical values is 
not meant to limit how the use of the words "about" or or more mass storage devices for storing data, e.g., magnetic, 

magneto optical disks, or optical disks. Information carriers 
suitable for embodying computer program instructions and 60 

data include all forms of non volatile memory, including by 
way of example semiconductor memory devices, e.g., 
EPROM, EEPROM, and flash memory devices; magnetic 
disks, e.g., internal hard disks or removable disks; magneto 
optical disks; and CD ROM and DVD-ROM disks. The pro- 65 

cessor and the memory can be supplemented by, or incorpo­
rated in special purpose logic circuitry. 

"approximately" will serve to broaden a particular numerical 
value or range. Thus, as a general matter, "about" or "approxi­
mately" broaden the numerical value. Also, the disclosure of 
ranges is intended as a continuous range including every 
value between the minimum and maximum values plus the 
broadening of the range afforded by the use of the term 
"about" or "approximately." Thus, recitation of ranges of 
values herein are merely intended to serve as a shorthand 
method of referring individually to each separate value falling 
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within the range, unless otherwise indicated herein, and each 
separate value is incorporated into the specification as if it 
were individually recited herein. 

It is to be understood that any ranges, ratios and ranges of 
ratios that can be formed by, or derived from, any of the data 5 

disclosed herein represent further embodiments of the present 
disclosure and are included as part of the disclosure as though 
they were explicitly set forth. This includes ranges that can be 
formed that do or do not include a finite upper and/or lower 
boundary. Accordingly, a person of ordinary skill in the art 10 

most closely related to a particular range, ratio or range of 
ratios will appreciate that such values are unambiguously 
derivable from the data presented herein. 

I claim: 
1. A computer-implemented method for verifying the pur- 15 

chase of goods and services between a consumer and a 
retailer, said consumer having a mobile device capable of 
communicating with a server, and said retailer having an 
electronic device capable of communicating with the server 
and with the mobile device, the method comprising the fol- 20 

lowing steps: 
receiving a first set of data from the mobile device, said first 

set of data comprising identifying information for one or 
more goods or services to be purchased; 

receiving a second set of data from the mobile device, said 25 

second set of data identifying payment means for the 
consumer's purchase of said one or more goods or ser­
vices; 

transmitting a request for payment authorization to a pay­
ment processing system, said request for payment iden- 30 

tifying said payment means; 
receiving from the payment processing system a response 

to the request for payment authorization indicating 
whether or not the request for payment authorization 
was approved; 35 

creating in response to an approved request for payment 
authorization a data record in a database representing the 
consumer's completed purchase of said one or more 
goods or services; 

generating in response to the completed purchase of said 40 

one or more goods or services via the identified payment 
means a unique token, said unique token associated with 
said data record; 

transmitting said unique token to the mobile device for use 
by the consumer to verify to the retailer the purchase of 45 

said one or more goods or services by wirelessly trans­
mitting said unique token to a retailer electronic device; 

receiving from the retailer electronic device a request to 
verify the unique token wirelessly transmitted from the 
mobile device in order to confirm the consumer's pur- 50 

chase of said goods or services; 
transmitting to the retailer electronic device information 

indicating whether the unique token is valid; and 
wherein the steps of receiving the first set of data, receiving 

the second set of data, transmitting a request for payment 55 

authorization, creating the data record, generating said 
unique token, transmitting said unique token, receiving 
a request to verify the unique token, and transmitting 
information indicating whether the unique token is valid 
are performed by the server. 60 

2. The method of claim 1 wherein the data record includes 

58 
4. The method of claim 1 wherein the step of generating in 

response to the purchase of said one or more goods or services 
via the identified payment means a unique token comprises 
the step of embedding in the token a link to the data record. 

5. The method of claim 1 further comprising the steps of 
determining whether any of the one or more goods or 

services identified in the first set of data are currently 
unavailable for purchase; and 

transmitting a notification to the mobile device indicating 
whether any of the one or more goods or services iden­
tified in the first set of data are currently unavailable for 
purchase. 

6. The method of claim 1 wherein the first set of data is 
input by the consumer when the consumer is outside of the 
retailer location containing the goods and services, and fur­
ther comprising the steps of: 

creating a data entry in the data record to indicate the 
portion of the goods identified in the first set of data that 
have already been collected from the retailer by the 
consumer. 

7. The method of claim 1 further comprising the following 
steps: 

bringing the retailer electronic device into proximity of the 
consumer mobile device in a sufficient marmer as to 
permit wireless communication between the retailer 
electronic device and the mobile device; 

receiving via wireless transmission to the retailer elec­
tronic device the unique token from the mobile device; 
and 

displaying via the electronic device whether or not the 
unique token from the mobile device is valid. 

8. The method of claim 1 further comprising the steps of: 
retrieving from a database a data record associated with 

said unique token; 
obtaining from said data record the identity of the goods or 

services purchased by the consumer; 
transmitting to the electronic device the goods or services 

purchased by the consumer; and 
displaying on the electronic device the goods or services 

purchased. 
9. The method of claim 1 further comprising the step of 

determining whether the unique token wirelessly transmitted 
from the mobile device is valid. 

10. The method of claim 9 wherein the step of determining 
whether the unique token wirelessly transmitted from the 
mobile device is valid comprises: 

comparing the unique token to entries in a table containing 
valid purchase information; and 

determining whether the unique token matches an entry in 
the table containing valid purchase information. 

11. The method of claim 1 wherein the unique token is in 
the form of a transaction ID. 

12. The method of claim 1 wherein the mobile device is 
equipped with location service functionality and further com­
prising the steps of: 

receiving from the mobile device an indication that the 
mobile device is located near a retailer location; and 

transmitting to the mobile device a notification that the 
device is located in or near a retailer location. 

13. The method of claim 12 wherein the step of receiving 
from the mobile device an indication that the mobile device is 
located near a retailer location is triggered by the mobile 
device breaching a geofence of the retailer. 

the following data: the goods or services purchased, the 
method of payment used to purchase the goods or services, 
the date and time of the purchase, the retailer name, the 
location of the transaction, and a consumer ID. 

3. The method of claim 1 wherein the unique token is in the 
form of a URL string or a portion thereof. 

14. The method of claim 12 wherein the step of receiving 
65 from the mobile device an indication that the mobile device is 

located near a retailer location is triggered by the mobile 
device connecting to a wireless network of the retailer. 
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15. A system for verifying the purchase of goods and ser­
vices between a consumer and a retailer, said consumer hav­
ing a mobile device capable of communicating with one or 
more servers, the system comprising: 

60 
20. The system of claim 15 wherein the first set of data is 

input by the consumer when the consumer is outside of the 
retailer location containing the goods and services, and 
wherein the non-transitory storage medium of the server has 

a server comprising one or more processors and a non­
transitory storage medium in communication with said 
one or more processors, said non-transitory storage 
medium having instructions thereon which, when 
executed by the one or more processors, cause the one or 

5 further instructions thereon which, when executed by the one 
or more processors, cause the one more processors to execute 
the following steps: 

more processors to execute the steps of: 10 

receiving a first set of data from the mobile device, said first 
set of data comprising identifying information for one or 
more goods or services to be purchased; 

receiving a second set of data from the mobile device, said 
15 

second set of data identifying payment means for the 
consumer's purchase of said one or more goods or ser­
vices; 

transmitting a request for payment authorization to a pay­
ment processing system, said request for payment iden- 20 

tifying said payment means; 
receiving from the payment processing system a response 

to the request for payment authorization indicating 
whether or not the request for payment authorization 
was approved; 

creating in response to an approved request for payment 
authorization a data record in a database representing the 
consumer's completed purchase of said one or more 
goods or services; 

25 

generating in response to the completed purchase of said 30 

one or more goods or services via the identified payment 
means a unique token, said unique token associated with 
said data record; 

transmitting said unique token to the mobile device for use 
by the consumer to verify to the retailer the purchase of 35 

said one or more goods or services by wirelessly trans­
mitting said unique token to a retailer electronic device; 

receiving from the retailer electronic device a request to 
verify the unique token wirelessly transmitted from the 
mobile device in order to confirm the consumer's pur- 40 

chase of said goods or services; and 
transmitting to the retailer electronic device information 

indicating whether the unique token is valid. 
16. The system of claim 15 wherein the data record 

includes the following data: 
the goods or services purchased, the method of payment 

used to purchase the goods or services, the date and time 
of the purchase, the retailer name, the location of the 
transaction, and a consumer ID. 

45 

17. The system of claim 15 wherein the unique token is in 50 

the form of a URL link or a portion thereof. 
18. The system of claim 15 wherein the step of generating 

in response to the purchase of said one or more goods or 
services via the identified payment means a unique token 
comprises the step of embedding in the token a link to the data 55 

record. 

creating a data entry in the data record to indicate the 
portion of the goods identified in the first set of data that 
have already been collected from the retailer by the 
consumer. 

21. The system of claim 20 wherein the mobile device is 
equipped with location service functionality that enables the 
mobile device to determine whether the device is outside of 
the retailer location. 

22. The system of claim 15 further comprising an elec­
tronic device capable of communicating with the server, said 
retailer electronic device comprising: 

one or more processors; 
a wireless transceiver operable by said one or more pro­

cessors; and 
a non-transitory storage medium in communication with 

the one or more processors of the retailer electronic 
device, said non-transitory storage medium having 
instructions thereon which, when executed by the one or 
more processors, cause the one or more processors to 
execute the steps of: 

transmitting a request to the mobile device for the unique 
token when the electronic device is brought into suffi­
cient proximity of the mobile device to permit wireless 
communication between the retailer electronic device 
and the mobile device; 

transmitting said unique token to the server; 
receiving from the server an indication of whether said 

unique token wirelessly transmitted from the mobile 
device is valid; and 

displaying via the electronic device whether said unique 
token wirelessly transmitted from the mobile device is 
valid. 

23. The system of claim 22 wherein the non-transitory 
storage medium of the server has further instructions thereon 
which, when executed by the one or more processors, cause 
the one more processors to execute the following steps: 

retrieving from a database the data record associated with 
said unique token; 

obtaining from said data record the identity of the goods or 
services purchased by the consumer; and 

transmitting to the retailer electronic device the goods or 
services purchased by the consumer. 

24. The system of claim 23 wherein the non-transitory 
storage medium of the retailer electronic device has further 
instructions thereon which, when executed by the one or more 
processors of the retailer electronic device, cause the one 
more processors of the retailer electronic device to execute 
the step of displaying the identity of the goods or services 
purchased by the consumer. 

19. The system of claim 15 wherein the non-transitory 
storage medium of the server has further instructions thereon 
which, when executed by the one or more processors, cause 
the one more processors to execute the following steps: 

determining whether any of the one or more goods or 
services identified in the first set of data are currently 
unavailable for purchase; and 

25. The system of claim 15 wherein the non-transitory 
storage medium of the server has further instructions thereon 
which, when executed by the one or more processors of the 

60 server, cause the one more processors of the server to execute 
the following steps: 

transmitting a notification to the mobile device indicating 
whether any of the one or more goods or services iden- 65 

tified in the first set of data are currently unavailable for 
purchase. 

comparing the unique token to entries in a table containing 
valid purchase information; and 

determining whether the unique token matches an entry in 
the table containing valid purchase information. 

26. The system of claim 15 wherein the unique token is in 
the form of a URL string. 
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27. The system of claim 15 wherein the mobile device is 
equipped with location service functionality and wherein the 
non-transitory storage medium of the server has further 
instructions thereon which, when executed by the one or more 
processors of the server, cause the one more processors of the 5 

server to execute the following steps: 
receiving from the mobile device an indication that the 

mobile device is located near a retailer location; and 
transmitting to the mobile device a notification that the 

device is located in or near a retailer location. 10 

28. The system of claim 27 wherein the step of receiving 
from the mobile device an indication that the mobile device is 
located near a retailer location is triggered by the mobile 
device breaching a geofence of the retailer. 

29. The system of claim 27 wherein the step of receiving 15 

from the mobile device an indication that the mobile device is 
located near a retailer location is triggered by the mobile 
device connecting to a wireless network of the retailer. 

* * * * * 
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