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ELECTRONIC MESSAGE SEND DEVICE
HANDLING SYSTEM AND METHOD WITH
MEDIA COMPONENT AND HEADER
INFORMATION SEPARATION

RELATED APPLICATION DATA

This application is a continuation application of U.S.
patent application Ser. No. 14/133,875, filed Dec. 19, 2013,
and titled “Electronic Message Content and Header Restric-
tive Recipient Handling System and Method,” which is a
continuation application of U.S. patent application Ser. No.
13/651,909, filed Oct. 15, 2012, and titled “Disassociated
Content Electronic Message System and Method,” which is a
continuation application of U.S. patent application Ser. No.
12/605,885, filed Oct. 26, 2009, and titled “Reduced Trace-
ability Electronic Message System and Method For Sending
Header Information Before Message Content,” now U.S. Pat,
No. 8,291,026, which is a continuation application of U.S.
patent application Ser. No. 11/401,148, filed Apr. 10, 2006,
and titled “Reduced Traceability Electronic System and
Method,” now U.S. Pat. No. 7,610,345, each of which is
incorporated by reference herein in its entirety. This applica-
tion also claims the benefit of priority of U.S. Provisional
Patent Application Ser. No. 60/703,367, filed Jul. 28, 2005,
and titled “Method and System for Reducing Traceability of
Electronic Messages,” which is incorporated by reference
herein in its entirety.

This application is also related to the following commonly-
owned applications: U.S. patent application Ser. No. 14/572,
920, filed Dec. 17,2014, and titled “Electronic Message Send
Device Handling System and Method with Separation of
Message Content and Header Information,” U.S. patent appli-
cation Ser. No. 14/572,932, filed Dec. 17, 2014, and titled
“Electronic Message Send Device Handling System and
Method with Separated Display and Transmission of Mes-
sage Content and Header Information,” U.S. patent applica-
tion Ser. No. 14/572,952. filed Dec. 17, 2014, and titled
“Electronic Message Recipient Handling System and
Method with Separation of Message Content and Header
Information,” U.S. patent application Ser. No. 14/572,966,
filed Dec. 17,2014, and titled “Electronic Message Recipient
Handling System and Method with Separated Display of
Message Content and Header Information,” U.S. patent appli-
cation Ser. No. 14/572,9769, filed Dec. 17, 2014, and titled
“Electronic Message Recipient Handling System and
Method with Media Component and Header Information
Separation,” U.S. patent application Ser. No. 13/447,932,
filed Apr 16, 2012, and titled “Reduced Traceability Elec-
tronic Message System and Method,” and U.S. patent appli-
cation Ser. No. 14/133,897, filed Dec. 19, 2013, and titled
“Electronic Message Content and Header Restrictive Send
Device Handling System and Method,” now U.S. Pat. No.
8,886,739, each of which is incorporated by reference herein
in its entirety.

COPYRIGHT NOTICE

A portion of the disclosure of this patent document con-
tains material which is subject to Copyright protection. The
copyright owner has no objection to the facsimile reproduc-
tion by anyone of the patent document or the patent disclo-
sure, as it appears in the U.S. Patent and Trademark Office
patent files or records, but otherwise reserves all copyright
rights whatsoever.

FIELD OF THE INVENTION

The present invention generally relates to the field of elec-
tronic messaging. In particular, the present invention is
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2

directed to an electronic message send device handling sys-
tem and method with media component and header informa-
tion separation.

BACKGROUND

Typically, an electronic message between two people is not
private. It may travel along a public network, such as the
Internet, and be susceptible to interception by unintended
third parties. Messages are also logged and archived by the
communication systems themselves. They may also be cop-
ied, cut, pasted, printed, forwarded, blind copied, or other-
wise manipulated. This may give a message a “shelf-life” that
is often uncontrollable by the sender or even the recipient.
Surreptitious logging (e.g., by keystroke and message record-
ing software) may occur by third parties that have gained
unauthorized access to either the computer of the sender
and/or the recipient. Electronic messages include the mes-
sage content itself coupled to identifying information regard-
ing the sender, the recipient, the location of the message,
times and dates associated with the message, etc. This allows
athird party that is logging messages, intercepting messages,
or simply gaining access to the messaging system’s logs or
inbox archives to associate the potentially important identi-
fying information (typically referred to as header informa-
tion) with the message content. These are only some of the
ways in which electronic messages can be misused. There is
a demand for a system and method for reducing the traceabil-
ity of electronic messages.

SUMMARY OF THE DISCLOSURE

In one implementation, a computer-implemented method
of handling an electronic message is provided. The method
includes associating a message content including a media
component with the electronic message via a first display at a
sending user device; associating an identifier of a recipient
with the electronic message via a second display at the send-
ing user device, the first and second displays not being dis-
played at the same time, the media component not being
displayed with the identifier of a recipient via the second
display; providing a unique correlation of the message con-
tent including a media component with the recipient address;
transmitting the message content including a media compo-
nent from the sending user device to a server computer; and
transmitting the identifier of a recipient from the sending user
device to the server computer, said transmitting the message
content including a media component and said transmitting
the identifier of a recipient occurring separately.

In another implementation, a machine readable hardware
storage medium containing machine executable instructions
implementing a method of handling an electronic message is
provided. The instructions include a set of instructions for
associating a message content including a media component
with the electronic message via a first display at a sending
user device; a set of instructions for associating an identifier
of'arecipient with the electronic message via asecond display
at the sending user device, the first and second displays not
being displayed at the same time, the media component not
being displayed with the identifier of a recipient via the sec-
ond display; a set of instructions for providing a unique cor-
relation of the message content including a media component
with the recipient address; a set of instructions for transmit-
ting the message content including a media component from
the sending user device to a server computer; and a set of
instructions for transmitting the identifier of a recipient from
the sending user device to the server computer, said transmit-
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ting the message content including a media component and
said transmitting the identifier of a recipient occurring sepa-
rately.

In yet another implementation, a system for handling an
electronic message is provided. The system includes a means
for associating a message content including a media compo-
nent with the electronic message via a first display at a send-
ing user device; a means for associating an identifier of a
recipient with the electronic message via a second display at
the sending user device, the first and second displays not
being displayed at the same time, the media component not
being displayed with the identifier of a recipient via the sec-
ond display; a means for providing a unique correlation of the
message content including a media component with the
recipient address; a means for transmitting the message con-
tent including a media component from the sending user
device to a server computer; and a means for transmitting the
identifier of a recipient from the sending user device to the
server computer, said transmitting the message content
including a media component and said transmitting the iden-
tifier of a recipient occurring separately.

BRIEF DESCRIPTION OF THE DRAWINGS

For the purpose of illustrating the invention, the drawings
show aspects of one or more embodiments of the invention.
However, it should be understood that the present invention is
not limited to the precise arrangements and instrumentalities
shown in the drawings, wherein:

FIG. 1 illustrates one example of a schematic diagram ofan
exemplary system for electronic messaging depicting an ini-
tial electronic message being communicating from one user
to another;

FIG. 2 illustrates one example of a computer environment
that may be utilized to implement various aspects of the
present disclosure;

FIG. 3 illustrates another example of a schematic diagram
of another exemplary system and method of the present dis-
closure;

FIG. 4 illustrates another example of a schematic diagram
of another exemplary system and method of the present dis-
closure;

FIG. 5 illustrates one example of a flow chart depicting one
exemplary method according to the present disclosure;

FIG. 6 illustrates another example of a flow chart depicting
another exemplary method according to the present disclo-
sure;

FIG. 7 depicts an exemplary login display image;

FIG. 8 depicts an exemplary display image including a
recipient address input portion;

FIG. 9 depicts an exemplary display image including an
electronic message content input portion;

FIG. 10 depicts an exemplary display image including an
electronic message listing portion; and

FIG. 11 depicts an exemplary display image including a
reply message input portion.

DETAILED DESCRIPTION

The present disclosure provides a system and method
reducing traceability of an electronic message. In one
embodiment, header information and message content of an
electronic message are displayed by a system and method of
the present disclosure so that header information and message
content are not displayed at the same time. As will be clear to
one skilled in the art from the disclosure below, separation of
header information from message content reduces the trace-
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ability of the electronic message. To further reduce traceabil-
ity of an electronic message, header information may be
automatically deleted at a first predetermined time and mes-
sage content may be automatically deleted at a second prede-
termined time (e.g., after message content is viewed). In one
example, the first and second predetermined times may occur
sequentially (e.g., deleting header information upon display-
ing message content and deleting message content upon clos-
ing a display of message content), simultaneously (e.g., delet-
ing message content and associated header information upon
closing a display of message content), or out of order such that
the second predetermined time occurs before the first prede-
termined time (e.g., displaying message content first, deleting
message content, displaying header information, then delet-
ing header information). These and other aspects of the
present disclosure will be described in greater detail below
with respect to various exemplary embodiments illustrated in
FIGS.1to 11.

FIG. 1 illustrates one embodiment of a system 100 for
electronic messaging depicting an electronic message 105
being sent from one user to another. System 100 may include
any number of computers, such as the two user computers 110
and 115, coupled to a network 120. Network 120 facilitates
communication between computer 110 and computer 115. In
one example, system 100 may be a closed system that may
utilize open network structures (e.g., the Internet) for com-
munication with users, but that does not utilize open or third-
party messaging systems (e.g., industry standard email) that
may increase the chance of message logging and impact the
recordless nature of an electronic message of the present
disclosure. System 100 allows users of computers 110 and
115 to communicate with each other via one or more elec-
tronic messages, such as electronic message 105 over net-
work 120. As will be described in further detail hereinafter,
several aspects of system 100 reduce traceability of electronic
messages, such as electronic message 105. In one example,
electronic message 105 is automatically deleted from system
100 after it is viewed by the recipient to ensure that electronic
message 105 cannot be forensically recreated and to ensure
there is no record of electronic message 105 ever existing on
system 100 thereafter.

Although computers 110 and 115 are illustrated as work-
station computers, any well known computer may be utilized
in creating and/or viewing electronic messages. Example
computers include, but are not limited to, a personal com-
puter, a workstation computer, a server computer, a laptop
computer, a handheld device, a mobile telephone, a personal
digital assistant (PDA), another computing device capable of
communicating an electronic message via network 120, and
any combinations thereof. System 100 may include one or
more server computers. In one example, system 100 may
reside substantially on a single server computer. In another
example, system 100 may be distributed across two or more
server computers. In yet another example, system 100 may be
distributed across a plurality of user computers without a
server computer, such as in a peer-to-peer environment. In
one such example, components of a messaging system
according to the present disclosure and/or their functionality
(e.g., storage of header information and message content,
display generation, reply generation, etc.) may occur at a
recipient’s user computer In still another example, system
100 may be distributed across one or more server computers
and one or more user computers. One or more relay servers or
other systems may be utilized between server computers and/
or user computers.

FIG. 2 illustrates one example of a computing environment
in the exemplary form of a computer 200 within which a set of
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instructions, for causing the computer to perform any one of
the methodologies of the present disclosure, may be executed.
Computer 200 may include a processing unit 205, a system
memory 210, and a system bus 215 that couples various
components including system memory 210 to processing unit
205. System bus 215 may be any of several types of bus
structures including, but not limited to, a memory bus, a
memory controller, a peripheral bus, a local bus, and any
combinations thereof, using any of a variety of bus architec-
tures. System memory 210 may include a read only memory
(ROM) 220 and a random access memory (RAM) 225.

A basic input/output system 230 (BIOS), including basic
routines that help to transfer information between elements
within computer 200, such as during start-up, may be stored
in ROM 220. Computer 200 may also include a storage/
memory device 235 for reading and/or writing information.
Example storage devices include, but are not limited to, a hard
disk drive for reading from and/or writing to a hard disk, a
magnetic disk drive for reading from and/or writing to a
removable magnetic disk, an optical disk drive for reading
from and/or writing to an optical media (e.g., a compact disc),
and any combinations thereof. Storage/memory device 235
may be connected to bus 215 by an interface. In one example,
storage/memory device 235 and associated computer-read-
able media provide nonvolatile storage of computer readable
instructions, data structures, program modules, and/or other
data for computer 200. It will be appreciated by those skilled
in the art that other types of computer-readable media that can
store data that is accessible by a computer in a volatile and/or
non-volatile manner may also be used in an example operat-
ing environment. Examples of other types of computer-read-
able media include, but are not limited to, a magnetic cassette,
a flash memory media (e.g., a card and a thumb-drive), a
digital video disk, a Bernoulli cartridge, a random access
memory (RAM), a read only memory (ROM), and any com-
binations thereof. A computer-readable medium, as used
herein, is intended to include a single medium as well as a
collection of physically separate media, such as, for example,
a collection of compact disks or one or more hard disk drives
in combination with a computer memory.

A number of program modules can be stored on storage/
memory device 235, including, but not limited to, an operat-
ing system, one or more application programs, other program
modules, program data, computer implemented instructions
for carrying out the system and methodologies of the present
disclosure, and any combinations thereof. A user may enter
commands and information into computer 200 through one or
more input devices, such as a keyboard 240 and/or a pointing
device 245. Other examples of an input device include, but are
not limited to a microphone, a joystick, a game pad, a satellite
dish, a scanner, and any combinations thereof. These and
other input devices may be connected to processing unit 205
through an interface 250 that is coupled to bus 215. Example
interfaces for connecting an input device include, but are not
limited to, a serial interface, a parallel interface, a game port,
a universal serial bus (USB), an IEEE 1394 (Firewire) inter-
face, a direct interface to system bus 215, and any combina-
tions thereof.

A display device 255 may be connected to system bus 215
via an interface, such as a display generator/video adaptor
260. Example display devices include, but are not limited to,
a cathode-ray tube (CRT) monitor, a plasma display, an LCD
display, and any combinations thereof. In addition to a display
device, a computer may include one or more other peripheral
output devices, such as a speaker and a printer. A pen digitizer
and an accompanying pen/stylus may be included in order to
digitally capture freehand input. A pen digitizer may be sepa-
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rately configured or coextensive with a display area 265 of
display device 255. Accordingly, a pen digitizer may be inte-
grated with display device 255, or may exist as a separate
device overlaying or otherwise appended to display device
255.

Computer 200 may include a network connection 270 for
connecting to one or more of a variety of networks, such as
network 120 of FIG. 1, and remote computer devices thereon.
Example network connections may include, but are not lim-
ited to, a network interface card, a modem, and any combi-
nations thereof. Example networks include, but are not lim-
ited to, a wide area network (e.g., the Internet, an enterprise
network), a local area network (e.g., a network associated
with an office, a building, a campus or other relatively small
geographic space), a telephone network, a direct connection
between two computing devices, and any combinations
thereof. A network, such as network 120 may employ a wired
and/or a wireless mode of communication. In general, any
network topology may be used. It will be appreciated that
FIG. 1 depicts only one instance of a system 100, and that
other instances may be created where one or more computers
utilize system 100. One or more communication protocols
may be utilized with system 100 and/or with network 120.
Example protocols include, but are not limited to, TCP/IP,
Ethernet, FTP, HTTP, HTTPS, and any combinations thereof.
In one example, a user of a computer, such as computers 110,
115 may access system 100 (e.g., on one or more server
computers) utilizing a secure protocol as is well-known. A
user computer, such as computers 110, 115 may utilize one or
more software applications and/or one or more system based
applications in communicating with system 100. Example
software applications include, but are not limited to, a web
browser (e.g., INTERNET EXPLORER, MOZILLA, and
NETSCAPE), Java (e.g., I2ME), BREW, a direct access cli-
ent (e.g., CITRIX), and any combinations thereof. Example
system applications include, but are not limited to,
MICROSOFT WINDOWS, UNIX, LINUX, APPLE operat-
ing system, X-WINDOWS, COCOA, POCKETPC, and
PALM.

Referring to FIG. 1 an exemplary electronic message 105 is
communicated by a sending user utilizing computer 110 to
system 100 for further communication to a recipient user.
Exemplary system 100 includes an electronic message
receiver 125 for receiving one or more electronic messages,
such as electronic message 105. Electronic message receiver
125 is in communication with an electronic message storage
module 130. An electronic message storage module, such as
electronic message storage module 130, stores electronic
messages received by electronic message receiver 125 utiliz-
ing one or more particular data storage methodologies. Many
data storage methodologies will be recognized by those
skilled in the art and those chosen for use with an electronic
message storage module according to the present disclosure
may be based on the particular implementation of the mes-
saging system and method. Example data storage methodolo-
gies may include, but are not limited to, one or more tables, a
database, a file system, and any combinations thereof. In one
example, as will be described in greater detail below, elec-
tronic message storage module 130 stores header (“con-
tainer””) information and message content separate from each
other to minimize correlation by a third party between iden-
tifying information regarding the electronic message (e.g.,
identification of sender, recipient, date/time of message, loca-
tion of message) in the header information and the content of
the message. In an alternate example, 