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I
BACKGROUND

On October 19, 2004, Mercer County Assemblyman Reed Gusciora; Stephanie Harris, a
registered voter in Mercer County; and two citizens’ organizations — the Coalition for Peace Action and
New Jersey Peace Action (collectively “plaintiffs”), filed a complaint in lieu of prerogative writs and
order to show cause seeking to restrain the use of direct recording electronic (“DRE”) voting machines in
this State. The complaint named former Governor James E. McGreevey and former Attorney General
Peter C. Harvey as the State’s Chief Election Official, in their official capacities (“defendants” or
“State”).!

Since the inception of this litigation over five years ago, this court has addressed a myriad of
procedural and substantive issues set forth in numerous written and oral opinions. These have arisen in
the context of: (1) multiple orders to show cause seeking temporary restraints; (2) a remand from the
Appellate Division directing the court to conduct a hearing regarding the feasibility of the State meeting
the statutory deadline to implement a DRE with a voter verified paper audit trail (“VVPAT”)?; (3) the
request, as part of the remand hearing, for the court to determine the criteria to be applied if the State
sought a waiver; (4) a decision by the Appellate Division directing the Law Division to monitor
compliance with the statutory mandate that the State satisfy the requirement that each voting machine
produce a VVPAT; and (5) a trial that commenced on January 27, 2009 and ended on May 11, 2009, that

focused on the AVC Advantage (“AVC”) made by Sequoia Voting Systems (“Sequoia”).

! Counsel for the parties, in their trial summations, list the parties as former Governor Jon C. Corzine and
former Secretary of State Nina Mitchell Wells. There is, however, no order in the court’s file or on the
Automated Civil Case Management system to establish that the complaint was formally amended.

2 The remand hearing addressed ten voting machines manufactured by three different companies: (1)
Sequoia Edge; (2) Sequoia Edge/VVPAT; (3) Sequoia AVC Advantage; (4) Sequoia AVC
Advantage/VVPAT; (5) ES&S iVotronic; (6) ES&S iVotronic-RTAL; (7) ES&S RTAL with a cut-and-
drop system; (8) ES&S Precinct Based Optical Scanner; (9) AVANTE Vote-Trakker EVC 308-SPR; and
(10) AVANTE Vote-Trakker EVC 308-FF.

® The Sequoia Edge, made by Sequoia, is used in one county. With the Sequoia Edge the voter is required
to go through multiple pages to view all of the different contests and candidates. The AVC, a full-face



During four and one-half years of the pre-trial phase of the litigation, the court had the
opportunity to review certifications from election officials throughout the State. At trial, the witnesses
included private citizens, State and County election officials, members of the Title 19 Committee,
N.J.S.A. 19:48-2, and well-known computer science experts. Without exception, each of the trial
witnesses has contributed to the court’s understanding and appreciation of how voters in this State cast
their votes. The attorneys in this case were well-prepared and dedicated significant time and energy to
present their respective positions. | am grateful to have had the opportunity to have these fine men and
woman appear before me.

1.
PRE-TRIAL PROCEDURAL HISTORY

As noted heretofore, when the complaint was filed plaintiffs sought to: (1) enjoin the use of DRES
in the November 2004 general election; (2) require that all DREs be retrofitted to provide a VVPAT after
the November election; (3) require all new DREs purchased in the State to be equipped with a VVPAT,;
and (4) grant reasonable attorney’s fees and costs. R. 4:52-1 et seq.

The complaint, consisting of eighty-nine paragraphs, alleged the continued use of DREs violated:
(1) the Constitutional requirement in N.J. Const. Art. 1I, § 3(a) that every vote be counted; (2) the
guarantee of Equal Protection in N.J. Const. Art. I,  1; (3) the statutory guidelines for recounts found in
N.J.S.A. 19:28-1 et seq.; (4) the statutory requirement that each voter’s intent be tabulated in accordance
with N.J.S.A. 19:48-1(d) and (f) and N.J.S.A. 19:53A-3(b); (5) the statutory requirement that voting
equipment be secure as mandated by N.J.S.A. 19:53A-3(g); and (6) the statutory requirement that votes
be counted accurately under N.J.S.A. 19:48-1(h) and N.J.S.A. 19:53A-3(h).

On October 25, 2004, the State filed a cross-motion to dismiss. R. 4:6-2(e). In support of its
application, the State filed approximately three hundred pages of certifications from forty-two election

officials from counties around the State. This included County Clerks, Superintendents of Elections and

machine, permits the voter to view the entire ballot on one surface. The full-face, in that respect, is similar
to the former lever machine.



Boards of Elections. The State also filed certifications from each of the three manufacturers of voting
systems.

In its motion to dismiss, the State raised procedural and substantive grounds: (1) the court lacked
jurisdiction; (2) the action was time barred; (3) plaintiffs failed to include indispensable parties: to wit,
County Clerks, County Boards of Elections and County Superintendents of Elections; (4) plaintiffs lacked
standing; (5) the doctrine of laches precluded emergent relief; (6) judicial policy disfavored belatedly
filed requests for injunctive relief which could disrupt a forthcoming election; (7) certified voting
machines are presumed valid, N.J.SA. 19:48-2; and (8) plaintiffs failed to establish any basis for
injunctive relief. R. 4:52-1 et seq.

The filing of this action, thirteen days prior to the election, necessitated an expedited briefing
schedule and hearing date. On October 26, 2004, in a fifty-five page opinion, the court denied injunctive
relief and denied, without prejudice, the cross-motion to dismiss the complaint. R. 4:52-1; R. 4:6-2(e).
The court held:

In sum, the balance of equities clearly favors denial of the relief
requested. As the certifications submitted by the State demonstrate,
switching to a system of paper ballots at this late date in 21 counties is
logistically impossible. The speculative concerns regarding electronic
voting machines pales in comparison with the very real threat of voter
confusion and an inability to conduct an orderly and secure election

process on November 2, 2004.

[Gusciora v. McGreevey, No.: MER-L-2691-04, (10/6/2004), pp. 54-55.]
On November 15, 2004, plaintiffs filed a motion to modify the denial of injunctive relief, R. 4:52-

1 or, in the alternative, to amend the findings by the court. R. 1:7-4(b). On December 2, 2004, the State
filed opposition and again moved to dismiss the complaint in lieu of filing an answer. R. 4:6-2(e). In an
opinion issued January 13, 2005, the court granted defendants’ motion to dismiss with prejudice.

The court entered judgment on January 27, 2005, and an appeal followed. While the appeal was
pending in July 2005, the Legislature enacted and the Governor signed, P.L. 2005, c. 137. This statute

required that all voting machines produce a VVPAT by January 1, 2008.



The 2005 amendment codified both in N.J.S.A. 19:48-1 and N.J.S.A. 19:53A-3, provided, in
relevant part:

[b]y January 1, 2008, each voting machine shall produce an individual
permanent paper record for each vote cast, which shall be made available
for inspection and verification by the voter at the time the vote is cast,
and preserved for later use in any manual audit. In the event of a recount
of the results of an election, the voter-verified paper record shall be the
official tally in that election. A waiver of the provisions of this
paragraph shall be granted by the Attorney General if the technology to
produce a permanent voter-verified paper record for each vote cast is not
commercially available.

[N.J.S.A. 19:48-1; N.J.S.A. 19:53A-3 (emphasis added).]
In addition, P.L. 2005, c¢. 137 (A-33) added the following new section as N.J.S.A.
19:53A-3.1:

[u]nless federal funding is made available to pay for the purchase or
retrofit of a voting machine to produce a voter-verified paper record as
required by P.L. 2005, c. 137 (C.19:48-1 et al.), a county shall be
reimbursed by the State for such costs upon application for
reimbursement to the Attorney General and approval of the application
by the Director of the Division of Budget and Accounting in the
Department of the Treasury, in accordance with the provisions of Article
V111, Section |1, paragraph 5 of the New Jersey Constitution.

[N.J.S.A. 19:53A-3.1 (emphasis added).]

As a result of the newly adopted statutes, the Appellate Division directed the parties to submit
additional briefs on the question of whether the appeal was moot. On January 25, 2006, the issue was
argued before the Appellate Division. In light of the legislation requiring all voting machines to produce a
VVPAT on or before January 1, 2008, the Attorney General argued the appeal was moot. In response,
plaintiffs argued the uncertainty of the implementation date, coupled with the fact that elections would
occur before the implementation date, left the constitutional issues unresolved.

On February 9, 2006, the Appellate Division remanded the matter to the Law Division. To assist
in determining whether the issue was moot, the Appellate Division directed the court to consider whether

the technology and resources were available to implement P.L. 2005, c. 137. Inasmuch as the legislation



provided for the type of ballot verification sought in the complaint, the Appellate Division sought an
expedited determination by the Law Division.

The Appellate Division also directed the new Administration and the Attorney General to address
the criteria for development of guidelines to grant waivers under the statute. Finally, the Appellate
Division ordered the Law Division to file its findings on or before April 21, 2006.* Consistent with the
above, on February 15, 2006, the court held an initial case management conference and established dates
for the exchange of witness lists and experts reports, if any, the filing of pre-trial briefs, and the date(s) for
the remand hearing. Four subsequent case management conferences were held in March 2006. The
remand hearing commenced on March 16, 2006 and continued on March 17, 20 and 23, 2006. Six
witnesses testified and twenty-nine exhibits were admitted into evidence. The court directed the parties to
file recommended findings of fact on or before March 24, 2006.

The forty-nine page remand opinion, issued on April 19, 2006, included a comprehensive review
of each of the voting machines used in the State. At the time of the remand, AVANTE was the only
company that offered a voting system that produced a VVPAT.” A representative from AVANTE
testified that the company was awaiting federal certification for a full-face, cut-and-drop machine that
produced a VVPAT.® Given the uncertainty of the commercial availability of the AVC with a VVPAT by
January 1, 2008, the court concluded that the Office of Legislative Services may have grossly
underestimated the cost to purchase or retrofit voting machines utilized in the State. While the State
argued the court was without the authority to compel the Legislature to expend these funds, the new
Administration and the Attorney General represented their firm committment to implement the statutory

mandate to provide a VVVPAT by January 1, 2008.

* From February 2006 to the commencement of trial, January 27, 2009, the court addressed the
availability of a DRE with VVPAT from three different manufactures. During the trial, the court focused
specifically on the AVC. The AVC, manufactured by Sequoia, is used in eighteen of the twenty-one
counties. Unless otherwise noted, reference to the AVC is the AVC Version 9.00H.

> AVANTE offered a reel-to-reel system. A reel-to-reel system provides a paper ballot on a cylindrical
reel that records votes sequentially. The reel-to-reel system has raised concerns regarding voter secrecy.

® In a cut-and-drop system the paper ballot is cut and dropped into a receptacle.



Based on the record established during the remand, the court concluded that the availability of a
VVPAT by January 1, 2008 was questionable. Furthermore, the court predicted that the cost to purchase
new machines would exceed the estimated $21 million.

On May 24, 2006, the matter was re-argued before the Appellate Division. On June 29, 2006 the
Appellate Division held that “every perceived constitutional deficiency in the electoral process would be

remedied by a timely and successful implementation of the new law.” Gusciora v. McGreevey, 395 N.J.

Super. 426 (App.Div. 2006). The court vacated the dismissal of the complaint and remanded the matter
to the Law Division to conduct such case management conferences and hearings as necessary to monitor
compliance with the new legislation. The Appellate Division held that only plaintiffs’ constitutional
“issue would remain if the VVVPAT legislation is not timely and successfully implemented.” Ibid.

Consistent with the June 29, 2006 decision by the Appellate Division, on August 24, 2006 the
court held a case management conference to establish a monthly compliance review schedule. On
September 5, 2006, the court entered an order requiring the State to provide monthly written status reports
on the progress of VVPAT development and implementation. According to case management records,
between September 5, 2006 and the first day of trial, January 27, 2009, the court held approximately
thirty case management conferences.

In the summer and early fall of 2007, as the January 1, 2008 deadline approached, the court
directed the State to retrofit existing machines with a VVPAT or find suitable alternatives. During the
same period, plaintiffs moved to bar the use of DREs without a VVPAT in the next election. During a
case management conference on September 17, 2007, the State advised the court that it was unlikely the
VVPAT would be ready by the statutory deadline. The State placed on the record the steps it had taken to
meet the statutory deadline. Part of that effort included the unprecedented step, undertaken by the State, to

enter into an agreement with the New Jersey Institute of Technology to test and evaluate voting machines

with a VVPAT. N.J.S.A. 19:48-1; N.J.S.A. 19:53A-3."

" Early in 2006, on the record, this court recommended to the State that a private or public academic
institution, professional organization or entity be considered to review and provide recommendations.



At the compliance hearing, the Attorney General explained three options. These included: (1)
retrofit existing DREs with VVPATs by the statutory deadline; (2) purchase a new voting system
(precinct-based optical scanners) and implement the new system in each of the twenty-one counties by the
statutory deadline; or (3) utilize a paper ballot system in place of VVPAT until these machines became
available.

As part of the deliberations, the Attorney General represented that numerous discussions had
taken place with interested stakeholders, including legislative leaders, the County Superintendents of
Elections, County Boards of Elections, County Clerks, the Public Advocate, voting machine vendors and
members of the advocacy community. This collaborative effort was undertaken to identify issues

attendant to each of these options.®

After reviewing these options, the Attorney General determined that none were realistic. As a
result, for the February 2008 election, the Attorney General recommended continued use of DREs
pending final certification of new voting machines equipped with a VVPAT. While the State

acknowledged the possibility of meeting the statutory deadline, the State also cautioned that the training

& At times, the offices of the County Clerk (“Clerk™), Board of Elections (“Board”) and Superintendent of
Elections (“Superintendent”) have been used almost interchangeably. In fact, while their roles often
interact with one another, their duties are quite different. To avoid confusion, the role of each of these
offices is explained briefly. The Clerk, an elected official, handles election-related matters. In this
capacity, the Clerk: (1) receives petitions for offices; (2) designs and prints all election ballots; (3)
prepares and prints the sample ballot; (4) draws lots for ballot position; (5) approves or rejects mail-in
ballots; (6) prints and issues mail-in ballots; (7) prints and supplies emergency and provisional ballots; (8)
tabulates the votes; and (9) certifies the election. The Superintendent, appointed by the Governor, also
referred to as the Commissioner of Registration: (1) accepts voter registrations; (2) reviews and approves
voter registrations; (3) receives and stores provisional ballots after the election; (4) verifies registration for
all provisional ballots; and (5) acts as the custodian for the voting machines. As custodian, the
Superintendent is responsible for the maintenance, storage, and delivery of the voting machines. A
Superintendent is required in all 1% class counties and permitted in 2" and 5" class counties.
Superintendents are currently in Atlantic, Bergen, Burlington, Camden, Essex, Hudson, Mercer,
Monmouth, Morris, and Passaic Counties. The Board is responsible for: (1) selection of polling places;
(2) enforcement of the Accessibility Act; (3) creation and maintenance of election districts; (4)
appointment of challengers; (5) appointment and training of board workers; (6) receiving, counting,
investigating, and certifying mail-in ballots; and (7) counting and certifying provisional ballots. In
counties where there is no Superintendent, the Board also handles all of the responsibilities of
Superintendent.



of election officials, on the use of a new voting system, was unlikely before the February 2008
presidential primary. In response, plaintiffs sought an order from the court to require the State to purchase,

in all twenty-one counties, precinct-based optical scan voting machines.’

Prior to the September 17, 2007 compliance review hearing, attorneys for the Republican and
Democratic State Committees (“State Committees™), as well as many State and County election officials,
expressed unanimous support to extend the statutory deadline. Counsel for the State Committees appeared
before the court on September 17, 2007 to support the application of the State. At the hearing counsel for
the State Committees, along with County and State election representatives, urged the court to reject the

recommendation by plaintiffs to abandon DRES and to purchase precinct-based optical scanners.

The court denied plaintiffs’ application to bar the use of DREs and to switch to precinct-based
optical scan voting machines. In the October 9, 2007 order, denying relief, the court deferred setting a
hearing date to address the constitutional issues pending the next scheduled case management conference.
On December 7, 2007, satisfied that the State would not meet the statutory deadline, the court established
a discovery order as part of the pre-trial process. A confirmatory order was signed on January 7, 2008.

As anticipated by the court, the State did not meet the VVVPAT deadline. On or about January 13,
2008 the VVPAT deadline was extended to June 13, 2008. P.L. 2007, c. 301 (S-2949). One month
before the June 13, 2008 deadline, the Legislature changed the date for VVPAT records of votes cast on
voting machines to be in place to January 1, 2009. P.L. 2008, c. 18 (A-2229). The bill also amended the

current law to shift responsibility for the administration of certain election procedures from the Attorney

° While plaintiffs initially requested that each DRE be equipped with a VVVPAT, at this stage of the
proceedings and throughout the trial, plaintiffs modified the request to require the State to purchase
precinct-based optical scanners.



General to the Secretary of State, in conformity with P.L. 2007, c. 254 (C.52:16A-98), which effectuated
that change. ™

Prior to the first day of trial on January 27, 2009, the court addressed more than thirty pre-trial
motions. One of these, raised by counsel for Sequoia, objected to the release of proprietary and
confidential information to plaintiffs’ expert.'* After several iterations of a protective order and with the
assistance of the court, the parties ultimately agreed to the terms and conditions of an order. In part, the
protective order permitted plaintiffs’ experts to examine the voting machines at the New Jersey State
Police (*“NJSP”) Headquarters during the summer of 2008.

The court rejects the notion by the State that this court took “unprecedented action” in ordering
the release of the source code. First, release of the source code was necessary in order to provide
plaintiffs’ experts with the opportunity to examine the AVC. Second, the months expended by this court
to assist the parties in drafting a protective order, fully safeguarded the interests of Sequoia. Third, in
State v. Chun, 194 N.J. 54, 70 (2008), in a case similar to the one before this court, the Court issued an
order to compel the manufacturer of a computerized breathalyzer test to allow the firmware and source
code of the device to be analyzed.

This opinion, due to space constraints, does not include the court’s findings on numerous pre-trial
and trial motions. The facts and issues identified in these motions and cross-motions are set forth in the
papers submitted by the parties, the many writen and oral opinions issues by this court and the arguments
placed on the record by the parties during oral argument. Suffice it to say, these are all part of the official
court record.

On the first day of trial, the court addressed approximately twenty motions. One of the

applications related to the role of Sequoia. While Sequoia was not named as a defendant, counsel for

% During the trial, which began on January 27, 2009, the State represented that on January 5, 2009 the
Secretary of State certified the AVC VVPAT record system with firmware Version D-10 for use in any
election within the State. N.J.S.A. 19:53A-4.

1 Specifically, Sequoia objected to the release of the source code.



Sequoia moved for permission to participate as a party. R. 4:28-1; R. 4:29-1." Given the lateness of the
motion, the court denied the application. The court permitted Sequoia to continue, at trial, in its limited
role to raise issues covered by the protective order.

When the trial commenced, legislation had already been introduced to suspend the VVPAT
implementation date indefinitely. The trial ended on May 11, 2009, spanning a period of twenty-five
days. Mid-way into the trial, March 6, 2009, the Governor signed into law P.L. 2009, c. 17, which
indefinitely suspended VVPAT implementation, until such time as:

[t]lhe Secretary of State and the State Treasurer certify in writing that
sufficient funds have been provided by the federal government and
received by the State to offset the entire cost of ensuring that each voting
machine used in this State produces an individual permanent paper
record for each vote cast; or (2) the annual appropriation act contains an
appropriation of sufficient funds to ensure that each voting machine used
in this State produces an individual permanent paper record for each vote
cast and such appropriated funds have not been reserved by the Governor
under a spending reduction plan; or (3) the Secretary of State and the
State Treasurer certify in writing that sufficient funds have been provided
by the federal government and received by the State, and the annual
appropriation act contains an appropriation of sufficient unreserved
funds, to ensure, when such funds are combined, that each voting
machine used in this State produces an individual paper record for each
vote cast.

[ibid.]

The reasons set forth in the sponsor’s statement outlines the specific fiscal reasons for the delay in
the implementation:

[t]he sponsor’s statement attached to the bill indicates that the suspension
is necessary because of the economic situation in the State. The State
anticipates a $2.1 billion budget gap in fiscal year 2009 and a more
severe gap in fiscal year 2010. Although $19 million in State funds had
been set aside to help pay the costs of retrofitting the direct recording
voting machines used in eighteen of the State’s twenty-one counties, this
money is no longer available for that purpose. The funds have been
placed in reserve to help the State meet its budgets, as required by the
New Jersey Constitution. Without this $19 million, there are insufficient
funds available currently to pay for a retrofit of all the DRE voting
machines or to change to any other alternative voting system that
produces a paper ballot.

12 Prior to trial, Sequoia sought to limit its role to pre-trial discovery issues.



[Ibid.]

On May 11, 2009, the last day of trial, the court established a briefing schedule. Consistent with
that schedule, counsel for plaintiffs filed recommended findings of fact and conclusions of law on July 5,
2009. Defendants filed recommended findings of fact and conclusion of law on September 21, 2009. With
the consent of the State, the court granted plaintiffs’ request to extend the time to file a rebuttal brief to
November 20, 2009.

1.
TRIAL

Sixteen witnesses testified and 129 exhibits were admitted into evidence. Each of the ten lay
expressed a sincere interest in the integrity and reliability of the voting process. Furthermore, while the
six expert witnesses differed, in part, each one was professional and well-prepared. Given the nature of
the issues, it is important to this court that voters have a basic understanding of how voting machines
operate, and the procedures that take place before, during and after an election. As a result, what follows
is a comprehensive review of the testimonial and documentary evidence offered at trial.

While this opinion is 276 pages long, the trial record consists of over four thousand pages of
transcripts and approximately two thousand pages of expert reports and post-trial submissions filed by the
parties. This does not include motions and transcripts from October 2004 to the first day of trial.

A summary of the testimony of the lay witnesses is presented first. The testimony of the expert
witnesses follows, in order of their appearance. At the request and consent of counsel, to accommodate
the schedule of witnesses, the court permitted witnesses to testify out of turn.

1. STEPHANIE HARRIS (WITNESS FOR PLAINITFFS)

Plaintiff, Stephanie Harris (“Harris™), is a resident of Mercer County. On June 8, 2004, the day of
the Presidential primary, Harris entered the voting booth, pressed the buttons next to the names of the
candidates she wished to elect, activated the “cast vote” button, and exited the voting booth. After exiting
the voting booth, a poll worker advised Harris the votes did not register and directed her to return to the

voting booth to vote again. After exiting the voting booth a second time, the poll worker again directed



Harris to return to the voting booth to vote. The same scenario occurred a third time. After voting a fourth
time, the poll worker said, “I think it counted.”*® Tr. 73:17, Jan. 27, 2009.

Since June 8, 2004, but for one occasion, Harris has voted by absentee ballot. On that one
occasion, between 2006 and 2007, Harris voted without incident. As a result of her experience on June 8,
2004, Harris has become active in election reform by working to pass voter verification and audit
legislation.

2. PROFESSOR EDWARD FELTON (WITNESS FOR PLAINTIFFS)

Professor Edward Felton (“Felton”) is a faculty member in the Computer Science Department and
Woodrow Wilson School of Public Policy at Princeton University. A resident of Mercer County, Felton
has voted on the AVC since November 2004. Felton testified as a fact witness.

In November 2004, November 2006, and February 2008, Felton photographed unattended voting
machines in the lobby of an elementary school and a social hall located in the basement of a church. On
each occasion, Felton entered the building through an unlocked door and examined machines without
interruption. According to Felton, he did not observe security cameras or security personnel on site.

Prior to the June 2008 Presidential primary on June 1, 2008 and June 2, 2008, Felton observed
eighteen unattended machines at five public polling places. At each location, the buildings were open.
After entry, Felton examined the voting machines and photographed the unattended machines. On June 2,
2008, at four of the polling places, Felton observed prominent signs inside and outside of the buildings.
The signs directed members of the public to the whereabouts of the unattended voting machines.
Regarding the content of the signs, Felton testified, “I don’t recall exactly, but it was something like “Park
Here to VVote.” Tr. 47:8-9, Feb. 10, 2009.

3. JAMES CLAYTON (WITNESS FOR THE STATE)
James Clayton (“Clayton”), a graduate of Richard Stockton College, is currently enrolled in a

Master’s degree program in History at Monmouth University. Since 1997, Clayton has worked for the

3 For convenience, when referring to transcripts, the date of trial will be listed once for witnesses who
testified on one day. Transcript references when a witness testified on multiple days are noted as Tr. 1, for
the first day, Tr. 2, for the second day and repeated sequentially, as appropriate.



Ocean County Board of Elections. Initially hired as a voting machine mechanic, Clayton’s duties included
maintaining and preparing the voting machines for upcoming elections and arranging the transportation of
the voting machines to and from polling places. Other than on-site training offered by staff and by
Sequoia, Clayton has no training in computer engineering or computer security. Clayton is a member of
the New Jersey Association of Election Officials (the “Association”), an advocacy group comprised of the
State’s election officials and administrators. He serves on the Association’s voting machine committee.

Since 1999, Clayton has served as the Coordinator of the Voting Technology Center. Clayton, a
Republican, and Dolores Zimmerman (“Zimmerman”), a Democrat, supervise a staff of six permanent
full-time employees and four part-time seasonal employees. In 1996 Ocean County purchased 600 AVC
voting systems. Currently, the County owns 818 AVC voting systems divided among 384 election
districts.

Clayton testified that the Clerk’s office prepares and designs the ballot face. Once completed by
the Clerk, Clayton and Zimmerman, trained by Sequoia in WInEDS, enter the ballot information into
WInEDS enabled laptop computers.™® The laptops and results cartridges are kept in separately locked
rooms at the warehouse. Only Clayton and Zimmerman have keys. Each results cartridge is examined
before an election to make sure it is ready to receive new information. Once placed into a cartridge reader,
whatever data is on the results cartridge is cleared. Each machine has one results cartridge and, if the
machine is audio-enabled, the machine is equipped with an audio-cartridge.”® The computers used to

prepare the results cartridges for the voting machines are never connected to the Internet.

 WinEDS, a windows based program combined with an election data system, designed by Sequoia, runs
on computers at election central. It defines the ballot formation and manages voting machines. Through
WINEDS, results cartridges with the election definition are established and placed into voting machines to
prepare for an election. On election night, WinEDS accumulates the results from the results cartridges and
provide reports to the jurisdiction. The Election Management System assists a jurisdiction in managing
the election workflow, from ballot definition to accumulation and reporting of results. WIinEDS is not
Internet based.

15 On an audio-machine, the technician uses headphones, activates the machine and verbally votes.



The warehouse that stores the voting machines in Ocean County measures approximately 35,000
square feet. The offices and storage area are on one floor. A mezzanine above the first floor is used for
record storage. The building is locked at all times and is protected by an alarm system with glass break
sensors, motion detectors, contact point sensors and pressure sensors. Clayton, Zimmerman and two chief
technicians have keys to the building. Other staff must ring a bell to gain access. Upon entry, each staff
member signs in using a time card system. The same procedure is required on departure.’® According to
Clayton, there has never been a break-in.

To protect against inappropriate access to the voting machines, two keys are tagged and assigned
to each machine. One key opens the front and back doors and one key activates a poll switch. The keys
are placed in an envelope and duplicate keys are maintained in one of eight locked key cabinets at the
Voting Technology Center. According to Clayton, a key to a voting machine has never been lost.

At trial, an AVC used in the June 2008 Presidential primary in Ocean County was brought to the
courthouse for demonstration purposes. Clayton explained and physically demonstrated the set-up
diagnostic procedures for each machine for each election cycle.*” On election night, the board worker
opens the back of the machine, opens the front of the machine and privacy panel, assembles and places
the privacy curtain on the front of the machine, the emergency ballot box is removed, the operator panel is
detached and the power switch is turned on. Once the power is activated, the display window
automatically reads the set-up diagnostics and generates a zero proof.

When the print maintenance log from the operator panel is activated, the maintenance log
provides a summary of when the machine was reset the last time, the maintenance history and the last
time it was turned on and off. The operator panel prompts the technician through each step of the set-up

diagnostic process. Once the maintenance report begins to print, the operator panel then prompts the

1 To gain access, visitors must ring a bell. Once admitted, visitors are required to sign a login sheet.

17 Set-up diagnostics, conducted through the operator panel and through the use of menu-driven prompts,
are displayed on the operator panel. The set-up diagnostics takes the technician through various steps to
test each component, switch, light, buttons and write-in keyboard of the machine.



technician to complete the rest of the process. Next, the “cast vote” button is tested to ensure the light is
working properly. The write-in keyboard, switches, lights, keys and other components are checked.
Lastly, the buttons are pressed and the lights compared to the names on the ballot. Once the set-up
diagnostics are completed, a tape of all the tests is printed from the machine.'® The tape produced is then
attached to the printer.

Next, the pre-accuracy and logic test (“Pre-LAT”) is performed.’ Pre-LAT includes examining
the protective counter number that displays the number of total votes cast on the machine in its lifetime.
The first step requires the technician to insert the key to open the polls. The operator panel displays
“election verification report,” and then begins to print the Pre-LAT zero proof report. Zero proof
establishes that there are no votes in memory. Once the zero proof report is printed, the technician tests
the switches.

Ocean County, comprised of thirty-three towns, prepares and prints thirty-three different ballot
styles. Instead of manual Pre-LAT tests, the County uses simulation cartridges to conduct Pre-LAT
testing. The simulation program is available and generated through WIinEDS. Clayton writes a script for
each mock election to determine the number of votes to be cast for each candidate or public question. The
script is based upon the switch positions that are used for the election. The vote totals vary from election
to election and range between sixty and one hundred votes being placed on the machine, typically in a
pyramid format. The script is entered into the vote simulation module that is in the WinEDS program, and
then loaded onto the vote simulator cartridge.

On direct-examination, Clayton testified:

[e]ssentially in WInEDS there’s a module that we can prepare a script to
test the various candidates’ positions and give them any number of votes.
That script is then loaded onto a simulation cartridge that is inserted at

the same time the results cartridge is in Pre-LAT. Basically that allows
us to give any number of votes to any number of candidates.

'8 The maintenance diagnostic test is also done regularly for routine maintenance.

9 In essence, Pre-LAT is a “mock” election in which votes are cast for candidates to test the switch
positions and to verify votes cast. Pre-LAT is performed at the warehouse.



[Tr. 8:10-16, Mar. 3, 2009.]

After Pre-LAT, the technician closes the polls by turning the key to the “polls closed” mode. A
beep sounds and Pre-LAT results begin to print. The results tape will disclose the public counter total and
the protective counter number. The protective counter is a record of how many votes have been cast on
the machine in its lifetime to that point. The public counter is the number of votes that have been cast for
a particular election. The numbers are recorded on the envelope that accompanies each machine.

Clayton testified that, depending on the size of the election, the time between Pre-LAT and the
election varies.” and may occur up to two or three weeks before the election. Since 1997, Ocean County
has maintained all of the tapes obtained from set-up diagnostics and Pre-LAT.

Clayton described three strap seals (green, yellow and gray) used for each machine. For each seal,
the serial number is recorded on the key envelope for each machine, the envelope is given to the board
worker and a copy is maintained at the warehouse. The gray strap seal is applied after Pre-LAT, when a
results cartridge is placed in the machine before the election. At the end of the evening, when the board
worker closes the polls, the gray seal is broken and the results cartridge is removed. After an election,
once the results cartridge is removed, a yellow strap seal is used to seal the cartridge port. This seal
precludes a results cartridge from being inserted after the results cartridge has been removed. There is
also a green seal that seals the emergency ballot box.?

The server is located in the Administration Building in the Information Technology Department.
The laptops are locked at the warehouse and are used only for election matters. While there is no written
protocol, Clayton represented that laptops are never connected to the Internet.

Voting machines are transported by trucks rented from Budget Truck Rental. Deliveries are made
to over 300 polling places by staff members and part-time seasonal employees. Each truck delivers

between thirty-two and forty-eight machines per day, with one Republican and one Democratic staff

2% The time may occur up to two or three weeks before the election.
2L As will be noted later in this opinion, the State has implemented new standardized seals for voting
machines.



member assigned to each truck. The delivery process begins Monday, eight days before the election. If an
election is for a single town or school board, the delivery is closer in time to the day of the election.

At the time of delivery, there is no one assigned to accept or sign a receipt to verify delivery. The
retrieval process is exactly the same. It takes approximately five working days to return all of the
machines to the warehouse. In response to a question voting machine deliveries, Clayton testified:

[yles, the way that we work the delivery of voting machines, all of our
voting machines are bar coded. We have a bar code scanner so that the
night before the delivery process begins. | provide routes to each of my
technician teams. They will line up their voting machines in sequential
order in their delivery order. The following morning when they’re going
to begin the delivery of the machines, as they’re loaded onto the truck
they’re scanned - - the bar code is scanned signifying for our records that
the voting machine has left our building.

[Tr. 35:4-14.]

After the election, board workers bring the paperwork from the polling locations to the
Municipal Clerks. At the Offices of the Municipal Clerks, the results cartridges are placed in cartridge
readers and the results are downloaded into WInEDS enabled laptops. The results are transmitted
remotely to the County server with the assistance of a staff member from the Board. Once received by
the Municipal Clerks, staff members bring the paperwork to the Board’s main office. After the results
cartridges are downloaded and the results are transmitted to the server, the results cartridges are also
returned to the Board. Once the election is certified, the results cartridges are returned to the warehouse.

Clayton testified that after an election, seal serial numbers and the tamper evident labels are
inspected:

[w]hat I’ll do is make photocopies of all the seal numbers, assign them to
the technician. Your job today is to compare the seal numbers the
machine went out with to what the machine is returned back, visually
inspect to see if any of the tamper evident labels show any type of wear
or the security screw caps have in any way been tampered with,
scratched, beat up, whatever.

[Tr. 68:8-15.]

In response to questioning, Clayton noted:



QUESTION: In your capacity as a voting machine supervisor, have
you personally ever observed any evidence of tampering of a voting
machine after an election?

ANSWER: No.

QUESTION: You’ve never personally observed any broken seals or
damaged screw caps?

ANSWER: No.
[Tr. 75:9-16]

Clayton testified that after the February 2008 primary, an option switch problem was identified
on one of the machines.?? According to Clayton, Sequoia described the problem as one of poll worker
error. To remedy the problem, Sequoia designed and provided plastic shields to place on the operator
panels, in the future, to prevent board workers from pushing the wrong buttons. According to Clayton, no
problems have occurred since that time.

Sequoia provides a customer service manual that describes a series of semi-annual maintenance
diagnostics.?® Ocean County conducts these tests quarterly and undertakes any necessary repairs. Four
AA batteries are located on the central processing unit (“CPU”). A 12-volt battery, located on the bottom
of the machine, provides emergency power during the day. The batteries are charged for 48 hours each
month.

Clayton acknowledged the following: (1) the State has provided no training in seals or seal-
tampering detection; (2) read-only memory (“ROM?”) chips can be removed from the DRE motherboard

if someone has access to the back of the machine; (3) while ROM chips have serial numbers, staff does

%2 On February 5, 2008, for the Presidential primary, a difference surfaced between the numbers of votes
cast for a primary candidate and the corresponding party turnout numbers. On the back of the machine
there is a rectangular plate with twelve buttons, six on one side and six on the other side. When the
machine is programmed for an election, the necessary number of buttons are sequenced and activated. In
a primary election, one of the numbers is designated to be Democratic, and another is designated to be
Republican. Before voting, each voter receives a Voting Authority slip. The slip identifies each voter as
either a Republican or Democrat. Based on that slip, the poll worker presses the appropriate button on the
DRE to trigger either the Republican or Democratic ballot.

8 Maintenance diagnostics is performed on the AVC between elections, when no ballot or vote data is
resident.



not maintain a record of the serial numbers; (4) not all protocols and procedures are memorialized in
writing; and (5) there are no written policies for storing and securing the voting machines at the polling
places.

4. ELISA GENTILE (WITNESS FOR THE PLAINTIFFS)

Elisa Gentile (“Gentile”) is a high school graduate. For the past twenty years, Gentile has worked
for the Hudson County Superintendent of Elections. Initially hired as a mechanic trainee, she was quickly
promoted to warehouse assistant manager. Since 1998, she has held the title of Voting Machine
Warehouse Supervisor. In 2004, when the County purchased the AVC, Gentile attended a comprehensive
one-week technical training program offered by Sequoia. Gentile has also attended two WInEDS classes,
provided by Sequoia.

Gentile supervises three permanent warehouse employees and is responsible for maintaining the
voting machines, preparing the voting machines for upcoming elections and arranging for the
transportation of the voting machines to and from polling places. General maintenance includes charging
the 12-volt battery and four AA batteries in the voting machines every six to eight weeks. While charging
the 12-volt battery does not require removal of any part of the machine, replacing the four AA batteries
requires removal of the CPU cover. To verify the batteries are charged and working, staff then press
button B2 on the operator panel located on the side of the machine. When the battery test report is
complete a tape is printed and reviewed by staff.

The AVC is also equipped with a “set-up diagnostics” test feature. Once the set-up diagnostics is
completed, the election ballot information is loaded from the WIinEDS enabled computer onto a results
cartridge. Gentile is the only person authorized to prepare the results cartridges and audio-cartridges. To
transfer the information from the WIinEDS enabled computer to the results cartridge, the results cartridge
is placed into a cartridge reader and the information is then downloaded (commonly referred to as
“burning’) onto the results cartridge.

Pre-LAT is conducted once the ballot information is downloaded onto a results cartridge and the

cartridge is placed into the voting machine. While some counties utilize in-house staff to conduct Pre-



LAT, Election Graphics (“EG™), a third-party consultant, is under contract to conduct Pre-LAT in Hudson
County. The EG team consists of the same three to four team members for each election who are
normally on site for two days. As part of Pre-LAT, EG members cast one vote for each candidate for each
contest and one vote for each public question. After each vote is cast, the panel or write-in keyboard is
viewed to verify that the name of the candidate, or the public question, corresponds to the button that was
activated. The audio kit is also engaged to verify accuracy.

When Pre-LAT is completed, the results tape is printed to verify that the vote totals compare with
the votes cast. If the results are satisfactory, a plastic seal is placed in each results cartridge. Generally,
set-up diagnostics and Pre-LAT occur over a two-week window prior to the election.

In Hudson County there are 600 voting machines and approximately 245 polling places. Voting
machines are placed in schools, firehouses, senior citizen centers, apartments and occasionally storefronts.
A private moving company transports the machines to and from each polling place. The moving
company, the vendor for over twenty years, typically assigns the same workers. Members of the
warehouse do not accompany the movers during the transportation of the machines. Due to the large
number of machines, some machines are left at polling places for up to one week. Upon arrival at the
polling place, the machines are left without any signature required. After the election, over a period of
approximately one week, the machines are returned to the warehouse.

Keys and duplicate keys for the voting machines are maintained in locked cabinets in Gentile’s
office. After Pre-LAT, Gentile and staff members lock the back door of each DRE. Gentile then collects
the keys and places them in an envelope. The results cartridges are kept in the computer room, except
when maintained in a locked room for the impoundment period after an election.

The voting machines are located on the second and third floors of a 30,000 to 40,000 square foot
warehouse. Three hundred machines are stored on the second floor and three hundred machines are stored
on the third floor. The building, rented by the County, is equipped with an alarm system that includes eye
beam sensors and motion detectors. Describing the system, Gentile noted that crossing the eye beam or

any motion in the warehouse will trigger the alarm system. In addition to the sensors and motion



detectors, each access door of the warehouse and the three parts of the warehouse floor are alarmed. To
distinguish between who goes in and out, each staff member has a unique four-digit security code to gain
access to the building. The office is open during the day Monday through Friday. There are no security
cameras or security guards.

In response to the question whether Gentile agreed with the State’s expert, Professor Andrew
Appel’s (“Appel”) conclusion, that chips can be removed from the back of the motherboard, she
responded:

[i]f we remove the chip, a warning comes up that says check some chip
change when we make a chip change, or we take out a chip. So, it can be
removed, yes, but - - Does it go detected? | think it does with us at our
level. When we have to remove a chip and change, we get notice at the
printout that says the chip has been changed.

[Tr. 63:21-64:4, Feb. 23, 2009.]

In response to questions regarding background checks for staff members or third party vendors,
Gentile was not aware of any specific policy.

5. DARYL MAHONEY (WITNESS FOR PLAINTIFF)

Daryl Mahoney (“Mahoney”), a high school graduate, was hired by Bergen County in 1993 as a
voting machine mechanic. In 1995, Mahoney was promoted to chief mechanic. Currently, as Assistant
Director of Voting Machines, Mahoney oversees the operation of the voting machine warehouse.
Mahoney supervises ten full-time employees.?* Shortly before, during, and after an election, County
employees are assigned from the main office to provide assistance. Mahoney has never taken any courses
in computer programming, software, engineering, or security.

The County owns a one story building that houses 1,200 voting machines. The building is
equipped with an alarm system that is deactivated when the first person enters the building in the

morning. There are no security personnel on site. To gain access, employees use a code to disarm the

alarm and a separate code to unlock the door to enter the facility. Each employee has a unique four-digit

# Mahoney is not aware of any policy that requires newly hired employees to undergo criminal
background investigations.



code for the alarm and a unique three-digit code to gain access to the building. The 1,200 voting machines
are organized alphabetically in three rows. The top of each voting machine identifies the town and
district. Each machine has its own key attached to the machine.

The eight mechanics, including Mahoney, maintain and repair the voting machines. While staff
performs set-up diagnostics and Pre-LAT for each voting machine, the County is under contract with
Sequoia to download the ballot information. The County uses seven laptop computers to prepare the
voting machines for an election. All of the laptops are stored at the warehouse. Approximately one month
prior to the election, Joseph Mclintire (“Mclintire”), a Sequoia representative, downloads the ballot
information onto each WIinEDS enabled laptop using a jump drive.

In response to questions regarding connection of the laptops to the Internet, Mahoney stated:

[t]hey’re not connected to the Internet in any way. What we do is we
have card readers that are attached to the laptops and the information is
then loaded to the cartridges, put in a cartridge holder, along with the
audio cartridge, and it’s then put on the back table for the mechanic to
come and pick up the cartridges and the ballots that are on the back table

and set the machines up.

QUESTION: You’ve said that they weren’t connected to the Internet
in anyway?

ANSWER:  Right.
[Tr.1,111:7-19.)%

The results cartridges are stored in locked cabinets, organized by town name, in cases that hold
between fifteen and twenty cartridges. Once the ballot information is downloaded, cartridge readers are
attached to the laptops and Mahoney personally downloads the election information from the laptop onto
each results cartridge. Once the transfer is made, the results cartridges are placed on a table for the

mechanics to place into the voting machines.®

% The two days of testimony are identified as follows: Tr. 1 (February 23, 2009) and Tr. 2 (February 24,
2009).

% |f the machine has an audio-kit, an audio-cartridge will also be placed in the machine.



After the cartridges are placed in the voting machines, staff performs set-up diagnostics and Pre-
LAT to verify that the voting machines accurately record votes. First, each button on the machine is
checked to verify that the ballot face of the machine matches the ballot information on the cartridge. Staff
then casts at least one vote for each candidate and public question. The results tape is then printed and the
votes recorded are compared with the number cast. Once concluded, a certification is signed to verify the
machine is prepared for the election.

In response to questions regarding software upgrades, Mahoney recalled one occasion in Bergen
County when EG, contracted with by the County, upgraded the AVC voting machines form Version 5 to
Version 9.00H. During the three to four weeks that EG team members were on site, the team was not
suprevised.

A third-party vendor, also under contract with the County, transports the voting machines to and
from the polling places. As long as Mahoney has been employed by the County, the same company has
been under contract. Given the large number of machines, coupled with limited drivers and trucks, many
voting machines are delivered to the polling places up to two weeks before the election. Once delivered,
the County does not provide security at the polling locations.

After an election, poll workers open the back doors of the machines, remove the results
cartridges, close the poll switches on the machines and print the results. Then, each poll worker breaks the
seal holding the results cartridge and removes the results cartridge. After signing the paperwork, the
results cartridges are transported to the Municipal Clerk’s office by the head poll workers. Once the
information is tabulated at the Municipal Clerk’s office, the results cartridges are transported to the
County Clerk’s office. After the election is certified, mechanics retrieve the results cartridges from the
County Clerk’s office and return them to the warehouse.

Mahoney has served as a member of the Title 19 Election Committee (the “Committee” or “Title
19 Committee™) for approximately six years. N.J.S.A. 19:48-2. In response to questions regarding

updates, Mahoney recalled software upgrades presented to the Committee sometime in 2005 and



September 2006. Mahoney testified that upgrades/modifications that do not impair the accuracy or

efficiency of the voting system do not require full recertification. N.J.S.A. 19:53A-4.

Describing his role on the Committee, Mahoney testified, “mine is the real world use of the
voting machines.” Tr. 2, 25:6-5. Regarding one of the other members, John Fleming (“Fleming™),
Mahoney stated, “as far as the computer upgrades and stuff, that’s Mr. Fleming’s area.” Tr. 2, 25:5-6.
Mahoney testified the Chair, Richard Woodbridge, Esg. (“Woodbridge”), a patent attorney, prepares a
draft report after each examination. Once the report is reviewed by the Committee and finalized by
Woodbridge, the report and recommendation is sent to the Secretary of State. N.J.S.A. 19:48-2.

6. PAULA SOLLAMI-COVELLO (WITNESS FOR PLAINTIFFS)

Paula Sollami-Covello, the Clerk in Mercer County, supervises thirty-seven employees. Two of
the employees are permanently assigned to election duties. The Election Supervisor, who reports to the
Clerk, is responsible for handling the election process. This includes: (1) placing advertisements in
newspapers for civilian, overseas and military mail-in ballots; (2) arranging for the printing of ballots; (3)
accepting applications for mail-in ballots; (4) issuing mail-in ballots to voters; (5) counting the results
cartridges; and (6) verifying the votes cast on the results cartridges on election night.

Mercer County owns 600 voting machines. On election night, after the polls are closed, each
results cartridge is sealed in a canvas bag. The tape printout and numbered plastic seal is placed in the
pouch on the front of each bag. At the polls, board workers sign and collect all of the paperwork. The
results cartridges are then transported to the Offices of the respective Municipal Clerks. On election night,
representatives from the Clerk’s office retrieve the results cartridges and transport them to the Clerk’s
office. Each results cartridge is held by the Clerk’s office until the election is certified. On election night,
several election officials from the County are responsible for placing each results cartridge into a
cartridge reader that is connected to a WIinEDS enabled computer. Once inserted into the cartridge reader,
the numbers appear on the computer screen and the votes are tallied.

After the votes are tallied and the results posted, the Clerk has a period of time to certify the

election results. As part of the verification process, the printout tape from each machine is compared



against each results cartridge. Until the results are certified, the results cartridges are kept secured in the
Clerk’s office. Once certified, the results cartridges are returned to the warehouse. At the warehouse, the
results cartridges are cleared and ready to be reused.

In the February 5, 2008 primary election, thirty machines disclosed a total tally that was off by
one to two votes. For example, one case disclosed twenty-nine votes for a candidate for the Democratic
Party when the registration records disclosed thirty Democratic voters.”’” As a result, the Election
Supervisor prepared a report to memorialize the discrepancy.?® Clerks and other election officials were
notified that the problem, referred to as the “option switch bug,” occurred as the result of poll worker
error.

7. JOANNE RAJOPPI (WITNESS FOR THE PLAINTIFFS)

Since 1996, Joanne Rajoppi (“Rajoppi”) has served as the Union County Clerk. Current member
and past President of the Constitutional Officers’ Association of New Jersey, Rajoppi is also the Director
of the Clerks’ Division of the International Association of Clerks, Records, Election Officials, and
Treasurers.

Rajoppi described the procedures before, during and after an election. Before the election,
Rajoppi designs the ballot for each town. Once the ballot definition is completed, the printer produces a
ballot on a large piece of paper for each voting machine. The programmer at the warehouse then inputs
data for candidates that correspond to the switch positions located on the ballot.

While the Clerk performs many pre-election duties, Rajoppi testified “at the close of polls, that’s
when our real work begins.” * Tr.1, 40:24-25. After the close of the polls, board workers transport the
results cartridges to one of four satellite offices. The four satellite offices include three Municipal Clerks’

offices and the voting machine warehouse. For a municipality that is not a satellite office, a sheriff’s

2" The tape indicates the total number of voters that voted on that machine.
%8 While the party tallies were off, the actual votes cast for each candidate were correct.

% The two days of testimony are identified as follows: Tr.1 (2/26/2009) and Tr.2 (2/29/2009).



officer transports the results cartridges to one of the satellite offices. Each satellite office is equipped with
cartridge readers and WIinEDS enabled computers. According to Rajoppi, the laptops are not used for any
purpose other than the elections.

At the satellite office, the results cartridge is inserted into a cartridge reader and connected to a
WInEDS enabled laptop computer which then downloads the results onto the computer. Rajoppi provides
an Information Technology professional at each satellite location. According to Rajoppi, the results from
the satellite offices are then transmitted, in an E-mail format, through a high-speed dedicated T1 line to
the Clerk’s office.

As election totals are received from satellite offices the results are tabulated. After the results
cartridges are read at the satellite offices, sheriff’s officers transport the results cartridges to the Clerk’s
office where the unofficial election results are announced. The results cartridges remain at the Clerk’s
office until the election is certified. The day after the election, the verification process begins.*® This
process includes comparing the paper results tapes from each voting machine to the data on the summary
reports. The results tape lists individual candidate totals from a given district and, in a primary election,
identifies the turnout total for each party.

In response to the question, whether she believes the results tape is an “independent audit of the
voter’s intent,” Rajoppi answered, “l do.” Tr. 1, 160:4-18.

Rajoppi testified that since 1998 the AVC has been used without incident. On February 5, 2008,
however, a difference surfaced between the number of votes cast for a primary candidate and the
corresponding party turnout numbers. Rajoppi described the configuration of the buttons on the voting
machine to explain what occurred. For example, in this election, button number six was assigned as
Democratic and button twelve was assigned as Republican. Therefore, for a voter with a Democratic
ticket, the poll worker is instructed to press the Democratic switch and button six to activate the machine.

The Democratic button is on the top right-hand side of the machine. For a voter with a Republican ticket,

% Since 2003, Union County has used optical scanners to count absentee, emergency, and provisional
ballots.



the poll worker is instructed to press the Republican switch and button twelve to activate the machine.
That button is on the top left-hand side of the machine.

To verify the results of an election, the Clerk compares the vote total data contained on the results
tapes, including the Option Switch Totals, against the data on the summary reports to verify the numbers
match. This procedure is performed for every election. In February 2008, the Option Switch totals
disclosed that 55 Republicans and 170 Democratic voters had voted in that district. When the candidate
totals were tallied, the number of authorized slips disclosed 57 Republicans and 168 Democrats.

The discrepancies were reported to the Attorney General’s Office and Sequoia. As previously
explained, Sequoia determined the discrepancy in the vote totals originated from an “option switch bug.”
To correct the problem, Sequoia designed a plastic shield, attached by Velcro, placed on the rectangular
plate, to prevent a poll worker from pressing the wrong button.

Another discrepancy, present in the June 2008 primary occurred when a freeholder candidate had
a “tilde,” or accent, over the end of his last name. While the summary reports generated from the ballot
cartridges did not include his name, the name did appear on the sample ballots, the machine face, the
absentee report, the provisional report and on the precinct report. To address the situation, on election
night, Sequoia deployed a technician to hand-edit the results of the election.®

On cross-examination, the State asked a series of questions regarding problems in prior elections:

QUESTION: And my understanding from your testimony is that in
those ten years, you compared the paper tape to the summary report,
correct?

ANSWER: That’s right.

QUESTION: And in those ten years, you never had a problem or
discrepancy between what you found on the paper tape that was printed
from the machine and was printed on the summary report.

ANSWER: Yes, that’s absolutely correct.

[Tr.2, 140:13-21]

*xxk

%! Rajoppi later learned WIinEDS can be programmed to include a tilde on a candidate’s name.



QUESTION: So, anyway, the results from the paper tape to the
printout from the summary report matched exactly is that correct?

ANSWER: From what period of time?

QUESTION: From 1998 to 2008, before the February 2008 election
correct?

ANSWER: For the Presidential Primary 2008 correct. Yes, it
matched.

QUESTION: And you relied on those results to certify the election; is
that correct?

ANSWER: Of course.
[Tr.1, 141:18-142:3]
8 ROBERT GILES (WITNESS FOR THE STATE)

Robert Giles (“Giles”) graduated college with a Bachelor of Art degree in Psychology. In 1995,
Giles was hired as an investigator for the Ocean County Board of Elections and after eight months,
became a voting machine technician. At the time, the County used optical scan voting machines. As a
technician, Giles maintained voting machines, conducted Pre-LAT tests and coordinated the
transportation of the voting machines to the polls. Less than one year later, Giles was promoted to
Assistant Supervisor. The Board employed a staff of thirty-four, including investigators, clerical staff,
and technicians. Since the County does not have a Superintendent, the Board handles all aspects of the
election process.

After two and one half years as an Assistant Supervisor, Giles was elevated to one of two
executive supervisor positions. In Ocean County, there is one Republican Executive Supervisor and one
Democratic Executive Supervisor. In this position, Giles oversaw the day-to-day operation of the office
which included: (1) the care and custody of voting machines; (2) voter registration; (3) assigning and
monitoring polling places; and (4) the training and assignment of board workers. Giles held this position

from 1999 to 2008.% In May 2008, Giles became the Director of the New Jersey Division of Elections

%2 Since 2005, Giles has taught a course in Basic Election Administration at Rutgers University.



(“Director™), a position within the Office of the Secretary of State. Giles has no formal training in
computer science, computer engineering, or computer security.

As Director, Giles: (1) receives petitions for State and Federal offices; (2) assists the Secretary in
certifying results for State and Federal offices; (3) monitors compliance with the National Voter
Registration Act of 1993, 42 U.S.C. 1973 (gg) et seq.; the Voter Accessibility Act for the Elderly and
Handicapped Act of 1984, 42 U.S.C. 1973 (ee) — 1; the Uniform Overseas Residents Federal Election
Absentee Voting Law, N.J.S.A. 19:59-1 et seq.; the Help America Voting Act, 42 U.S.C. 15301 et seq.
(*HAVA”); and (4) receives governmental funds and assists in the allocation of same.

As Director, Giles also coordinates applications submitted by vendors for the certification or
recertification of voting machines or equipment. When a vendor applies to the Secretary of State, Giles
collects all of the materials, Independent Testing Laboratory (“ITA”) reports,® schedules hearings and
handles all administrative aspects of the application.

According to Giles, prior to November 2008 there was no state-wide security plan for voting
machines. Instead, each County developed and implemented independent security measures. In the
summer of 2008, Giles met with the New Jersey Association of Election Officials, Voting Machine
Subcommittee, to develop statewide uniform security standards. For the November 2008 election,
uniform security measures had been adopted and implemented in all twenty one counties.®* As part of the
changes, counties were instructed to record serial numbers and to maintain a record of the serial numbers.
Also, as part of an overall security plan, the State purchased and distributed tamper-evident tape and

multi-lock cable seals.

% |TA reports are from approved federal laboratories that have been certified under HAVA and relate to
the performance of voting machines.

3 Giles coordinated with Warren, Sussex, and Salem counties to address machines other than the AVC.



The State’s current plan for future elections includes the use of smaller half-inch cup seals, high
security padlocks and tamper-evident tape.*®> According to Giles, each seal will be imprinted with a serial
number.

A maodification or upgrade to a voting machine, depending on the type and extent of the change,
may require the machine to undergo recertification. Giles acknowledged the absence of statewide
standards or guidelines that govern: (1) re-certification standards; (2) storage of voting machines; (3)
transportation of voting machines to and from polling locations; (4) training of board workers; (5)
regulating laptops or computers used to transmit election information; (6) connecting laptops or
computers to the Internet; (7) the number of votes to be cast during Pre-LAT; (8) inspection and
examination of seals or locks before or after an election; (9) the storage of results cartridges; (10)
procedures for recounts; and (11) security background checks for election staff, vendors or third party
consultants.

In exploring seal options, Giles contacted two seal manufacturers: American Manufacturing and
Casting and Brooks. While the State plans to purchase seals from Brooks, Giles acknowledged that, as of
May 2009, the State had no written agreement with Brooks. According to Giles, the small cup seal is
available with an imprinted three digit serial number.*

As part of the process of gathering information for new seals, Giles acknowledged that: (1) he has
not consulted with independent voting machine or security experts; (2) no seal protocol has been
developed or contemplated as part of the seal acquisition search; and (3) currently no inspection
procedures exist for examining seals intended for use on the voting machines.

9. RICHARD WOODBRIDGE (WITNESS FOR THE STATE)

% Giles testified the State intends to use a backing to make it easier to put on and remove from the voting
machine.

% Plaintiffs’ expert witness, Dr. Glenn Johnston, Ph.D. testified that the small cup seal is not available
with a serial number. Giles testified that, while the small cup seal with serial numbers is not available in
the catalogue, it is available by special order from the manufacturer.



Woodbridge graduated from Princeton University in 1965 with a Bachelor of Science degree in
Electrical Engineering, and in 1971 was awarded a J.D. degree, with honors, from George Washington
University Law School. Admitted to the patent bar, Woodbridge practices patent and trademark law in
Lawrenceville, New Jersey. Since 1982, Woodbridge has served on the Title 19 Committee, on and off,
for twenty-seven years. For approximately the past ten to twelve years, he has served as Chair of the
Committee.

Woodbridge explained the process when a vendor files an application to introduce a new voting
machine or applies for recertification or approval of an upgrade/modification to an existing voting system.
Prior to the hearing, the Committee receives materials from the vendor. The type and volume of materials
varies depending on the type of application. The materials provided by the vendor include operating
manuals, reports, certifications from other states and ITA reports and related materials.

The Committee does not certify voting machines. Instead, the Committee advises the Secretary of
State as to whether the machine satisfies the statutory standards. N.J.S.A. 19:48-2. In addition to a
documentary presentation, the application includes a demonstration of the machine by the vendor. In
considering the application, the Committee examines each of the criteria set forth in N.J.S.A. 19:48-1 and
N.J.S.A. 19:53A-3. Once the demonstration is completed, the hearing is open for public questions and
comments.

According to Woodbridge, during a demonstration members oftentimes cast votes and examine
machines under different scenarios. No decision is made the day of the hearing. Instead, to provide
members of the public the opportunity to submit written materials and comment, the report is finalized
only after the public comment period.

Woodbridge estimated that since 1998, the Committee has convened on approximately thirty-five
occasions, reviewed approximately eight machines and considered several requests for modifications or
upgrades. As Chair, Woodbridge prepares a draft report and circulates the report to the other two

members. Once the report is finalized, it is then transmitted to the Secretary of State. In the past five



years, Woodbridge recalled two occasions when applications were denied and vendors were required to
return to the Committee to provide additional information.

In reaching a decision, the Committee does not confer with outside consultants, review the source
code or conduct independent research. While the Committee does not examine the software or review the
source code independently, Woodbridge testified that the software is always tested in the context of the
operation of the machine.

In response to questions regarding whether Wyle examines software, Woodbridge responded:

[h]istorically, Wyle has looked at just the hardware. | understand that
they have expanded into software. One of the issues that you run into is
it’s hard to draw a line between the two because the functioning of the
machine that Wyle tests, for example, it might be a thermal test where
they heat the thing up or cool it down. You can’t do that without the
software installed.

So the test Wyle does by its own very nature and because you’re dealing
with an integrated system, does include how robust or un-robust the
software would be. But | believe the recent Wyle reports have moved
into the software area.

[Tr. 43:12-24, Mar. 4. 2009.]

In response to a question as to whether the Committee independently tested the third-party
software contained in the voting machine, Woodbridge responded, “we examine the software in the
context of the operating voting machine.” Tr. 54:14-16.

In 1987, the Committee considered recertification of the AVC. At the time, the report issued by
the Committee included language that “a similar machine was alleged to have been previously approved
by the Secretary of State. There are eight differences between the machine previously approved and the
present one.” Tr. 72:10-13. Responding to the question of whether Woodbridge had any recollection of
examining previous machines or reports, Woodbridge testified, “I have no recollection today, no.” Tr.
73:16-19. To clarify, he noted that “it may very well have been one of those periods of time when | was
not on the Committee.” Tr. 72:23-25.

On approximately five occasions, when considering an upgrade or modification, the Committee

waived full recertification. Woodbrdige recalled one such occasion, March 4, 2005, when the Committee



reviewed the tabulation system used to tabulate votes cast on the AVC Edge and Advantage. Since
Microsoft had discontinued and no longer supported this prior version and developed a new version to
improve functionality, the Committee did not require full recertification and limited its inquiry to the
software upgrade.*” Again, on November 14, 2006, the Committee met to consider new functionality in
the WInEDS system.*® By unanimous consent, members again determined that full recertification was
not required. N.J.S.A. 19:53A-4 and N.J.S.A. 19:53A-3.%

10. JOHN FLEMING (WITNESS FOR THE PLAINTIFFS)

Fleming graduated from Trenton State College with a Bachelor of Science degree in Psychology.
Fleming has no formal education in electrical engineering, computer science, or programming, or in
computer security. While Fleming is not familiar with computer languages, he has hands-on experience in
a broad range of computer operating systems.*°

Since 1988, Fleming has worked for the Attorney General’s Office, in the Data Processing Unit,
as a Management Improvement Specialist, a non-supervisory title. Over the past twenty years, Fleming
has received training from software product vendors. Fleming installs software, maintains the computers
systems, servers and networks, installs wiring, replaces switches, and installs and replaces routers and
parts. He is familiar with different kinds of memory, deals with computer viruses on a daily basis, and sets

up firewalls to prevent the infiltration of viruses to the computer network.

7 At the March 4, 2005 public hearing representatives of Sequoia were present. The minutes also reflect
that the Division of Election invited all of the State’s election officials to attend; approximately fifteen
attended. (Ex. P-48, p. 1)

% The minutes reflect that representatives from Sequoia, election officials from nine counties, a reporter
from the Newark Star Ledger, NJN Public Television and several members of the public attended. The
introductory paragraph of the minutes reflect that “Sequoia and its equipment have appeared before the
State Committee on at least five occasions since 2001 at which they sought and received certification for
voting equipment.” (Ex. P-48, p. 2.)

% When such device has been improved any improvement or change which does not impair its accuracy,
efficiency or ability to meet such requirements, shall not require a re-examination or re-approval thereof.

“0 An operating system, i.e., Windows 2000, MSDOS or Windows XP, is what the base computer runs on
and a computer language, i.e., “C” language, is typically what a program is applied in. Fleming does not
write computer programs.



Fleming described his job as “keeping the computer systems running.” Tr. 38:21, April 1, 2009.

Since 2001, Fleming has served on the Committee. During that time, he has received no training.
11. PROFESSOR ANDREW APPEL (WITNESS FOR PLAINTIFFS)

A. BACKGROUND

Appel graduated in 1981, with highest honors, from the Physics Department at Princeton
University. In 1985, Appel was awarded a Ph.D in Computer Science from Carnegie Mellon University
with a concentration on programming languages, compilers®* and formal methods. He returned to
Princeton University in 1986 to join the faculty and has served on the faculty of the Computer Science
Department since that time. In 1995, he became a full professor. Between 1996 and 2005, he served as
Associate Chair of the Department.”” Appel teaches courses in software engineering, programming
languages, and election machinery. Election machinery includes voting machines, political parties, and
the machinery of election administration by public officials.

Appel is a member of Princeton’s Center for Information Technology Policy, an interdisciplinary
center that brings together the fields of Computer Science and Public Policy. The Center is affiliated with
the Woodrow Wilson School and is a joint venture between the Engineering School and the Woodrow
Wilson School. The Computer Science Department at Princeton is part of the Engineering School.

Currently, his research ranges from the theoretical aspects of computer security that overlap with
programming languages and formal methods, to the very practical aspects of computer security that relate
to securing enterprise computer networks, physical security, security of memory systems and computer
architecture. A Fellow of the Association of Computing Machinery, Appel is the recipient of several
grants from the National Science Foundation for Scientific Research in programming languages,
compilers and computer security, the Defense Advance Research Project Agency for research in computer
security, the Advanced Research and Development Agency, the Air Force Office of Scientific Research

for research in computer security, IBM, Microsoft and Sun Microsystems.

“! Programs that translate source code into the executable programs that a machine uses.

“2 In April 2009, Appel was slated to become Chair, of the Computer Science Department in July 2009.



Appel is the author of ninety papers, eighty-three of which have been published in “peer review”
journals, and two books on the topic of compilers. Appel has also contributed to chapters in several books
and served as Editor-in-Chief of two professional journals.

While Appel has never held a position in election administration or had hands-on experience with
election administration, he has published articles on: (1) the technology of voting machines; (2) the
context in which voting machines are used; (3) technological developments in voting since 1850; (4) the
reliability and accuracy of voting machines; and (5) individuals who wish to attack systems maliciously
and the kinds of mechanisms and techniques available to them. None of the voting machine articles have
been submitted for peer review or listed in his curriculum vitae.

The court qualified Appel as an expert witness in the areas of computer science, computer
security, computer architecture and the AVC Version 9.00H. The sections that follow include information
and recommendations offered during seven days of trial testimony as well as information and
recommendations set forth in his expert report.*

B. SCIENTIFIC STUDIES AND PERSONAL OBSERVATIONS

To prepare as an expert witness Appel relied on voting machine documentation from Sequoia,
scientific studies, electronic voting machine literature used in other states and countries, poll worker
manuals, election administrative procedures, repair records and incident reports from election events. To
observe voting machines before and after an election, Appel visited polling places as poll workers
prepared for the opening and closing of the polls.

To prepare for the design of a vote-stealing program, prior to the summer of 2008, Appel
compiled a team of experts to study WIinEDS documentation, information disclosed during public
hearings, ITA reports available to the public, and scientific literature produced by other computer
scientists and security experts. According to Appel, this information described several classes of

vulnerabilities, insecurities and inaccuracies in DREs.

*® The several days of testimony are identified as follows: Tr. 1 (1/27/2009); Tr. 2 (1/28/2009); Tr. 3
(1/29/2009); Tr. 4 (2/4/2009); Tr. 5 (2/5/2009); Tr. 6 (2/9/2009); and Tr. 7 (4/14/2009).



The team focused on: (1) identifying potential vulnerabilities; (2) the possibility that a malicious
person could install fraudulent firmware into the computer of the voting machine and cheat an election by
causing votes to be changed even before the close of the polls; and (3) the option switch problem,
identified in the Presidential primary election, on February 5, 2008. In this election, the number of votes
recorded in the Republican primary was not consistent with the number of voters that the AVC reported
as being enabled for that primary.

C. EXAMINATION OF AVC IN 2007 AND 2008

In 2007, Appel purchased five AVC Advantage machines over the Internet* and supervised a
group of three Princeton University students. The students examined the hardware, software and firmware
of the AVC Version 5 to estimate: (1) the time required to reverse engineer the firmware;* and (2) to
disassemble one of the five AVC advantages into its separate components. The record reflects that it took
two students, working full-time for one week, to reverse engineer twenty-percent of the firmware. After
completing the examination, Appel directed the students to analyze each of the components and to set
forth their findings. According to Appel, the difference between Version 5 and Version 9.00H is a
software or firmware upgrade and that the hardware is practically identical, except for the daughterboard
computer that implements the audio voting.

As a result of a court-ordered examination in the summer of 2008, a team of six scientists,
selected by Appel, examined the AVC Version 9.00H voting machine. The examination included the
hardware, source code, vendor manuals, documentation and firmware. In addition to Appel, who was one
of the six members, the team consisted of Professor Brian W. Kernighan, tenured Computer Science
Professor at Princeton who is one of the inventors of the “C” language (the language in which the AVC
source code is written); Brian Cunningham, a Ph.D in Computer Science; Gang Tan, a Ph.D in Computer

Science and an Assistant Professor of Computer Science at Boston College and Lehigh University; Maia

** The machines were purchased from an Internet auction site known as GovDeals.com, used by local,
county, state and the federal government to auction surplus equipment.

> Reverse engineering is the process to recover source code from the firmware that is in the voting
machines.



Ginsburg, who has a Master’s Degree in Computer Science and is a lecturer in Computer Science at
Princeton University; Christopher D. Richards, who has a Master’s Degree in Computer Science and is
working towards a Ph.D.; and Harri Hursti, an independent computer security consultant and voting
machine expert. The team spent nearly seven days a week during the month of July 2008 examining the
AVC, working between six to ten hours a day.

At NJSP Headquarters, the team had access to two AVC Version 9.00H machines. One of the
machines had no tamper-evident seals and one had a small plastic strap seal. The team also: (1) examined
a WInEDS enabled laptop computer provided by Union County; (2) studied WinEDS and the WIinEDS
user’s manual; and (3) employed the WIinEDS enabled laptop to prepare results cartridges to tabulate
results.*

D. EXPERT REPORT

Following examination of the AVC Version 9.00H, Appel prepared an expert report. The report
includes a narrative description of alleged insecurities and inaccuracies the team found in the AVC. In
conjunction with the expert report, the team prepared videotapes on August 20 and 21, 2008. These
videotapes, later transferred to four DVDs, recorded a complete test election cycle on the unmodified
voting machine at the NJSP Headquarters. The DVDs demonstrate that once a vote-stealing program is
installed, the data can be manipulated to change the results. During the taping lawyers for Sequoia, the
State and plaintiffs were present.

E. FRAUDULENT FIRMWARE STEALS VOTES THROUGH ROM CHIPS

Appel described the motherboard of the AVC as a large circuit board that contains a Z80
microprocessor and other chips that serve as memory and input-output devices. One way to corrupt the
firmware is to replace one of the four ROM chips. This could be achieved if: (1) an attacker purchased an
AVC on the Internet and removed a ROM chip; (2) an attacker gained access to an unattended AVC; or
(3) an insider decided to replace the ROM chip. This would occur if the computer program (firmware) in

the AVC that translates the voters’ selections into votes, and counts those votes, was replaced by

“® Prior to July 2008, the team studied documentation by examining ITA reports and other sources.



fraudulent firmware. The team designed a vote-stealing program, burned it onto a ROM chip, and
installed it into the AVC.

According to Appel, the program was designed to move votes from one candidate’s total to
another, while not changing the total number of votes cast.

[a] computer takes its instructions in the form of “machine language,”
which is not convenient for humans to read and write. Computer
programmers write programs in a human-readable format language
called “source code,” which is then translated by “build tools” such as a
compiler into “machine language.” A computer program, once installed
in read-only memory (“ROM?”) inside a device such as a microwave
oven or a voting machine, is often called “firmware.”

[Appel Expert Report, p. 14.]

The firmware for the motherboard is located on four ROM chips known as erasable
programmable read-only memory (“EPROM”). While the chips fit snugly into sockets, each one can be
pried off and removed.*” According to Appel, installation of the fraudulent ROM chip is simple. First, the
attacker picks the lock.”® To access the ROM chip, an attacker then removes ten screws from the main
circuit board cover (a rectangle of sheet metal approximately 17 x 14 inches), removes the ROM chip for
approximately one minute to copy it, places the ROM chip back into the voting machine, puts the screws
back in and walks away. According to Appel, this permits the machine to remain in its original state and
provides the attacker with a copy of the firmware and the opportunity to take as many months as needed
to analyze the firmware to know what to change to make it cheat.

Once an attacker replaces the fraudulent ROM chip and walks away, the firmware will switch
votes from one candidate to another, according to an algorithm designed in the official election mode of

the AVC. To avoid detection, the next time the computer is turned on or used in an election, the

fraudulent firmware is already installed and will subtly misbehave during elections but not misbehave

*" The motherboard also has random access memory (“RAM?”) to store data, such as the recorded votes
and ballot definition. The motherboard contains RAM chips that will lose their memory when the power
is turned off, and other RAM chips that do not lose memory when the power is turned off, due to the
batteries that retain the vote data when the power is turned off.

“¢ On average, defeating the lock takes about thirteen seconds using an ordinary Phillips screwdriver.



during Pre-LAT. The hacker does not necessarily need to check the ROM chip to make sure it’s working.
ROM chips are sold commercially on the Internet for less than $4 each. The ROM reader costs less than
$150.

The team installed the fraudulent ROM chip and then video-taped a mock election. The Pre-LAT
program was designed to change only the 20" vote, to illustrate a mechanism that fraudulent firmware can
use to avoid detection.* Once the fraudulent chip is in the AVC and used in a legitimate election to
produce fraudulent results, there is no method to retrieve the information that would record the voters’
actual intent. As soon as the 20" vote has been cast, the data has already been altered and there is no copy
of the true data left in the machine. It is gone forever. The AVC stores the votes recorded in four
different ways, resulting in the fraudulent software changing the result totals in all four places.

Appel noted that the AVC does not test the ROM chip in any effective way to make sure that it is
not fraudulent. Even if an effective test were present, it would be easy to remove because the legitimate
firmware is being removed, and the fraudulent firmware would not include such a test:

[w]hat we’ve seen in that printout is the total number of votes for each
candidate. The file with these vote totals, one copy is stored in the results
cartridge that comes out of the machine, and another copy is stored in
memory that is mounted directly on the motherboard; two copies. And
my fraudulent firmware made sure to alter both of these two copies
consistently with each other.

In addition, the AVC Advantage stores a list of valid images, that is, a
record of the complete ballot cast by each individual voter. And so, this
feature of the AVC Advantage is called by the name Audit Trail by its
maker Sequoia. It’s just a list of recorded ballot images that encodes,
which candidates were voted for on this complete ballot. And one copy
of this list of ballot images is kept on the results cartridge. Another copy
is kept on the motherboard of the computer.

And | designed my fraudulent addition to the firmware to change votes,
not only in the vote totals, but in the recorded ballot images in each of

those four places.

[Tr. 2111:17-112:13]

* As described heretofore, Pre-LAT is a script prepared by the technician to run a mock election to verify
the accuracy of the voting machine.



Appel noted that firmware is software stored in read-only computer memory that can retain its
data even when power is not turned on. Therefore, unlike on a computer, where it is easy to install new
software by simply pressing buttons, firmware is kept in a memory that is not so easily changeable. So,
it’s more firm or difficult to manipulate. In response to questions by the court, Appel noted that in the last
thirty years, since the term “firmware” was introduced, its meaning has become a little bit blurred. This is
because there is memory, known as flash memory, which retains data even when the power is turned off;
similar to ROM. The flash memory, however, can be updated without physically removing any
components. Apparently, in the voting machine industry, computer programs stored in flash memory are
often referred to as “firmware,” even though they can be replaced without changing any physical
components.

Appel testified that maintenance technicians routinely remove circuit board covers to replace the
batteries. If so inclined, these technicians would have the opportunity to pull out ROM chips and copy
them. Third party vendors and consultants may also have unsupervised access. According to Appel,
creating a vote-stealing program to operate in the AVC requires only basic programming knowledge
equivalent to a Bachelor’s degree in Computer Science or Computer Engineering. He represented that
approximately 25,000 Bachelor’s degrees in Computer Science are awarded each year in the United
States.

Appel testified that fraudulent voting machine firmware can be written to avoid detection by: (1)
maintaining a correct public counter (how many voters cast votes on the machine); (2) not stealing too
many votes; (3) not cheating in the Pre-LAT mode; (4) defending itself against “parallel testing™;> (5)
taking into account the “digital fingerprint” that is part of the AVC; (6) stealing votes in election after

election without the attacker ever needing to give it further instructions; or (7) if requested, only stealing

% parallel testing is a process to detect fraudulent firmware. The approach is predicated on using workers
on the day of the election to vote on a machine set aside at the polling place to evaluate their reliability
and accuracy.



votes that are specific to that election. Finally, the audit trail is not independent of the firmware. If that
firmware is fraudulent, then the audit trail itself can be fraudulent.*
On cross-examination, Appel acknowledged the limitations of the ability of the vote-stealing

program to cheat in future elections:

QUESTION:  Professor, in the video that was shown in court during

your direct examination in which the results of the installation of the

vote-stealing programs demonstrated, you stated that the machine can

cheat in the next election and every election thereafter? Do you recall

making that statement?

ANSWER: Yes.

QUESTION: But the statement is only true if the candidate you want

to steal votes from is assigned to switch position H13 and the candidate

you want to receive the stolen votes is assigned to switch position E13;

correct?

ANSWER: In the particular demonstration program that I did for the
video, that’s correct.

QUESTION:  So in a future election, if the candidate that this program
was designed to help was assigned switch position H13, your program
will steal votes from that candidate.

ANSWER: This particular demonstration program would do that.

QUESTION:  What would happen if a candidate was assigned to H13
but no candidate was assigned to E13?

ANSWER: Then my demonstration program would not change any
votes.

[Tr. 6, 45:15-46:13.]

On cross-examination, while Appel testified a vote-stealing program could be designed based on
candidate’s names, he did not design that program. With regard to the level of sophistication of the vote-
stealing program created, Appel was questioned as follows:

WITNESS: In my initial testing of the very first version of the vote-

stealing program | made, | installed it into the voting machine and it
didn’t steal any votes.

*L In all four of these electronic copies, the fraudulent firmware modified consistently with one another
but inconsistently with the way the voters actually cast their votes.



QUESTION:  And who worked with you in creating the vote-stealing
program?

WITNESS: The main person that worked on this part of the
investigation with me was Maia Ginsburg.

QUESTION:  Wias it just you and Miss Ginsburg who worked on the
actual creation of the firm - - vote-stealing firmware?

WITNESS: Yes, I’m sure | discussed the process with whatever
other members of my team were present that day.
QUESTION:  And what is Miss Ginsburg’s education?

WITNESS: She has a Master’s degree in Computer
Science.

QUESTION:  And in your report you indicate that you purposely built
a less sophisticated vote-stealing program; is that correct?

WITNESS: Yes.

QUESTION: But is it your testimony that you had the capability of
creating something much more sophisticated?

WITNESS: Yes.

QUESTION: Have you ever done it? A vote-stealing program more
sophisticated than the one you built for this litigation.

WITNESS: No.

QUESTION: So even with having the advantage of the source code
and basically no pressure of being caught, you didn’t create anything
more sophisticated than a vote-stealing program that could switch
positions?

WITNESS: The purpose of the vote - -

QUESTION:  Just answer yes or no.

WITNESS: | did not.

[Tr. 6, 80:19-82:20.]

F. FRAUDULENT FIRMWARE INSIDE THE Z80 PROCESSOR
Appel testified an attacker could physically replace the main computer chip on the motherboard

with a fraudulent chip that steals votes. The Z80 CPU reads the instruction from the program in the



firmware and executes the instructions. The Z80 is capable of executing a broad range of programs, from
video games to chess-playing programs.

The AVC uses a Z80 microprocessor chip as its CPU. The CPU controls input and output and
interprets the instructions. A computer is composed of several components, such as memory, input/output
devices, and the CPU which interprets instructions from the memory and commands the input/output
devices. Modern day computers may contain all these functions on one chip. In the mid-1970s, when the
Z80 was designed, not all of the functions fit on the chip. That is why the AVC has so many chips on the
circuit board.

Appel estimated it would take at least a month to develop a fraudulent chip to replace the Z80
using a field programmable gate array (“FPGA”). This chip is designed to allow one to load something
like firmware to simulate other computer chips. Once created, the fake chip looks no different than the
legitimate chip. The chip is commercially available for $13 per unit. According to Appel, someone with
a Bachelor of Science degree in Computer Engineering should be able to easily simulate a Z80. Installing
the fake chip onto the Z80 is similar to the process of downloading firmware onto the ROM chip. One
would use a FPGA programmer device, plug it into a computer and download the program for the FPGA
into the FPGA.

To replace the Z80 processor chip it must be unsoldered from the motherboard. Assuming one
enters the proximity of a voting machine with an already fraudulent chip, it should take about ten minutes
to do a careful job of de-soldering the legitimate chip, replacing it with the fake chip, and then re-
soldering the fake chip. This is in addition to the approximately seven minutes that it takes to gain access
to the interior of the DRE. According to Appel, once the fraudulent Z80 chip is installed, there is no way
to detect that it is a fraudulent processor.

While Appel testified an attacker could create and install a fraudulent vote-stealing program onto
a Z80, on cross-examination, he acknowledged the following: (1) neither he or any member of his team

ever designed and installed a fraudulent vote-stealing Z80 processor chip; (2) there is no scientific



literature regarding creating Z80 processor chips for voting machines; and (3) neither Appel nor any one
else has ever created a fraudulent Z80 processor chip that has gone undetected.

G. DAUGHTERBOARD & VIRUSES DISENFRANCHISE VOTERS

The AVC has an “audio-kit” containing its own computer that resides on a daughterboard inside
the cabinet, separate from the main circuit board or motherboard. Since it contains its own computer, it is
very susceptible to viruses. Firmware in the daughterboard operates the audio voting. Appel testified that
the firmware can also be replaced on the daughterboard, and that fraudulent firmware can get into the
audio ballot cartridge and copied onto the daughterboard. Unlike the motherboard firmware, the firmware
of the daughterboard does not reside in ROM. It resides in “flash memory.” The flash memory contains
the election control program, as well as ballot definitions and other files. Unlike ROM, which cannot be
modified without removing and replacing physical computer chips, flash memory can be written and
rewritten by the software (or firmware) inside the computer.

Appel testified that storing firmware in writable flash memory creates the real possibility that an
attacker could install fraudulent firmware without any physical change to the voting machine. This could
be achieved by installing fraudulent firmware into the daughterboard through insertion of an ordinary
audio-ballot cartridge into the slot in the daughterboard. *“In fact, Appel did exactly that. The whole
process takes just a minute or two. It is easier than replacing ROMs because no tools are needed at all.”
Appel Report, p. 58.

Appel testified that firmware in flash memory is inherently more vulnerable to fraudulent
replacement, than firmware in ROM. The fact that the election program can write on the very memory
that stores the election program is potentially very dangerous. Appel testified that this design of the
daughterboard is in violation of the Federal Election Commission 2002 and 2005 Voting Standards.

In addition to installing fraudulent firmware in the daughterboard, Appel testified there is a very
severe vulnerability to firmware viruses that propagate through audio-ballot cartridges. In this way, an
attacker can install fraudulent firmware without having physical access to the voting machine. As noted

by Appel:



[a] computer virus is a program that can copy itself from one computer to
another, either through computer networks or through removable media
such as cartridges. In addition to merely copying itself, the virus may
also have a payload that performs some malicious act, such as stealing
money, making fraudulent financial transactions, forwarding spam e-
mail, or stealing votes inside election firmware.

[Appel Report, p. 59.]

On cross-examination, Appel acknowledged that infecting the daughterboard with fraudulent
firmware will affect the motherboard in one of two ways: either by disabling the voting machine in the
first place, or by communicating to the motherboard fraudulent votes from voters who cast their vote by
audio. The State represented, in the February 2008 primary, only four people voted by way of audio.

H. VULNERABILITY OF WInEDS

According to Appel, an attacker can easily inject a virus into the WIinEDS system that could
infect all the AVC machines in a county or state. This occurs because viruses can easily propagate
through WInEDS either from the Internet or through audio-ballot cartridges. A virus carried this way into
the daughterboard can steal votes, cause machines to fail in targeted ways, and propagate itself both to the
AVC voting machines and WinEds computers where votes are tabulated. Moreover, an anti-virus
program provides no useful protection against a specialized vote-stealing virus.

Appel described how this would occur. First, prior to an election, a poll worker inserts an audio-
ballot cartridge into the AVC to inform the computer how to pronounce the names of the candidates. The
audio ballot cartridge is then placed in the metal audio ballot receptacle in the machine. The voter uses
headphones and follows the instructions to select candidates. If there is fraudulent firmware on the audio-
ballot cartridge, then the election worker will be unwittingly installing that firmware into the AVC.

Even if this vulnerability were fixed, another method of vulnerability still exists: (1) the virus
might write fraudulent firmware onto the ballot cartridge in addition to the ballot data; (2) an election

worker might not even know that the computer was misbehaving because computer viruses operate in a

stealthy manner; (3) an honest election worker using a corrupted WinEDS computer could unwittingly



cause fraudulent firmware to be copied to the ballot cartridge; and (4) in the normal course of preparing
the voting machine for an election, that cartridge would be installed into the DRE.

Appel described three ways in which fraudulent firmware could get onto the WinEDS machine.
First, if a malicious individual had direct physical access just to the keyboard and USB ports of the
WInEDS system, the individual could walk up to the machine and install fraudulent software. Second, if
the WIinEDS computer is connected to the Internet, vulnerabilities in the Microsoft Windows operating
system can allow attackers to take over the machine or to install fraudulent software on the machine. The
third way is by viral propagation of fraudulent firmware through the medium of the ballot cartridges.
Therefore, a virus can propagate: (1) through the AVC to other AVC machines; (2) from AVC machines
to WIinEDS computers; (3) from WIinEDS computers to other WinEDS computers; and (4) from WIinEDS
computers to AVC machines.

Election workers use WInEDS to prepare the ballot definitions and copy the audio files onto an
audio-ballot cartridge. When information is transferred, the audio-ballot cartridges are placed in the
voting machine. The machine is transported to the polling place, and after the election the cartridges are
removed and transported to election headquarters. Election workers then use the WIinEDS software to
extract the election results and tabulate the results.

In his expert report, Appel explains that propagation occurs:

1) When an “infected” audio cartridge is inserted into an AVC, the
virus propagates into the internal flash memory of the audio-kit
(daughterboard).

2 After that time, the virus resides in the internal memory of the
daughterboard. If any uninfected cartridge is later installed into that
voting machine, the virus copies itself onto that cartridge. That cartridge
is now infected.

3) When an infected audio-ballot cartridge is inserted into a
WInEDS computer, the virus copies itself into the Microsoft Windows
operating system on that computer.

4) After that time, when an uninfected cartridge is inserted into the

WInEDS computer, the virus will copy itself into the cartridge, thus
infecting the cartridge.



5) Also, while the virus resides on the WIinEDS computer, it can
copy itself onto other WinEDS computers on the same network.

(6) Viruses can also infect the WIinEDS computers when they are

connected to the Internet and used for web browsing. | found that the

Union County WInEDS computer had been used for a substantial amount

of Internet surfing.

[Appel Report, p. 61.]
Appel testified it is easy for an attacker to inject into the WIinEDS system a virus that infects all the
machines in a county.

Appel examined the WIinEDS computer from Union County and concluded it had regularly and
repeatedly been connected to the Internet. Thousands of Internet entries appeared in the log, spanning a
period of years, including the days leading up to and including the primary election of February 5, 2008.
Each file in the computer system is stamped with the date that it was last modified. The dates were
available for each use of the Internet web browser.

The ramification of having a WIinEDS computer accessible to the Internet is that security
vulnerabilities in the Microsoft Windows Operating System can be exploited by malicious websites. Over
the years, new security vulnerabilities in Microsoft’s operating system are continually discovered, and
Microsoft patches those vulnerabilities as fast as it can. Websites that may contain malicious programs
have the potential to insert viruses onto the WIinEDS enabled computer that is used to visit those websites,
either in the operating system itself or in application software on that computer. The record reflects that
all of the defendants’ experts agreed with Appel’s assessment that connecting an election-related
computer to the Internet at any point is inappropriate.

Appel testified that computers in any given county are generally connected to each other through
a network. That network may or may not be connected to the Internet. If that network is connected to the
Internet, then the infection from the Internet of even one machine on that network can propagate to all of
the other WInEDS machines in that county’s network. Therefore, if an attacker designed a virus to

propagate fraudulent firmware through audio-ballot cartridges to the daughterboard, the infection would

propagate through any of the WIinEDS computers in the county’s network. The fraudulent firmware



spreads by a virus that enters the daughterboard and can change the votes of voters who vote by audio.
Additionally, the daughterboard can disable the motherboard when the computer is first turned on. When
the AVC is first turned on, the motherboard sends a message to the daughterboard. If there is no response,
the motherboard crashes and restarts. This keeps happening, causing the AVC to not function properly.

According to Appel, to create a virus that propagates itself does not even require a Bachelor’s
degree in Computer Science. It is also easy to reverse engineer daughterboard firmware by using
commercially available software. The process is similar to that used to reverse engineer firmware on the
motherboard.

While Sequoia provides to customers the “Computer Infrastructure Hardening Guidelines” that
describe the steps to assist clients in securing their information systems infrastructure, Appel testified that
the document is long and complicated.

Appel concluded that WInEDS is highly vulnerable to tampering, and there is no simple way to
make it invulnerable.

l. SOURCE CODE NOT NEEDED FOR VOTE-STEALING PROGRAM

The source code for the AVC version 9.00H was provided to the team. Appel described source
code as the formal description of a computer algorithm in a form that is easy for humans - or at least
human computer programmers - to read and write, but is also automatically translatable to the form in
which the machine CPU can directly interpret it. According to Appel, the team found many instances of
undesirable engineering practices in the source code that would make it more difficult, for even the
machine designers, to determine whether it was adding up votes correctly.

While the source code makes it more convenient to create a fraudulent program, Appel testified
this can be done without the source code, through reverse engineering by someone with a Bachelor’s
degree or experience in Computer Programming or Computer Science. This requires access to the
firmware or machine code. When there is a copy of the executable machine code stored in the ROM chip,

reverse engineering can be done to recover the source code or something functionally equivalent to it.



Using the five AVC machines purchased over the Internet, students from Princeton University
used a commercially available reverse engineering tool to reverse engineer the Version 5 firmware back
into source code. The students reversed engineered twenty percent of the code in several weeks.

J. ACCESS TO THE AVC MACHINE

Because voting machines are left unattended for long periods of time in public places, access to
the AVC is easy. Access may occur before the election when machines are delivered to polling places.
According to Appel, if access occurs after the election, the attacker is able to install fraudulent firmware
to cheat in the next election and every subsequent election.

Appel testified that the lock on the cabinet is easy to defeat. The lock is an inexpensive five-
tumbler lock that can be duplicated at a hardware store for less than $2. Appel Report, p. 30. Without the
key, an inexperienced attacker can pick the lock by using lock-picking tools that are commercially
available. Appel picked the lock in an average of 13.2 seconds. According to Appel, in many counties
there are insufficient controls to ensure the proper chain of custody of the keys.

K. SEALS PROPOSED BY THE STATE

Before an election, the AVC machines are prepared by installing a results cartridge containing the
ballot definition. This is done by employees of the Superintendent (or equivalent), or, in some counties,
by a third party consultant. After a results cartridge is inserted into the metal cartridge receptacle, a plastic
strap seal is inserted through the cartridge and receptacle slot on the AVC sheet metal. Each plastic strap
seal is stamped with a serial number.

When the polls close, poll workers remove the results cartridges that now contain records of the
votes cast. To remove a results cartridge, the poll worker is trained to cut the seal and record the serial

number on the results report before signing the report. Once the serial number is recorded, the results

%2 AVC voting machines are readily available on the Internet. In early January 2007, a county in North
Carolina advertised 136 machines for sale. There are government auction sites in which governmental
agencies sell surplus equipment and any person is eligible to bid on and purchase the equipment. Appel
Report, p. 39

%% Delivery of the machines may occur weeks prior to the election.



cartridge, results report, and serial-numbered seal should be placed into a bag. The training manual also
directs the poll workers to seal each bag with a serial-numbered tamper-evident seal. At that point, poll
workers should transport the bag to county officials.

Upon receipt of the bag, the results cartridge is removed from the bag and placed in a cartridge
reader to tabulate the results. Appel testified that: (1) a sample review of result report forms from the
February 5, 2008 New Jersey primary, disclosed that only half (26) of the seals had a serial number
recorded on the form; (2) when the seal is cut at the polling place, the AVC remains at the polling place
for several days until it is transported back to the warehouse; (3) the audio-ballot cartridge has no seal; (4)
the circuit board cover can be removed without removing the flexible plastic strap that holds the results
cartridge; (5) counties order each batch of new seals starting from “0” (defeating the purpose of numbered
and logged security seals); and (6) the seals can be defeated using inexpensive and low-tech methods.

In November 2008, the State provided Appel with three different physical security devices that
were used in the November 2008 election. The first was a cup seal, referred to by Sequoia as a security
screw cap.> The second was a wire cable seal to be installed through a hole in the circuit board cover
and a corresponding hole in the circuit board enclosure to link the circuit board cover and the circuit
board enclosure to the housing. The third security device was red pressure sensitive adhesive tape used to
attach the circuit board cover to the cabinet of the AVC.

According to Appel, after examining the seals for a few hours, he removed the seals and, within
seven minutes, re-installed the seals leaving no evidence of tampering. Appel testified that seal samples
are readily available on the Internet.

In December 2008, Appel was advised the State intended to use new seals. On December 30,
2008, at a state facility in Hamilton Township, Giles demonstrated the placement of these new seals on a
voting machine. The seals included a cup seal, a blue padlock device with a plastic padlock and metal

hasp, and red pressure sensitive adhesive tape. Appel testified that he defeated each one, and on January

> There are ten screws that hold a circuit board cover to the AVC, and the cup seal is placed over one of
these screws.



27, 2009, submitted a report on the three new seals. He did not record the length of time to defeat the
newer seals.

In court, Appel demonstrated the defeat of each of the seals. These were not done on an actual
voting machine. First, using a block of wood on a table, Appel began with a half-inch cup seal with no
serial number. To achieve the defeat, Appel used a screwdriver, cold chisel with a tip grounded to a round
profile, a pair of pliers and a hammer. He pried off the old base, damaged by the removal and replaced it
with a new base. Second, the blue padlock is a plastic base with a metal hasp that keeps the large 14-inch
by 17-inch circuit board metal cover in place. To defeat this seal, Appel created a wooden and steel
device as a template and drilled two little holes into the padlock. To achieve this, he used a 1/16" inch
diameter drill bit. To release the metal spring holding the hasp in place, Appel made a steel cylinder about
three inches long and 5/8 inch in diameter. Next, using a wrench, he released the base of the padlock from
the hasp and re-installed the blue plastic padlock seal. After this was completed, the two holes were
visible, albeit subtle with a little damage to the top of it.

On cross-examination, the State asked Appel to remove and reinstall the ROM chip, disassemble
all of the parts, remove and reinstall all of the seals, and return the voting machine to its original position.
The time to complete all of this was measured by a timer on the judge’s bench. The timer was activated
when the demonstration began and deactivated upon completion. The display on the timer disclosed a
time of two hours and forty-five minutes. To the court’s untrained eye, most of the seals appeared
unaltered with a few showing minimal damage.

L. USER INTERFACE AND DESIGN OF THE AVC

Appel testified that the user interface, the physical and logical design of how the computer
interacts with the voter, is flawed. He concluded:

[t]he full-face buttons and lights design of the AVC user interface has
inherent design weaknesses: it is unable to give certain kinds of feedback
to the voter. In particular, really effective feedback about undervotes is

difficult to achieve, and there is an inherent possibility for voter
confusion about whether the machine is activated.



However, even given that inherent limitation, Sequoia has made certain
unavoidable design mistakes that greatly increase the risk that the intent
of the voter will not be recorded. The behavior of the machine when not
activated is inexcusable; pushing a button lights the green X’s even when
no vote is being recorded. The machine is too easily deactivated either
inadvertently or surreptitiously before the voter has a chance to vote.
And, there is a voter-privacy violation that could have been avoided with
a better physical design.

These flaws have the effect of disenfranchising voters, either
inadvertently (with no malicious intent on the part of the poll workers) or
on purpose. Thus, they compromise both the accuracy and the security of
the AVC Advantage.

[Appel Report, p. 87.]

Appel concluded that these alleged design flaws disenfranchise voters. He also testified regarding
problems with the write-in vote procedures on the AVC. While for all the other buttons a voter may
change their vote if there is an error, once the “enter” button is pressed for a write-in vote, the voter
cannot change it before pressing the “cast vote™ button.

M. THE AVC IS INSECURE

Appel testified vote data is not electronically authenticated, making it vulnerable to tampering.
Sequoia represents, in its promotional literature, that AVC is using “cryptographic” means to guarantee
authenticity, integrity, and confidentiality of votes. According to Appel, that is simply not true. Appel
Report, p. 88. Cryptographic is an informal term for the standard phrase “digital signature.” It is used to
protect computer data so that accidental or deliberate modifications can be detected. In examining the
source code, Appel found that:

[t]here is no use of digital signatures or “cryptographic signatures” at all.
There is not a single piece of data or firmware that is protected against
deliberate fraud by the use of digital signatures.

Hash functions are weaker than digital signatures — they can detect
accidental data changes but not deliberate falsification. In the AVC no

hash functions at all are used to protect actual vote data.

Some of the hash functions used are even too weak to protect reliably
against inadvertent data modifications.

[Appel Report, p. 90.]



Appel concluded that any authentication the AVC performs is useless against deliberate fraud.
When Appel examined an attack on vote data or firmware, either there was no authentication mechanism
or he was easily able to defeat whatever mechanism was present. Appel also testified that the results
cartridge used for transmitting the ballot definition to the AVC is easily manipulated. The results cartridge
contains the ballot information as well as the votes cast. Appel wrote a program that runs on a computer
and changes the votes inside the candidate-total files stored on the results cartridge.

The results cartridge contains the ballot definitions, including candidate names and contests and
how they are positioned on the full-face ballot. In essence, it is a passive container of digital information,
which can be plugged into a computer and its content changed. An attacker can achieve this before the
election by changing the ballot definition. After the election, the attacker could fraudulently alter the
outcome of an election by changing vote data in a results cartridge once the cartridge is removed from the
AVC at the polling place, and before it is inserted into the WIinEDS computer for tabulation. According to
Appel, WInEDS cannot detect that the vote data has been altered.

When the polls closed, Appel observed results cartridges removed from voting machines and
carried by poll workers to a table that also held the poll books. The results cartridges remained on the
table while the poll workers completed their paperwork. Appel concluded it would be possible, at this
point, for an attacker to gain access to the results cartridges and manipulate them.

Eventually, the results cartridges are placed into canvas bags by the poll workers and taken to a
central location for tabulation. At any point during that time, someone with access to the results cartridge
could use a computer to alter the data on the cartridge. To achieve this, one would only need a computer
capable of plugging into the port in the results cartridge, as well as software installed on a computer that
is designed to alter the vote data. WInEDS software could accomplish this.

According to Appel, there are several opportunities to manipulate the cartridge:

by the poll worker who removes the cartridge from the machine, before

bringing it to the table where the other poll workers witness putting it
into the bag;



By a poll worker at the table, while the other workers are busy with other
tasks;

By a person who transports the cartridge to county election officials for
tabulation; and

By a person who removes the cartridge from the bag before tabulating in
WinEDS.

[Appel Report, p. 91.]

As a result, “once the results cartridge leaves the voting machine, it is immediately susceptible to
modification of vote data.” Ibid.

First, “a cleverly designed ballot definition can cause a single button on the voter panel to add two
votes for a candidate, or to have an invisible button add extra votes. The AVC does not thoroughly check
the ballot definition data structure to make sure it is well-formed.” 1d. at 95.

Second, the mechanism for consolidating votes of several AVC machines in a precinct into one
cartridge is insecure and subject to manipulation and fraud.

Third, wireless access to results cartridges opens avenues to manipulation. “Inexpensive and
readily available technology would permit an attacker to make a fake audio-ballot cartridge that can be
radio-controlled from several feet away.” Id. at 99.

Fourth, a fraudulent intelligent results cartridge could steal votes. An undergraduate student of
Electrical Engineering or Computer Science has the skill to accomplish this.

This attack does not require any access to the internal circuitry of the
AVC. To replace a results cartridge when the machine is turned off, at
most requires picking the lock and defeating a seal. However, election
insiders can insert fraudulent intelligent results cartridges into the
election process without any access to the AVC. This can be done when
results cartridges are being programmed with ballot definitions, when
they are being read to extract results after an election, when they are
stored in warehouses, when they are being manufactured, or at other
points.

[1d. at 102.]

N. COMPUTER PROGRAMMING ERRORS



One implication of the software problems is that bugs present in the software go undetected by
Sequoia engineers, consultants, or outside agencies. According to Appel, if the software uses sloppy
practices, it is harder for engineers who examine the software to determine if bugs are present, and these
bugs could go undetected for many years. There are several types of bugs. A bug is a programming error,
usually assumed to be inadvertent, that causes the program to malfunction in some way or to be
vulnerable. A virus is a deliberately created piece of software. A ballot definition bug is a data file that
has the names of the candidates, the offices, and the political parties laid out in a particular manner. It is
feasible to develop ill-formed ballot definitions to manipulate an election and go undetected. One with ill
intent could manipulate software in such a way to create two votes for a given candidate if one button is
pushed. This could be achieved by manipulating the contents of the results cartridge prior to the election,
or through a corrupted WinEDS.

Appel testified that computer programs should adhere to the best practices of software
engineering. Regarding the source code in this case, he noted:

| found that many of these — many instances of undesirable engineering
practices in the source code that would make it somewhat more difficult
for even the engineers who built it to determine whether it was correct or
to get it to be correct. And by correct, | mean adding up the votes right,
but also, being resistant to fraudulent manipulation and attackers.

So, | found many instances of what | would characterize as sloppy
engineering practices that | would think are inconsistent with an
application in which the correctness and security of the program is of
highest importance.

[Tr. 3,119:23-120:9.]

Later, in response to further questioning, he noted:

[o]ne implication is that there could be bugs in the software that are
present, but as yet undetected by Sequoia engineers or by others outside
Sequoia who have examined the software. And to the extent that the
software is unclear or makes use of these sloppy practices, it’s harder for
engineers, both those at Sequoia and those outside who examine the
software, to determine if such bugs are present. Such bugs could go

undetected for many years and show up.

[Tr. 3, 121:19-122:2.]



The option switch bug surfaced in the February 2008 election. The results report printout was
inconsistent with itself in that it reported more Republican votes than Republican voters. This happened
in eight counties on approximately thirty-six machines. Appel noted that the presence of this bug is an
indication that it slipped through: (1) Sequoia quality control; (2) the ITA that reviewed the software; and
(3) state certification boards that approved the AVC for use.

In response to a question regarding what the result of the malicious use of the option switch bug
would be, Appel responded:

| actually don’t believe it would be a very effective way of trying to
cheat in elections because the anomaly appears on the printout. | think
the significance of the options switch bug is not that it’s a pathway to
vote fraud in itself. It’s an indication of the presence of bugs in the AVC
Advantage software that slipped through all of the quality control
processes, both at Sequoia and at ITA where they review that software
and at state certification boards that accept the AVC Advantage for use.
[Tr. 4,55:6-15.]

Appel also described the ballot definition bug. He noted:
there are certain kinds of ill-formed ballot definitions that one might use
to try to manipulate elections, and those forms of ill formedness would
not be detected by the AVC Advantage voting machine, and this would
render the voting machine vulnerable to the effects of viruses that might
infect WIinEDS.
[Tr.4,12:14-20.]

Appel testified that the abnormality is in the inability to detect the bug. Regarding the impact of

human manipulation, the following colloquy is relevant:

COURT: In the absence of that human manipulation, is there any
bug in the ballot definition form?

WITNESS: In the absence of ill-formed ballot definition the bug I’'m
talking about now is a bug in the detection of certain kinds of ill-formed
ballot definitions. So, if the ballot definition is well formed, then the bug
is latent and will not immediately cause an effect.

QUESTION: Did you discover what actually caused the bug?
WITNESS: I reviewed portions of the AVC Advantage source code

for the purpose of checking for ill-formed ballot definitions in the
cartridge, and | found that those checks were incomplete in some ways.



[Tr. 4,11:23-12:16.]

Appel identified two different ways to manipulate elections because of incomplete checks for
ballot definition validity: the two votes for one button and the use of a button not marked. He
acknowledged, however, that this required the collusion of several people and was therefore not as severe
a vulnerability as a ROM replacement, which did not require collusion. Another example of the failure to
check for well-formed input is a buffer overrun. A buffer overrun error is a common kind of computer
programming bug and means fraudulent firmware in the daughterboard can crash the motherboard
firmware.

Finally, third party software is used on the AVC. Appel testified that software components, not
designed and built by engineers at Sequoia, but introduced into the voting computer create the possibility
for malicious people to corrupt elections by introducing fraudulent firmware in these other components.
As a result, third-party software imported into a voting system has the real potential to infect that system
with a vote-stealing software program by opening up additional pathways for installation of fraudulent
firmware.

Appel concluded the AVC is not secure and is not entirely accurate. Most significantly, the
insecurity of the AVC is not remediable by changes to the firmware. If the remedy is a change to the
firmware, and the attacker removes the legitimate firmware and installs fraudulent firmware, then any
remedy based on improving the firmware will not be effective in securing the AVC Advantage. In other
words, the firmware could change the bugs, but security concerns about tampering remain.

0. UPDATES TO FIRMWARE

There have been many substantial firmware rewrites of the AVC since its introduction in 1980.
The hardware, from 1984 to 2002, had just a Z80 (motherboard) computer. Since 2003, it also has a more
powerful daughterboard computer. The Version 9.00H in New Jersey uses the daughterboard just for
audio voting. In the Version 10 machine proposed for use in New Jersey, the daughterboard is the main

processor. Between 1994 and 2003, the size of the firmware more than doubled. As a result, different



versions of the AVC mean significantly different voting machines that differ in their security, accuracy
and reliability. Appel characterized the changes as substantial enough that they can be expected to affect
or impair the accuracy, efficiency, or ability to meet the technical requirements imposed by Title 19.

In 2003, Sequoia added the audio-voting feature to accommodate disabled voters who are unable
to use the full-face visual interface. This is a major change, because the 1976 vintage Z80 used in the
1980s design is insufficient to handle audio. As a result, Sequoia added an “audio kit,” which contains a
second processor to drive the headphones used by disabled voters, and a hand-held unit containing a third
computer.

Appel’s expert report includes a chart to demonstrate the changes made to the AVC firmware and
how it differs substantially in functionality from year to year. Expert Report, p. 130. The chart, starting
with Version 5.00 in 1994 and ending with Version 9.00H in 2005, includes three columns: (1) the
version; (2) date; and (3) added features. Appel concluded that each version should have been separately

examined for security and accuracy prior to approval. Appel Report, p. 132.

VERSION DATE ADDED FEATURES
5.00 1994 Multiple ballots
6.00 1995 Post-QAT
7.00 1996 Expanded option switches;
early voting
8.00 1997 Dozens or hundreds of bug
fixes minor changes
8.00A 1998 Mostly documentation changes
8.00B 1999 Bug fix
9.00 2003 FEC modification requests;
audio voting
9.00C 2003 Bug fixes; updates to FEC
coding standards
VERSION DATE ADDED FEATURES

9.00E 2003



9.00G 2004

9.00H 2005 Changes to audio voting
and/or requirements

P. APPEL’S RESPONSE TO QUESTIONS RAISED BY EXPERTS

Appel rejected a recommendation by the State’s expert, Michael lan Shamos (“Shamos”), that a
port could be installed to test the contents of the ROM without having to remove them from the circuit
board of the voting machine. First, the port is not present on the AVC. Second, to add a port would
require a redesign of the circuitry on the motherboard, and then prototypes of the motherboard would
have to be tested and debugged. Third, the redesigned motherboard would have to be sent through the
examination and certification process. Appel Report, p. 57. Finally, the process is too time consuming,
expensive, and impractical.

In response to questions on cross-examination, Appel acknowledged: (1) absent user interface
errors and if the AVC is not hacked, the internal computational errors are well under one percent; (2) the
AVC compares favorably to other touch screen voting machines;*® (3) the AVC provides adequate
protection against over-voting (no studies were done to measure user interface errors); (4) if one plans to
steal votes, the attacker would have to make sure the program steals the appropriate number of votes and
install the program on enough machines to have an impact; (5) if the attacker is taking the trouble to
construct fraudulent firmware and install it into voting machines, then a review of precinct-by-precinct
vote data from past elections would be worthwhile; (6) more votes are going to be stored on the
motherboard than on the daughterboard, i.e., in Bergen County during the February 5, 2008 primary
election, only four people voted by way of audio; and (7) the daughterboard cannot cause the

motherboard to change votes cast the normal way through the voter panel.

*® The error rate for optical scan machines is one hundredth of one percent, or one tenth of one percent.



Appel rejected the notion that either parallel testing or checkpointing®® was reliable in detecting
fraudulent software. Instead, fraudulent software can be designed to defeat the protocol of both.
According to Appel, parallel testing among experts in computer security is considered an inferior method
of establishing the security of an election, as compared to software independence, such as a VVPAT or a
precinct-count optical scan machine. Parallel testing is not a substitute for a VVPAT. Any given parallel
test protocol can be defeated by a more sophisticated fraudulent program that will avoid cheating under
the circumstances of that protocol. Appel concluded: (1) checkpointing is not a reliable means to detect
fraudulent software; (2) it’s not possible to do checkpointing on the AVC; and (3) it has never been tried.

Q. SOFTWARE INDEPENDENCE

In order to make the AVC more secure, Appel recommends that the State adopt Software
Independence, a well-recognized principle among experts.>” Since one cannot be sure what software is in
a voting machine at any given time and one cannot be sure exactly how a given piece of software works,
an independent source of verification is critical. If a voting system has software independence, results of
an election can be trusted. This can be achieved through various forms of a VVPAT.

Appel testified that in 2006, the Technical Guidelines Development Committee (“TGDC”) of the
EAC adopted a resolution calling for software independence in the next generation of voting machines on
the basis of definitions in a National Institute of Standards and Technology (“NIST”) report. Appel
Report, p. 51.

A voting system is software independent if a previously undetected
change or error in its software cannot cause an undetectable change or
error in an election outcome. That is, the votes should be countable
independent of the behavior of any computer software. This is because

(1) software is so complex in general that it is not possible to be
confident that it is adding the votes correctly, and (2) it is inherently

% Appel described checkpointing as similar in many ways to parallel testing. Rather than reserving a
machine for an entire fourteen hour election day, the program can be designed to cast a certain number of
votes on the machine at some point in the day, between other voters using the machines to actually cast
votes.

> Software independence is premised on the notion that one should be able to count the votes in an
election, independent of the need to rely on any particular piece of software.



difficult or impossible to know what software is currently installed inside
a voting machine or computer.

Msa

According to Appel, twenty-two of the twenty-five election technology experts published in
“Who’s Who in Election Technology” agree that paperless DREs such as the AVC are unacceptable. Id.
at 52. Computers may be used, but must be verifiable independently of the computer program. The only
available technology that combines computer technology with software independence is the VVPAT. To
verify the results, not every precinct must be recounted. Instead, a very small statistical sample of
precincts or ballots needs to be audited. The New Jersey law passed in 2008 requires this kind of audit.
Appel recommends that the Legislature implement immediately the 2008 law that provides for a VVPAT
and statistical audit to protect the votes of New Jersey voters. 1d. at 140.

There are three forms of VVPAT: (1) hand-counted ballots; (2) precinct-based optical scan
ballots counted by computer; and (3) paper ballots automatically printed by DRE voting machines.
According to Appel, computer security experts have come to a firm consensus that the most robust,
reliable, and trustworthy form of software independence is the precinct-based optical scan machine.
Appel shares this view based on articles in professional journals, news reports, and analyses by computer
security voting experts who have examined voting machines and observed elections. Software
independence ensures that the accuracy of the results can be guaranteed independent of the behavior of
any particular piece of software.

On cross-examination, while Appel acknowledged that precinct-based optical scan voting
machines can be hacked to miscount votes, he testified that a VVPAT is the best known method for
achieving accuracy and security in balloting.

R. SUMMARY OF CONCLUSIONS BY APPEL

Based on seven days of testimony and the expert report submitted, Appel’s most significant

findings are listed as follows:

% The TGDC recommendation for software independence was not adopted.



@ the AVC can be hacked to steal votes by replacing its firmware;

2 the hack can be perpetrated by a person with only ordinary
training in computer science;

3 a person can easily gain access to voting machines to install this
hack;

(@) once installed, the fraudulent firmware is practically impossible
to detect; there is no paper audit trail; and all electronic records of the
votes are under control of the firmware, which can manipulate them all
simultaneously;

(5) once installed on a voting machine, the fraudulent firmware can
steal votes in election after election without any additional effort;

(6) the AVC is vulnerable to hacks (fraudulent manipulations) in
several different ways;

@) some of these hacks take the form of viruses that can
automatically propagate themselves from one voting machine to another;
(8) even when not hacked, the AVC (in its normal state) has design
flaws that can cause votes to be lost, or cause voters to be given the
wrong primary ballot to vote;

9 even when not hacked, the AVC in its normal state has design
flaws that encourage voter error and poll worker error and permit fraud;

(10)  an ITA report is not an effective validation of the accuracy of the
source code. While Wyle examined all of the motherboard firmware, it
failed to examine all of the daughterboard firmware; and

(11)  the overwhelming consensus of computer security experts is that
the ITA is not effective in guaranteeing the security or evaluating the
security of a voting machine.

After creating a fraudulent ROM, the legitimate chip on the motherboard can be replaced with the
fraudulent chip. Additionally, the Z80, the central processing unit that masterminds the AVC, can be
replaced by an imitation designed to steal votes. The daughterboard is more vulnerable to attack then the
motherboard since the attacker can replace the firmware on the daughterboard through the audio-ballot
cartridge stored in rewritable flash memory. Finally, as a result of a single WinEDS computer becoming
infected with a virus from the Internet or a malicious act by an insider, every AVC in the county could

become infected through the routine use of audio-ballot cartridges, without any further intervention by the

attacker.



S.

POINTS RAISED BY THE STATE ON CROSS-EXAMINATION

During cross-examination, the State established the following:

1) prior to the installation of the fraudulent ROM on August 20,
2008, the AVC accurately counted the votes cast in the Pre-LAT and
then accurately counted the votes in the official election mode;

2 the AVC keeps in its internal memory a list of the ballot images
of each ballot cast, a feature known as an audit trail. There is a
command on the operator panel to produce a printed audit trail from the
internal memory;

3 the AVC has redundant storage of the same thing in four
different locations;

(@) the fraudulent firmware, created by Appel, was election specific
and would not produce the same fraudulent results in a subsequent
election;

) the AVC provides adequate protection against over-voting;

(6) the attacker must have physical access to the AVC to install
fraudulent firmware in the motherboard;

@) the fraudulent firmware, designed by Appel, will work only if
candidates are placed in specific switch positions;

(8) the fraudulent firmware, created by Appel, is not able to switch
votes based on the candidate’s name;

9 an attacker would need source code or its functional equivalent
through reverse engineering, to create a fraudulent vote-stealing
program;

(10)  two graduate students at Princeton University, who had received
their Master’s degrees and were studying for their Ph.D., reverse
engineered approximately 20% of the firmware of the Version 5 AVC;

(11) it would take twice as long to reverse engineer Version 9:00H
than Version 5;

(12)  Appel has never designed fraudulent firmware that would
modify the Z80 processor;

(13)  Appel has never actually modified a Z80 processor chip;

(14) it would take at least a month to develop a fraudulent Z80
processor chip that would cheat in elections;



(15)  Appel did not remove the Z80 chip from the circuit board on the
voting machine;

(16)  Appel has never installed a vote-stealing program on the inside
of a fraudulent Z80;

(17)  Appel did not design or implement a vote-stealing program that
would work on the daughterboard;

(18)  Appel never reverse engineered the daughterboard firmware;

(19)  the option switch bug was a result of poll worker error when the
machine was used in a manner inconsistent with the operator’s manual;

(20)  attack of the padlock seal left evidence of tampering due to the
holes that were drilled in the top of the padlock seal;

(21)  after the demonstration, the base of the cup seal was damaged,

(22)  the courtroom demonstration of attacking the seals installed on
the voting machine took over two hours;

(23)  an attacker would need to change the legitimate ROM chip with
fraudulent firmware in approximately 500 machines in order to have an
impact on a statewide election;

(24)  if an attacker realized the firmware had been updated after
designing a vote-stealing program, the attacker would retreat;

(25)  Appel has never fully reverse engineered a ROM chip from any
voting machine;

(26)  Appel is not aware of any computer programmers, outside of this
litigation, who have developed a vote-stealing program that works in any
version of the AVC;

(27)  when the legitimate firmware is installed in the AVC, the votes
get stored in four different ways: (1) added to the end of the audit trail
file in the internal memory of the motherboard; (2) added to the
candidate totals on the internal memory of the motherboard; (3) added to
the audit trail file in the results cartridge; and (4) added to the candidate
totals in the results cartridge. This record is kept up-to-date as votes are
cast throughout the day of the election;

(28) if the internal memory on the voting machine fails, then the data
is still there in the cartridge. If the cartridge fails, the data is still there in
the internal memory and can be printed from both sources. Appel
testified that this is a reasonable defense against inadvertent hardware
failure;



(29)  during the official election mode of his demonstration, after
comparing all of the tapes, everything worked as expected on the voting
machine;

(30)  Appel testified that in his personal opinion, any acceptable rate
of error for a voting machine should be well under one percent;

(31) there is no scientific literature that specifically says that an
acceptable rate of error is less than one percent;

(32)  the margin of error for the AVC is acceptable and well under one
percent;

(33) the AVC compares well with other touch screen voting
machines;

(34) the AVC gives adequate protection against over-voting;

(35)  Appel did not conduct a study to measure interface error on the
AVC;

(36)  there are only two ways to install fraudulent firmware into the
motherboard of the AVC, that is, through the ROM chip or the Z80 chip
of each individual machine;

(37)  Appel testified that if he were to design a vote-stealing program
that would not arouse suspicion, he would limit the number of votes
stolen on a given machine to twenty-percent;

(38)  the fraudulent firmware will not cheat in the next election or in
every election thereafter, unless the attacker only wants to steal votes
from the candidate assigned to switch position H13 and the candidate he
wants to receive the stolen votes is assigned to switch position E13;

(39) in one of the video-taped demonstrations, after Appel installed
the fraudulent firmware, an audible error (a ringing noise) came from the
voting machine;

(40)  Appel agreed that a voting machine exhibiting an audible error
would not be used in an election;

(41)  Appel did not design a vote-stealing program that would
manipulate votes based upon a candidate’s name;

(42) if an attacker wanted to alter votes in a state-wide election, he
would need to alter voting machines in more than one county;

(43)  neither Appel nor anyone from his team of computer science
experts ever designed a fraudulent vote-stealing Z80 processor chip;

(44)  Appel does not know of anyone who has created a fraudulent
Z80 processor chip that could go undetected in a voting machine;



(45)  to remove the Z80 processor chip from the voting machine, the
attacker must de-solder it, and then, re-solder the fraudulent Z80 chip.
There is a risk of damaging the voting machine through the de-solder and
re-solder process;
(46)  malicious firmware on the daughterboard cannot steal votes from
the motherboard;
(47) on the AVC Version 9, the daughterboard controls the audio
function, which accommodates voters who wish to vote by audio; and
(48)  the manipulation through the daughterboard will either cause the
voting machine not to operate, or change the votes of those who vote by
way of audio.
12. EDWIN BARKLEY SMITH, Il (WITNESS FOR THE STATE)
A. BACKGROUND
Edwin Barkley Smith, 11 (“Smith™) testified as an expert witness for defendants. In 1987, Smith
graduated from Texas A&M University in College Station, Texas, with a Bachelor of Science degree in
Mechanical Engineering Technology. In September 2003, Smith received a Master’s degree in Business
Administration from the University of Phoenix, concentrating in Management Information Systems.
From 1988 to December 2001, Smith worked for Ampex Corporation, Rockwell International,
EFEH Associates, and K*TEC Electronics. Each of these positions required a background in
manufacturing engineering. He has experience in programming ROM and EPROM-type devices,
soldering of those devices, conducting circuit board and reliability tests, quality assurance and control
management for a broad range of computers, environmental, electronics, medical, healthcare and
telecommunication products, and federal governmental compliance in the environmental and
telecommunication areas.
In December 2001, Smith joined Hart InterCivic, a manufacturer of electronic voting machines,
as Operations Manager responsible for: (1) physical security of the computer infrastructure; (2) designing
a protocol to prevent an intruder from infiltrating the computer network; and (3) hardware development

for the security of the voting machines marketed and sold. During his tenure, there were no successful

attacks.



Since May 2006, Smith has served as Vice President of Sequoia in charge of quality control and
assurance, compliance, and certification. In this position, Smith interfaces with Federal and State
regulatory agencies. Smith also provides updates to Sequoia regarding State legislative cycles, recently
adopted legislation, voting system and technological changes, and manufacturing and logistical issues.
Sequoia’s Director of Quality Assurance reports to Smith.

Smith is a member of the American Society for Quality Assurance, and is certified in three
professional areas as a: (1) quality manager; (2) quality engineer; and (3) quality auditor. Each
certification requires extensive training and work related experience. Over the years, Smith has reviewed,
researched and been responsible for handling a broad range of issues regarding physical security of
computers. He has testified before various State Boards of Elections, Secretaries of State, the EAC and
the House of Representatives Committee on Administration regarding voting system security.

Smith has authored approximately thirty publications, including a November 2008 article entitled,
“Sequoia Voting Systems: Maintaining the Quality of the Vote.” Additionally, Smith has been a guest
lecturer at the Loyola School of Law and the John Marshall School of Law, both in Chicago. Lastly,
Smith has participated in various panels pertaining to electronic voting systems.

Currently, the AVC and the Sequoia Edge are used in this State. The AVC is the most widely
used machine in eighteen out of twenty-one counties. Over the years, Sequoia has sold 10,400 AVC
machines to the State. While Smith was not involved in the 1987 recertification of the AVC, in November
2008, he examined many of the security features introduced by the State in the pending trial.

The court qualified Smith as an expert witness in the areas of certification procedures and
compliance processes with respect to electronic voting machines, physical security of computers, quality
control, and assurance methods of electronic devices. Smith, along with two others, co-authored

Sequoia’s response to Appel’s report.



The sections that follow include information and recommendations offered by Smith during two
days of testimony and from the joint report admitted into evidence.*

B. CERTIFICATION PROCESS

Smith testified extensively with respect to the certification and compliance process for electronic
voting machines. The process begins with a technical documentation package (“TDP”), provided by the
vendor that includes information regarding the development of the product, customer product
information, troubleshooting manuals, operator manuals and maintenance manuals.

The TDP, the source code, and models of the hardware are delivered to a federal laboratory. At
the federal laboratory, the ITA® engages in a multi-stage testing process. A laboratory must undergo an
accreditation process originally prescribed by the National Association of State Election Directors
(*“NASED?”), and currently established by the EAC. The last NASED certification was granted in October
2006. Once a laboratory is certified as an ITA, it then begins the multi-staged testing process involved
with voting machines. The tests performed by an ITA are established by the federal Voting System
Standards (“VSS”). Over time, two sets of standards and one set of guidelines have been established: (1)
the 1990 version of the VSS, under which the AVC was certified;®* (2) the 2002 version of the VSS,
promulgated by the FEC;®? and (3) the 2005 version, entitled the Voluntary Voting Systems Guidelines
(“VVSG”), drafted and promulgated by the EAC. Voting systems that are certified to a specific standard
are not required under the federal guidelines or federal law, to be recertified when a new standard is
established. Instead, recertification to a newer standard is required only when mandated by state law.

Wyle, located in Huntsville, Alabama, is the ITA that performed tests on the AVC, both as to
hardware and the firmware. Wyle performed an accuracy test on the AVC prescribed by the 1990

standards. To test accuracy, the 1990 standards use a test pattern or test script, whereby a person is given

% The two days of testimony are as follows: Tr. 1 (3/18/09) and Tr. 2 (3/19/09).
% Today, an ITA is known as a voting systems testing laboratory (“VSTL").
81 According to Smith, the 1990 standards addressed accuracy and reliability.

62 |n 2002 there were enhancements to sections regarding accessibility, usability, hardware, and software.



a script directing them to vote for a specific individual. After the person votes, a second individual checks
to make certain that the person did not make an error. The goal is to match the results of the mock
election to the test script. According to Smith obtaining 287,000 ballots, without an error, means the
machine has passed the accuracy requirement.

Based on Smith’s review of the report issued by Wyle, the AVC also passed various reliability
tests. The first part of the 1990 and 2002 standards test units dropped from various heights on multiple
occasions to ascertain whether the unit handles shock. This emulates the type of handling that voting
machines receive during warehouse preparation, as well as during transportation to the polling place and
back to the warehouse. The second, a vibration test that is part of the 2002 standards, tests by placing a
unit on a shaker table. This emulates the vibrations from the back of a truck, in order to determine
whether the unit withstands transport. The third, a durability test, involves placing the unit in a humid
chamber for forty-eight hours to evaluate the impact of temperature changes. Finally, other tests entail an
increase and decrease in the normal wall outlet voltage to stress the equipment to points beyond the likely
wattages at polling facilities.

According to Smith, an ITA does not certify voting machines. Instead, an ITA tests the product
and issues a test report that may contain a recommendation as to certification. The process after an ITA
tests the voting machines is the same under NASED and the EAC. Once an ITA tests the machine and the
machine passes the tests, the test report is passed to either NASED or EAC, which are the certification
bodies. If certified, the product is given a federal certification number. Obtaining a federal certification
number permits the company to market the product in different states and work through state certification
methods. According to Smith, the AVC received a NASED number. According to Smith, New Jersey’s
current certification procedures require a copy of the federal report from the ITA, as well as models of the

hardware and software.



New Jersey uses WIinEDS version 3.1074.% This version was federally certified in October 2006
and tested by Ciber Laboratories. According to Smith, Ciber is a federally accredited testing laboratory in
good standing. According to Smith, WIinEDS was subject to a certification process similar to that of the
AVC, with the additional requirement that it undergo end-to-end testing. End-to-end testing involves a
series of mock elections structured in a laboratory.

In response to a question from the court as to whether the hardware and software receive a
separate recommendation from the ITA, Smith responded, “they can, but the place they come together is
this end-to-end test because for the election management system to receive a test report, you have to have
tested it with the voting machines.” Tr. 1, 109:14-18. Smith also described various hardening processes
in relation to WIinEDS. Hardening involves altering settings within the operating system of the computer,
in order to improve its inherent security, or taking steps to improve the inherent security of an object, such
as computer networks.

While Smith did not know whether the software in the AVC had been modified since 1987, he
testified that New Jersey requires recertification only if the new software impairs or changes the
tabulation logic. When asked if alterations made in the software bear on the reliability and accuracy of the
machines, Smith testified that the decision depends on the interpretation of a particular State’s statutes
and the requirements for certification and recertification.

The following questions and representations, regarding third-party vendor software used in the
AVC and WInEDS, occurred during cross-examination:

QUESTION: So then you can’t possibly be aware of the testing
performed on other third-party vendor software?

ANSWER: No, that’s not a true statement.

QUESTION:  Tell me how it’s wrong.

ANSWER: Regardless of whether it’s one third-party vendor or a
hundred third-party vendors, you’re still going to package them together

and compile them into firmware. That firmware then becomes part of the
machine. The machine is then tested, as | testified earlier, for accuracy

% The WInEDS version is also referred to as 3.1.74 and 3.174 in the transcript.



and reliability and a number of other things. 1 am familiar with those
tests. So being that they are in the machine during those tests, those
products are, in fact, tested.
[Tr. 1, 179:14-180:1]
C. REVERSE ENGINEERING
Smith testified there has never been any documented incident in which: (1) firmware of an AVC
has ever been completely reverse engineered; (2) anyone has ever manufactured a fake AVC Z80
microprocessor containing fraudulent firmware; (3) a fake microprocessor was inserted into an AVC
voting machine; or (4) a fraudulent ROM was ever placed in an AVC voting machine, other than in a pure
academic setting, like the one created by Appel.
D. DESIGNING A FRAUDULENT Z80 MICROPROCESSOR
Smith challenged the conclusion by Appel that a FPGA can be used to counterfeit a Z80 prior to
inserting the chip into the AVC. According to Smith, the silicon and the silicon etchings of a FPGA are
immutable. As a result, it is impossible to etch a chip to look like a Z80 and then make it act like a FPGA,
because they are non-forgeable. Smith characterized a fake Z80 chip with fraudulent software that works
in the AVC as a fantasy and as pure science fiction. Tr. 2, 141:4-5. Finally, Smith testified that a FPGA
used as a Z80 chip could be detected, in a laboratory setting, through the use of delidding, x-ray, or both,
as explained below.
E. METHODS TO DETECT FRAUDULENT Z80
The Z80 is the microprocessor in the AVC. A microprocessor interprets firmware, the voter’s
output, the inputs of the poll worker through the operator panel, and executes what the firmware dictates.
According to Smith, several detection techniques are available to determine whether a counterfeit Z80
chip with fraudulent firmware has been inserted into the AVC. These include delidding and x-raying.
At Rockwell International, Smith performed delidding in the material evaluation laboratory to
examine silicon wafers in devices that had failed or were suspect for some reason. Delidding is defined as
an examination of electronic devices, and involves removing the material on an electronic component,

such as the covering over the working part of the chip.



Smith explained delidding as a process in which nitric acid is dropped onto the center of the Z80
chip. After a few hours, the nitric acid dissolves the black plastic covering that permits an individual to
examine the gold microscopic wires in the chip with the naked eye, a standard visual microscope, an
electron microscope or x-ray. Though described by Smith as a destructive testing process, in which the
chip becomes unusable and the voting machine requires a new chip, he testified that delidding would
successfully detect whether the Z80 chip is real or not. Smith has used hardening techniques, such as
delidding, to examine and improve the physical security of machines and computer systems.

During cross-examination, Smith acknowledged that no state has used delidding to test voting
machines for fraudulent software. The cost of delidding is in single dollars per unit when done in volume.
While it takes a good deal of skill to desolder a voting machine, Smith testified that it is not difficult to
master the skill. However, delidding requires that the circuit board or chip be sent off-site from a voting
warehouse.

X-raying is another method that may be used to discover whether a fraudulent Z80 has been
inserted into an AVC. Unlike delidding, it is a non-destructive testing process. The process involves using
an x-ray machine to tightly focus on a particular area of a chip, in order to view fine features inside the
chip at varying depths. To use an x-ray to detect a fraudulent Z80, the entire circuit board must be
removed and sent to an outside entity. Smith did not know whether any outside entities perform this
service in New Jersey.

Smith, when employed by K*Tec Electronics, used x-ray methods as part of his quality assurance
duties for examination of electronic devices. The process is commonly used to examine circuit boards to
test the integrity of the component. The x-ray machines produce a high resolution, comparable to medical
imaging equipment. To obtain the type of quality demonstrated by the photographs shown in the report, a
$300,000 machine is most likely required. Smith testified that this type of equipment will detect a fake
Z80. When Smith was shown photographs, the following exchange occurred:

QUESTION: Do those photographs accurately reflect the physical

state of a comparison between a legitimate Z80 chip and a fraudulent
FPGA?



WITNESS: Yes, they do . . . as | mentioned earlier, the silica
etchings are so very different between a real and a counterfeit Z80.

[Tr. 1, 153:23-154:1-8.]

Another technique is to measure electromagnetic radiation or radio waves. A fraudulent Z80 chip
would not radiate the same radio signals as a true Z80. The device used to measure and determine an
electromagnetic signature is akin to a television antenna. This testing takes only a few minutes on each
voting machine. Smith described this technique as completely non-destructive, not intrusive to the
machine and able to provide information right away if something has been electronically tampered with
inside the machine. During questioning, Smith was asked by counsel for the State:

QUESTION: Based upon your training and experience would that
technique of radiating electromagnetic energy detect a counterfeit Z80?

ANSWER: Yes, it would.
[Tr.1,167:14-17.]
On cross-examination, Smith testified that to his knowledge no state has used delidding, x-raying
or electromagnetic radiation to test for a fake Z80.
At the end of direct examination, the State asked a series of questions about the AVC:
QUESTION:  Mr. Smith, have you ever learned that an election result
was wrong because of the AVC Advantage machine?
ANSWER: In terms of candidate tallies, who won, who lost, by how

much, no.

QUESTION: Have you ever learned outside the academic setting that
an AVC Advantage Version 9 was ever hacked?

ANSWER: No.
[Tr. 1,168:11-19.]
F. DAUGHTERBOARD
Smith challenged the notion that fraudulent firmware could be installed on the daughterboard
through an audio ballot cartridge corrupted with fraudulent firmware. He testified that it is not possible.

G. HARDENING METHODS, ANTI-VIRUS SOFTWARE AND HEURISTIC
CHECKING



According to Smith, EAC guidelines for election management and Sequoia both recommend
hardening and anti-virus software for election management systems such as WIinEDS. There are methods
for hardening the computers on which WInEDS operates to prevent viral infection, as previously noted.
Hardening involves taking steps to improve the inherent security of something; in this case, computer
networks. In response to questions as to whether there exists any ways of strengthening or hardening the
computers to prevent virus infiltration into the WinEDS computers, Smith stated:

[yles, there is. There are in the hardening guidelines there are over a
hundred different steps, each of which plug some vulnerability present in
Windows or raises the hurdle significantly higher to intrusive software of
any sort. Some even help out with potentially malicious people that
would want to get on the system undected and undeterred and render
attack upon the system.

[Tr.1,117:17-24.]

On cross-examination the next day, Smith noted:

There are 105 steps, but most of them are automated, meaning that we

provide a package. It’s a small piece of software that essentially goes in

and does 90 plus of those steps. | forget the exact number. The remaining

few you have to do by hand.

[Tr. 2, 88:16-20.]
As to the time required to run the script, he testified “it takes less than about a minute to run.” Tr. 2,
89:11-12.

As noted heretofore, each step is designed to plug up vulnerabilities present in Windows or to
raise the hurdle in order to bar intrusive software or malicious persons. About ninety percent of these
steps can be completed by executing one piece of software, provided by Sequoia for free. It takes less
than a minute to do this and once executed, the hardening process is almost complete. The hardening
steps only have to be done once for each machine and not for every election.

Another hardening method is to never connect WIinEDS enabled computers to the Internet.
Sequoia recommends that election related computers never be connected to the Internet, but instead be

maintained on an isolated network. The EAC also recommends this in the election management

guidelines. Still another method involves reloading WIinEDS before each election.



Smith supports anti-virus software and heuristic checking. Heuristic checking is technology that
is often included in the leading anti-virus programs. While anti-virus programs search for viruses
matching the prescribed viral definitions, heuristic checking looks for codes that resemble viruses or
exhibit computer viral-type behavior. Both of these are hardening methods as well.

Smith also discussed physical access controls and logical access controls. Physical access
controls regulate access to election central computers, thereby barring any type of malicious attack. The
controls may be comprised of any or all of the following: (1) card keys, badges, surveillance cameras,
locks, and keys on doors; (2) the placement of the computer room in a certain building; (3) different
layers of fences around the building; (4) guards; and (5) alarm systems.

In terms of logical access controls, WinEDS 3.1074 provides the opportunity to assign users and
roles. Users are the various names and passwords of individuals given access to the WIinEDS system. An
individual may be permitted to access the entire system, or be permitted to access less information, such
as the database or election definition. Roles involve locking individuals out of certain areas, but
permitting access in other areas in order to allow successful completion of job functions.

If all of the techniques detailed by Smith fail, it is possible to wipe out the central computer and
reload the Windows operating system, WIinEDS, or both. Different states routinely reload the machines at
various times in the election process. States may receive a clean copy of WInEDS from federally
accredited laboratories that maintain a copy of the software, after the testing process is finished. The
laboratories maintain copies of this software in a safe. After obtaining a copy of the software, states
remove the WIinEDS on their existing machines and make copies for every county. The cost, borne by the
vendor, includes purchasing a CD, Federal Express charges, and approximately thirty minutes of
laboratory time.

In response to the time involved, the following dialogue occurred:

QUESTION: How much time is involved for, say, a medium-sized
county to wipe out their WinEDS computers and then reinstall a clean
copy of the WinEDS program?

ANSWER: Time, medium size county. To reinstall.



COURT: Well, if he has any personal knowledge. How long does
it take to reinstall WIinEDS on a machine?

WITNESS: I have seen it done in four hours for a medium-size
county, several hundred thousand registered voters.

COURT: How many machines?

WITNESS: These particular counties will generally have one server.
They may have a primary and redundant server, and then they’ll have
anywhere from one to a half dozen laptops that they also have WIinEDS
on in order to aid them in writing before election —

COURT: How many methods do they have for installing it on the
machine and how many machines do they have?

WITNESS: To some extent, your Honor, they can do them at the
same time. If they receive a copy of the CD from the State, they can
make their own copies, they can put one in every machine and it will
take roughly four hours and they’ll be done. They don’t have to attend to
the process the entire time, which is nice. It takes about four hours.
QUESTION: Based upon your training and experience and your
knowledge of hardening computers, if a county uses one or more of these
methods, do you have an opinion of whether this would prevent the virus
infiltration of the WinEDS computers?

ANSWER: Yes, | believe that if the hardening is properly and fully
applied it would prevent the virus’s infiltration along the lines of that
espoused by Dr. Appel’s report.

[Tr.2,126:5-127:19.]

While the hardening guidelines are available to clients, Sequoia does not monitor the
implementation of those guidelines. The hardening guidelines contain over one hundred steps, but most
are automated and provided in Sequoia’s software package.

The software executes approximately ninety steps and the rest must be completed manually.
According to Smith, it does not take a great deal of expertise in enterprise network security management
to understand Sequoia’s hardening guidelines. Therefore, a reasonably skilled IT person may readily
understand the guidelines. Sequoia’s software package runs in approximately one minute. The software is

provided when Sequoia is doing installations, and if someone from New Jersey contacts Sequoia and

requests the software. If so, the software is provided free of charge.



Smith does not know whether New Jersey has implemented the hardening guidelines on a county-
by-county basis. While it does not appear the hardening guidelines were implemented in Union county in
connection with the February 2008 election, the guidelines would not have disclosed the option switch
anomaly, nor recognized a virus. The goal of hardening is to prevent infections in the first place and block
any vulnerability in Windows.

Smith also emphasized the need to distinguish between hardening guidelines and an anti-virus
program. Since WInEDS does not have an Internet anti-virus program, Sequoia recommends that
jurisdictions select an anti-virus program, or select one Sequoia recommends from a list of vendors. Smith
believes an anti-virus program is important to the integrity of the product.

Smith testified that anti-virus programs do not cover all possible viruses and that updates are
normally distributed through the Internet. Although Smith does not recommend connecting election
computers to the Internet, it is possible to use a CD or USB stick to install these updates on WIinEDS
computers. Also, astute jurisdictions put updates on one computer, not attached to the elections network,
in order to prevent any potential mishaps. Then, the CD or USB stick is placed into all the election
computers in order to update them. Smith is aware of jurisdictions that practice this method outside of
New Jersey.

Smith recommends both hardening and anti-virus software, which is consistent with EAC
guidelines for election management, but not for individual machines. Instead, these methods relate to
remote stations for transmission of votes and the servers in the election warehouse or Clerk’s office. On
cross-examination, the court asked the following:

COURT: When you’re talking about hardening and anti-virus
software, you’re not talking about on the individual machines. You’re
talking about on the machine, like when they’re taken to the Municipal
Clerk and they’re transmitted electronically in some way to the County
Clerk for the transmittal of votes, that’s what you’re talking about, the
hardening and antivirus?

WITNESS: Yes, ma’am. I’'m talking about any remote stations for

transmission of votes, and I’'m talking about the servers that are
downtown in the elections warehouse or the County Clerk’s office,



wherever they reside, those machines, this is for protection of those
machines.

COURT: And so the only security measure that you’re talking
about for the voting machine would be the physical things that we talked
about, like locks and keys and those kinds of things?

WITNESS: Yes, ma’am. The security of the voting machine relies on
two items, two classes of items: one, the physical security, and two, the
inherent security from the architecture of the hardware and software in
the machine.

[Tr. 2, 109:2-24.]

Smith testified that, in terms of safety, to avoid the possibility of a virus infection to the
Microsoft Windows operating system, as well as or separately from infecting the WIinEDS operating
system, some jurisdictions clean out and reinstall Windows and WinEDS.

Regarding machines with a VVPAT, Sequoia recommends hardening and anti-virus software
also, inasmuch as the EAC still requires a certain level of protection despite software independence.
Smith claims that it is impossible to impact a machine with a VVPAT and skew the results because a
reasonably attentive voter would notice. In New Jersey, voters get three chances to vote, so a voter may
go back and try again if the machine is voting wrong. If the machine votes incorrectly a second time, a
voter most likely would leave the booth and inform an attendant of the problem.

H. FIRMWARE VALIDATION

Smith reviewed two methods of firmware validation to detect a fraudulent ROM: hashing and bit-
by-bit comparison. As to the bit-by-bit comparison, he noted:

[t]here are machines that are available from third party vendors - -
nothing to do with Sequoia. Sequoia has no business interest in these
companies - - that you can — they have sockets that you can insert ROM
chips, you can insert other varieties of chips in there, any chip containing
software, and you can put a known good chip in there, once again, that
you can get from the federally accredited laboratories or a known good
source, and then you can take - - and next to it in a different socket you
would put the ROM chip under test. You push the button on the machine
and the machine does a bit-by-bit comparison, bit-for-bit meaning every
nook and cranny, nothing can hide inside those ROM chips and it goes

through the entire ROM chip and if there’s any difference between the
two, it reports those differences back to you.



[Tr. 1, 140:7-25.]

This process takes under two minutes on one machine, not including the time needed to establish
the test. The machines are relatively inexpensive depending on the size and the number of sockets. As an
example, this technique is used in California, Nevada, in Cook County, Illinois, and the City of Chicago.
It can be used for pre-election testing, post-election testing, or both. Instead of testing all of the machines,
a sampling plan can be developed in accordance with the American National Standards Institute or United
States military.

With respect to the hashing method, a hash is a fingerprint on a piece of software. Hash functions
are mathematical functions approved by the federal government. Information on ROM chip firmware is
run through hashing algorithms, which produce a stream of numbers and letters representing a fingerprint
of that software. As Smith testified:

You can take your body of software, in this case we take what’s on a
ROM chip firmware and we would run it through that hashing algorithm,
and out of the hashing algorithm would come a stream of numbers and
letters which represents a fingerprint, to use a colloquial term, of that
software and any change to that software, even one bit, will change the
hashing value that you would get if you ran that code through that
hashing function. And the changes of two files hashing to the same hash
value at the end is something like one in over 4 billion so you’re pretty
safe to have that hash number one in 4 billion.

So then you can take any from the federal labs because they’re required
by the government to hash all the software that they approved. You, the
jurisdiction, can obtain the hash values regarding a particular piece of
software or firmware. As | mentioned earlier, you can do that through
WINnEDS as well as firmware.

And then you can utilize these machines - - you can place the ROM chip
that you’re testing into the machine, and instead of having to do a bit-for-
bit comparison, you can have it bring up the hash value of that software.
You then have the known good hash value from the federal lab, you look
at it, you look at the machine display; and if they are the same, then you
can be assured that the software inside that ROM chip is the same as
what the federal lab tested.

[Tr. 1, 144:22-145:24.]
Any alteration in the software affects the hashing value as a result of running the code through the

algorithm. A jurisdiction may obtain known good hash values for a particular piece of software or



firmware from a federal laboratory. The validity of a ROM chip may be determined by comparing the
known good hash value with a hash value obtained by a particular ROM chip. This test requires two
minutes, not including loading and unloading time. Smith testified that if election officials employed the
hashing method, they would be able to detect fraudulent insertion of firmware into a ROM chip.

Smith testified that there is a method of validating software, either before or after the election, to
determine whether there has been any fraudulent software or firmware used in the voting machine. Smith
references third-party hashing programs. It is possible to take the third-party piece of software that is
hashing the algorithm, and hash the WIinEDS installation on the computer, or the main WinEDS program
with the tabulation logic. Federal labs have the hash value for WIinEDS on file and can provide it to
jurisdictions using some reasonably secure method. Additionally, there is third-party software available to
compare the hash value of WIinEDS with the value received by the federal laboratory. If the values are
identical, then the WIinEDS program has not been tampered with.

Smith testified that the bit-by-bit method of firmware validation is successful in detecting the
insertion of fraudulent firmware into ROM in voting machines. In terms of testing methods, Smith feels
the bit-by-bit comparison is the best method to assess the integrity of ROMs on the machines, because it
is a direct comparison of every nook and cranny inside the ROMs. However, Smith believes that hashing
is more definitive for assessing the integrity of WIinEDS because it is a software program that is on a hard
disk inside a computer. In Smith’s opinion, hashing results in essentially 100% reliability.

Nevada, using the Sequoia Edge 2, performs pre-election and post-election firmware checks. A
hash method is used to check the chips. ROMs must be removed from the motherboard, requiring the
removal of each security seal affixed to the board. After performing the tests, the ROMs and fresh copies
of the security seals are reinstalled. In response to questions by the court, Smith testified:

[yles, ma’am. The State of Nevada, we have a state-wide contract. They
use the Sequoia Edge 2, which is similar to the DRE used in Salem
County, New Jersey. And yes, your Honor, they perform pre-election and
post-election firmware checks. I’m not sure if it’s 100 percent of the

machines, or a sampling of the machines, but I know from my
conversations with them that when they did that the first time, they did



do 100 percent of the machines, but they came out of it from a known,
good starting point, and then they went forward.

COURT: So the firmware check would be the hash?

WITNESS: Yes. In this case, they used a hash method.

COURT: And do they check the ROM chips?

WITNESS: That is what they’re checking, They’re pulling out the

firmware containing chips. In those machines, it’s not a ROM, but that’s

really neither here nor there for this discussion.

COURT: You said that bit-by-bit was better for chips.

WITNESS: For ROM chips it is, yes.

COURT: How about these chips?

WITNESS: These chips are of a different type. They are exactly a

compact flash card, so the hashing method is better. Although you can do

bit-by-bit on them as well.

COURT: And they do it pre and post election?

WITNESS: Yes, ma’am, they do.

[Tr. 2, 119:12-120:21]

Interestingly, Smith testified that Sequoia recommends hardening and anti-virus software for

DREs with VVPATSs in order to provide protection to Election Central. Once again, in response to

guestions from the court, Smith noted:

COURT: Is it your testimony that the hardening and antivirus
software is still recommended for the machine with the VVPAT?

WITNESS: Yes, ma’am, it is.
COURT: Okay, and why is that?

WITNESS: Well, because you still - - there’s no reason to allow
your Election Central computers to be at any greater risk to infection
from a virus or what not than you would have under any other
circumstances regardless of the technology in the polling place. Whether
that’s optical scan, hand-counted paper ballots, DRE, with or without
VVPAT is not material.

[Tr. 2, 124:2-14]



l. ANOMALIES OR BUGS

Smith explained the option switch bug and tilde issue. The option switch bug resulted from
misuse of the operator panel by the poll worker. Regarding the February 2008 primary election, Smith
personally recreated the option switch bug in order to design a remedial prototype. The prototype,
distributed across the State, is comprised of a clear plastic cover with two pieces of Velcro. Smith
manufactured aluminum templates that fit into a recessed area of the AVC operator panel. The aluminum
templates provide the location of the two pieces of Velcro that attach to the operator panel. Upon
removing the aluminum templates, the Velcro remains and lines up with the plastic cover designed by
Smith. In the June 28, 2008 primary, Smith did not receive any complaints regarding the option switch
bug.

Smith testified that the option switch has been fixed in the D-10 by changing the firmware code
to initialize a variable that was not initialized in Version 9.00H. During cross-examination, regarding
whether the option switch issue rendered the AVC unreliable, the following testimony was elicited:

QUESTION: So the fact that it generated inaccuracies doesn’t mean it’s
unreliable to you?

ANSWER: No. It means that the party turnout totals when the
button is - - when the operator panel is misused by the poll worker and
errant buttons are pressed it does provide an inaccurate total.
QUESTION:  Certainly that’s an accuracy issue, isn’t it?
ANSWER: No, because accuracy is your candidate totals, your
candidate tallies, over- votes, under-votes. So in terms of, once again,
declaring who won, who lost and by how much, no, because that was not
affected. So, thus, it is an undesirable situation, it shouldn’t happen and
needs to be fixed and it is fixed. Is the machine inaccurate? No.
[Tr.1,187:9-24.]

The tilde problem involved a candidate by the name of Carlos Cedeno. Since WIinEDS had not

been programmed to include the tilde, his name did not appear with a tilde symbol above the “N,” and his

name did not appear on the summary report. If properly programmed, this would not occur.



Smith described another issue where the candidate’s name did not appear on the summary report.
The candidate was assigned a numerical candidate ID of 999. There is a bug in WIinEDS 3.174, causing
candidates with an ID of 999 to not appear on the summary report. There are approximately twenty
reports printed by the AVC. The only one where ID 999 was omitted was the summary report. As a result
of the issue in Union County, Sequoia issued a product bulletin. Regarding this issue, Smith responded to
guestions from counsel and the court:

QUESTION: Is there a way to reassign a candidate if the system
assigned a candidate to the slot 999?

ANSWER: Yes, you can view - - through WInEDS you can view the
database and see if the candidate does have the 999 candidate ID in the
database in a human viewable form. . . .

COURT: How often would you see that 999?

WITNESS: Only once, and only if you had a thousand candidates in
a particular election.

COURT: That’s the only time you would see that, a thousand
candidates in a particular election district or —

WITNESS: No, since election databases are done via the county, it
would be that county.

COURT: So you need more than a thousand candidates on the
ballot for that 999 ID to show up?

WITNESS: Across the county.

COURT: Across the county?

WITNESS: Yes, ma’am

COURT: In your experience does that happen very often?
WITNESS: No, it does not happen very often, but it does happen.
COURT: Okay.

QUESTION: The issue with the 999, does that in any way affect the
vote totals for the candidate?

WITNESS: No, it does not.

[Tr. 1, 135:8-136:19.]



Smith described a buffer overrun in the software code as a situation in which software has a finite
capacity of data. If an attacker attempts to put more data into that area, thereby exceeding the capacity of
the buffer, this may cause secondary effects resulting in a shut-down of the machine. This impacts voting
by necessitating a restart of the machine. After the machine recovers, the public counter is used to
determine whether the vote was counted or not. At most, this would cause a ten-minute delay. Smith
concedes that this bug may shut down the machine repeatedly, requiring the use of a new machine or
emergency ballots.

J. USER INTERFACE ISSUES

Smith testified that the AVC alerts voters that they have not voted for certain offices. Further, the
chirping sound the AVC makes is measured at 66 decibels, whereas normal conversation is measured at
around 40 decibels. Smith challenged the notion that the user interface is inadequate.

K. PREVIOUS VERSIONS OF THE AVC

According to Smith, none of the upgrades to the AVC, from its previous versions since 1987,
have changed the vote counting logic associated with the machine. Furthermore, outside the controlled
environment created by the court ordered examination, Smith has never heard of an erroneous election
result on the AVC. Nor has any evidence been produced to establish that fraudulent firmware has been
introduced.

During cross-examination, Smith acknowledged that: (1) the option switch bug caused problems
in eight New Jersey counties and slipped through Sequoia’s quality controls and any external examination
process, including ITAs; (2) the option switch bug was not detected in Pre-LAT; (3) the option switch
bug was not detected in the certification process; (4) the net effect of the option switch bug as manifested
in the February 2008 election was that the AVC was activated with the wrong primary election ballot for
many voters; (5) anyone could remove the plastic cover, affixed with Velcro, although it is likely that

they may break it; (6) it would be difficult to accidentally take off or knock off the plastic cover because it



fits into a partial recess in the operator panel; and (7) he is unsure whether there is a system in place to
monitor whether someone removes the Velcro or plastic cover, because that is a jurisdictional issue.

L. SOFTWARE INDEPENDENCE

Smith defines software independence as the ability to recount and check the results of an election,
independent of the software running on the machine used. Through a record of cast votes, it is possible to
count the election results and be assured that the tabulation is accurate, regardless of unknown software
bugs, malicious alterations to software, or inadvertent changes. According to Smith, a VVPAT constitutes
a software independent mechanism. He noted that Sequoia possessed the technology to develop a VVPAT
in 2003, and deployed this technology in 2004, two years before the statute passed in New Jersey. Smith
believes that Sequoia is the sole vendor providing a cut-and-drop system in the United States. Sequoia
first produced a computer system, available for purchase, using the cut-and-drop method in late 2006.
This feature is part of the AVC D-10.

M. CONNECTION TO THE INTERNET

Sequoia recommends to customers that election computers remain disconnected from the Internet.

EAC includes the same recommendation in its election management guidelines.

N. STORING AND DELIVERY OF MACHINES

Sequoia recommends standards regarding storage such as temperature and humidity, required by
the federal government as part of the technical documentation package. While the modes of delivery vary
across the country, Sequoia does not recommend to customers that voting machines leave the election
warehouse sealed and locked.

O. REPORT BY APPEL CHALLENGED IN JOINT REPORT

In their joint report, Smith and Paul David Terwilliger (“Terwilliger”) challenge many of the
conclusions made by Appel. For convenience, these are listed below:

1) vote data is written to the results cartridge after each voter, and

at all times the internal memory and the results cartridge storage must be
identical or the machine will halt;



[Report, 8 2.5, p. 3.]
2 the term “correct in all circumstances” is an impossible standard;
[Report, 8 2.7, p. 4.]

3 security screws installed with security caps deter removal and
prevent undetected tampering;

[Report, Figure 1, p. 5.]

4 the plastic strap seals cannot be easily defeated. The strap is only
intended to evidence unauthorized removal;

[Report, § 5.7, p. 6.]

%) if the seals can be substituted because the serial numbers are not
routinely logged, this is not a failure of the AVC, but a State and County
procedural issue that is equally valid for every voting system that has
ever been created,;

[Report, § 10.6, p. 7.]

(6) New Jersey has made sure that custom printed serialized tamper-
evident seals are available through the State, and has provided
instructions for their use in all counties;

[1bid.]

(7 without a method for successfully re-installing the reverse
engineered firmware, this reverse engineering exercise is a waste of time;

[Report, § 11, p. 8.]

(8) new voting machine software is typically introduced to the
marketplace every year or two. New voting machine firmware would lay
waste to any ongoing reverse engineering program;

[Ibid.]

(€)] all of the fanfare around reverse engineering is at best misleading
since the academics offer no method to actually put reverse engineered
firmware into a voting machine or to keep up with new firmware
introductions from Sequoia;

[1bid.]

(10)  fraudulent replacement of the microprocessor is either deterred
or detected by the seals. Also, it does not pass the common sense test that
an army of hackers could visit all or most of the over 10,000 machines,



carry un-noticed the bulky de-soldering tool, de-solder, remove and
replace th