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Cyber-
jurisdiction

by Ellen S. Moore

he Internet has evolved over the past few decades into a

complex medium that enables its users to disseminate infor-
mation quickly and inexpensively to half a billion individuals
worldwide. These communications are routed throughout the
United States and abroad, notwithstanding their origin and desti-
nation. Two decades ago, there were less than 300 computers
linked to the Internet.! By the year 2000, there were estimated to
be 175 million people accessing the Internet.2 It is now esti-
mated that half a billion people worldwide have access to the
Internet from their homes, and that number will swell to 600
million by the end of the year.3 Also, by the end of 2002,
Internet users are expected to spend more than $1 trillion in on-
line commerce.4

In short, every Virginia lawyer probably has a client who
accesses the Internet to post or receive information and/or to
buy or sell goods or services. These clients, because of the
global nature of the Web, may become involved in disputes that
stretch across the United States, if not the world.

Indeed, the Internet explosion has generated many jurisdictional
disputes, putting the onus on courts to determine how to apply
historic concepts regarding personal jurisdiction to the boundary-
less world of the Internet. The courts’ latest, and now most com-
mon approach has been to apply basic personal jurisdiction
analysis to Internet activities on a “sliding scale” analysis of the
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interactivity of the site. Virginia courts, too, have integrated this
sliding scale analysis in their review of Internet-related jurisdic-
tion. Many of these same courts, however, have not diminished
their focus on the perceived harm to the plaintiff or what is
known as the “effects doctrine.” Indeed, application of the slid-
ing scale analysis itself has been inconsistent from court to court,
leaving potential plaintiffs with no certainty that their case will
be heard in their local forum. Additionally, potential defendants
are unable to judge their risk of being haled into a foreign court.

General Bases For Jurisdiction

The basic premise of personal jurisdiction analysis utilizes a two-
part review under the state’s long-arm statute and the Due Process
Clause of the Fourteenth Amendment to the United States
Constitution. In many states, including Virginia, this analysis is
simplified by the courts’ interpreting the long-arm statute to be
satisfied whenever the constitutional requirements are met.6

Briefly stated, the Due Process Clause requires that no defendant
be haled into court unless he has “certain minimum contacts”
with the forum state “such that the maintenance of the suit does
not offend ‘traditional notions of fair play and substantial jus-
tice’.”” The defendant must have “purposely availled] itself of the
privilege of conducting activities within the forum State, thus
invoking the benefits and protections of its laws.”8 Also, the



exercise of jurisdiction must be “fair and reasonable” under the
circumstances of the case and the “defendant’s conduct and con-
nection with the forum State [must be] such that he should rea-
sonably anticipate being haled into court there.”

Personal jurisdiction further may be founded on either of two
theories, general or specific jurisdiction. A court exercises general
jurisdiction when an action “does not arise out of the defendant’s
activities in the forum state, . . . [but] the requisite ‘minimum
contacts’ between the defendant and the forum state are ‘fairly
extensive.””10 In such a case, the defendant’s contacts must be
“continuous and systematic.”!! A court may exercise specific juris-
diction when the suit arises out of the defendant’s activities in
the forum state.12 When exercising specific jurisdiction over the
defendant, the courts need not find extensive contacts between
the defendant and the forum state, but the “fair warning”
requirement of the Due Process Clause requires that the defen-
dant have “purposely directed” its activities at the forum.13

Judicial Analysis of Cyber-jurisdiction

The Internet has not altered the courts’ use of traditional jurisdic-
tional concepts; instead, it merely has added a new factor in the
analysis of such contacts. Some courts, especially the early
reviewers of these issues, compared the Internet with more rec-
ognized forms of communication and commerce. For example,
courts have analogized the use of electronic mail to that of the
regular postal service, or Internet advertising to that of advertis-
ing a product via paper communications and thereby inserting
that product into the stream of commerce. This analysis often
falls short, however, in considering the potential interactivity
allowed by the Internet and the fact that the Internet reaches a
much broader and more geographically diverse audience than
do most paper-based advertisements or publications. Many
courts, therefore, have adopted a sliding scale or continuum of
characteristics of Internet presence and interactivity to assist in
resolving the question of just when and how much Internet
presence is enough for jurisdiction in a given forum.

As set forth in the seminal case of Zippo Mfg. Co. v. Zippo Dot
Com, Inc.,14 three general categories of Internet presence have
emerged, creating three general lines of case law addressing per-
sonal jurisdiction issues. The first category includes passive Web
sites that merely present information without accepting informa-
tion from the viewer, taking orders, or selling or offering services
or products. Generally, no jurisdiction is found with passive
sites. The second category concerns Web sites with both passive
and active characteristics—those that allow for the exchange of
some information between the site and the viewer. Here the
court will analyze the level of interactivity with the customer or
user in that state to determine jurisdiction. The third category
includes those Web sites where the provider actively conducts
business over the Internet by allowing the user to enter into
contracts or purchase products advertised on the site. Jurisdiction
is generally found where the Web site is highly interactive.

Jurisdictional determinations, however, are very fact-dependent,
and courts have not hesitated to mold the sliding scale analysis
or utilize different jurisdictional analyses. What some courts
interpret to be a purely passive Web site, other courts hold to be
at least partly active—resulting in very different rulings concern-
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ing very similar Web sites. Still, other courts have set aside the
sliding scale analysis—at least on occasion—to utilize “effects
doctrine” or other analysis in determining whether to exercise
jurisdiction over a nonresident defendant. Thus, it is difficult for
Internet users to measure their risk of being haled into court in a
foreign jurisdiction.

Passive Web Sites

Courts generally find insufficient evidence to support personal
jurisdiction based solely on a plaintiff’s accessing the passive
Web site of a nonresident defendant in the forum state, absent
some additional showing that the nonresident defendant pur-
posely attempted to conduct or solicit business in the forum
state. The following sections present a survey of cases reviewed
concerning passive Web sites.

Cases Finding No Jurisdiction"”

e In Revell v. Lidov,16 the United States District Court for the
Northern District of Texas, Dallas Division adopted the sliding
scale analysis, finding no jurisdiction where the individual had
posted an allegedly defamatory article on a “passive” Web site.

e In Mink v. AAAA Development, LLC,\7 the Fifth Circuit followed
the sliding scale analysis in determining that a Vermont com-
pany was not subject to jurisdiction in Texas for its use of a
Web site advertisement that included a printable order form to
mail in, the mailing address, electronic mail address and a toll-
free telephone number.

e In Bensusan Restaurant Corp. v. King,'8 the Second Circuit
found jurisdiction lacking in a trademark infringement action
where the defendant’s home page was passive, and gave the
Internet user information without selling or offering to sell ser-
vices or products.

In Cybersell, Inc. v. Cybersell, Inc.,'9 the Ninth Circuit found
jurisdiction lacking where the defendant’s site provided the
company’s local phone number and electronic mail address,
but no services could be provided, no contracts could be con-
summated and no products could be sold via the Internet.20

Cases Finding Jurisdiction

e In Inset Systems, Inc. v. Instruction Set, Inc.,2! the United States
District Court for the District of Connecticut held that it had
jurisdiction over a defendant based on its continuous adver-
tisement over the Internet, which included at least 10,000
potential access sites in Connecticut, and the use and adver-
tisement of a toll-free number on its Web site.

¢ In an unpublished opinion, I re Martin Gardner Reiffin,22 the
United States Court of Appeals for the Federal Circuit denied
mandamus reinstating venue in the District of Columbia
because the California district court, to which venue was trans-
ferred, could exercise personal jurisdiction over the defendant
for the publication of allegedly libelous information on a pas-
sive Web site where the defendant’s conduct had an effect in
California by damaging the California plaintiff’s reputation in
his home state.
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Most courts, following the Zippo decision, find no jurisdiction
based on this passive level of activity. However, a few courts,
including some in Virginia, utilize an “effects” analysis to find
jurisdiction even when a passive Web site is used.23

Web Sites with Both Passive and
Active Characteristics

The second type of Web site is the “intermediate” interactive site,
where the provider allows for the exchange of certain informa-
tion between it and users accessing the site. This type of site
may provide various services on-line to the user. Most courts
hold that these cases require an evaluation of the “level of inter-
activity and commercial nature of the exchange of information
that occurs on the [wleb site” before a determination of jurisdic-
tion can be made. Cases generally find jurisdiction based on
interactive Web sites.

Cases Finding Personal Jurisdiction—
Not Utilizing the Sliding Scale Analysis**

e In Panavision International L.P. v. Toeppen,2> the Ninth Circuit
followed an “effects doctrine” analysis in finding jurisdiction
over the nonresident defendant based on his scheme to register
the plaintiff’s domain name to extort money from the plaintiff.

e In Superguide Corp. v. Kegan,26 the United States District Court
for the Western District of North Carolina found jurisdiction
over a nonresident defendant based on the defendant’s Web
site advertisement of products to forum state residents and the
court’s assumption that most the those residents had utilized
the defendant’s services.

Cases Finding Personal Jurisdiction—
Utilizing the Sliding Scale Analysis

e In Zippo Manufacturing Co. v. Zippo Dot Com, Inc.,?7 the
United States District Court for the Western District of
Pennsylvania found jurisdiction over the defendant based on
its “conducting of electronic commerce with Pennsylvania resi-
dents,” which constituted a “purposeful availment of doing
business in Pennsylvania.”28

In Hasbro v. Clue Computing, Inc.,29 Massachusetts found juris-
diction in a trademark infringement claim over a Colorado cor-
poration which utilized a partially-interactive Web site that
could be accessed by Massachusetts citizens.

In American Network, Inc. v. Access America/Connect Atlanta,
Inc.30 the Southern District of New York found jurisdiction
over a nonresident defendant who was attempting to reach and
had signed up subscribers to its business in the forum state.

In Heroes, Inc. v. Heroes Foundation3! the District of

Columbia court found jurisdiction based on a nonresident
defendant’s solicitation of donations through its home page.
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Cases Finding No Jurisdiction—
Not Utilizing the Sliding Scale Analysis

e In Kubik v. Route 252,32 the Pennsylvania Superior Court held
that a Delaware restaurant’s on-line advertisements, which
included directions, a newsletter and the on-line sale of gift
certificates, were not sufficient to elicit jurisdiction in
Pennsylvania.

e In CD Solutions, Inc. v. Tooker,33 the District Court for the
Northern District of Texas found that the plaintiff's claims did
not arise from defendant’s Internet contacts with the forum state
and thus declined to exercise jurisdiction over the defendant.

Cases Finding No Jurisdiction—
Utilizing the Sliding Scale Analysis

e In Amazon Tours, Inc. v. Wet-A-Line Tours, L.L.C.3* a magis-
trate for the District Court for the Northern District of Texas
found that it lacked jurisdiction over a Georgia company
whose Internet site provided information about tour packages,
a message posting board, a form to request a brochure and
links to the company’s electronic mail address, because this
did “not constitute the kind of interactivity required to exercise
jurisdiction over a nonresident defendant.”

e In Butler v. Beer Across America,35 the District Court for the
Northern District of Alabama concluded the defendant’s semi-
interactive Web site, with a limited order form that could be
completed and submitted like a reply card in the mail, was
insufficient to satisfy minimum contacts requirements under
the Due Process Clause.

In Hearst Corp. v. Goldberger,36 the District Court for the
Southern District of New York found no jurisdiction over the
nonresident defendant because, although forum state residents
accessed the defendant’s Web site, the defendant had neither
contracted to sell nor sold any products or services in New York.

Active Web Sites

The third type of Web site is one in which the provider actively

conducts its business over the Internet, by displaying product or
service information and allowing the user to enter into contracts
and purchase the products or services advertised, most often
charged to a credit card number given by the user. Courts gener-
ally have no trouble finding personal jurisdiction over providers
of such sites.

e In Rainy Day Books, Inc. v. Rainy Day Books & Cafeé, L.L.C.37
the District Court for the District of Kansas found jurisdiction
over a Maryland bookstore whose Internet site provided infor-
mation about the store, upcoming events, permits the user to
subscribe to a mailing list, obtain information regarding gift
certificates or purchase books on-line by clicking a link to an
on-line third-party ordering service (which would give the
bookstore a credit for the sale).

e In Intercon, Inc. v. Bell Atlantic Internet Solutions, Inc.38 the
Tenth Circuit Court of Appeals found jurisdiction over a



Delaware company that “purposefully availed” itself of the
plaintiff for months after receiving notice from the plaintift that
it was mistakenly routing its customers’ electronic mail mes-
sages through the plaintiff’s server.

e In Compuserve, Inc. v. Patterson,3 the Sixth Circuit found juris-
diction to be appropriate where the defendants contracted
with plaintiff, an Ohio corporation, for Internet access and to
distribute the defendants’ computer software via the plaintiff's
Internet network.

Cyber-jurisdiction in Virginia Courts
Virginia court decisions mimic the spread of determinations
found throughout the rest of the United States’ courts. Some
Virginia courts clearly have adopted the sliding scale analysis,
while others utilize an “effects” doctrine analysis.

Passive Web Sites—
Case Finding No Jurisdiction
(Utilizing the Sliding Scale Analysis)

In Weinstein v. Todd Marine Enterprises,i© the District Court for
the Eastern District of Virginia dismissed the action for lack of
jurisdiction over the defendant. The case was for breach of con-
tact and fraud concerning the sale of seven cruisers to a Virginia
plaintiff. The court found jurisdiction to be inappropriate
because the defendant had not even advertised its own Web
page in Virginia. Rather, its information appeared on an on-line
classified advertisement site.

Passive Web Sites—
Case Finding Personal Jurisdiction
(Utilizing the Effects Doctrine)

In a not-yet-published, decision by Judge Williams in the District
Court in Big Stone Gap, Young v. New Haven Advocate, et al. A1
the court found jurisdiction over a defendant for its use of a pas-
sive Web site to make allegedly false statements against a
Virginia official, based on the application of the effects doc-
trine.42 The court, while noting the Zippo “sliding scale” analysis,
followed Telco43 discussed below. Rejecting the defendants’
argument that it would be unfair to subject them to world wide
jurisdiction for merely posting information on the Internet, the
court noted that the defendants” actions were not “fortuitous or
unintentional” in that they posted their product, the articles, on
the Internet, knowing that the information could be viewed by
Virginia residents, and that this act gave rise to the litigation.44
Moreover, the court found that Virginia had a “significant interest
in deterring the posting of defamatory materials concerning one
of its citizens,” especially a public employee.

In Krantz v. Air Line Pilots Assoc., Int’l, et al.%5 an early Internet-
related jurisdiction case, the Supreme Court of Virginia found
jurisdiction over a pilot and labor union who utilized a computer
center electronic switchboard system operated from Virginia to
spread defamatory information about the plaintiff, another air
line pilot, as part of an effort to interfere with his prospective
employment contracts. The court found that the defendant used
the Virginia system as a means of furthering his plan to ruin
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Krantz—to enlist the aid of other pilots in spreading negative
information about Krantz. This was a “purposeful activity in
Virginia” and constituted the necessary minimum contacts neces-
sary for the maintenance of this action in Virginia.46

Web Sites with Both Passive and Active Characteristics—
Case Finding Jurisdiction

In Telco Communications v. An Apple A Day,47 the District Court
for the Eastern District of Virginia utilized a hybrid sliding scale
and effects doctrine analysis in holding that the nonresident
defendant was subject to Virginia’s jurisdiction in a suit alleging
defamation, tortious interference with contract and business con-
spiracy related to two press releases placed on the Internet. In
conducting its jurisdictional analysis, the court recognized the
distinction between a passive Web site “that does little more than
make information available to those who are interested in it,”
and which does not provide grounds for personal jurisdiction
over the provider, and an “active” site, which, in this case, gave
readers a phone number to call in order to solicit their busi-
ness.48 The court found that the defendant’s “posting a Web site
advertisement or solicitation constitutes a persistent course of
conduct, and that the two or three press releases rise to the level
of regularly doing or soliciting business” under subsection (A)(4)
of Virginia’s long arm statute; also, the court found jurisdiction
under subsection (A)(3) providing for personal jurisdiction over
a person who causes “tortious injury by an act or omission in”
Virginia.49 The court further found that the service defendants
used distributed the information to several Virginia consumer
information facilities, including America On-line, which is head-
quartered in the forum district, and NationsBank. Thus the
allegedly defamatory speech was made available in Virginia,
plaintiff was a Virginia resident, and its effects were felt in
Virginia. The court further found that the defendants should
have known that the material would be distributed to Virginia,
where the plaintiff was located, and therefore could have rea-
sonably expected to be hailed into court in Virginia, such that no
due process concerns arose in the case.

Active Web Sites—
Cases Finding Jurisdiction

In Designs88, Ltd. v. Power Uptik Productions, L.L.C.,50 the
District Court for the Western District of Virginia adhered to the
sliding scale analysis in holding that jurisdiction was appropriate
over defendants involved in a membership-based Web site on
day trading. The court noted that “mere access to a passive Web
site in the forum state is insufficient to support a finding of per-
sonal jurisdiction.” In this case, however, the defendants
allegedly solicited and maintained a relationship with the plain-
tiff to design, implement and maintain the defendants’ Web site,
on which the plaintiff worked in Virginia. The court rejected the
defendants’ argument that the physical location of the plaintiff
was irrelevant to his work, which existed “only in cyberspace,”
noting that “[tlhere being no District Court of Cyberspace, the
defendants’ argument that laboring on the Internet defeats tradi-
tional personal jurisdiction is unpersuasive; Defendants will have
to settle begrudgingly for the Western District of Virginia.”5!
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In Alitalia-Linee Aeree Italiane v. Casinoalitalia.com,52 the
District Court for the Eastern District of Virginia applied a hybrid
analysis in holding that it could exercise jurisdiction over a non-
resident defendant who operated a highly interactive Web site
that allowed for the formation of contracts, gambling on-line and
the generation of profits from Virginia customers. In this case
brought under the Anticybersquatting Consumer Protection Act,
the plaintiff, an Italian airline, sued the defendant, a Dominican
Republic entity, for using a similar domain name for its on-line
gambling business. Analyzing the case first under the “effects
doctrine,” the court found that the defendant had caused tortious
injury in Virginia by its commission of a tortious act outside of
Virginia, by infringing on the plaintiff’s trademark, causing the
likelihood of confusion and mistake by Virginia customers and
diluting the quality of plaintiff’s mark. The court further found
that a defendant who conducts advertising and soliciting over
the Internet, which can be accessed by a Virginia resident 24-
hours-a-day, does so regularly for purposes of Virginia’s long-
arm statute. Lastly, the Virginia court applied the sliding scale or
“continuum” analysis of Internet jurisdiction, looking at the level
of interactivity and the commercial nature of the Web site. Here,
the defendant had on-line casino gambling that was very interac-
tive in nature, five Virginia customers and had earned money
from its interactions with such customers. The court held that the
defendant thus had engaged in ongoing business transactions in
Virginia and the minimum contacts required by the Due Process
Clause were satisfied.

In the 1999 case of Coastal Video Communications Corp. v. The
Staywell Corp.,53 the District Court for the Eastern District of
Virginia raised the possibility that general jurisdiction could be
exercised over a defendant where its Internet-based contacts
with the forum state were so “continuous and systematic” that
the “defendant may be subject to suit for causes of action
entirely distinct from the in-state activities.”>* The court found
that the defendant, in this case a Web site owner offering the
sale of its publication over the Internet, offered an “on-line store-
front that is readily accessible to every person in Virginia” who
could access the world wide Web, but held that further discov-
ery would be necessary to determine whether there was suffi-
cient activity between Virginia residents and the Web site to jus-
tify general jurisdiction.55 It should be noted that the defendant
also conducted non-Internet business in Virginia. The court fur-
ther held that specific jurisdiction was lacking because the there
was not evidence that the publication subject to the copyright
dispute between the parties was ever sold in Virginia.

Conclusion

While the sliding scale formula provides some guidance to coun-
sel and their clients, even passive Web sites can expose an
Internet user to suit in a foreign jurisdiction. Many courts still uti-
lize the “effects doctrine” in their analysis of Internet-related
cases, whether or not they also recognize the sliding scale analy-
sis established in Zippo. Moreover, courts have been somewhat
inconsistent in applying the sliding scale analysis when they do
utilize that test; for example, what one court deems to be a pas-
sive Web site, another court finds to be active in nature. Counsel
should keep this in mind when advising individuals and busi-
nesses seeking to expand their audience for advertisements or
information via the Internet, or those harmed by the activities of
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such individuals and businesses. There are no sure answers for
those utilizing the Internet regarding where they may be haled
into court. &2

Ellen S. Moore is an attorney with the law
firm of Woods, Rogers & Hazlegrove, P.L.C.
She received her degree from the University of
Virginia School of Law. Moore is an assistant
editor for the VSB Antitrust, Franchise and
Trade Regulation Newsletter.
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